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Fi A [fILoRaWAN B £ #4201 2 /> SLELA SCRY iR 1) Class A Thig. S 4ME AT BLSZELA SR AR iR 1) Class B #1 Class C M Ja 4% & ¥ nl ik
Dife. (ARFEFMEN T, WA LIS Class A.

1.2 SR 258

MAC#54 [11#% X LinkCheckReq(##HA), SrAIMIK 1My FRMPayload (fl1f), # &0#% Ay RECEIVE_DELAY1(EMAERME), &
(g =N NCGRMA)..
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2% LoRaWAN Classes %! /43

LoRa J& tHSemtechifi KB &5 . IRIHHE. (RIH % BT IF K M TR MHIEAR . AR, K Class A FEfili BSIL T 58 2 DR B & BN S8 iy
class %"

2.1 LoRaWAN Classes

LoRaM #5143t fifiLoRaWAN (FRz NClass A) Flalik 1t (Class B, Class C) :

Application

Application

LoRa MAC MAC
Class A

e | D - oo

Modulation

EU EU UsS AS
868 433 915 430

1.LoRaWAN Classes

Regional ISM band

&

o Wi fkhiei(Class A):  Class A IZ RS _EAT G # & BRI MEE 10 FATECE 1, DLSLSCHLRURR 4. 2ok T B Sl fE ok
CAEARARIN L, 72 BEHLIN T B 25t - B BN (ITALOHADMR). X FiClass A #AE M IR O 1 mARTHFERI 24 R 48,  NERMH]
TE 23 FAT AR5 ARG 7] Y HEAT AR S5 38 000 R AT (e e IR S5 870 FL AR AT T I (R HEAT ¥) T AT (% MRS A8 20 K R — IR RAT

o KlsE BN R B £ 4 ¢ i (Class B):  Class B 1243 &5 55 £ (BN BR . BR T Class A [MIBEHLEINE H, Class B &L /ESR &
IR TR HT AR 11 o A T R 0 AT DALE FG 5 B TR0 T TS0 11, 24 75 2 M S BRI 17D [0 25 (15 47 (Beacon) o IX 15753 IR 45 2% 7T LA
T A T I AT TR AS o

o I RAL BN BRI XL £ 443 (Class C):  Class C [ Z& i A 2 — HAT TP B 1, RAERIERIN B 5. Class C %8s Ll
Class A fill Class B SEANFEHL, {EL IR AR S5 25 T A 4 4 3 PR R S 2 BRI 1
2.2 3R
Xy LoRaWANHMSGEHGIA T 55 Class A AR A Class (5 Dfe. = Class HI& L2 2 Class A & L HIFTA ThRg.
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3% PHY Miif% =\
LoRa A _LA7#H B FATH .
31 BT HE
FATHE R B Zm R, B — A B AN WO R4 P RS
FATIE BAEA LoRa ARl ft ™Ak i, v S & PHDR Fl PHDR_CRC . #ifii 5§ CRCA B R ARIE e #E 1
PHDR, PHDR_CRC [ #ifif CRC kRt S SR # M
47 PHY:
Preamble PHDR PHDR_CRC PHYPayload CRC
2. EAFPHY B =
3.2 MTHE
AT B IR S AR R, G SN SR R A AN 2
AT B AL S A A, VB P& PHDR A PHDR_CRC.
AT PHY:
Preamble PHDR PHDR_CRC PHYPayload

13, FA7PHY A% =

3.3 #E
BEAS AT AR o 2t AR B F AN R O o BRSCE DI R URIT (R R, & LM S I i o 5% .

Transmit RX1

:

P4 235 B P

3.3 F—UE N EE, HdRE R 5

FE—RCE O RXA 3 AR AN FATAERAG G, (AR FATHER G 56, RX1 27E LAT N4 15 1) RECEIVE_DELAY1#S (+/- 2044

BB AT BATH RXT IR AT 333 1000 R R XM, VEAA IR 7E[LoRaWANIL X S SC R . BRIAES — T 1 R AU — IR BAT
MR A

3.3.2 3 HCE NfEE, FdEECRF)EE)

BT RCE T RX2 A — [ AT AR AR R, 7 BAT RIS RS ) RECEIVE_DELAY2FS (+/- 200080) 1. AR AIER R
AFLLEE MAC A4 (L 555%). BRIAMIATZE R 32 4% X I E , IR 7E[LoRaWANHL X S 45 31

3.3.3 B 1 RF R[]

PRI E 11 A8 D L 2 AT R A AL 08 A B e SRR I 1R A7 O R S5



3.3.4 W7 eI CE 3 R Y Ab

U RAEAT AT — MW D PR TR BT SAD, ST 8% AR, RS MAT W S e SRR — R DR DB R L B
AN M) M RIMIC 06 3 I g DA 45 XA 23, TR s g A e T 38 — /Pl & 1

3.3.5 2% RIATH B 45 K im

IR A2 AR R — A MAT I R AR A, BRI /e PN RICE DR R L

w

3.6 TR AT ) HE E T

i B — B R DS TATE B, BGE A R TR R A R R T DRIRE N ATH ), A ReE AR S — A BT

g

3.3.7 HAb PRI Ak B

I RAELORaWANUSUAR B FI BT DANSCA HEA M, R B2 AR 196 AL 2 MU ZE SR LUK e A LoRaWAN B L.



4% MACHTA% 3

LoRafiifg b FATREM I B AR SAHATPHY #A7, PHY#E M LA 7 TTMACL(MHDR) 4, 'E 5 MACH i (MACPayload), /5 /247 11 [FIMACK:
BF(MIC).

SIPHY 2
Preamble PHDR PHDR_CRC PHYPayload CRC

P54 BPHY £ 14 (1 5% CRC A _EATHERK T B P A77E) PHY 34 -

MHDR MACPayload MIC
W

MHDR Join-Request MIC
e

MHDR Join-Response MIC

[&16.PHY #fif 45 14 MACH A7 :
FHDR FPort FRMPayload

7. MAC#fii £ 14 FHDR:
DevAddr FCtrl FCnt FOpts

P18 Tk 25 44
F19.LoRaiik% 070 % (EI &5~8)
4.1 MACJZ(PHYPayload)

Size (bytes) 1 1.M 4

PHYPayload MHDR MACPayload MIC
MACPayload ¥ B i KK M, 7E 565 A TN UL .
4.2 MAC:L(MHDRE)

Bit# 7.5 4.2 1.0

MHDR bits MType RFU Major
MAC k118 5E T H 228 (MType) Aot it i 478 I LoRaWANHE i 3 W 4 5 (Major) o
4.2.1 75 B8R (MTypefir 7 E)

LoRaWAN'E X T AN ARFIMACTY B34 join request, join accept, unconfirmed data up/down, L& confirmed data up/down .

MType £

000 Join Request

001 Join Accept

010 Unconfirmed Data Up
011 Unconfirmed Data Down
100 Confirmed Data Up

101 Confirmed Data Down
110 RFU

111 Proprietary

F1.MACTH E2KH



e 4.2.1.1 Join-request and join-accept ¥4 5.
join-requestflljoin-accept#l & FH 7E 2= G AR, HAR WL 75756.2
e 4.2.1.2 Data messages

Data messages HIKALGHIMACHT RIS FHEAE, X T F &t ] DUSESANE B k1% . Confirmed-data message #2450 & Z M %
Unconfirmed-data message #:{ & WA TN 2%, Proprietary messages HISRACHEARARAERITH BA% N, RAEMARMEN S HE, HAEH R E
A [ 90 R A 2 T AT A

ANFE S BRI R T R BAIE S — Bk, NI/ AR 2R BAR T DL

4.2.2 B B 3 RUA (Major s 7 B)

Major{i 5 Bt B
00 LoRaWAN R1
01..11 RFU

%2 Major%i| %

R MajoriE X s R (join procedure)fdi F (13 S (IL#E '[5‘6.2> FIMAC PayloadfJfi475 (W47 o LK EARE A
1 2 FR AR5 SIEIRAN ] o /N R AR 1 3 AR e 48 i 7 110 3 /N RO 7 24 44 T 368 260 ) 25 I 25 %

4.3 MAC#fif (MACPayload)

MACH i, a2 s SdEm”, &: wisk (FHDR) . %0 (FPort) LA iiZkfii(FRMPayload) , i IR i 2 Al 1

4.3.1 Wik (FHDR)

FHDR & £ i S ik (DevAddr) . 1= Tiifa il 25 (FCrl) . 2545 il 40 2% (FCnt) A F SR AL SIMAC Ay & 1 0 (FOpts, #1545 11)41
Ko

Size(bytes) 4 1 2 0..15

FHDR DevAddr FCtrl FCnt FOpts

FCtrifE E MTHET AR, TrHBMT:

Bit# 7 6 5 4 [3..0]

FCtrl bits ADR ADRACKReq ACK FPending FOptsLen
TSR

Bit# 7 6 5 4 [3..0]

FCtrl bits ADR ADRACKReq ACK RFU FOptsLen

o 4311 Wikt EIERBEER H#5#](ADR, ADRACKReq in FCtrl)

LoRal 44 fi VF £ 5 R FHATAT 7] e A A3 . LoRaWAN BRI FH Z Ry SR pfe b [ 2 4 o O B0 o IR 2 1 38 I 43 2% (Adaptive Data
Rate (ADR)). X /AMERERS, W48 22 RAAEAF IR AT R A e DR Bdie e =

T B i) 2 vty th T AR SR A POER AL, B e B AN PG T, 2 ] A R

W ERADRKINL T BUE BAL, 4% 238 ik A N7 FIMAC fir 4SR5 ] 28 3 5 4% BB 3% . S RADRG i B I‘JQMJJLW%JEE’J%W SR,

AL B OB . ADRAL AT DLIRAE 77 S 26 S 4 K B LRI . R/, ADRHLBIASSI R TR A, AEIZSHIE K
5 AR K R

R EDRRBAIIOLN, WA KA AT AR A IRA . IR S MRS B, 43t mT LR % (8 FADRAC T h AL
Ml .

tn%é@i%%&ﬂiﬁﬁmuﬁm&fiﬁ?aaﬁuﬁ@%&%ﬁ% BB WA T MR AT R . BRI EAT T R S RN e T
FASEH EATE, EAABAEEINEE), 4% in ADR_ACK_CNT 1%k, B FIADR_ACK_LIMITIX I-47(ADR_ACK_CNT >=
ADR_ACK_LIMIT)#R &AW R TATEIE, Tt B mADRM 2% K7 (ADRACKReq).  F14& 0 7 L E I 1] P [ 52— AN T AT M, 3 AN i) 2 3
iTADR_ACK_DELAYKiXHE, AT GWEE M F A7, 2 iADR_ACK_CNTHITHE S . 2423 7e Bieid B8 b AR 1] 52 F A7 I ACK L
FERAHERE, RRMIDEBEPOX AN &I AT e T — A ADR_ACK_DELAY AT 8] Py #3552 (B0, 7E ek )



ADR_ACK_LIMIT+ADR_ACK_DELAYZ &), I3 N —AEARHEER, 1156805 3015 i AL i 5 R HE M 4% . i il AR BRRIK
ADR_ACK_DELAY | 7 2 Ja K IHEA L, i B R D IR EOIm R R . 4 SR 20 I A BRSO %, TRsiAS 7 22 B 7 ADRACKReq,
TR Ry T2 5 B v o 5

R ANZADRACKReq L ZI[FI K, IXFELA ST —tefrar, Abe Mt i it S AT R Ab B .
FAT S, it ADR_ACK_CNT >= ADR_ACK_LIMIT 3§ FL >4 i #od i 22 Lb 3 4 1 de NG 3 26 2, #2244 B ADRACKReq,

BRI AT,

R

o 4.3.1.2 Wl BT B2 FE(ACK in FCHr)

Y Bconfirmed S R K BN, e 2 8] 52— % BB T B (B AL ACKZEHEAT B AL) o WA 2 Aevi, 4 I F o RIS B A 5 4T T 5
MEWE Dz — BT WRIRE RIS, K BAT R R SRR . M R R SRR B RIS, EARER.

VER: AT ARASRRATRER L, R RERAIRES (\‘V(J';Jconfirmationk”Nu TERIN BRI, 7 BEAL B R IE — ST Y R BRI B
T BN N A

T, i REIR RIE N
o 4.3.1.3 HALRE
T N N W B R N S AT R, BRI EUR O E O, WRRTEAN A — 8, XA S H T DL b 4 TR 5% A R 1 B B

TERG: LU KR I e B AR SR 18 5 h A i it
TR WR S R EA T ROKME, B DABRCEIR R R I, BT EME S HELL R ERAE, AT % E
R R r‘l\i“%r DRUCBENET mMH, EMNAIZA R T, BT TSm0 R — BRI 1 R B 1]

I, SRS E R AT MRS E C.
TR TE AL ] 1 U 1 2 R M 7E 1 18,4 ik
o 4.3.1.4 WifEAE N (FPending in FCtrl R 7E FAT47 %)
Wi AL AL (FPending) R 7E FATAC LA, Fm MO Hle B S5 A5 R, 7 A& RS EAT I Sk T — Ml 1 .
FPending ¥ 1#: 40 FH i 7E % 1518.3.
o 4.3.1.5 W25 (FCnt)

B LA P T EES IREE R W AN, — AR ATV (FCntUp) , FRZSRAE B BAT BRI 4 IR S5 #5255 — N2 T A74E
HiHEEs (FCntDown) , HiIRSSBSAEEFIR FATHOE S Loy Rt L8RS AR R AR ER_EAT W EOR ™ A AT WO 8. 25 NIRRT
Jois AR RIIRSS A BN AT R B0, MIRRIRIEE)S, K% 52 xR FCntUp Bk FCntDown #texint. #05  Rb A7l
RAIITTEE, T BB TR S AR AR, AR PIE A2/ T MAX_FCNT_GAP  (ZEHX BRSOy st 28 i
SRR WRPIEAZ R T MAX_FCNY_GAP i 1 e 25 1R 2 Kt 3% 4% LUK T A O i i 5 4w

LoRaWAN i #is vl AR 16 R M32 i fd, 4% mi B EARSATIRAN T £, 7 ZEAE A SME AL, 5 R0t Beas i fr s, SRR A6 it
0, FOnt7 BB T LU AW B as () (8, e 5 RIS B AR AT H 50 (280D FR9ARAME s WRCRAIS2Ar Wit 40, FCOntwixs Riit4k
23207 16 MIEA RbL(LATE M) LATFCt, FATHUE S F4TFCnt).

AIHLER FI N AR S 20T, ANREEE A FENFCtUpEE, Mk EfL.
o 4.3.1.6 WAL IF(FOptsLen in FCtrl, FOpts) FCtrl 54 /1 [{JFOptsLenfv 7 Bt i T %MW m] 1435 (FOpts) i 7 B K % o
FOpts 7B AFHMACTHE 4, B KA571, VPEAIFKIMACH 4 WL 1i4.4,

W FOptsLen’~0, NIFOpts A%, 7EFOptsLendEORT, N2 . WEMACH A {EFOpts Bt H&EL, portOAREH (FPortE A AR, EH43E
0).

MACir & A RE RN L BL/EFRMPayload flIFOptsth, MR HEL T, 4% F %4 5l .
4.3.2 4% 115 Bt (FPort)

WUERMEA T BA NS, O FRUAUEILH K. b OB IR, #FPort {5 N0k /~FRMPayload A & TMACH 45 BAk WL.#774.4vh
KIMACTr 4. FPortf%{E M 1%1223(0x01..0xDF )4l 2 B 218 .- FPortfI{E M 224 3255(0XEOQ. . OXFF) 2 {4 B FH 4R SR BOAR e S 5 &

Size(bytes) 7.23 0..1 0.N

MACPayload FHDR FPort FRMPayload

N B2 PR P 3 £ 2158 NI RS LR AR AR 287 5 5
NRZZANT4T: N <=M -1 - (FHDRKJE) MZMACH 11 K% .

4.3.3 MACHi %k faf 1% (FRMPayload)



W RHAR W T B, FRMPayload: ZUE/EMICTH S RTREAT N . N WL L R HI IEEE802.15.4/2006 K AES 1285 «

BRIAM, s A7 25 tHLoRaWAN 2 K45 BT AT [MIFPort kB AT« I SR I /7 2 b B 2 KR J7 (B 1438, 7T LAZELORaWANJZ 2. E45 %
FPorts KT, B T i 0. EARIEA &S 1A FPort/ELoRaWANZ 2 ShEUINAR S, WA 75 B A IR 45 2% il i out-of-band {5 1 2k 3¢ H. (L5519
Yo

e 4.3.3.1 LoRaWAN Nz

KR A A [F B FPort R il «

FPort K
0 NwkSKey
1..255 AppSKey

43: FPortsil& RANEZXAE:  pld = FRMPayload X TN Hdfami, Si%5E LT —AMFFIAL iM1Elk, k = ceil(len(pld) / 16):
Size(bytes) 1 4 1 4 4 1 1
Ai 0x01 4 x 0x00 Dir DevAddr FCntUp or FCntDown 0x00 i

J5 1) B (Dir) e _BAT I 90, 7E AT 1. SeAndEd e, S8 —A RS F51S.

Si = aes128_encrypt(K, Ai) fori=1.k S=81|S2]..| Sk

i S S payload BEAT AR 3 -

e 4.3.3.2 LoRaWANJZZ LN

WiRLoRaWANZ 12 441 Lk i 1 (1B BER R 10, X R4 MAC 4G/ B ()AL T 104 1FRMPayload4tLoRaWAN, LoRaWAN|
AHAFRMPayload #1758k, HE#:#FRMPayload AMACPayloadf: I 2, LA MR E4% FIMACPayload.
4.4 75 B RS54 (MIC)

BRI R B A BT ¥ B, msg = MHDR | FHDR | FPort | FRMPayload
MIC 1% B [RFC4493] 5k i+ #1.:

cmac = aes128_cmac(NwkSKey, BO | msg) MIC = cmac|0..3]

B0 E ST :
Size(bytes) 1 4 1 4 4 1 1
BO 0x49 4 x 0x00 Dir DevAddr FCntUp or FCntDown 0x00 len(msg)

J5 1) B (Dir)fE AT Wi 50, 7E AT A1,



#5655 MACHT 4

MG EEEM S, 7 —ELTTIMACH 4 FRE RS 8 MAGMACIE Z 122 B,

# LR R R A AT LA .

AR T R LU & MAC #2741,
T7, MACHT BT I IF BAR A fE

FRMPayload 5 K %
R WRMACH ARG, HRET L
HAMACHT 2 15755 67414 (CID) & —
CID Command
0x02 LinkCheckReq
0x02 LinkCheckAns
0x03 LinkADRReq
0x03 LinkADRAnNs
0x04 DutyCycleReq
0x04 DutyCycleAns
0x05 RXParamSetupReq
0x05 RXParamSetupAns
0x06 DevStatusReq
0x06 DevStatusAns
0x07 NewChannelReq
0x07 NewChannelAns
0x08 RXTimingSetupReq
0x08 RXTimingSetupAns
0x09 TxParamSetupReq
0x09 TxParamSetupAns
0x0A DIChannelReq
0x0A DIChannelAns
0x80~0xFF BH
#4: MACHT A%
:hﬁ:MAcm€w<YQwWM%4”J 125
& IEMAC T4 (AL BERA A1 o i DAZE IS 42 [
MMMhm,wmuwww«mmb

FH 19X 2% I
Jei, i A5 T A

VERE:

iz

5.1 Link Check 1

@i LinkCheckReqir 4, £l LAIIE

LR 55 2l L — A e 2 AR SR EIL

Size (bytes)

S AAEFOpts F Bl , B AME AL FPortif 05 i /EFRMPayload . 4 K il FOpts#4ir (f]
215547, IR AL WU EFRMPayload ) 7=, Rk L AU A 7=, J+HAEE

Zi LAk ST i 2B E FRMPayload /R gt 47 3% .«

BRI RGN S (R 8 A 54 ?wﬁﬂéﬂﬂiﬁ’]

iy *
X 2 ) FE I A iy 4 A BT 1] 2% T o
X LinkCheckReq el 52 . A& Sl SomE, &L am i
X 23T SR SCR R, R, EARUK(EE
X LinkADRReq [ & .
x 1) 24 S 15 BRI R K o
X DutyCycleReqJ[H & .
X IF) £ S 1 B HR AN B 4L
X RXParamSetupReq/t[a & .
x T 235 2 ) FORAS
X IR [ 4 0 A4 AR A S B Lt A 8 0 72 0 AL
X B BIE S M % o
X NewChannelReq|#[ 5 .
X BB F S BRI (]
X RXTimingSetupReq[Hl & .
X PO 265 % 45 FH 115 L T 2 ML 0 2883 4 S K e VP B B I TR KEIRP
X TxParamSetupReq|t[a 5 .
X gﬁ%jﬁ:ggﬁg?i%ﬂ? ITRERS SR (R AR FREIE) RIBUT AT e
X DIChannelReq/f[A & .
X x LR 2% i A SR A TR
{EREMACHAT E LB HIE . TR AR KN FIMAC i & Tovk b 20, BLR T A K1 FIMAC iy 443
LoRaWANT- /M IIMAC i & RALFEMACHT & o JXHE T 3% T LoRaWAN I IIMAC iy £ #

55 R AEATIE (B, RX2. SE s iR S E € O AEL AT — M2 BiA % Bk, A
RINSHL, I 2% IR 5% A AR 75 22 R TR R .
it % (LinkCheckReq, LinkCheckAns)
O FMS . i BE BT
inkCheckReqfir &}, &£ LlLinkCheckAnsiir 4 #7815 .
1 1

IXEMAC &% [V B 87 FH 1 3% 5 B 32 AT 7 48 i L



LinkCheckAns Payload Margin GwCnt

R TS (Margin) & — N E [ 80~254 180 B4 5 B4, o iiIh U ¥ i LinkCheckReq iy 4 I 8% i il 5L (9.7 dB). 75 Margin {&
0" ) I A W A AR KT AT R (0 dBEE A TAD), 24 Margin {5 y"20" s I 55 ik 5008 il 1A 76 AR K 72 1-20dB I 5% .

W S TH i (Gwent) 2 i Th 2 UR 3T I LinkCheckReqi 2 1 I e A4 .

5.2 Link ADR 774 (LinkADRRe(q, LinkADRAnNS)

it LinkADRReq T4, NS IR 55 & ) FT DAY AR £ 31 () B50afm 2

Size (bytes) 1 2 1
LinkADRReq Payload DataRate_TXPower ChMask Redundancy
Bits [7:4] [3:0]
DataRate_TXPower DataRate TXPower

JIT 18 3R 19 408 8 % (DataRate) A1 & 51 T 2 (TXPower) & AR 4% BB, ARBILLELORaWAN [ i S it 45 S04 Ml 250 (2 2) e ik
E%TLJJ#%’AE%EH’J%Vi%ﬂfﬁwﬁﬂ’]iﬁ?ﬁ%lﬂéﬁa ﬁﬂ%uu7‘:PHﬁﬁﬁTiﬁiI—J??@lm%ﬁﬁﬁflﬂiﬂﬁmjﬂﬁy 2 BN Ry, X FELL T,
K om0 R ST TR R Rt m B K . (518D (ChMask) 7 Btfg 7R T LATHERR v (S 18, M IRIKAIbit0FR R 46

Bit# Usable channels
0 Channel 1

1 Channel 2

15 Channel 16

®5: HIEIREE

ChMask -BLHOxT BALAn R B E 1, W3t BRI EIE AT LT AT A4, REZARTE o v im 8 . i RxT AL s B oM0, TR
A RAEIEA T

Bits 7 [6:4] [3:0]

Redundancy bits RFU ChMaskCntl NbTrans

Redundancy =EH 17 NbTrans fiik, F8rZA FATH B RIRERE, XA "unconfirmed” {4 EATEH . X NFEAITERME N, AR
R REAN BRI AT B B, A TS R [1:15]. iR UL F) NbTrans == 0, 2 B0 ERIAE . XM TT LLNS (4% IR 5525 ) Sl
17 $_RA7 1 Redundancy MIM3KAQOS(Mss i ). 76 AL Wi 45 S8 S B, MR AT ES R BICE D . HEERX VARSI T
THE, ZEATHEENAFRITEMESL, T Class A 3%, RX2M R & — R ab .

ChMaskCntl {73812 1 & X7 ChMask B A %, EF%Jr ChMaskfTfi & 16 EiEH .t a] LUK AT S 1EREAT &/ 4T TR et Al x4
AR 48 P R AR X 3BT, ARILAE LoRaWAN Bt i il 2 fF X 250 (s 1) v,

NS4 IR 55 2% )T B S8 S T AT L4 £ 4 LinkAdrReq 4. %39 THCE channel mask , K &R AT B i dr & BBy, Z—
HAL R A 1Y) LinkAdrReq 48 . £ AT G 2 FRUSERE 1R 4 A 2 B i channel mask (4%, 7E32/> LinkAdrAns iy &2 AilE 4 1
Channel Mask ACK IR, SRIE/RAHN ) channel mask %% 575 . 278 E 4 fir A Hui AL H i )5 — AN B 1) DataRate, TXPower Al
NbTrans 7B, Iﬁﬁ‘%%%@l o U E R N A RPIRAS . KU TR BAERE— LinkAdrAns i 4 HH AT ACK IRZS, AR ix s i 28 3 B 4252
5%,

(S TE A S AE E R AZ I X e, TEEE63 P i . Al LinkADRANSs fiv 43k % LinkADRReq i 4 .

Size (bytes) 1

LinkADRAnNs Payload Status

Bits [7:3] 2 1 0

Status bits RFU Power ACK Data rate ACK Channel mask ACK

LinkADRARs [t Status fi7 3% I un T 5 X

Bit=10 Bit=1
Chamnel iR channel mask i T s X {SIHsk#& 465 THFAE. 4l FIAM channel mask CREARAT, CUIR
i EF, BIRETE. mask B 1 i 1R


http://blog.csdn.net/iotisan/article/details/55056092
http://blog.csdn.net/iotisan/article/details/55056092

Data rate R IVERESR, KTEiE RG], B AN I S HlfEIE T O3 B R

ACK FRERERERI ). @ 9H B, SURE AL,
o FHESR I 5 S S R REAE 0 ET . oW, LMRET . WRGRRN R

WX =AML H 1% T0, NLinkADRReq i &% A iy, 15 s REEZ BT iR A

5.3 % K 5 15 %5 H (DutyCycleReq, DutyCycleAns)

DutyCycleReq 144 4 2% Wi & FH R BR i 263 B i R R RS s bl o ok TR AT o 2 BU B s I T AB L R S L

Size (bytes) 1
DutyCycleReq Payload DutyCyclePL
Bits 74 3:0
DutyCyclePL RFU MaxDCycle

A T SU VI K R 3 i He ol aggregated duty cycle = 1/(2*MaxDcycle)
MaxDutyCycleft| 5 23 Fil 79[0:15].MaxDutyCycle fE 5 0 Z 7~ To K 5t o 25 LUBR ", B AR &1 XG5 R S o 25 EL AT BR
5.4 Ui % 1 23 (RXParamSetupReq,RXParamSetupAns)

RXParamSetupReqqii& 1] U AR _EATIH B2 f5 88 10 AT 1 (RX2) B DL R Bl i R A7 8088 o i @38 7 LUK b AT i S FIRXA R
AT BB R B8 BEEAT 250

Size (bytes) 1 3
RXParamSetupReq Payload DLsettings Frequency
Bits 7 6:4 3.0

DLsettins RFU RX1DRoffset RX2DataRate

RX1DRoffsetfir s % B L AT HHEEFMRXT M7 HHRE R mAE & BOAEI T E80 GREsE MATEERE R 5 R BdREF ).
T B T2 18— sl X 16 i3 i O Bl o4 s 2 BR A AT~ 87 LR AT S A Bt U4

RX2DataRatefi55E X 14 — 3|l & 1 9 AT HEH £l %, 145 5 LinkADRReqfin & H A 9L (4141, 0%7<DR0/125kHz). Frequency
R e B R — Bl v DT R ETE 3, 124154416 5 NewChannelReq iy & A R KT HUN HEAT 2 Lo

23 FHRXParamSetupAnsir 4 %fRXParamSetupReq i £ it 7 b % . RXParamSetupAns iy 4B % 7 II7E FT A HI AT 5 2% 58 i I Fopt 7
Berp 3 Zm e 3 — A Class AZSEY I T AT4E B BRIl IORE sk T LAGRAIE BN AE FAT BERE T RIS L2, 4% R 55 2% s 2 7T R 1 4o T
I AT RERE S50

RXParamSetupAns i & [ A — AN HPREE R .

Size (bytes) 1

RXParamSetupAns Payload Status
Status & L5 L

Bits 73 2 1 0

Status bits RFU RX1DRoffset ACK RX2 Data Rate ACK Channel ACK

Bit=0 Bit=1

Channel ACK L3 TS T SR IR AR RX 210 B 5 38 4 3 5 AL )

RX2 Data rate ACK 23 TE AR SR ) Bk RX 21 i 4 3 =2 1 B )

RX1DRoffset ACK AT RO A 5 RX T ATHUR A I R A RV IIVE R 2 A RX1DRoffset % & & I

WAL AT —£72 40, JIRXParamSetupReqir &AM, 1 s ArHEE 2 BT HPIRES

5.5 ik 4 (DevStatusReq, DevStatusAns)



JE It DevStatusReq 4, NS(WI%E MR 55 #8)n] IREUA G RS B . %2 0Ek . — H &3 DevStatusReq 4, M& &
DevStatusAns 74 .

Size (bytes) 1 1

DevStatusAns Payload Battery Margin

iRk (Battery) A% an T

Battery Description

0 ISR B S R

1..254 o Fom b, 13R B, 2548 7R
255 L3 TE I B HL L

8. mihHRIGR

Margins2 i1 — R D 2 U DevStatus Req it & (i I {5 W LL GZAE L AU U & T B BOE B EUE, A08dB) o ER6MIMAR S8 (I
MEN 32, BRIER3D .

Bits 7:6 5:0

Status bits RFU Margin

5.6 {518 1 A1) & fliz i (NewChannelReq, NewChannelAns, DIChannelReq, DIChannelAns)

NewChannelReqqir4- 1] LU T2 SO (K0 e 45 8 B Q22 — ARS8 . IX A& BB T80 E 8 I o0 R B A AT 50 e (g wy i v
FH:

Size (bytes) 1 3 1

NewChannelReq Payload Chindex Freq DrRange

(e

i K 5| Chindex /& IE/E G2 8 IEAEMB BRI R 5] . ARIEHTAL K XA, LoRaWANFLE SN T Bt i s @ I BRIME I, 1%(51E
A hepiNewChannelReqir S (R A ML E156). IRBGAFEIIANECUN, TERIZIE I 5 MO~(N-1), I H Chindex ] ml 5 i [ Jy
N~15. — AR BIEDRALE164 ARAVETEE Lo FEREERE IR, B TR AU fiid 16 M5 8 & L.

Freqfizifife — 240 A5 84 SKBMEIEMAETy (100xFreq) , FAINHZ, HAFRIRFKT 100MHZI B K 2 (R B LI KT . Freq
A LA B M100MHZz~1.67GHz Z AR IE A, (HL A1 00HZIy B (K SEBRE By (100xFreq) ) o bt PHZIAR 2 75 RER
SRR T, AT N TR [F1 5%

DrRangef sl E 1 X AME T e v i EATHl ARV B A AL T B
Bits 74 3:.0
DrRange MaxDR MinDR

IR S5 20T LN, N AR MInDR T BOIUE T 1X MG T VP i AR EAT$idi % . il 0% "DRO/125kHz. A, k%L
PE i HE MaxDRFUE T i LATHEE %, i, 4 DrRange=0x77|37R— M1l R fu1¥50kbpsiIGFSK; #7DrRange=0x504 R —/MEIE L
FFDR0/125kHz | DR5/125kHZ ¥ #1255 .

I RE LU R AE TR A BE 2 S5 T AL ZI ] FIEAE . RXTE M ATHUR S LAT SR m 4.
Ay

i LANewChannelAns i 4 %fNewChannelReqi# 17} % . NewChannelAnsi 4 & 7 UL TS B

Size (bytes) 1
NewChannelAns Payload Status
Statusfir G UL N & L:
Bits 7:2 1 0
Status RFU Data rate range ok Channel frequency ok
Bit=0 Bit =1
Data rate range ok 8 AR R S T 0 21 i SRV R AR AR L RS e
Channel frequency ok 22 JoVEAE A L R A8 SR



Ll Rz — 40, NiNewChannelReqr & ANy, HilEIEGA S

DIChannelReqfir 4 R V1 IR 4% 38 (ERX I B fd F AR (1 RATREBE AN . XN 41T LLIE A T AT 3 F¥NewChannelReq iy 4 (1 F [X 33 (171 1 Kk
AR, ERRE A TS E AR W, EAAVER (LoRaWAN Regional Parameters document [PARAMS]) .

i T BCERXAMN B R AT & i, Wk
Size (bytes) 1 3
DIChannelReq Payload Chindex Freq
Chindex/2 ZEK FATHAR K EER RS .

Freqfi i 240 TCAT 5 K. SKBREIENAR N (100xFreq) , HAINHZ, HAPFIRCT 100MHZI A SR & Or B SRR A . 2l
UG Z IR A A TR RS AL, 5 AT IR B4 iR

#:if; LA DIChannelAns 74 XfDIChannelReq it 4 47 % . DIChannelAns i 4 1E 24 3 5 A H B — A N ATEERE 2 3 L AR INTERTA 19 1478
PRFOPtAI o XFEA REARIEAE FATEER B B RIIHI T, ML IRSS 2% U2 AR 8 I 2 B A I T AT

A A AT A T E R

Size (bytes) 1

DIChannelAns Payload Status

Statusfiz A LR K7 X

Bits 7:2 1 0
Status RFU EATHE AT H {538 4 T

Bit=0 Bit =1
Channel frequency O i EE S Lk ToVEAL H iz
ok L oA A =
Channel frequency G VA FATAER, REENCAHA —NME AT N EE 3 E T 170 {GIE M FATAZRG
ok S e

5.7 TX 1 RX Z [f] {1 4L i % & (RXTimingSetupReq, RXTimingSetupAns)

RXTimingSetupReq iy 4 70 ¥ AL B TX L AT HERS KA 58 B2 5 5 58— MRICE DTIF Z M AOAE R o 58 = Helle iy 42 58 — e dd LTI 2 S5 i A

17T
Size (bytes) 1
RXTimingSetupReq Payload Settings

Delay i & T ZENF I A] o SR AN IR 50 N AN AL B :
Bits 74 3:0

Settings RFU Del

SR IR 6 PR S 9D - Deel R SO of I8z PRI ZE IR IR [ A 1

Del Delay[s]
0 1

1 1

2 2

3 3

15 15

B SRS (] 3R

2t FH T B2 RXTimingSetupReq i 4 fIRXTimingSetupAns iy 2 5 4 8 .



RXTimingSetupAns i & 75 £ %A IR — A T ATEE 2 1T S INTEATA 1 _EATEARFOphr sk o IXFE A REARIUEYE A7 50ds 6 2 K 1 it
LR, PUZR RS AR O RE A NI 285 BT A B9 R AT AR

5.8 i 1% 2 ¥ (TxParamSetupReq, TxParamSetupAns)

24 W T B E AR X #E4TE . B ki 2% (LoRaWAN Regional Parameters document [PARAMS]) .
TxParamSetupReq ] A 38 0 28 v i e K e VP Bk BR8], 52, —GHUIRTE 25 P (R SR KRS AR SR 1], DA R 2 33 BT 50 V1 4 85 R 55 20 4 1) 4
St T #% (EIRP).

KevinCaoit:: EIRP#R:: oLk i LIS R Lk 1 T STEL 2 7 ) | )”LM mmww 07 ) EL A R [R] BRA7 398 2 ) FE AR 4 1)
REk, WHEENLLIBEGE RGNS % K. EIRPE UN: EIRP=PtGt, um [ A 1a) REGAH L, AT R SRS I TE 5 R R 22388 2 7 1)
FI R . PEROR RS RS ThA, GURIR R R R L3 a5 ok i fu CARErR, Sl R = TR AR, DLRRSLK
UL RN

Size (bytes) 1

TxParamSetup payload EIRP_DwellTime
EIRP_DwellTime (73 1) 45 #4401~ frik

Bits 7: 6 5 4 3: 0

MaxDwellTime RFU DownlinkDwellTime UplinkDwellTime MaxEIRP

TxParamSetupReq1i 4 [1[0.. 3]0 /2 ] T £ REIRP I KAR, ARSI B 1) KEIRPAE ML 40 R o X3k % o 1 KREIRP F{E FIAE 1k
S Bl R A% A b DXOREAT FATRIE o

Coded Value 0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15

Max

EIRP(dBm) 8 10 12 13 14 16 18 20 21 24 26 27 29 30 33 36

BREIRPR 2 W& TR A DR I EIR . WA TR EAM R REAT M, (HRAEAD SRR R EMEIRP.
AR ANEE AL 5E SCT _EATHERS AR AT R R A GE BN IR, 5 B N 1R) X IS R T PR«

Coded Value Dwell Time

0 No Limit

1> 400 ms
MiZMacti AR AL, (PR IX o 2 £:LITxParamSetupAns+i 4 X TxParamSetupReqii 2 #1771 & . TxParamSetupAnsii & R &
[EREE 0

LR XA AT Z TxParamSetupReqqir i, 25 2% 1% & AT AR AT AL B 9F EAN AT I 5L



Sl e S ENITIRTZTAN
FH6E A
T AN LoRaWANMI 4%, AN 25t 75 BRI UA b S

AIGHBLE A PR TR, — 2% Over-The-Air Activation (OTAA), 2415 455 55 A B I ;59— Rl ST 0% Activation By
Personalization (ABP), I 4a40 RS 1% W6 25 sl AE — AN B B N 58 o

twowinter #7E:  ABP X AMEAKAFRIRE, SR BCAEACHOE, Rl i i B SR Oy A0S . (BRVERGD SaE, 5t
BOEARTE— 2, BT IXAMATE R X E A AR RO TR RS, R UCR R AMEAT RS, 32 i ABPIIE K.

6.1 2 I IH0 e BB A7k

WG G, KU SEE M TN E R, &l (DevAddr), FHID(AppEUI), MIZ&4:ik#54(NwkSKey), B JH 41254 (AppSKey).

o 6.1.1 &tk (DevAddr)

2yt Hhhik(DevAddr) B AT BRI 24 1T 9 245 150 5% 13247 IDFT 4 ik, HAR#E -
Bit# [31..25] [24..0]
DevAddr bits NwkID NwkAddr

ERETALZNWKID, FISRIX I — BN AR R, 55 AMBARIERS 135 S BRI M2 2. B K250 & NwKAddr, 2 4o i 2 i, 7T
DA B 10 4 PR SR 20T o

e 6.1.2 FifilID(AppEUI)
AppEUIE —A K IEEE EUIB4K 4 3RME—ID, FRIRASmK RN . APPEUIERGE AR T 40 B mi A2 it 72 2o o o
o 6.1.3 4% 1574 (NwkSKey)
NwkSKey i £ 5 1 0 2 [l 55 4 F A TH AT IR HT AT WS B EIMIC, - DLORAIE R 58 6 1k . R F SRS S MAC TR B8 T 8 30 B AT I e
o 6.1.4 Pif 2% ¥I(AppSKey)
AppSKey i £ i F1 0 £ I 5% 25 F ke xd B 2 S AT INARES . 4 B F 200 B8 A MICHT , AT LLR Skt AR 36 1% 8 F JIEMIC

2 FHHEIE OTAA

B A T, R 6 S RN Y TR SRR I 2% IR 55 B AT MR A B IR B R SRR, WU B AT — O SERE . IR R
TR T T IX =125 DevEUI, AppEUI, AppKey.

APPEUITE L1 #16.1.2 C.4 M 1 #ik

R N EHIIEMAT TR 55 . WA MR NN G, A28 B — A % 2 1G58,
Ui £ AN [ [P 8% 1) (1 3 i Ak B AR A 07 o [ IS P IR 8 R 7 P 2 1 85 8H 4 I 5 il 2%
R

W ST,
PfES . IR, il
1 9 25 S AL 13 L B

FF) Sk T RS 56 194 4%
2T S U 4\2?

e 6.2.1 %I ID (DevEUI)
DevEUI J&—/NRAUEEE EUI64H] A ERME—ID, AriRME— & um il .

o 6.2.2 N %4 (AppKey)

AppKey & S TR A0 & 2y B4R 2530, AR T RE 2 BT AR 48 G AR S PIRATAE M, IF HAZ3R b5 12 . 2l i 2 v 77 sUm A
4, AppKey Ik £ 2 1H 2 HINWkSKey FIAppSKey, £ % 55 il FH K I a5 AN 06 o0 465 J2= 00 N 2 5080

o 6.2.3 JNMifE
LI FRER, IR A B ARG 8 I B ANMAC & 38 HALRIY, 43512 join request il join accept.

e 6.2.4 Join-request 4 &
PR 2t & R 1% join-request KK IE .

Size (bytes) 8 8 2

Join Request AppEUI DevEUI DevNonce
join-request 1 244 & T AppEUI F1 DevEUI , JEifiiEER 1247 (7 B DevNonce.

DevNonce s&—/NEHUE. M4 RS %8 NN Kific kit 25 79 DevNonce #fE, S A [ 4 & H M1 i DevNonce fijoin requestilh 2= 2 .



join-request 4 E IIMICHUE (554 = MACHUE )BT T AR
cmac = aes128_cmac(AppKey, MHDR | AppEUI | DevEUI | DevNonce) MIC = cmac[0..3]
join-request ¥4 24 FH N .
e 6.2.5 Join-accept ji4 &

TR 0 48 AR 5% A R RS N 4%, 2> ] join-accept X join-request 1T N4 . join-accept AN — B FATWIHET T &M, ME—X
S & JOIN_ACCEPT DELAYA % JOIN_ACCEPT DELAY?2 (4-5I1¢# RECEIVE_DELAY1 il RECEIVE_DELAY2 ){EA & fifi
FHEIHAS B E O 015 A SR %R LoRaWAN Hi X 240 [PARAMS] I E 1138 43 FiTfifiid i) RX1 A RX2 2l i DA IA]

W join-request LT, 28 ui AN 22 S R [ o

join-accept 74 2 it s EIE3F I IS H BEYLE(AppNonce), MZ5HRiR4F(NetID), Zuiltihl:(DevAddr), TXFIRXZ [H LR (RxDelay),
F T 283 T N B R0 248 1) ] 346 {75 1 45128 51 3 (CFList). CFList FU3EHFE AL 1 X I8 H6 £/, 7E LoRaWAN Hi[X ¥ [PARAMS]H#ET 2 X o

Size (bytes) 3 3 4 1 1 (16)Optional

Join Accpet AppNonce NetlD DevAddr DLSettings RXDelay CFList
AppNonce 2 H M % i 55 25 BT AL — ANBEALE B R Le U —ID, T2/ B A~ 22 18 % HINwkSKey Fl1AppSKey, 11F:

NwkSKey = aes128_encrypt(AppKey, 0x01 | AppNonce | NetID | DevNonce | pad 16 )
AppSKey = aes128_encrypt(AppKey, ©x82 | AppNonce | NetID | DevNonce | pad 16 )

join-acceptft) MIC {f (bt v 5153 21

cmac = aes128_cmac(AppKey,MHDR | AppNonce | NetID | DevAddr | DLSettings | RxDelay | CFList)
MIC = cmac[0..3]

join-acceptiid & 2 ] AppKey 47 & 1), wi'k:

aes128_decrypt(AppKey, AppNonce | NetID | DevAddr | DLSettings | RxDelay | CFList | MIC)

/8 JIR 55 4 /E ECB #EaU Nl — /> AES R % #:1FE %] join-accept 14 B HEAT N, K ki if ol LA H] — A AES s 845 204
o IXREA R W T E LY AES INEE AL AES iR

LIRS TR R AR 4 IS5 4 FR I I 408 JL;‘J r‘n‘” N R EAE . AEIXFE
2L RN LA Sy 2 i A2 il NwkSkey o [7] 3 ) h TR AR 25
B8 11 AppSKey (1 58 442 il KL .

BB, SR LR I AU R R 2408 T AR 3
i Jfr 7 A2 (R ATEART I o B /H)\ ERZSS i R 7S AAL

NetID )% 200 T JTid:NetID ) 74 5 (1A R Az Pk JyNwkID I ELA 2 i i 6 246 S (¥ Rk RO 7/ B o A RSB AR 2o B FR) 17 A do vy 4 2 At
T BLE P23 8 R HEAT L

DLsettings 7Bt 7 FATHCHE:
Bits 7 6:4 3.0

DLsettings RFU RX1DRoffset RX2 Data rate

RX1DRoffset (5 B _FATHfm s H MRX1 FATEHRE R K A o BOAEILT WAs E90 (RUBMUR EATERE R 5 FATHm A 5E).
T B JH 285 18— sl X 16 3 i O Bl o4 S BR A AP 7 LR AT S A Bt 6

LATAURAT BB R 2 (B SR PR ot A 1 K IAR 2 I, fELORaWANME X 245 [PARAMHEAT 5 S

i} RxDelay fIRXTimingSetupReq . [f|Delay 7 B 45 # MR L1 5E -

6.3 Sz #E ABP
FERCSUIE DL, ZRbi Al DLBOT B0E . JOT B0 2 1L 205485 join request - join acceptf N RE, BRI &M%+ .

ST BE A, kT DevAddr RIS £:15 % 4] NwkSKey fll AppSKey B 17 fE &, TiA2ZDevEUI, AppEUI, AppKey. itfE—TT
VAR SN EE L =5

AL 6 JUELA ME— 1T NwkSKey #1 AppSKey. X, — MBI KIS PIRR A G L b i & i 2 et ai . GIdmes s slrd iz,
S SRS A TT T RS 2SR AT (T i stdk) o

20



21



EHE e
AT R T A

o FERALA B R S5 AR HEAT A B R, WGBS B IR, AmR BT E A
RS,

o WEELSMEHAE (W, TRE T, P4, R , MESBOURN (31000 {84 HILE i E_EAT T .
XEERTRE S TR GETER . RPN S5 260 R L
R IR FATWU A MBI JoinRequest, 4R A M RIS, —2H il 2 2 A7 MAC )2
X 2T 46T #E JoinRequest AT, WA M 25 31l 1] JoinResponse iy &I A4 4315 1
X FIR AL HHR W T AL, RX2I BRI A SR T — A R AT WU AL [ R ROZ R BENLAT, e AR 2 AR AN R BT (o P B4 A O
BEHLE AR T) o XS R AR AT AR, SRR M SR, DRI R ROPRE, I A AR
T L H R SR AN

TO <t<TO+1h R < 3685
TEEE TR A0/ TO+1 <t < TO+11h R < 36%»
BT/ 247N

TO+11+N <t < T0O+35+N, N>=0 RATEI IR < 8.78b/24/ N

22



CLASS B - BEACON

Class B i P SURA PR AU E S B0 25

23



%87 Class B /4

X #E A T LoORAWAN Class B, X2 sIRAL S THI, ANE SRR BN L 2 W E e A E
Class B HIZ 5 AT I R #AE, 0TSSR S A i TATE R 2850 00 AU RO i — A [ 5 i 1) 1] Rl Py e i 2 11
LoRaWAN Class B /&£ 2 dii L3 — A2t B2 i el s 1 .

LoRaWAN Class A (¥ FR ] 2 — & £ 3 R IS 2 6 T [ Alohabiigs s X R4 2 7= 8 I R P B TR 55 S AN BEZE 1 G IR IR Y IR 3R 124350, Class B
i H BB AEClass A A3l EAT 5 KIS E M2 4h, Ak 2 0 th BEAE AT UL K (8] A TR 3208 Class B 2 1k P 5C A A £5 bk [R5 P 2%
FRIFTA 23, DUE 23 BE % 7E F ST B A0 72 I ] s TP — M U 1 (M ping slot”)..

W B EMClass A V)32 Class B, IXANEAE L0 f R ZHEAT A0 HE . W4T 5N 45 0t Class A V)33 Class B, &/ fE7 H

R
AeF 220 Class A EAT ARG — AN FATEAT R, T B FAAFRIRANX AME R - X AEHATELoRaWAN JZ TH o

24



RO AT R M 24 Ji

o F AL REClassBIYM LS, BT MCBAIRRE] i —MEhR, CAAPTE Lttt —ANSH . EFXANRSH, Zuin] DRI IT
Bele g 1, T XCRRZ A“ping slot”, iX/N“ping slot™# 4% @ 1 FH T RS FATIEME . 48 {F F ping slotsH iz — R FATIEIRIIAT A, FRZ
Jyping”s FISRRIE AT L, Znetwork servertR 4% £ il — K FATAIE SR BokIE R . S50k, W B2 uiR T ik S 45
R IR 48 A T VI CGRAE R DG R AR T A8 k), B BUR H AT % network server, LUf#iserversit 55 AT 4% 10 2508 /o

JA 3G, LiClass AN LS . 2 JG 2458 1 Z v LAYI#eFlClass B. i@id LA R Bk 20

22555 S HH /215 K LoRaWANZ V)4 B Class B, 23 1ILoRaWAN)Z L RS, Wi AR R B HAUE 7B, 82 5w R 2R [
BEACON_LOCKED % &1, K2 MEEBEACON_NOT_FOUNDIMRS JRIE. AT {RlHE R4 %, LoRaWANZH LI ARG/
ZH1#] “BeaconTimingReq” & .

LT PRI R R LA iy, Zes S 2 1 ping slotFiT 7 OB 2 A1, 1X 7T LA LoRaWAN Z 3K E] .

—HAbT-Class B, MACETHEIEHTH LATWIMFCTRLEZREH, HClass BB E N1, XA Kidfserver, % O &3]
Class B#ix. MAC/Z2:4 %5 ~beaconHlping i bR ZZHEH UM BR . MG FR, ZiffILoRaWANE ¥ 2 ikbeacon N 445 M 2,
[ A4 00 B2 PO S A5 S S . 283 AU LoRaWAN 2 1E 2 HEbeacon Mlping N Ny, 77 5% jE T e A S RIS S e . 24 7E ping I R I e
HRATW, A ERIClass A )5 2 —FE.

B, WZ0UE AT Jnetwork server LA B A5 E, DAMERIE FATEEAR . X2l A igs 138 (1 (7] 78 A2 25 ) “unconfirmed” 5%
#“confirmed” FA7 R, i ILoRaWAN/ZE 75 Z¥ Class BRI E 1. Wi B FE 7 il id i firbeacon y 28 kW15 ik 3, ¥
SAFAFIXAEE B m AL X LT 280 7 B TEbeacon S B ML AE I — BB [A] (FL 4 WL %95 15.5) F LAT, @ LATMIrhaE.

R AR E I B el Blbeacon(B A L& 1512.2), T EIKE ML AL E 4% . MACE W AUE 1N R VI# FClass A. i j5 2 7€ 147
it LoRaWAN 2 HUl A T4 B Class BRIAzIE, FILLiE&network server&iit A FEAL T Class B A5, 23 i S FH A2 3 7T LA SR b 244t
VI#el Class Bo FEMIX A b HER 5648 T Fbeacon.

Xk E R T beacond S B AIping i B .

Network beacon
transmission

Network beacon
transmission

gateway I
End-device B | D !
% A
o —
© o
ol ; s
o : ek
End-device o End-device ¥
RX windows response

FERXARGIT, 46 5Ebeacon)E WI/E128%), ping Wit B A WI/E 3280 . KR 73N fkserver I A il ping i i, PRIL 245 7] LAZE SR N A5 T8 I 1
Wr N RT A TG, GURECE ML R RE . W R IEIE R S, WSS R, BRI AT W IR e . MAC)E Bt A B
R A A LR VC FEAIMICKE 6 3 2 S T R4 R 2
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#10% Class B #iz{ /) F47Mmi

Class B #z{f1 4T WA Class A (%A —FE, & T WikFotrd 7 BEIRFURSR A BT AR 7 Class A _FAT M i AN B A 3 I (RFU), TAE
Class B 1 H .

Bit# 7 6 5 4 3..0]
FCtrl bits ADR ADRACKReq ACK Class B FOptsLen

AT Wit i Class B A1 & Jv1, F il &inetwork serveri % CLI# %) Class B #ix, & 1F# W T 1Tpingfl..

TATWFIFPending AR & SUEAAERT, 3SR FICIass ARIE X—HE, Forserverfi £ FATMIZE TR, BL# B 4 4ka: Pl
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%11 Class B #:( 1) F17Wi(Class Bik i)

11.1 W3 2 ik 2

N7 Ping Wiff A1 Class A AT WiAH R AA% 3K, (EAT fE 2 R A R A3 TE R LR

11.2 FZ 7 MACTH S

BRI T LR IR sl 238", IR S5 BAARS — NMEE A, ZIBEIGE BARS LK. /4N T &l
DL E—ANH[E] F 22 FE Mk AR DS 240 . LoRaWAN Class B 3 3135 A B 6 dnfe] 25 @ ST IX RER 2 B 21, DL i 22 & o id %2
. X 5 A E BE N E SRS,

11.2.1 5.3% MAC 8 S 4% 0

HE N AT Ping Wil MAC 4 #% 200 Class A IR SC—HF . Z8ufi AR PR R AR R 0 75 5. R0 R FH AR [R) i -4, 7EUs 3 Class B ping B
ek ¥ Class A N2 B #3EAT 328 38 Ab B o

11.2.2 £ 3% MAC 1 S 4%

2 FR TR SR IR A 7 — A, AU — 25 X

o NRVFEM MAC 14, BERBEFE FOpt wELH, tHARE port O BY (M B HEHE, ONZHE FATAME AR IR B &I B R

e ACK fll ADRACKReq {1428 0. MType FEth 4N “Unconfirmed Data Down”.

o FPending i R/RiEH 2 HAHE B L . R BE TIXAML, FE N2 B B R AARBIR. RS EXAML, WATE T2
O BT et o XA AT ALE 2R T A 1E7E vh 58 2 s BRI 2
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s [ A = S R N7 =] N [

25 (FHRI RIS FNIE BR

1EM Class A V)3 Class B 2 i, £ 0b J 1 SaHeUic— 4% (2 FR kR B B S IR I 18] v b5 o0 28 I T 0EAT A

— B4t T Class B 5, #¢ b JilsE it 49 2R IF B — AN ML AEFR,  LTHBR B 5 3 S0 i 1) AR 0 T 0 £ B 1] AROAE e e 5

Class B X i & v S AL MM TC IS bR (B 1 SR BB VS [, AT, 0 RS T, Kb Zis 1S s s ol i
BRI KA bR AT ping R R B2 A R[]

Blhn, —ANBEREE N 10ppm [ P4 BB Bk AR br J 191(1288) 5t 245 +/-1.3ms iR .

12.1 5 /)> beacon-less #:{F ][]

TEfERR B RMIEBLL R, — A T AR B 5 — AME b s W FAR SR fRAF2/ NI 1) Class B ##F . X FE I BEA 5 510 Class B 1
TEREFR 2 9 “beacon-less” i o XL T 8 T ZAH L8 3 15 RTINS SR R FFI ]

{£ “beacon-less” (NG HL T, Hfk. £ HEIEA (5 bR PO A0 BUZ AP MUy R FRSCET 11 6T 1) LU 299 26 85 7] R PO A

Beacon reception Reception window

window enlarges to
accommodate clock drift

End-device

End-device End-device End-device receives a
receives the temporarily stop beacon and resets the
beacon receiving beacon reception window length

Figure 11 : beacon-less temporary operation

12.2 beacon-less W EEAE ) ZE K

FE12053 B () R RS 2 Y, — BRI BT AT (5 R, BT 20K Class B 1 “beacon-less” il — ALK A2055 0, 132805 Af AR IE R 7
BRI R T B RSN B 2 ]

12.3 Ji/b I Frisiae

283 ] UAASE FE A5 e S0 e o 0 (4 A3 ) PO ) A AT D BRI 6 A o, R AT A WG AL I A AN HERA P - o T8 IR 4 > o i vl
TR IR SE RS o TR LA 3 A S T LR AT RE M sl /NN RS
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#i13% Class B T BRI 7

13.1 5 X

N7 {# Class BREIRAENS IEH 1847, i 2 S AR e BORSHERT ZIFT IS0 B3 O X 35719 58 S T AIr s RO 4/

AN ES: S AR A A 2 18] B TR B AR O (S AR R 30 . (S54RI A A&%0 L. BEACON_RESERVED Fi 7] 1] b R 4G 5 X 55« REAME R ERE — MR AT
[AI 1AV, 2 1% 8] (] 2 Y2 3T ping I BRI A3 T80 i P B8 Sk o7 T SR VR i AE 25 TP A dpe st 8] o R B S (R LE (R I 18] Z BT I — A ping

P B P SRR B AT R A A I 1) 25 8 A T A S B AR B A i R 2R BRI T T ping i B2 Ay e ][] B3 2 . BEACON_RESERVED I [i]
[ R PR R 219 s 2] T~ — BEACON_GUARD I 1] i e FO A2 46 19 A

0
o
) o ad
&&gﬁ
e @
™
o <>
] 1
1 |
1
Gateway ] 1 i 1 \
beacons ! 1 Usable time interval q p ;
: 1 for class B slots ' 1 :
" 1 ] I 1
le >l I 1
i : 1 BEACON_WINDOW i | i
I ] I 1
: 1 ] I 1
< 1 1 ;l ]
-l BEACON_PERIOD 1 1 1
I ] I I
| ] I 1
Beacon start
12 . SRl
Beacon_period 128 s
Beacon_reserved 2.120s
Beacon_guard 3.000 s
Beacon-window 122.880 s

#12: fEhr
FEARMULE 2 (R I 1E] S B b Szt /N T- BEACON_RESERVED I [ 11K 1, [ P02 465 5K T4 I o9 4 65 6L 4% o
BEACON_WINDOW B [H] (] B& 3 &l 73 9 2812=4096 /N B, B — B 30ms, BT B B2 5 A 0~4095.

BN FH B -5 N 2436 06 2 7E. Beacon start F462 5 1) Ton 4T B A O, Tonfit A= R:

Ton = beacon_reserved + N * 3@ms

N FRO9I g 5 o

i —A ping B BB B (2 5 94095) 1 FF 4 I ]2 7 beacon start Ji5 ) beacon_reserved + 4095 * 30 ms = 124970ms 5#& N — MEbr A 4H AT
i) 3030ms.

13.2 I (R EEHLAL
0T G ARG T B, T LA R 5 B LG 3 FLAE R oo 0 S it

BAU TS5
DevAddr B 3207 M 2% BLIE Bl £ FR Hb bk
pingNb BEME b A B ping iy B . AR BEHCR : pingNb = 2%k, 1<=k<=7 <="" td="">
pingPeriod Bt MRS 1) R P SR, SR N B4R pingPeriod = 2412 / pingNb
pingOffset TERAME s A BT R TS BB LIRS . {E 1978 B 2H 0% (pingPeriod-1)
beaconTime XA )4 £ 7EBCNPayload i #5 . fii— M ARt (1 i 7]
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slotLen — AN TCping R BR-AK FE=30ms (49t /2 1l T T Ut (K14 ping i B4 73R () B A BE, - 40961%)

PEREAN 5 b JE I 2 3 A0 R 95 2 A0 2 T L — A7 () D L R R 4 R SIS RGO 5 o B P 4 5 1) [ 2 AR (R AE S I 25 BEAT BEHLAK -

Key = 16 x 0x00
Rand = aes128_encrypt(Key,beaconTime | DevAddr | padié)
pingOffset = (Rand[@] + Rand[1]x256) modulo pingPeriod

B T A P i it A

pingOffset + N x pingPeriod with N = [@:pingNb-1]

LS s TSR I e 1

First slot Beacon_reserved + pingOffset x slotLen
Slot 2 Beacon_reserved + (pingOffset + pingPeriod) x slotLen
Slot 3 Beacon_reserved + (pingOffset + 2 x pingPeriod) x slotLen

BRI R 5 T AR — A B A AR, W% S A TSR A W IR I AT 2 e — R T B bk (19 e 4 k),

—IRATEAZ R

L% Fhping ] B A — A S Rhping i BUR A T i 9 0 HLASR AT DIEEEAT A B TS L 2 R, 283 NOZ RSB 0T 2 FRI BRI Bt . iR %

RPN B2 18R 22 T w5, WIHT— A2 R FPending izt vl LUT T i B S Zab 2.
BEALALA] T AE G R 2 RR I B R GG R o URAE — MBI R L T 3R, R —MERR R I A KT e R A
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%147 Class B Macii 2

F A 75 Class A WM HPHER IR iy A #B I 1E Class B Hsz¥l. Class B HrSGEHAMNRIN T 41 F ¥ MAC 4.

SR
cID Command ik

S EES
0x10 PingSlotinfoReq X 2B F T ping SRR I 5 o SR Ji) JUA 1 A 10 2 D 2% i 55
0x10 PingSlotinfoAns X FH T M %% R % PinglnfoSlotReqqir &
0x11 PingSlotChannelReq X FHF X 48 Hie 55 i 150 B — AN 240 (1) SR 4% ping JEIE
0x11 PingSlotFreqAns X 231 F T i % PingSlotChannelReq i &
0x12 BeaconTimingReq X FH T 2 0 ) X 2% 475 R R —AME RIS [ F{E 3E
0x12 BeaconTimingAns X Fi T M %% 5 % BeaconTimingReq i 4
0x13 BeaconFreqReq X FH W 2% i 55 2842 0 28 i A SRR WSS A ) B A%
0x13 BeaconFreqAns X Fi 43 . 2 BeaconFreqReq i &

14.1 PingSlotinfoReq

Z i af LU ] PingSlotinfoReqqiir 4k 1 AR 55 4% € (X 414k ping I Bst A I LUK T 58 (R i < o 1A & R BEF T 45 AR 55 43 B4k ping RS 19
S8, 24k ping IR TE 4 h N IR PP AT 58 SCIAS 2 i T e i 2 B0 L

Size(bytes) 1

PingSlotinfoReq Payload Periodicity & data rate

Bit# 7 [6:4] [3:0]
Periodicity & data rate RFU Periodicity Data rate

Periodicity 7B & — M T4 5 308 AL, T At a0 AT ping I B WIRORTS, 4w A Xan T

pingSlotPeriod = 2~Periodicity(#fifEs)
o Periodicity = 0 &R 4431537 FF—4 ping I B .
o Periodicity = 7 /R & 4512847 JF— > ping B, X2 LoRaWAN Class B i i 32 35 (108 K ping B J& 34
Data rate Bt F s 2ot I H] ping I BRI R . B HM4IS 775 Class A #hH iR i LinkAdrReq i 2 41 [ .

IR 4% 5 5 B RN 243 A ping ISR I EE I EE O BE 2%, 7500 Class B B FATH A S T, K47 PingSlotinfoReq 4% Hi 2 J& A 4t
%I PingSlotinfoAns 4 1[5 5 4 BE M Class A U1#: 5 Class B. 4% 7 B 2AF ping i F6RE 391 DA R BE R_m,  75 E5e K R 3 Class A 15
X, fEki% PingSlotinfoReq 4 3 HLUL B 55 #3345 1) PinSlotinfoAns 4[R2 2 &, #tAl LM #7103 54 A Class B

3. PingSlotinfoReq 74 1 LAAI FHDRFOpt B B T4T MAC iy &3 17i%4%, 1 Class A Bl dr iyt 20 pTid .

14.2 BeaconFregReq
%14 B RSS As RAE 23, T 1B e s R A5 AR A0
Octets 3
PingSlotChannelReq Payload Frequency
Frequency'y- Bt fliClass APl 52 X f¥) NewChannelReq MAC+i 47 # # [H (114w 7 X o

Frequency 2241 [ TEFF 5 4. SRR IS FR{E IEH2 2100 x Frequency, 847 Hz, {EHRIEIELL 100Hz A Az, AR{LIEF7E 100MHz
F| 1.67GHz Z [ Ly AU B AZANF Se ARG BT SOV ROTE R, A2 I 75 BEIR (R

N R AR T AR 2 R ) £y L — N A T bR, BB BR VAR R S B A5 £5 b (R 5 R ISMAFLEL ) o
H A RO o 28 i (1 P (E AR B2 8 20 P SCRIBR B PR 1R, A& HI IS L2 RS IR E AR i R

14.3 PingSlotChannnelReq
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%A RS AR R 23, T B i E T AT ping AT
Octets 3 1
PingSlotChannelReq Payload Frequency DrRange
Frequency 7B fClass At H & X i) NewChannelReq MAC fir 445 %5 Al [F 4 fid 77 X o

Frequency & 2411 [ TEAF 544, SEBRINASFRE 1E 522 100 x Frequency, $fiiHz. EFRHME1E LA1O00HZ v R A B3, AR 4k 3t [l 75 100MHZ F|
1.67GHzZ 1], 23 06 ZURE 7 1 A5 26 S8 AN A S SRR AR i S VRIS FRL, - A U 75 IR e 5% o

A RO ZoR 28 i P BRI S AR TR

DrRange /& 518 50V I B R Tl o XA 145 70 AP A4 4L
Bits [7:4] [3:0
DrRange Max data rate Min data rate

1% H LoRaWANH X Z 4 SCHPARAMS] I E X, “Min data rate” 7B A8 € T 1538 AV IR AREIR 28 . 51 an07E R B4 21 8 € DR0/125 kHz.
KB, “Max data rate”5 & T e Bl % . BlanERREHES, DrRange = 0x77 EREE(ZiE L X 101450 kpbs GFSK, DrRange = 0x507
kA 2 KF DR0/125kHz 3| DR5/125 kHz 154 = o

PRIl B & 25, 7 ZLIPingSlotFreqAns i & HEAT A1 . IXAMMACHT 4 #6751 LU R KIME B

Size(bytes) 1
pingSlotChannelAns Payload Status
StatusHIALBIA LT & 3L
Bits [7:2] 1 0
Statusd RFU Data rate range ok Channel frequency ok
Bit=0 Bit=1
Data rae range ok e B AR A T % 2 2 T SCRIVE R, R A B Y K 2 [ S 2 e s
Channel frequency ok L VB FHZARE, REE AT SR 23 ] LM A AN AR

14.4 BeaconTimingReq

&3 FH % iy & KGR T — MBS RS [ LS T8, iZMACH 4 A #ifi. BeaconTimingReq & BeaconTimingAnsHL il FH T iR
USR8 2 DA AR 220 1Y) e B 7 2R

X 2% TE 265 78 B T JE) N T e R LB A BR AR 13 oK - 2R ANRe 1B 7E K i BeaconTimingReqiir 4 2 Ji5 2. Z Ui #|BeaconTimingAns iy 4 [ .
% . HMEYHF|Class B 4L T Class AL £ — /Ny 2 YA RLZ K %8 id — 1 BeaconTimingReq i 4

T LM B (5 A I i L AU SR AR AL
14.5 BeaconTimingAns
[ 2% F11 1% i 4 5K N 2 BeaconTimingReq i 4 (1)1 3K -

Size(bytes) 2 1

BeaconInfoReqPayload Delay Channel
"Delay" - BtE — /ML TEFT 5 8E. R w1l N ATWIN AR S T —AME AWK TT 4R Z R R AR 1Rl 8 RTime:

30ms x (Delay+1) > RTime >= 3@ms x Delay

TEERR B A ZAMETE R ML F, “Channel” FBUt F—Mahn) AT IEES S X TR SRR 2 IRk B, XA FBUEN
0.
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%155 {545 (Class Bik i)

15.1 S E

PR ISR ER 1T LA 3 R0 4 R 55 2 5 A U8, 30 P DAE L £ T TR B #A) [8] 5 INF 1R) (B0 b 52125 47 (BEACON_INTERVAL K Z 5 4@ it — M i)
FLHU . PTA AR A A TE S o AR SN AT 0%, BIE A LoRa #JEML A CRC £

PHY Preamble BCNPayload
{E47 1 Preamble P46 T (K TERIN10ANRIAHIFF S . 1% VA3 SEBUIKTIFE &5 25 LU B bR &R .

FERRIIIC B 5 TE Lk R R S R o DRI SEBR A B 7T R A — AN DX IRSE DR 5 — AN XIS L. 38 2507 B AE T )8 20 LKL B

15.1.1 Kk ¥ 863-870MHz ISM #i Bt

bR T ) i B AT 1R 1%

DR 3 Xt F-125kHzZ7H 5 (I SFOY™ il lAl
CR 1 il Z=4/5
frequency 869.525MHz IRHEFER FuiF+27 dBm EIRPHISHZR .

REFFEETSIMEK, M2 E Rt ol U — DM AR .
[T ka3 N

Size(bytes) 3 4 1 7 2

BCNPayload NetID Time CRC GwSpecific CRC

15.1.2 32 [ 902-928 MHz ISM #iii ¢

ABARL I T 5 B AT R0k

DR 10 X B F-500kHZ % [FISF 104 4[5+
CR 1 it H=4/5
frequency 923.3%927.5MHz(LA600kHZ Ay #1437 fEhR 4 1% 5 Class ALY 5 U ATHERS BT B 105 38 AR 1]

FIT- 4 5 BB AR T B0 1 A7 B £ T

Channel = [floor(beacon_time/beacon_preiod)] modulo 8

o beacon_time & (& bri“Time 4715 7 B S 5U{H
e beacon_period & {FEFrMifE M, 128s
o floor(x) i 2 M & 1 NS IG U 4] o

Bl 5 —AME AR 1E923.3MHz ik 17/ 1%, 35 IX(E932.9MHz, 5 LIk Fi— X 1£923.3MHz k17 15 1%

Beacon channel nb Frequency[MHZz]
0 923.3
1 923.9
2 924.5
3 9251
4 925.7
5 926.3
6 926.9
7 927.5
[ELUEISE=3 Il
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Size(bytes) 3 4 2 7 1 2

BCNPayload NetID Time CRC GwSpecific RFU CRC

15.2 fZhr i N &

fE AR BCNPayload £ fif B — AN 45 1) 23 HL3 43 F1— AN P 5C (15 58 #0 40 2EL B o
Size(bytes) 3 4 12 7 0/1 2
BCNPayload NetID Time CRC GwSpecific RFU CRC

LI AL EE T — AN IR IR T NetID, FTME—FR R IR S R N4 — AN B Time (P47 Jys), X AN TIELR 197041 H1H
f)Coordinated Universal Time(UTC) 00:00:00F 4 TH o AZ AR R4 (1 A L3587 (1 e 88 M th 847803 161 1) CRC RIS RBEAT (R, JE8f1iE
R TPHYZS 4. CRC-16/27EIEEE 802.15.4-2003 7.2.1.8% 4y T & S [fINetID+Time £ B FHHTIFH . Ui Z8ACRCH i H CRC-
1618 2 e ff F

fln. XA EU8E8 (Eni:

AA BB CC| @0 @0 ©2 CC | 7E | 00 | ©1 20 @0 | @0 81 @3 | DE 55

AT A AT AR o AR B R 2 -
Field NetID Time CRC InfoDesc lat long CRC
Value Hex CCBBAA CC020000 7E 0 002001 038100 55DE
NetID+Time 7B ICRC-16/2 513 2 0xC87E, {HRFEX TN L T R fE K8 L.
NetIDfJ 7/ AR A AL BAR Z JINWKID 55 s J ik ¥ 7 57 53¢ v A RCRE AR DGR o R &0 0 B0 2878 14 T 4 06 235 S [F] TN wWKID

o9 2% PR 5 # 7 BR A SR AR — MBS IVAME - BRI TR SR AT BEAN ] . RFU S BOE I (KSR 22 )M %55 0. Wl K30 i
GwsSpecific+RFUF BLil 5 H ICRC-16 KB T AT (R4 . CRC-161 5 315 3l 3 34 ] o

Bl X —AE R0 £[H900 {5 4R

Field NetID Time CRC InfoDesc lat long RFU CRC

Value Hex CCBBAA CC020000 C87E 0 002001 038100 00 D450

e, AT AL IR AT K%

AA BB CC| 80 00 62 CC | 7E C8 | 00 | 01 20 60 | 00 81 03 | 00 | 50 D4

TR E] A 10 2% () A 353 43 JE LATEClass BRSS 2 HE —ANE 8 1480 . — MR AN I 2t R A T S AR I I RS B 843, DMEEARTEAA—A
A28 B B B 53— AN P24 I T LI 0 0 2% I 45 3%

i [7 i) N2 AN A 56
Ty9RA g 1 UL

VERE: WIHTFTR, BT A GTE ] — AN ] A (B 18] [R5 R A TR 7, BRI e T W2 A Sk kit Bifg— A2
BERR, M2 B AV RS b . BT RRIREE R, Db RAER, AT 2ARSKHIT

L2 2 R R 1 5

15.3 {5 krGwSpecific+ B % X,
GwSpecific 7 B 1 P 2840 F JTik:

Size(bytes) 1 6

GwSpecific InfoDesc Info

InfoDescitiid 5 #iid T Wi i FeInfo 3 BLf5 2. -

InfoDesc Meaning

0 W55 5 — REHIGPS AL b
1 W3R R LR K GPS ALz
2 5555 = REHIGPS AL b
3:127 RFU
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128:255 9 E S8 ) R T

M= RLMK, L) HGPS4 R InfoDescliIfi 0. Hiltn, X F—ANEA3M X BN, —RL & InfoDesclr
40, H5 =KL B {EhriT InfoDesc N1, 45
15.3.1 M XGPS fr:InfoDesc = 0, 1372
XfFinfoDesc=0, 18#2, Infoy BT W& KN AHAD 1 R&S R {EHR K GPSAL AR
Size(bytes) 3 3
Info Lat Lng
2 BN B2 B (43 )% B2 T LatFiLng) 4 i 7 OGO B, T
o FALA B 24 b kAT ST, -2023% B T FI90° (Rt £1), 2°23%f B2 T-4b90° (AL /). FRIER B T-0,
o RPUL L 240 KU AT G, -2023%F B FFE180°, 2A23% R F7:180°. #HkJe 1612 M F0.

15.4 {3 bRA

f5 kR M Coordinated Universal Time(UTC) , 197041 1H00:00:00 Jii = NwkID Jii TBeaconDelay 4, #128F0ki%k—Wk. HKERRETE
Coordinated Universal Time(UTC) 1970419 1H00:00:00 2 J& Bt = k*128 + NwkID + TBeaconDelay [#Hi[a] &t 4T &% .

Hodr k SRR/ k128 + NwkID > T
oo T = 197041 A 1H ) Coordinated Universal Time(UTC) 00:00:00 LAJ= (HFb 4k .

R T AR Unix A 2500F GPS IFIE], A5 Unix IFa], T 2 /™0 B 1 (1) 5 HAS 2 =R 52 m .

KevinCaoii'-l'vW/, & HMH Bt S Rz Tt S i 2, R s R g }t%ﬂ‘uiw&iﬂ‘*% (B RTRETEZEAR) X b th S 3
INEL > 1701 JU‘J“ T Bk B 7% A S MR AR e (32 2 //‘“Jf. u\rLl , S A (R AR T 2 ) AH 2 5
F|+0.9Fb IS, AT Ui 5 HH AR (RS, BE 0859 s fEik18 (EEE, &Ja—08iNe18) 5 ER—BomfE A

UMJ\UE/AUJ/\ Ao

Hr TBeaconDelay /2 W% (1145 i ZEIS, [ 7E0FI50ms2 i), TBeaconDelay 7t AN[F [ /4% 2 (8] AT GEANF], I HE S B E N R Mg
%HIE/JLH]‘ TBeaconDelayxi T4 & it — />R 4 i 1 Fr 45 W S it Rl . TBeaconDelay 2/ T-50ms. T4 23 (1 ping i B8 13 AR A% 4
A1) A s Ik S vk . DRI R R 2% 76 R 2 Class B T 471 75 22K TBeaconDelay i [8] %5 FE 76 P4

15.5 2% 1 47 i o BT R
2/ 44181 Class B AT Bl 25 5 2k AT B (5 1, 24 MBI BB G — A EATEHR W 2 5, 6 2 IRl 283 i — AR ST TATHE K 3%
K 19X 2% il 25 28 7 BB B Class B& i O RLIS A & .

H#E—A Class B&uii# 3 7¢ HUB M4, & i 2k mikss 4 L F47 8 M. AT LUl &% “confirmed 2 84 5# “unconfirmed” 25 Uiy 147 £icdl
R SE BT, AT RE AT B AT -

2y ] UAAE 2 i SR -2 (6] i 2 35

o RGAW LAT IR RKITR, AFTHEXNEIRN gateway specific” B . WG T 22188 2 s 8 52 i 4 o . 6 T IX B vk AT BE
AR,

o LRI LAT At (F AR gateway specific™ 3 BUlf AT A# 1A, A INE] 4 H AR KIS AR 0SS ID TS0 AR LATHam. X
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%16 % Class BHL%/Z M T EEMH

16.1 Kk %1 863-870MHz ISM #ii Bt

FTA I Class B ) N AT 545 £ 3k #5441 il “PingSLotChannelReq” MAC i 47 & S 545 3H . BN IIHI % & 869.525MHz.

16.2 35 [5 902-928MHz ISM 41 £t
EKIAHY, Class BIf T A7 I ALE —MEFR(AEFRBU 4 2) ) Time B35 2071 DevAddr.

Class B downlink channel = [DevAddr + floor(Beacon_Time/Beacon_period)] modulo 8

o JL+h Beacon_Time /& i {547 M 32 A7 Time 7.
o Beacon_period &1 b J& A A K B (Wi R 52 S AE128s)
o Floor i /2 U & T B3 I HfE .
o DevAddr 2 £ (1 3240 X 2% Hh il o
Bt Class B 19 FAT7E ISM St 8 MBI REATBRERIE HLTH (1 Class B £ A5 ] 8 A FATEIEHEAT 146 o

MR AN EHAEES N “PingSlotChannelReq” @44l T ¥ & Class B FT#%, NIEE)EHiA [ ping I B #0 N 1% H A F X AN i
g L —MMERRIE .

WRRIESHNEN “PingSlotChannelReq” fiv4-, W4 BZ K SERINIARZER IHRI, [F LFTR, Class B ping B BRTESAME 1 2 7] 147 Bk
7

FOIEA SR SUVE N 450278 T 7E T AT M5 2 TG B & — N5 A T Class B 47, JF H 24 ISM ARE nT B AT REHL AR R ATi2E 2
.
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H#Class C fE /11025, % N T Bt M5, R DR fai eI a)

Class C 1 #i ANAE4AAT Class B »

Class C 32 R AT REMAET RX2 B R U7 . #%00 Class A f#LE, Auieft RX1 TEHHE I A #EAT RX2 #ellt. AT W2 IXMIE, 2
SR PATRIREE A RXT Bl & DT 2 18], 17— MR RX2 @0, —H RXT1 Balldd o6k, 2 BT 3] RX2 #oiR4E: RX2
FRUCE NSRS IT, BReR 2o i TR IR HARE B

R B IUE T R A Rk S i & Class C 19 il X8 &R T IRSS Ui R FL Y, EATRT BAFE join Rk A8 H R 3J A1

7572 Class C 155,

17.1 Class C [45 — 325 & 1R 2t i)

Class C B 447 M1 Class A —FERIPIMEIE 1, HEATRA KM RX2 , BRAEA T ZHICGESE . FIed LT mT IEAERE N R A RX2
REICTATHE R, CHFEMACH S MACKIEHR TATH B . 53 /MERIEE WA RX1 TR Z &SI T T — M IRX2E o

Extends to next uplink
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FE13.Class C 2 [ B2 B 7 Pl

17.2 Class C Xf Z#& N7 1AL P

1 Class B 1l, Class C & thr] LA & M7 M. ZHEHIERMAMZE) NWKSKEY & APPSKEY #B7 ZL MM JZ k1. Class C £ 4% TT
Ttk A ] PO PR 1 -

o RAVEHMACH S, BAREMAEFOptsih, tHAKEITE port O ) payload H, K% # AT Toidk (R S 3 U0 R 2L 44 A ) O S 1k
e ACK F1 ADRACKReq i Zii# 0. MType 1724 Unconfirmed Data Down 574 1% {i .

o FPending L& WIAHE £ ML HEARERIZ. H%EF| Classs C WAL K IN FIAL T HACIRZS, FPending iz AN & £ 3 IR A5 BRAT 90
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