x86/x643KE]];

1.Hello Worlid!

A E

wdfikahE dewdm, 5 A3 A9wdFN0FAAIwdT,
ntifs.n @ESHIESY tentddk.hs, BERFHEE ST ntddk

MEECE

1.
1.Hello world Ef4m1
BEE(C): FrakiE v EEP): BFEES w
4 Bl EEE v EllEN
A BHER <R
2.
4 BiEREE ~ ftnasEx $(IntDir);%(AdditionalincludeDirectories)
ﬂﬁ_ﬂl‘. ' Hfip #using $§4
=R A EESER TERRETREE (/Z)
Tl SIS IS &
Y o SHEEIET SIS
SRt R Windows iE{THy &
AL B SRSl £ (/nolog
%{;ﬂﬁ sesg 505 4 @)
N EESAER & (/WX-)
A AERE -
B ==
\ s i .
Tz ;/D%fﬁi; FIFSE. (/diagnostics:column)
Loy P = -
=5 ERtEIHEERRS (SEIGE) S
3.
4 BiEEN ~ Windows 7
= Target Platform
R _NT_TARGET VERSIO
i Build Package
VC++ BF Override default Runtime Lib%ary
[ C/C++
> fEEER
4 Driver Settifigs
Genera
Driver Model
Network Adapter Dr
Mobile Broadband #

UNICODE_STRINGZEHS

TR UFHASBMAL
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UN
T Length:

[ MaximumlLength;
[IDL_PASS

h is((Le ngt h

bytes part opt (MaximumLength, Length) PWCH Buffer;

z ANST_STRING B UNICODE_STRING 45 AYHBHIEANSI STRINGEEUNICODE_STRINGZEHS
1 \ / tERSHEE, BREIRFESIFHE,
Buffer éﬁ*@iﬁn %Jﬁd*ﬂ%’f’ﬁi’éﬁ W %E?gﬁ
- \UNICODE_STRING Se--Hla, sz, XA

Length ZEMIHYF RIS B AR ERISE
(LA AR, X MaximumLength £5FEAY=E
Eevms EANEPXINKELCIFTTARA).

BE, TR ERE AL ERERE)
ﬁigﬂaiﬂ@éﬂ, ;ID dbgPrint ﬂ] kdPrint.

ASIHSE

e £ 2 = |
P WEE) ZE(V) BESEA) EEH)
4 A 5 AR il i
> | HKEY_CLASSES_ROOT
>~} HKEY_CURRENT_USE
>~} HKEY_LOCAL_MACHINE
> -1 HKEY_USERS
>~ ). HKEY_CURRENT_CONFIG

- - . - -
-

B2 SEEMXAR
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W x4 s =BV wE=n) =8H)

EIHO) TEiUM)

=] #EEI(H)

G- A EBT SF M
2N =E4

0. 00746960 r)

===
fluua KE=K
Debug W5
0. 00000000 Eﬁi STRY\MACHINE\SYSTEN\ControlSet001\servicest]
!

-

4. | services & || =m

.NET CLR Data =|| =] (BRiA)
.NET CLR Network

.NET Data Provide i
.NET Data Provide

2em
REG_SZ

ab| DisplayName REG_SZ
| ErrorControl REG_DWORD

ab] Path REG_EXPAND_S7
NETFramework — magera - -
(FABSS1ED 4464 | HiIStart REG_DWORD
1 | Type REG_DWORD

0xp(000000 (0)

. izdr=s
WAC\Users\Taishang\Desktop\1 sys AT
0x00000003 (3)
0x00000001 (1)

Start: 001 REFNER, 3NEFEH. TUED 2 WFNERE.
Type: ERIRIRIEZIRS.

DriverEntryiR[El{E

return STATUS_ACCESS_VIOLATION;

BNs{TReBmHEE, BINSPITAORERE, FMUTHHEE, AEPEE

C:\UsershTalShang\Desktoph1 Helloworld. sps

Fegister |— —| Run

Code
[hex]

—

| 1/0 Contral |—

| Unregister | =— —| Stop

Driver
1

1.Hellow...
1. Hellow. .,
1.Hellow...

Operation  Status

Urregister  Success
Register  Success
Start Success
Stop Fail

Last Ermor

#RIFRRTR -
BERI=R -
PTFZE RIS
BR% iiF Ba) <

& DebugView on \WWIN-UGUSUCS7CAVY (local

=

MF) mseE) =0 EHO)

@ -| A

HEHM)  #EN(H)

EE ™ <

B il

#
‘ 0 0. 00oooooo
1 0.00752940

Debug A7

RegisterfllUnregisterfES X

MR EEMRERN T2,

WREGISTEYA\MACHINEYSYSTEM \ ControlSet001servicesy 1. Helloworld

Hello World! h-_.______


af://n21
af://n24
af://n28

IX=NARSS IR EhiftE

TEMP RS M SITE Y 2 e ATy & A7 b iess (R AT sl TRy O R

CreateService StartService | _I

) ZwLoadDriver [ CIN#ELLKE)
p SR S TV R RS
system. CsrssZf B4R At ZwinloadDrivr {55 11450

FER RS EH AE RS L.

PDRIVER_OBJECT

typedef struct _DRIVER_OBJECT {
CSHORT Type;
CSHORT Size;
PDEVICE_OBJECT DeviceObject;//dXalfey Gl i & Xt R iaE
ULONG Flags;
PVOID DriverStart;
ULONG DriverSize;
PVOID DriverSection;
PDRIVER_EXTENSION DriverExtension;//Ikahfe/ v 14 iE4q%l (-->AddDevice)
UNICODE_STRING DriverName;
PUNICODE_STRING HardwareDatabase;//filiffil (55, \Registry\Machine\Hardware {i

PFAST_IO_DISPATCH FastIoDispatch;//FSDAIMLALGURANFE AL, 5 A PaET /0N 11 45
PDRIVER_INITIALIZE DriverInit;// A1k

PDRIVER_STARTIO DriverstartIo;

PDRIVER_UNLOAD Driverunload;//H1%% 8 %1

PDRIVER_DISPATCH MajorFunction[IRP_MJ_MAXIMUM_FUNCTION + 1];//IRP

} DRIVER_OBJECT;

2. 3R
1.windbgiEi3iEizX

& Kernel 'com:port=\\.\pipe\com_1,baud=115200,pipe’ - WinDbg:10.0.19041.1 X86
File Edit View Debug Window Help
| & | | =h| [ EESEEEE OSSN A e

Command

00000070 20-78—6d-6c—6e-73-3d-22-75-72-6e—3a-73-63-68-65 { =mmlns="urn:sche)
gooooogn: ed-61-73-2d-6d-69-63-72-6f-73-6f-66-74-2d-63-6f (mas-microsoft-co)

R windbgRiBidpeX &K pdbi&R, AEEBIENAIpdbIN LS.

2.LARGE_INTEGER

typedef union _LARGE_INTEGER {
struct {
ULONG LowPart;
LONG HighPart;
} DUMMYSTRUCTNAME ;
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struct {
ULONG LowPart;
LONG HighPart;
}ou;
LONGLONG QuadPart;
} LARGE_INTEGER;
//RENTFE R A, FRATER T AT LAE F LONGLONGIX AN 7~ 6 447 25 44 I i 21
/ /30T LLAE ] — AU i LARGE_INTEGER [ 53 45 # ok % 7~ 64 61 B
LARGE_INTEGER value;
value.LowPart = 100;
value.HighPart = 0;
[N RE LR o IR320 8 FAERT . 320 )5

3. BB LtE S IR TR
R SIRIOPE TR SRR, BUAMIESystemBHET.,

IRBIRBEAEHMIS LIS B

#include<ntifs.h>
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{
DbgPrint("%z,%d,%d\r\n", __FUNCTION__, _ LINE__, _ TIME_ );
}
VOID StartThread(_In_ PVOID StartContext)
{
LARGE_INTEGER a = { 0 };
a.Quadpart =-10000%1000; //#%10044F> (i A TH5 , a2 10A-4% 5 =F)
/ /ARSI AT N A7 S, 4% I TR 2200+
while (1)
{
KeDelayExecutionThread(KernelMode, FALSE,&a) ;//AlertAbTle & o VF bl FLAhni g 2k
T2
KdPrint(("666"));
}
}

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->DriverUnload = DRIVERUNLOAD;
HANDLE Hthread = 0;
PsCreateSystemThread(&Hthread, THREAD_ALL_ACCESS,0,0,0, StartThread,0);
return STATUS_SUCCESS;
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C:\Users\T alShang\Desktop\2 3EZ R, svs

(g | —C— (R [ e
o (/0 Comal | —

; Unregister |—["1—|  Stop J Exit |

Driver Operation  Status Last Eror &

240zh...  Uregister Success  IR{ERLTHRG -

24Ezh...  Urvegister Fail IEERRRSFEE -

23EEh..  Register  Success IR{ERTh=RE-
Success  {R{ERLThTERG -

P R|E) EWO ERO) HENM)  =EH)
HdEd | @R BEBT 9P 4

: Vi@ Debug A7
I 0 0. 00000000 alili]
1 1. 01517296 666
2 ‘2. 02800345 il
3 P53, 04205608 666
all: , 405606127 66
5 E.0T043266 E66
& 6. 08509350 666
T T.09828138 666
8 8.11292839 666
9 9. 12654591 666
10 10. 14048195 666

4. 5RO

kd>!an //iNTABZE HZEhHb 4
kd>!analyze -v


af://n45
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* *

* Bugcheck Analvsis . — *

. BRmS .

3€ 36 36 3 36 I I I IE I I I I I I I I IE I I I I I I I I IE I I I I IE I I I I IE I I IE I I I I IE I I IENE 36 3 36 3 I I IE I I I I I I I I E IE I E X E

DRIVER _UWLOADED WITHOUT CANCELLING_PEMNDING OPERATIONS (ce)

A driver unloaded without cancelling timers, DPCs, worker threads, etc

The hroken driver's name 1s displayed on the screen and saved 1 3 S
-3-: %EEETIHE

KiBugCheckDriver. =

Arguments: Mﬁg U;ﬁ%tEtEE

Argl: 96k3c093, memory referenced

ArgZ: 00000008, walue 0 = read operation, 1 = write operatlon

Arg3: 96b3c093, non-zero, the instruction addyxess which referenced the bad memory
address.

Argd: 00000000, Mm inte

code

15 5 EIP
(=12 Wi

Debugging Details:
KEY_VALUES_STREING: 1

Key : Analysis.CPU.3ec
Value: 6

Key : Analvysis.DebuglnalysisProvider.CPP
Value: Create: 8007007e on DESETOP-HF7IEWY

Key : Analvysis.DebugData
Value: Createlhject

Key : Analvysis.DebugModel
Value: Createlhject

Key : Analvsis.Elapsed.3ec
YValue: 87

Key : Analvsis.Memory.CommitPeak.Mhb

TBug Check OxC Estmm—— bug_code
DRIVER_UNLOADED _WITHOUT_CANCELLING_PENDING_OPERATIONS



WRITE_ADDRESS: 96k3c093

IMAGE_Nﬁ: 2,07 p=Ed . svs

MODULE_NP;MET A INTENOL) _

FAULTING MODULE: uuuuuuuu/

PROCESS NAME: System <™

TRAP_FRAME: 97967bdd -—- (.trap Oxffffffff97967hd4d)

ErrCode = 00000010
2ax=00000000 ebxz=00000000 ecx=00000000 edzx=00000000 es1=58783e3f0 =di=00000000

= 32093 esp=97967c48 ebp=97957c50 iopl=0 nv up el pl Zr na pe nc
#0008 ss=0010 ds=0023 es=0023 fs=0030 gs=0000 efl=00010246
<{Unloaded_2 .3z 4% . sys>+021093:
96b3c:083 77 e

Resetting default scope

IP_MODULE_UNLOADED seffm—"
2.0y peED.sys+1093
96b3c093 77 277

e 5
STACK_TEXT @ VARt
9796771 83f20083 00000003 le?ShZec 00000065 nt!RtlpBreakWith3tatusInstruction
9796776c §3f20bL81 00000003 §783e3f0 00000000 nt!KiBugCheckDebugBreak+0zlc
97967b30 S83ecf41lb 00000050 96b3c093 00000008 nt!EeBugCheck2+0xz68hb
97967bbe §3e823d8 00000008 96hL3c093 00000000 nt!MmAccessFault+0x106
97967bbe 96b3c093 00000008 96hL3c093 00000000 nt!KiTraplE+0zde
WARNING: Frame IP not in any known module. Following frames may he wrong.
97967c44 FEATROA0 FFEFEFEF O7967¢90 8404afSe <Unloaded 2 .CyM p=Ed.svs>+0x1093
9796750 85404af5e 00000000 1e75L910 00000000 DOxff676980
9796790 83ef2219 96b3c060 00000000 00000000 nt!PspSystemThread3tartup+lzfe
00000000 00000000 00000000 00000000 00000000 nt!EiThreadStartup+0zl9

4.

Kd>K //EEERHE%

kdy k—
# ChildEBFP RetAddr
00 979677 1c 83£20083 nt!RtlpBreakWithStatusInstruction
01 9796776c 83f20k81 nt!KiBugCheckDebugBreak+0xlc
02 97967k30 83ecf4llh nt!|KeBugCheck2+0xz68h
97967bhe 832823d8 nt!MmiccessFault+0x106
04 97967bhe 96b3c093 nt!KiTraplE+0zde
WARNING: Frame IP not in any known module. Following frames may be wrong.
05 97967c4d £f676980 <Unloaded_2.3xZhiF . svs>+0x1093
06 97967c50 8404afSe Oxffo70980
07 97967¢90 83ef2219 nt!|PspSystemThreadItartup+lzYe
§ 00000000 00000000 nt!KiThreadStartup+0xzl9

Kd>KV /BB EIFHE

kd> kv
# ChildEBP Retiddr Args to Child
00 9796771c 83f20083 00000003 1e7Shzec 00000065 nt!RtlpBreakWithStatusInstruction (FPO: [1,0,0])
01 9796776c §3f20L81 00000003 8783e3f0 00000000 nt!EiBugCheckDebuyBreak+0xlc
02 97967b30 83ecf4lh 00000050 96b3c093 00000008 nt!KeBugCheckZ+0z68h
03 97967bbe 832823458 00000008 96b3c093 00000000 ntlMmAccessFault+0x106
04 97967bbe 96b3c093 00000008 96b3c093 00000000 nt!KiTrapOE+0zde (FPO: [0,0] TrapFrame @ 97967hd4)
WARNING: Frame IP not in any known module. Following frames may be wrong.
05 97967c44 £fp76980 ffEFFEFf 97967c90 8404af5e <Unloaded_2.3EEhiffis . svs>+021093
06 97967c¢50 8404afSe 00000000 1e7S5kh910 00000000 Oxff676980
7 97967¢90 83ef2219 96kL3c060 00000000 00000000 nt!Pspl3vstemThreaditartup+0ze
§ 00000000 0O0O0O0000 00000000 00000000 00000000 nt!KiThreadStartup+0x19

)

=

5.Trap Frame



kd> dt _KETRAP_F E 97967bd4
ntl RAP_FRAME
z000 DhygEhb : 0x97967¢50
0x004 DbhgEip 1 0x96k3c093

+0xz008 DbhgirgMark , : Oxhadhk0d400

+0xz00z DbhgirgPointer |

+0xz010 TempSegls : Dxzedh

+0x012 Logging : DxzE3 !

+0x013 Reserved ;o Oxg? !

+0x014 TempEsp : Dxz3e6

+0x018 Dr0 : O0x979657c48

+0z01z Drl HI|

+0x020 Dr2 : 0x8783e3f0

+0z024 Dr3 HI|

+0z028 Drb 1

+0z02c Dr7 HI|

+0z030 Seyls : o

+0z034 SegEs : OxZ23

+0z038 SeyDs : OxZ23

+0z03z Edz HI|

+0z040 Ecx: HI|

+0z044 Eax HI|

+0z048 PreviousPreviousMode : 0x83f0607f

+0x04e Ezceptionlist : 0x97957¢80 _EXCEPTION REGISTRATION_RECORD

+MN=NEN Sf]onFco = M==3N
kd> .trap 97967hd4 e,
ErrCo&Z = Qooooolno
2ax=00000000 ebx=00000000 ecx=00000000 edx=00000000 e51=8783e3f0 «di=00000000
elp=96h3c093 esp=97967c48 ebp=97967c50 1opl=0 nv up el pl Zr na pe ne
cs=0008 s==0010 d==0023 es=0023 f{s=0030 gs=0000 ef1=00010246
<Unloaded_2.3EzhifEs . svs>+0x1093:
965 3009 Jem—— 727

BHTRE
B IR sys>+0x1093, ETLUEAIEIRIB MRENIHFHE,

0x1093 2&7F ImageBasefIfm#e. IDARIERIAIMageBaseZ0x00400000,

IDA View-A B B =5 = +rH R E-1 & 1Atk |
FEE
e it e e e +

| This file has been generated by The Interactive Disassembler (TIDA)
| Copyright (c) 2017 Hex-Rays, <support@hex-rays.com>

| License info: 48-3FBD-7F04-2C

| Jiang Ying, Personal license

Input SHA256 : 69376460AB9@BEFECABFOF8559952E30D481688FEBOC91EEGOACA89BADF5A457
Input MD5 : A9865F57A231204D7130FC8065FDFEBD
Input CRC32 : 4882D81B

; File Name : C:\Users\TalShang\Desktop\win7\2.3ERDiE . sys

‘--; Format : Portable executable for 88386 (PE)
B magebase  : 400000 Wmw————
; Timestamp : S5FD35B2F (Fri Dec 11 11:42:39 2020)
; Section 1. (virtual address ©90081009)
; Virtual size 1 990eeDC ( 220.)
; Section size in file : 0000200 ( 512.)
; Offset to raw data for section: 80080400
; Flags 68000020: Text Not pageable Executable Readable
; Alignment : default
; PDB File Name : C:\Users\TalShang\Desktop\windowsMiZiFEF\3EIFF & E8\2. 501151 \Debug\2. EshiF 1, . pdb
; 0S type :  MS Windows
; Application type: 32bit
.686p
-mmx
.model flat

ERLA, EAA9EEHEIEA: 401093
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M2

09491085 lea edx, [ebp+a]

00401088 push edx ; Interval

00401089 push e ; Alertable
00401088 push e ; WaitMode

09401 call ds:__imp__KeDelayExecutionThread@l2 ; KeDelayExecutionThread(x,x,x)

00401093 push | offset abbb ; "666S
90401098 call  DbgPrint \
00401090 add 4 :

esp,

29401040 jmp short loc_408187C
T

1void _ stdcall StartThread(void *StartContext)
2{
3| _LARGE_INTEGER a; // [esp¥ [ebp-8h]
vl
5/ a.QuadPart = -10000000i64;
6] while ( 1)
Rt
8 KeDelayExecutionThread(@, @, &z2);
9 DbgPrint("666");
10| 1}
11}
EZHESRInigS
8B pdbFSHhT,
kd> kv

# ChildEBP RetiAddr Args to Child

00 9796771c 83F20083 00000003 1e75h2ec 00000065 jiskiee Pl e o e e | |
01 9796776c 83f20b8;¢35§£ﬂ003 8783230 00000000 ekl T O,
0z

97967h30 83ecfdlhb 00050 96h3c093 00000008 JekieDermiiemmememem: b
3 97967bbc 83e823d 0000008 96b3c093 00000000 eseimiccessFaul t TG

Kd>In IRElE //8RATEREL //windbg EENRAT IERRE—,

kd> 1ln 83ecf4lb i

%oint\--

(839:2;315) ntIMmhccessFault+0x106 | (83ed22f7)  ntlCecCanlWrite
HERERERR R

N5, windbg EiRBRHIKFMEXAIREEBIVYRIE, MERT —MRAERMAER.
ARER, it WIREAEHEx86R812k x64824k,

OgER, LENREFIIER, HlN=iEst.

ETRER, GEHIRRADIAIET.

IR RRREHE, BT — P OX0ESRE, Mk,

5.8 sifit

DbgBreakpPoint();
#define DbgBreakPoint __debugbreak


af://n68
af://n73
af://n79

6.55Fdump
IR BalEMA—ERL, S EEAFS, HINdump3Xt, BINECHIFFS reload;

ERErERE X

EHEH
ERARFERS(S):
Windows 10 ~
SRR ERESTIERIAE(T): 20 @
(] E== St maaE(D): 30 2@

EL S

BEHSARZSHESTW)

ERESEAR)

SNBSS —HREAZX

B REEE
)

INAEEEE(256 B RA I,

B PIEEER

]| m

@ Dump C\Users\TalShang\Desktop\win7\1211:z
File Edit View Debug Window Help

Open Source File... Ctrl+0
Close Current Window Ctrl+F4
pen Executable... Ctrl+E
AWNgch to a Process... F6
Open Crash Dump... Ctrl+D
Connect to Remote Session... Ctrl+R
Connect to Remote Stub...
Kernel Debug... Ctrl+K
A
BdumpiillpdbigiE
Symbol Search Path \ X
Symbol path: /
srvfd:‘\Kf’gymbols:C:\Users\TaIShang\Desktop\windows?\]ﬁﬁ‘ﬁ\ﬂﬁﬂ]ﬂﬁ%ﬁﬁ\z.
IEENiRi\Debug
Cancel
Help
Browse...

[“|Reload
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(B Dump C:\Users\TalShang\Desktop\win7\121120-10951-01.dmp - WinDbg:10.0.19041.1 X86 - O X

File Edit View Debug Window Help

el EEEER BT 0 EEEEOIREE DB A E

C:\Users\TalShang\Desktop\windowsPaiaRs 2\ R A 2R\ 2 IR AE 2. JE A=t \main.c =/HB| command =
include<ntifs h» ~ ~

#:
VOID DRIVERUNLOAD( In_ struct _DRIVER_OBJECT* DriverObject)
DbgPrint ("Unloadsrn");
L
VOID StartThread(_In_ PVOID StartContext)
{
LARGE_INTEGER a = { 0 }:
a.QuadPart =—10000%1000;//% 1005 g1 & A% & £ 22 10°42 7 2 &
SETARSEAENRT, A G EEN AT .
while (1)
{
¥eDelayExecutionThread (Kernel¥ode, FALSE. &a) . //hlertdble 2 % & % & % fz 2 B
KdPrint (("666")):
+

)3
WTSTATUS DriverEntry(PDRIVER_OBJECT pDriver. PUNICODE_STRING pReg)

D_ALL_ACCESS, 00,0, StartThread.0):

return STATUS SUCCESS;

B EIEF R

MODULE_NAME: 2

IMAGE_NAME: 2. LEYS

STACK_COMMAND: .exr Dxffffffff807e84f0 ; kb

FAILURE_BUCEET_ID: Ox7E_2_ +1024
05_VERSION: 7.1.7601.17514
BUILDLAB_STR: win7spl_rtm
OSPLATFORM_TYPE: =86
OSNAME: Windows 7

FAILURE_ID_HASH: {ec8017d2-7382-4c22-a5de-cel?01489af1})

Followap: MachineOwner
************* Path, validation SUMMAry **sxxxxxxxxxss

Response Time (ms) Location

Deferred sri*d 1 \XPsymbols

OK C:\Users\TalShang“Desktop\windows
kd> .reload

Loading Kernel Symbol!

Loading User Symbols
Loading unloaded module
Unable to load image 77\ .\Users\TalShang\Deskcgﬁxz.$Eiﬂiﬁiﬁ .Sys, Win3Z error [

#%% WARNING: Unable to verify timestamp for 2.3 ZNifif .sys
v

< >
kd> |

Ln25,Col1 SysO:C:\User Proc 000:0 Thrd 000:0 ASM OVR CAPS NUM

3.3 5/ ki

1.windowsPItZ &4

FR DLL|

ntdll i ]

APaR

F R GRS

vy RERE kil B

Windows r

ik AP

pigi gl
G
]

B
&
EE

€%
I
L

FRE%
R#F

FOFE | weEg
bz Ju

87
wES

it
2EA
(LPC)

L |
RS
()

10
TER

]

NREER

BER

BT

AR AR

EHER/EHAL

B2.3 Windows AEEMARESH

f5lF2(Routine): MOpenProcessE|ZwOpenProcessiEidSSDTZEREINtOpenProcess, XHFTEAI—%

2, WP,
2. RSP

RIFTHE, M=HER,
SUPIZSRIE, FFI=RSR,

3.8 /XfBHTDRIVER_OBJECT

EPROCESS,

KPROCESS,

(EFFLERR

(KFFLERR
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{® Kernel 'com:port=\\\pipe\com_1,baud=115200,pipe’ - WinDbg:10.0.19041.1 X86 - m] X

File Edit View Debug Window Help

= BEETHDHBTE (OEDPIEEREDDE|ER] A H
ers\T: g\De kL i = Command =)=
#includsntifs hy System Uptime: not availahle
YOID DRIVERUNLOAD(_In_ struct _DRIVER OBJECT= Driverbject) Shutdown cccurred at (Sat Dec 12 21:22:57.786 2020 (UTC + 8:00))...unloading all s
DbgPrint('%z, %d, %d~r n", _ FUNCTION__ ., _ TINE_ . _ TIME ) Waiting to reconnect...
¥ Connected to Windows 7 7601 %86 compatible target at (Sat Des 12 21:22:58.444 2020
NTSTATUS DriverEntry(PDRIVER_OBJECT pDriyer. PUNICODE_STRING pReg) Fernel Debugger comnection established.
Driver—sDriverUnload = DRIVERUNLOMY e Bath validation cummsry xxesxsxexxescs
DbgPrint("Hello Worldisn'); Response Time (ms) Loeation
return STATUS_SUCCESS: Deferred srve
¥ Symbol search path is: srvx

Executable search path is:
Windows 7 Kernel Version 7601 MP (1 procs) Free x86 compatible
Built by: 7601.17514.x86fre.win7spl_rtm.101119-1850

Machine Name:

Kernpl base = 0x83e55000 PsLoadedModulelist = OxB3f9£850
System Uptime: not available

EDTARGET: Refreshing KD comnection

Breall instruction exeeption - code 80000003 (first chanes)

3 | DriverEntry+Dud:-

96744p2d co int 3

plrive
Local var @ 0z807de9e0 Type _DRIVER_OBJECT*
0x866b3F38

+0x000 Typs : Ond
+0x002 Size : Onl6d

+0x004 DeviesObject : (null)

+0x008 Flags

+0x00¢ DriverStart : 0x96749000 Void

+0x010 DriverSize : 0x6000

+0x014 DriverSection : 0x87£77498 Void

+0x018 DriverExtension : 0x866b3fe0 _DRIVER_EXTENSION

+0201le Driveriame : _UNICODE_STRING "“Driver\3.JEzhifisE"

+0x024 HardworeDatabase : Dx841c1250 _UNICODE_STRING "“REGISTRYNMACHINE\HARDWAR
+0x028 FastIoDispatch @ (null)

+0x02¢ Driverlnit : 0x9674d000 long 3 |GsDriverEntry+0

+02030 Driverstartlo : (null)

+0x034 DriverUnload : 0x9674a000 void 3 | DRIVERUNLOAD+0

+0x038 MajorFunction : [28] 0x83f0ada3 long  nt!IopInvalidDeviceRequest+

fiedt> fi

Ln6, Col 37 Sys 0:KdSrv:S Proc 000:0 Thrd 000:0 ASNM OVR CAPS NUM

kd> dt pbriver
Local var @ 0x807dc9e0 Type _DRIVER_OBJECT*
0x87dde838
+0x000 Type 1 Ond/ /X BRNTARR, MiZa4, RERFNATH,
+0x002 Size : 0n168//168, REXAGEMIEIIKAN,
+0x004 DeviceObject : (null) //B&S
+0x008 Flags 12
+0x00c Driverstart : 0x9519e000 Vvoid//MRaNINE= kLG HlE, ImageBase.
+0x010 Driversize : 0x6000//HfEH, BRBhAI KN,

+0x014 DriversSection : 0x867a70b0 void //_KLDR_, ZXMUTEBH[#J_LDR.
+0x018 DriverExtension : 0x87dde8e0 _DRIVER_EXTENSION//UXzh JiE 44
+0x01c DriverName : _UNICODE_STRING "\Driver\3.IKshlieE" //UWKs) 4 .

+0x024 HardwarebDatabase : 0x841b2250 _UNICODE_STRING
"\REGISTRY\MACHINE\HARDWARE\DESCRIPTION\SYSTEM" //¥4s i (¥) H 5. HpRegZEAZL, (HZEfH
IEZR

+0x028 FastIoDispatch : (null) //REhE(E, AL IRP

+0x02c DriveriInit : 0x951a2000 long 3
Driverentrys %, £IKsh AT .

+0x030 DriverstartIo : (null)

+0x034 Driverunload : 0x9519f000 void 3 IDRIVERUNLOAD+0

+0x038 MajorFunction : [28] 0x83efbda3 Tong
nt!IopInvalidDeviceRequest+0//IRPIXANIHIE .

1GsDriverentry+0//3K%5)

kd> dt _DRIVER_EXTENSION 0x87dde8e0
ntd11!_DRIVER_EXTENSION

+0x000 Driverobject : 0x87dde838 _DRIVER_OBIECT //FaMIMKENXI % . (A LAFREEKS)
X gk

+0x004 Addpevice : (null)

+0x008 Count : 0

+0x00c ServiceKeyName  : _UNICODE_STRING "3.MKzhlisk"/ /554 .

+0x014 clientDriverextension : (null)

+0x018 FsFiltercallbacks : (null) //minifilter SC{FiljE



4. fB¥rDriverSection

typedef struct _NON_PAGED_DEBUG_INFO {

USHORT Signature;
USHORT Flags;

ULONG Size;

USHORT Machine;

USHORT Characteristics;
ULONG TimeDateStamp;
ULONG Checksum;

ULONG SizeofImage;

ULONGLONG ImageBase;
} NON_PAGED_DEBUG_INFO, * PNON_PAGED_DEBUG_INFO;
typedef struct _KLDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadOrderLinks;
PVOID ExceptionTable;
ULONG ExceptionTableSize;
// ULONG padding on IA64
PVOID Gpvalue;
PNON_PAGED_DEBUG_INFO NonPagedDebugInfo;
PVOID D11Base;
PVOID EntryPoint;
ULONG SizeOfImage;
UNICODE_STRING FullDT1Name;
UNICODE_STRING BaseD11Name;
ULONG Flags;
USHORT LoadCount;
USHORT __Unused5;
PVOID SectionPointer;
ULONG CheckSum;
// ULONG padding on IA64
PVOID LoadedImports;
PVOID PatchInformation;
} KLDR_DATA_TABLE_ENTRY, * PKLDR_DATA_TABLE_ENTRY;

kd> dt _KLDR_DATA_TABLE_ENTRY 0x867a70b0
ole32!_KLDR_DATA_TABLE_ENTRY
+0x000 InLoadorderLinks : _LIST_ENTRY [ O0x83f90850 - 0x872f5eb0 1// |k

+0x008 ExceptionTable : OxfFFffffff void

+0x00c ExceptionTableSize : Oxffffffff

+0x010 Gpvalue : 0x0000001c void

+0x014 NonPagedDebugInfo : (null)

+0x018 D11Base : 0x9519e000 void//Driverstart

+0x01c EntryPoint : 0x951a2000 void//I#DriverEntry k%, ZIKa A M .
DriverInit

+0x020 sizeofImage : 0x6000//DriversSize

+0x024 Full1D11Name : _UNICODE_STRING "\??\C:\Users\TalShang\Desktop\3.IK
ik . sys"

+0x02c BaseD11Name : _UNICODE_STRING "3.I3Kz)Wr%k.sys"

+0x034 Flags : 0x49104000/ /KPR

+0x038 LoadCount 1 1/ /B

+0x03a __Unused>5 : 0x69

+0x03c SectionPointer : (null)

+0x040 checksSum : 0x10el6//f5A, KREPEk.

+0x044 CoverageSectionSize : 0x5c0073

+0x048 CoverageSection : (null)

+0x04c LoadedImports : 0x86341c99 void
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+0x050 PatchInformation : (null)
+0x054 sizeofImageNotRounded : 0x6000
+0x058 TimeDateStamp : 0x5fd77db8

s

#include<ntifs.h>
typedef struct _NON_PAGED_DEBUG_INFO {

USHORT Signature;
USHORT Flags;

ULONG Size;

USHORT Machine;

USHORT Characteristics;
ULONG TimeDateStamp;
ULONG Checksum;

ULONG SizeofImage;

ULONGLONG  ImageBase;
} NON_PAGED_DEBUG_INFO, * PNON_PAGED_DEBUG_INFO;
typedef struct _KLDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadorderLinks;
PVOID ExceptionTable;
ULONG ExceptionTableSize;
// ULONG padding on IA64
PVOID GpVvalue;
PNON_PAGED_DEBUG_INFO NonPagedDebugInfo;
PVOID D11Base;
PVOID EntryPoint;
ULONG SizeOfImage;
UNICODE_STRING FullDTTName;
UNICODE_STRING BaseD11Name;
ULONG Flags;
USHORT LoadCount;
USHORT __Unused5;
PVOID SectionPointer;
ULONG CheckSum;
// ULONG padding on IA64
PVOID LoadedImports;
PVOID PatchInformation;
} KLDR_DATA_TABLE_ENTRY, * PKLDR_DATA_TABLE_ENTRY;
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)
{
DbgPrint("%z,%d,%d\r\n", __FUNCTION__, __ LINE__, _ TIME_ );
}
NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->DriveruUnload = DRIVERUNLOAD;
RemoveEntryList(pDriver->DriverSection);///FEsk%, TSN,
DbgPrint("Hello world!\n");
return STATUS_SUCCESS;
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e W | | e | mREnT | e |ame | e | seee | R | stk | BB | 2T |
C:A\UsershT alShang'Desktoph3.3} e ‘ Eﬂ{ﬂt ‘ e | e TG | Eﬁg “Jﬂﬂ | )‘(f#l_ﬁ "
- ntkrnipa.exe 0x83E46000 0x00412000 - C:\Windows'system32\ntkrnipa.exe 0 Microsoft Corporation
_ = ; 3.4EENETEE.sys . Ox9FEC1000 0x00006000 0xB881C8568 C:\Users\TalShang\Desktop\3. 45 zhEfid . sys 3. EEhETBE
| halmacpi.di 0x00037000 - C:\Windows'system32\halmacpi.dil 1 Miarosoft Corporation _
[hex) 170 kdcom. dll 00 0x00008000 - C:\Windows\system32'kdcom.dl 2 Microsoft Corporation =
meupdate_Auth... 0x0000B000 - C:\Windows system32\mcupdate_AuthenticAMD. di 3 Microsoft Corporation
e [ — E PSHED.dll 0x88C2F000 011000 - C:\Windows'\system32\PSHED il 4 Microsoft Corporation
I’( | BOOTVID.dI 0x88C40000 00 - C:\Windows\system32\BOOTVID.dll 5 Microsoft Corporation
4| CLFS.5YS 0x88C48000 0x00042000 0xB86594670 C:\Windows\system32\CLFS.5YS CLFS 6 Microsoft Corporation
Driver Dperation  Status ||| Cr.di 0x88CSA000  Ox000ABOOD - C:\Windows\system32\CL.dll 7 Microsoft Corporation
a5z Redist c Wdf01000.sys 0x38D35000  0x00071000  OxB6357A18  C:\Windows'system32\drivers\Wdf01000.sys wdfo1000 8 Microsoft Corporation
38z egster uccesy | | WDFLDR.SYS 0x38DA6000  Ox0000E0OO - C:\Windows \system32\drivers\WDFLDR.5YS 9 Microsoft Corporation
33FER..  Start Succesd || ACPLsys 0x88DB4000  0x00048000  OxB6348E10  C:\Windows\system32\drivers\ACPLsys ACPT 10 Microsoft Corporation
f N - = —— —— 11 Microsoft Corporation
* DebugView on WWIN-UGUSUCS7CAV (local) o — p— msisadrv 12 Microsoft Corporation
- . . pd 13 Microsoft Corporation
MHHF REE) SN0 EWO) HEM) #EH) vdrvroot 14 Microsoft Corporation
==EHd Q@ - A [ = < B2 34 d partmgr 15 Microsoft Corporation
DRIVERS\compbatt.sys Compbatt 16 Microsoft Corporation
# Bdid Debug A% DRIVERS\BATTC.SYS 17 Microsoft Corporation
drivers\volmgr.sys volmgr 18 Microsoft Corporation
0 0. 00000000 Hello World! drivers\volmgrx.sys wvolmgrx 19 Microsoft Corporation
drivers\ntelide.sys intelide 20 Microsoft Corporation
grivers\PCIIDEX.SYS 21 Microsoft Corporation
DRIVERS\vmd.sys vmdci 22 VMware, Inc.
drivers\mountmar.sys mountmgr 23 Microsoft Corporation
vsock 24 VMware, Inc,
atapi 25 Microsoft Corporation
26 Microsoft Corporation
LSI_SAS 27 LSI Corporation
28 Microsoft Corporation
msahc 29 Microsoft Corporation
amdxata 30 Advanced Micro De... _
Ehtane 21 Fr— £ Fornnentinn
»
Eah: 152, [RIIEEH: 1 AIEEIEERNIR: O, ATAEPERAMR: O

#include<ntifs.h>
typedef struct _NON_PAGED_DEBUG_INFO {

USHORT Signature;
USHORT Flags;

ULONG Size;

USHORT Machine;

USHORT Characteristics;
ULONG TimeDateStamp;
ULONG CheckSum;

ULONG SizeofImage;

ULONGLONG  ImageBase;
} NON_PAGED_DEBUG_INFO, * PNON_PAGED_DEBUG_INFO;
typedef struct _KLDR_DATA_TABLE_ENTRY {

LIST_ENTRY InLoadorderLinks;

PVOID ExceptionTable;

ULONG ExceptionTableSize;

// ULONG padding on IA64

PVOID GpVvalue;

PNON_PAGED_DEBUG_INFO NonPagedDebugInfo;

PVOID D11Base;

PVOID EntryPoint;

ULONG SizeOfImage;

UNICODE_STRING FullDTTName;

UNICODE_STRING BaseD11Name;

ULONG Flags;

USHORT LoadCount;

USHORT __Unused5;

PVOID SectionPointer;

ULONG ChecksSum;

// ULONG padding on IA64

PVOID LoadedImports;

PVOID PatchInformation;
} KLDR_DATA_TABLE_ENTRY, * PKLDR_DATA_TABLE_ENTRY;
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)
{

DbgPrint("%z,%d,%d\r\n", _FUNCTION__, __LINE_ , _ TIME_ );
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NTSTATUS DrivereEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->Driverunload = DRIVERUNLOAD;
PKLDR_DATA_TABLE_ENTRY CurrentHeadr=(PKLDR_DATA_TABLE_ENTRY)pDriver-
>DriverSection;
PKLDR_DATA_TABLE_ENTRY FilnkHeadr= ((PKLDR_DATA_TABLE_ENTRY)pDriver-
>DriverSection)->InLoadorderLinks.Flink;
KdPrint(("%wz\n", &CurrentHeadr->BaseD1IName));// it &%wziH UNICODE_STRINGH,
20 EEUhE . PUNICODEAN .
while (CurrentHeadr != FilnkHeadr)
{
KdPrint(("%wz\n",&FilnkHeadr->BaseD11Name)) ; /// = %wz i UNICODE_STRINGH],
0 HHbtk . PUNICODEANA .
FilnkHeadr = FilnkHeadr->InLoadOrderLinks.Flink;
}
return STATUS_SUCCESS;

a\/ - ==l
Debudil ah - — =

R W|E) W0 ERO) HEM) #EEH)

FEdd S~ A EBT 97 M

# BiE Debug A7 =

0 0. 00000000 3. WEEHEFBE. svs

1 0. 00487580

2 0, 00895430 ntoskrnl. exe

3 0. 01297300 hal. dll

4 0. 01623450 kdcom. d11

] 0. 01974630 mcupdate. d11

6 0. 02301560 PSHED. d11

T 0. 02594470 BOOTVID. d11

g 0. 03054150 CLFS. SYS

9 0. 03658460 CI.dll

10 0.04116210 Wdf01000, sys

11 0. 04819260 WDFLDE. SYS

12 0.05208520 ACPI. sys= =
iy A
Seae g

#include<ntifs.h>
typedef struct _NON_PAGED_DEBUG_INFO {

USHORT Signature;
USHORT Flags;

ULONG Size;

USHORT Machine;

USHORT Characteristics;
ULONG TimeDateStamp;
ULONG Checksum;

ULONG SizeofImage;

ULONGLONG ImageBase;
} NON_PAGED_DEBUG_INFO, * PNON_PAGED_DEBUG_INFO;
typedef struct _KLDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadOrderLinks;
PVOID ExceptionTable;
ULONG ExceptionTableSize;
// ULONG padding on IA64
PVOID Gpvalue;
PNON_PAGED_DEBUG_INFO NonPagedDebugInfo;
PVOID D11Base;
PVOID EntryPoint;
ULONG SizeOfImage;
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UNICODE_STRING FullD11Name;

UNICODE_STRING BaseD11Name;

ULONG Flags;

USHORT LoadCount;

USHORT __Unused5;

PVOID SectionPointer;

ULONG CheckSum;

// ULONG padding on IA64

PVOID LoadedImports;

PVOID PatchInformation;
} KLDR_DATA_TABLE_ENTRY, * PKLDR_DATA_TABLE_ENTRY;
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{

DbgPrint("%z,%d,%d\r\n", _FUNCTION__, _LINE__, _ TIME_ );
}
VOID start(_In_ PVOID StartContext)
{
LARGE_INTEGER time= { 0 };
time.qQuadPart = -10000 * 1000;//4EHf—#b, JeilDrivereEntry#ise.
KeDelayExecutionThread(KernelMode, FALSE,&time);
PDRIVER_OBIJECT pDriver = StartContext;
RemoveENntryList(pDriver->DriverSection);//Wk
pDriver->Type = 0;//#Z7
pDriver->Size = 0;//##m4iH4E AN
pDriver->DriverSection = 0;//#kisiHhh
}

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{

pDriver->DriverUnload = DRIVERUNLOAD;

HANDLE hthread = 0;

PsCreateSystemThread(&hthread, THREAD_ALL_ACCESS,0,0,0,start,pDriver);// /N7t
DriverEntry s, R ADriverEntryHATR G4k, SREHAT Hift,

return STATUS_SUCCESS;

IR FriRAPchunter{BggiEm HIREN, B WEHERIEA.

R WERRVIREI A RERIE R SIS AEDE,

-

iz R | | menT | mRET | FEe || e | soee | e | ane | B8 | 2T |

| MEEhE, T Lipatpige | amshiai | e | nek.. | TR
ntkrnlpa.exe 0x83E1D000 0x00412000 - C:\Windows\system32\ntkrnlpa.exe 0 Microsoft Corporatior
HdAudio.sys 0x00050000 0x87501F38 C:\Windows\system32\drivers\HdAudio.sys HdAudAd... - Microsoft Corporatior
TI4EPERL (R 00 0008000 - - L
halmacpi.dil 0x8422F000 0x00037000 - C:\Windows\system32\halmacpi.dll 1 Microsoft Corporatior| =
kdcom.dll 0x80BD2000 0x00008000 - C:\Windows'\system32\kdcom.dll 2 Microsoft Corporatior
mcupdate_Auth... Wgx88C3D000 0x0000B000 - C:\Windows\system32\mcupdate _AuthenticAMD.dll 3 Microsoft Corporatior
PSHED.dll 83C48000 0x00011000 - C:\Windows\system32\PSHED.dll 4 Microsoft Corporatior
BOOTVID.dI 59000 0x00008000 - C:\Windows\system32\BOOTVID.dl 5 Microsoft Corporatior
CLFS.5YS 000 0x00042000 0x86590670 C:\Windows\system32\CLF5.5Y5 CLFS [ Microsoft Corporatior
CLdl 0 0x000ABO0O - C:\Windows\system32\CI.dll 7 Microsoft Corporatior
Wdf01000.sys (0x88D4E000 0x00071000 0x86357A18 C:\Windows\system32\drivers\Wdf0 1000.sys Wdfo1000 8 Microsoft Corporatior
WDFLDR.SYS 0x88DBF000 0x0000E000 - C:\Windows\system32\drivers\WDFLDR.SYS El Microsoft Corporatior
ACPLsys 0xB88E 14000 0x00048000 0x86348E 10 C:\Windows\system32\drivers\ACP1.sys ACPT 10 Microsoft Corporatior
WMILIB.SYS 0x88ESC000 0x00009000 - C:\Windows\system32\drivers\WMILIB.SYS 11 Microsoft Corporatior
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Options

Cod

gode /0 Contig
Unegiter | — (71— -
Driver Operation  Status Last Emror

33EZf... Reagister  Success #FR{ERLIh=RG -
33Ezh...  Stardt Success  PE{ERRTHTRE «
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FireREUERATS

UNICODE_STRING DriverName;
Rt1Initunicodestring(&DriverName,L" %A/ H") ;
if(Rt1Compareunicodestring(&UNICODE_STRING,&DriverName)==0)
{

}
//AREStremp, {HE&Stremp4 % 5t .
//IFEE, memset,memcpyZECiE S EREL, #HE WS, BEUUEHRLTRFINCE.

18id IX a2 Fe IR BN ISR

#include<ntifs.h>

NTKERNELAPI NTSTATUS ObReferenceObjectByName(
__in PUNICODE_STRING ObjectName,
__1in ULONG Attributes,
__in_opt PACCESS_STATE AccessState,
__in_opt ACCESS_MASK DesiredAccess,
__in POBJECT_TYPE ObjectType,
__in KPROCESSOR_MODE AccessMode,
__inout_opt PVOID ParseContext,
__out PVOID* Object

D§
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)
{
DbgPrint("%z,%d,%d\r\n", __FUNCTION__, __ LINE_ , _ TIME_ );
}

extern POBJECT_TYPE* IoDriverObjectType;//4 /57 i,
PDRIVER_OBJECT FindDriverobject(wchar_t* name)
{
UNICODE_STRING DriverName;
RtT1InituUnicodeString(&DriverName, name);
PDRIVER_OBJECT pDriveroObject = 0;
NTSTATUS status =
ObReferenceobjectByName (&DriverName,0BJ_CASE_INSENSITIVE,0,0,*IoDriverObjectType
,KernelMode, 0,&pDriverobject) ;// A ik ek %,
if (INT_SUCCESS(status))
{
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KdPrint(("status:%x\n",status));
return 0;
}
if (pDriverobject)
{
ObDereferenceobject(pDriverobject);//5I HiTF-1, SR A REA 6 G IAS i ik b

return pDriveroObject;
}
NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->DriverUnload = DRIVERUNLOAD;
Findbriverobject(L"\\Driver\\pchunter32as");//itm: %H .sysk%
return STATUS_SUCCESS;

|@

‘F'\\e Edit View Debug Window Help

=4 [EHRPeE O EEEEERHE OB E| N A
= |
ﬁﬂgﬁéiﬁlmsnms corot R A | [Break instruction exception - cede 80000003 (first chance) ~
ef srenceOb]sctByNans | .
= FUNICODE_STRING Obyectiane. gﬁammg’“dDr“’erObJec”DXE' 5
—in VLORG Atizibu ce int
__in_opt PACCESS ! ETATE AccessState, kd> p
_in_opt ACCESS_HASK Desirediccess, 3 IFindDriverObject+0=7:
~in POBIECT_TYPE ObjectType.
e 96563047 8b4503 mov eax dword ptr [ebpt8] ]
__inout_opt PYOID ParssContext.
nt BUOIDX OBjsct 3 IFindDriverObject+0x15:
) 969F3055 745600000000 mov dword ptr [ebp-4],0 ]
¥OID DRIVERUNLOAD(_ In_ struct _DRIVER_OBJECTx DriwerObject) kd> p mjjﬁ\'fﬂ[ﬁ]@}jznﬂ[ﬂ] 1% |
. B . 3 IFindDriverObject+0xle: TiEITaK ESLEeNIRG 1
) DbgPrint { J#d dsesnt. _ FUNCTION . _ IINE . _ TIME ). 96OF305¢ BdSSfc lea edx, [ebp-4] |
extern POBJECT TYPEX IoDriverObjectType: kd >
FDRIVER_OBJECT FindDriverObject(wchar t* name) 3 IFindDriverObject+0z3f:
{ -
PhaBreakFaint (1: ESBFBDH 837d£800 cup Tr [ebp-8],0
UNICODE_STRING DriverName: > B
Rt1InitUnicodsString(&Driverfans, nams): 3 |FindDriverObjectt d
FDRIVER OBJECT plriverObject = 0 969F309d 837dEc0l emp dwerd ptr [sbp-4].0
NTSTATUS status = ObReferenceObjectByifane (&DriverNene, OBJ_CASE_INSENSITIVE,U,0,=IoDriv kd> dt pDriverObject
it (INT_SUCCESS(status)) Local var @ 0x807889¢8 Typs _DRIVER_OBJECT*
KdPrint{("status %x\pe#fratus)): Dx866aechd |
return +02000 Type i Oon4
+0x002 Size : Onl6B
+02004 DaviceObjsct : 028668430 _DEVICE_OBJECT
ObDereferencetbject {pDriverObject ) : /3| B it #-1. N ERARAE AR H 3 SO SEb S, +02008 Flags : Ox1z
+0x00c DriverStart : 0296940000 Void
| obwm sbriverObjest; +0x010 DriverSize : 0xb2000
: ]
NTSTATUS DriverEntry(FDRIVER OBJECT pDriver, FUNICODE STRING pReg) igzgig gi:z:igit;;g?on giggggz:zﬁ V;;{%VER EXTENSTON
¢ IDriver—>Driverlnlosd = DRIVERUNLOAD: +0x0le Driveriame : _UNICODE_STRING "“Driver-pchunter3las"
FindbriverObject (1" \Driver\\pchunter32a5" ) ; +0x024 HordwareDatshase : 084153250 _UNICODE_STRING "“REGISTRYNMACHINE“HARDY
+0z028 FastIoDispatch  : (null)
) return STATUS_SUCCESS: +0x02c DriverInit : 0x96%d000 long pchunter32as+ad000
+0z030 DriverStartlo  : (null)
+0x034 DriverUnload : 0x969b620a void +0
+0x038 Majorfunction i [28] Ox96%h6ecla long +0
|
v < >
< > Jled > | |
Ln33,Col 12 Sys0:KdSrv:S Proc000:0 Thrd 000:0 ASM OVR CAPS NUM I

SRS EL
EX: IDAREESHFEHEIRIRE, BREntfs.h>RISL BRI ZIRE XAIREL,

DA Viev—k @ +rtE I E-1 52 i %]

B piihi] o Fs

= ObReferenceObjectEyHandle O0BFC45C
ObReferenceObJectByHandlerthTag 005F0486

ObReferenceObJ ec‘tE';,ernter
ObReferencelbjectByPointer¥ithTag
ObReferenceSecuritylescriptor

ObRegisterCallbacks OOBCES49 4
ObReleazelbjectSecurity 00BSTCZE 12085
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NTKERNELAPI

NTSTATUS

ObReferenceobjectByName(
__in PUNICODE_STRING ObjectName,
__1in ULONG Attributes,
__in_opt PACCESS_STATE AccessState,
__in_opt ACCESS_MASK DesiredAccess,
__in POBJECT_TYPE ObjectType,
__in KPROCESSOR_MODE AccessMode,
__inout_opt PVOID ParsecContext,
__out PVOID *Object
Dt

/ /WRKH & S

loDriverObjectType

extern POBJECT_TYPE* IoDriverObjectType;//& Rk,

aEBEEsys |
BRER Sh OFTs BHE B EAE b3 Ei]R |
00000CF4 N/A 00000C48 00000CAC 00000C50 0000/
szhnsi (nFunctions) | Dword Dword Dword Dwor

OFTs FTs (IAT) Hint Name /
Dword Dword Word szAnsl'I
000040A0 000040A0 005D Dbgptn‘t
000040AC 000040AC 0646 [s] renceObject
000040C4 000040C4 0638 ObREferenceObjectByName
000040DE 000040DE 020D loDriverObjectType
00004088 00004088 0848 RtlinitUnicodeString

PE: INITER

INIT: BRBREX, #IaER, ERTRE, AR,
DriverEntryBREIFEINITERH,

E=3 ER ERBhE Raw Z7h Raw itk EEuinit
00000238 00000240 00000244 / 00000248 0000024C 00000250
Byte[B] Dword Dword Dword Dword Dword
text 0000011E 00001 00000200 00000400 00000000
rdata - 00000284 - 0000 00000400 00000600 00000000
.da - 00000008 - 0000 00000200 00000A00 00000000
reloc 00000044 00005000 00000200 00000EQD 00000000
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3IERFE sys

(271 =iEE o =] A&
Magic 000000EQ Word 0108 PE32
MajorLinkerVersion 000000E2 Byte OE

MinorLinkerVersion 000000E3 Byte 1B

SizeOfCode 000000E4 Dword 00000400
SizeOflnitializedData 000000EB Dword 00000800
SizeOfUninitializedData | 000000EC Dword 00000000
AddressOfEntryPoint 000000F0 Dword 00004000 INIT

Refie

BITERFIKDAIINITERZ Mt E FIIRTT, Sshellcode, S BRI,

SHinitEgtuit-->MdIMapMemory-->memcpy-->MdlUnMapMemory-->EXI 5 {5+

4. IR ENE(S

1.loCreateDevice

—MEHEEZMRENR, REWRSRIBERE.

NTKERNELAPI
NTSTATUS
IoCreateDevice(

_In_ PDRIVER_OBJECT Driverobject,//UWsxf%

_In_ ULONG DeviceExtensionSize,//¥ &4 JEX SH AN, — N0

_In_opt_ PUNICODE_STRING DeviceName,//¥ &0l %4 715 "\\Device\\xxx"
_In_ DEVICE_TYPE DeviceType,//#FM,

FILE_DEVICE_UNKNOWN

(0x22

Bl by, A, HHEE, BN

_In_ ULONG DevicecCharacteristics, //Mahh s 8, K H
FILE_DEVICE_SECURE_OPEN

In
e FALSE

DE

_  BOOLEAN Exclusive,//# &, W NTrue, MWR3—MEREEFTIT— D& GHAR, K£

//BEATruefJaFab 2 RFT AT shsod 25 7 .
_outptr_result_nullonfailure_
_At_(*DeviceObject,

__drv_allocatesMem(Mem)

_When_((((_In_function_class_(DRIVER_INITIALIZE))

| | (_In_function_class_(DRIVER_DISPATCH)))),

__drv_aliasesMem))

PDEVICE_OBJECT *DeviceObject //i&|nl—ANE&nt%e. 1Em2 JufREr.

kd> dt _DEVICE_OBJECT

ntd11!_DEVICE_OBJECT

+0x000 Type
+0x002 Size

+0x004 ReferenceCount
+0x008 Driverobject
+0x00c NextDevice
+0x010 AttachedDevice

: Int2B
: Uint2B

: Int4B //FTHFREL FEM A EERIFALSE FITRUEF K
: Ptr32 _DRIVER_OBIECT //UKzhxf%

: Ptr32 _DEVICE_OBJECT

: Ptr32 _DEVICE_OBJECT
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+0x014
+0x018
+0x01c
+0x020
+0x024
+0x028
+0x02c
+0x030
+0x034
+0x05c
+0x060
+0x074
+0x094
+0x098
+0x09c
+0x0ac
+0x0ae
+0x0b0
+0x0b4

CurrentIrp : Ptr32 _IRP //MJIRP
Timer ! Ptr32 _IO_TIMER
Flags : Uint4B
Characteristics : Uint4B

Vpb : Ptr32 _VPB
DeviceExtension : Ptr32 void
DeviceType : Uint4B

StackSize : Char

Queue : <unnamed-tag>
AlignmentRequirement : Uint4B
DeviceQueue _KDEVICE_QUEUE

Dpc _KDPC
ActiveThreadCount : Uint4B
SecurityDescriptor : Ptr32 void
DeviceLock _KEVENT

SectorsSize 1 Uint2B

Sparel : Uint2B
DeviceObjectExtension : Ptr32 _DEVOBJ_EXTENSION
Reserved : Ptr32 void

2.loCreateSymbolicLink

UNICODE_STRING SymbolLink;

Rt1InitunicodeString(&SymbolLink,
sta=IoCreateSymbolicLink(&SymbolLink, &Device_1);
if (INT_SUCCESS(sta))

{

L"\\??\\Sybmo1Link") ;

IoDeleteDevice(pDevice);/ /B & n RS Rk
KdPrint(("symbolicLink Create Fail!\n"));
return STATUS_SYMLINK_CLASS_DISABLED;

3.IRP

#define IRP_MJ_CREATE
#define IRP_MJ_CREATE_NAMED_PIPE
#define IRP_MJ_CLOSE
#define IRP_MJ_READ
#define IRP_MJI_WRITE

#define IRP_MJ_DEVICE_CONTROL

kd> dt _IRP -rl

ntd11!_IRP

+0x000
+0x002
+0x004

Type
Size
Md1Address

+0x000 Next
+0x004 Size
+0x006 Md1Flags
+0x008 Process

+0x00c

+0x010 Startva
+0x014 ByteCount
+0x018 ByteoOffset

MappedSystemva

0x00 //R3ﬂﬁ+%i%%¢%i
0x01 //R34TITfn 4818

VB ) o 18 2% 5 %2

/ /1B

0x02 //R3+’IﬂLL1’)<rXJ%/ﬂJWJ / /815 %
0x03 //R3KIiE
0x04 //R3ME

Ox0e //F %
: Int2B
: Uint2B
: Ptr32 _MDL//Mit AT
: Ptr32 _MDL
: Int2B
: Int2B
. Ptr32 _EPROCESS
: Ptr32 void
: Ptr32 void
: Uint4B
: Uint4B

%

//BE
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+0x008 Flags
+0x00c AssociatedIrp
+0x000 MasterIrp
+0x000 IrpCount
+0x000 SystemBuffer
+0x010 ThreadListEntry
+0x000 Flink
+0x004 Blink
+0x018 TIoStatus
+0x000 Status
+0x000 Pointer
+0x004 Information
+0x020 RequestorMode
+0x021 PendingReturned
+0x022 StackcCount
AN B2 FDOI AL

+0x023
+0x024
+0x025
+0x026

CurrentLocation
Cancel
CancelIrql
ApcCEnvironment
+0x027 AllocationFlags
+0x028 UserIosb
TS AE TN A
+0x000 Status
+0x000 Pointer
+0x004 Information
+0x02c UserEvent
£ LT ReadFileEx
+0x000 Header
+0x030 overlay

+0x000 AsynchronousParameters :
+0x000 AllocationSize

+0x038 cancelRoutine
+0x03c UserBuffer
+0x040 Tail

+0x000 overlay

IoGetCurrentIrpStackLocation

+0x000 Apc
+0x000 CompletionKey

kd> dt _IRP

ntd]11!_IRP
+0x000
+0x002
+0x004
+0x008
+0x00c
+0x010
+0x018
+0x020
+0x021
+0x022
+0x023
+0x024
+0x025
+0x026

Type

Size

Md1Address
Flags
AssociatedIrp
ThreadListEntry
IoStatus
RequestorMode
PendingReturned
StackCount
CurrentLocation
Cancel
Cancelirql
ApCEnvironment

: Ptr32
: Ptr32 void //HPgawX, HSI0
! <unnamed-tag>

: Uint4B

: <unnamed-tag>//IRP[Z%L
: Ptr32 _IRP
: Int4B

: Ptr32 void //RGZMX, XHEERIMERISE.

. _LIST_ENTRY

: Ptr32 _LIST_ENTRY
: Ptr32 _LIST_ENTRY

: _TIO_STATUS_BLOCK //Ik%

: Int4B
: Ptr32 void

1 uint4B //iR[FIZRIMIE 171 4

: Char //#REiR, XRRIMROKMER. 1AFER3, 0fLERO
: UChar//%f5— R H iR
: Char//HRIMEG BFOSEAT IEFDOA TR 2 — Mk, FTUMERE, K

[/ IRA 3R, X HUAE 2

: Char

: UChar

: UChar//BUH%%%
: Char//Apciiti

: UChar

! Ptr32 _IO_STATUS_BLOCK//#HHE|, fE<windowsikal &ZHiAR

: Int4B
. Ptr32 void
: Uint4B

: _DISPATCHER_HEADER

: <unnamed-tag>

<unnamed-tag>
: _LARGE_INTEGER
void

: <unnamed-tag> //iXHJi
BB A AR

: _KAPC

: Ptr32 void

: Int2B

: Uint2B

: Ptr32 _MDL

: Uint4B

: <unnamed-tag>
: _LIST_ENTRY

: _IO_STATUS_BLOCK //IOHR#:,
: Char

: UChar

: Char //#/1~3
: Char

: UChar

: UChar

: Char

: Ptr32 _KEVENT//H ) 5k, W

L SP IO M . R

pin

R\ JE0 (STATUS_SUCCESS



+0x027
+0x028
+0x02c
+0x030
+0x038
+0x03c
+0x040

AllocationFlags
UserIosb
Userevent
overlay
CancelRoutine
UserBuffer

Tail

4.1%FR ST

=HIES

#define METHOD_BUFFERED
#define METHOD_IN_DIRECT
#define METHOD_OUT_DIRECT
#define METHOD_NEITHER

#define CODE_INDEX 0x800
#define CT_TEST
CTL_CODE(FILE_DEVICE_UNKNOWN,CODE_INDEX,METHOD_BUFFERED,FILE_ANY_ACCESS)

#define CTL_CODE( DeviceType, Function, Method, Access ) (

((DeviceType) << 16)

)

: UChar
: Ptr32 _IO_STATUS_BLOCK
! Ptr32 _KEVENT
: <unnamed-tag>
! Ptr32 void //HUH R AL
: Ptr32 void

! <unnamed-tag>

0 //%w
1//85
2 //ES

3 //HEARAH

\

((Access) << 14) | ((Function) << 2) | (Method) \

//DeviceType #4#2A! FILE_DEVICE_UNKNOWN (75 ZLiDevice_Object
//Function JHES
//Method B 773
//Access iR R

BSHE
16K A
ReadFile
R3 )
7 wisioh T
B 2

RO FIRS

3

RO

ROHIFIGINAE, 2R )m 5 N Hds
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16Kt
ReadFile  — 7

R3 RO

THIE 1O A7

DL A

c—— ROMEECEUEFRS

5.5

Driver

#include<ntifs.h>
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{
UNICODE_STRING SymbolLink;
Rt1Initunicodestring(&SymbolLink, L"\\??\\SybmolLink");
IoDeleteSymbolicLink(&SymboTlLink) ;//MIE:r 54 E5
IoDeleteDevice(Driverobject->DeviceObject);//MIBrizesif % EHE
}

NTSTATUS Default_Main(_In_ struct _DEVICE_OBJECT* DeviceObject,_Inout_ struct
_IRP* Irp)//BRINAbEH ok %L

{
Irp->IoStatus.Status = STATUS_SUCCESS;
DbgPrint ("mMIHT I/ K A®AE") ;
IoCompleteRequest(Irp,0);//se/itRk, RAKEE K, MR ELAE LT,
return STATUS_SUCCESS;
}

#define CODE_INDEX 0x800
#define CT_TEST
CTL_CODE (FILE_DEVICE_UNKNOWN,CODE_INDEX,METHOD_BUFFERED, FILE_ANY_ACCESS) //#Ii51k4%
il
NTSTATUS Control_Main(
_In_ struct _DEVICE_OBJECT* DeviceObject,
_Inout_ struct _IRP* Irp)

{
PIO_STACK_LOCATION 1iostack;
iostack=IoGetCurrentIrpStackLocation(Irp);//MIrp/tiiks
ULONG IoControlCode=iostack->Parameters.DeviceIoControl.IoControlCode;//HiH .5
i

ULONG length_In = jostack->Parameters.DeviceIoControl.InputBufferLength;//H
NG X K

ULONG length_out = jostack->Parameters.DeviceIoControl.outputBufferLength;//
Wt g X K
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PVOID inParam = Irp->AssociatedIrp.SystemBuffer;//HIR3{EL 4150 X
switch (ToControlcode)//BRilVU/ 745, AT LLASKHE BEdEAT ) T
{
case CT_TEST:{
KdPrint(("%x\r\n'",* (PULONG)inParam));//SER3[{Z4
*(PULONG) inParam = 0x30;//%5 |
Irp->IoStatus.Status = STATUS_SUCCESS;
Irp->IoStatus.Information = 4;//R[EIfH ST — w2 2k [e
}
}
IoCompleteRequest(Irp, 0);
return STATUS_SUCCESS;
}
NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->DriverUnload = DRIVERUNLOAD;
UNICODE_STRING Device_1;
RtT1InituUnicodeString(&Device_1, L"\\Device\\Device_1");
PDEVICE_OBJECT pDevice = 0;
NTSTATUS sta=IoCreateDevice(pDriver,0,&evice_1, //6la&405
FILE_DEVICE_UNKNOWN,
FILE_DEVICE_SECURE_OPEN,

FALSE,
&pDevice);

if (INT_SUCCESS(sta))

{
KdPrint(("Device Create Faill\n"));
return STATUS_DEVICE_NOT_READY;

}

UNICODE_STRING SymbolLink;

Rt1InituUnicodestring(&SymbolLink, L"\\??\\SybmolLink");
sta=IoCreateSymbolicLink(&SymbolLink, &Device_1);//4: F4F5 54z
if (INT_SUCCESS(sta))

{
IoDeleteDevice(pDevice) ;/ /B & GRS ez I U MBS 4% 0 52
KdPrint(("symbolicLink Create Fail!\n"));
return STATUS_SYMLINK_CLASS_DISABLED;

}

pDriver->MajorFunction[IRP_MJ_CREATE] = Default_Main;
pDriver->MajorFunction[IRP_MJ_CLOSE] = Default_Main;
pDriver->MajorFunction[IRP_MJ_DEVICE_CONTROL] = Control_Main;
pDriver->Flags |= DO_BUFFERED_IO;//H: Lifi{ZffiMethod

return STATUS_SUCCESS;

Exe

FE: 201 9RFHhRA debughRz FABEFMT

#include<windows.h>

#include<iostream>

using namespace std;

#define CODE_INDEX 0x800

#define CT_TEST
CTL_CODE(FILE_DEVICE_UNKNOWN,CODE_INDEX,METHOD_BUFFERED,FILE_ANY_ACCESS)
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//#define symbolic_Tink L"\\??\\SybmoTLink"//i&H Fwin7bl kA
#define symbolic_Tink L"\\\\.\\SybmolLink"
int main(Q)
{
HANDLE h_Device=CreateFile(Symbolic_1link,
GENERIC_READ|GENERIC_WRITE,
0,
0,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,

0);
if (!'h_Device)
{

cout << "FIIFRI! " << endl;
}

DWORD 1inbuf = 0;
DWORD outbuf = 0;
DWORD ret_Byte = 0;

BOOL 1is=0;
if (h_Device)
{

is = DeviceIocontrol(h_Device, CT_TEST, &inbuf, 4, &outbuf, 4,
&ret_Byte, 0);

3
if (is)
{
cout << outbuf << endl;
}

system('"pause™);
closehandle(h_Device);
return 0;

6.IRPIRIEERE <windowsIREIF &R AR IF 7>
IRPRISLIE

KEBSIRPRE STALMEAIWIN32 API, #lCreateFile, ReadFile,
QAERIXLEIRPE BRI AR

1AERERET, BIRPAPRZS BRI,
2.FloCompleteRequestZERIRPIERK,

3. KR EUREIRT.

NTSTATUS Default_Main(_In_ struct _DEVICE_OBJECT* DeviceObject, _Inout_ struct
_IRP* Irp)
{
Irp->Iostatus.status=STATUS_SUCCESS; //ik a4 ki RIMR3MAPT, “{ER[AIME.
//GetLastError 58— %.
Irp->Iostatus.Information=0; //IRPEAET £/, W EReadFileil&xf kit 7 £/
T, WriteFilest &S 7 /b5
IoCompleteRequest(Irp, 0);//5chiifRk.
return STATUS_SUCCESS;
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IRPRIRLIETEE

ReadFile->NtdIl.NtReadFile-> & ZERBAISSDTHAINtReadFile->BlEEIRP_M]_WRITEZEEIMIRP LKL
KENAYRIERRE, - >EABHITERS--->IRERE CompleteRequest, IREZAFE,

NTKERNELAPI
VOID
FASTCALL
IofCompleteRequest(
_In_ PIRP Irp,
_In_ CCHAR PriorityBoost

DE
72 TRKER
s "W
I0_NO_INCREMENT A o 5k %
I0_CD_ROM_INCREMENT 4 2490 1 60 20 8
10_DISK_INCREMENT it B & M it tR e 4%
10_KEYBOARD_INCREMENT LS n e B bl vt ]
10_MOUSE_INCREMENT RUBR B4 I e £ s %
IO_NAMED_PIPE_INCREMENT fir Z MY E 4
[0_NETWORK_INCREMENT 1 g 1 I AR S Bk
[O_PARALLEL_INCREMENT I C1 46300 I 01 £ 2 8
I0_SERIAL_INCREMENT i O30 X 0
10_SOUND_INCREMENT e o & 2 ok K
10_VIDEO_INCREMENT WHE & i et
SEMAPHORE_INCREMENT R SATH R 4
RS

EX: KAINRESE— DM MNRENSR, FHRBM—EESHN, XHHEIRE K.

IRPIEFIIRERARZINR BN, NMRTRERETIRIZE CompleteRequest, MRIXEIT—
B

—MRPEIBEZIREER , /I TICRIRPIEEEAVER(E, IRPEE—MO_STACK_LOCATION#EH, JTHE
KT IRPEFSHIIRE L.

WFAEIREFEXISAIO_STACK_LOCATION, mJiEidloGetCurrentlrpStackLocation()3KEX,
PIO_STACK_LOCATION stack=IoGetCurrentIrpStackLocation(pIrp).

DeviceloControl

DeviceIoControl(
_In_ HANDLE hDevice,//CZAT T B A 5
_In_ DWORD dwIoControlcCode, //#%iilld, Toct]
_In_reads_bytes_opt_(nInBuffersize) LPVOID l1pInBuffer, ///ii NZZIX
_In_ DWORD nInBuffersSize,//4i N2 X 15/
_Oout_writes_bytes_to_opt_(noutBuffersize, *1pBytesReturned) LPVOID
TpoutBuffer, / /it &z X
_In_ DWORD noutBuffersize, / /4t 22 X K/
_Out_opt_ LPDWORD TpBytesReturned,//=EfriR 07454, pIrp->Iostatus->Information
_Inout_opt_ LPOVERLAPPED TpoOverlapped///ZfiOverlapped
)
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10CTL

e
BRI R

bt e

M 7-15 10CTL &X
DDK &84 T—/ % CTL_CODE, M5 XF:

» DeviceType: WHMBRMRR, XPMRRNFGI#E% (IoCreateDevice) B[
RUFHUCAG. —AURF M FILE_DEVICE XX 1% .

> Function: iXEIRENHE ¥ X% IOCTL 1. L.

W 0X0000 # OX7FFF: MMak .

W 0X800 | OXFFF; H#EFR HOEX.

» Method: XA, aTLUR T UM —.
W METHOD_BUFFERED: {48 X 75 s #4E .
" METHOD_IN DIRECT: T H45 b
® METHOD_OUT_DIRECT: ¥ fH B i 5 81k

™ METHOD_NEITHER: 4 fi 5 L fE .
> Access: VilAR, WMREARRER, M4 FILE_ANY_ACCESS.

7. IRENEEEX

#include<ntifs.h>
#define CODE_INDEX 0x800
#define CT_TEST
CTL_CODE (FILE_DEVICE_UNKNOWN , CODE_INDEX,METHOD_BUFFERED, FILE_ANY_ACCESS)
typedef struct
{
ULONG TYPE;
ULONG RESULT;
ULONG64 DATA;
ULONG64 SIZE;
}DATA, * PDATA;
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{
IoDeleteDevice(Driverobject->DeviceObject);
UNICODE_STRING SYMBOL_NAME = { 0 };
RtTInituUnicodeString(&SYMBOL_NAME, L"\\??\\FuckSymblo");
NTSTATUS sta=IoDeleteSymbolicLink(&SYMBOL_NAME) ;
if (INT_SUCCESS(sta))
{
DbgPrint ("MIBRTFF S REHRIL™) ;
}
3

NTSTATUS DEFAULT_DISPATCH(
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_In_ struct _DEVICE_OBJECT* DeviceObject,

_Inout_ struct _IRP* Irp)

{
Irp->IoStatus.Status = STATUS_SUCCESS;
DbgPrint ("I IT/ KA B A&") ;
IoCompleteRequest(Irp,0);
return STATUS_SUCCESS;

}

NTSTATUS Main_DISPATCH(
_In_ struct _DEVICE_OBJECT* DeviceObject,
_Inout_ struct _IRP* Irp)

{
PIO_STACK_LOCATION pIrp=IoGetCurrentIrpStackLocation(Irp);
ULONG Control_cCode=pIrp->Parameters.DeviceloControl.IoControlcCode;
ULONG len_In=pIrp->Parameters.DeviceIoControl.InputBufferLength;
ULONG len_out=pIrp->Parameters.DeviceIoControl.outputBufferLength;
PDATA pdata=(PDATA)Irp->AssociatedIrp.SystemBuffer;
switch (Control_cCode)
{
case CT_TEST:
{
DbgPrint ("HEEERII\N") ;
DbgPrint ("PDATA.DATA=%d\n" , pdata->DATA);
pdata->DATA = 2;
Irp->IoStatus.Status = STATUS_SUCCESS;
Irp->IoStatus.Information = sizeof(DATA);//AHIA 278 e IX
}
}
IoCompleteRequest(Irp, 0);
return STATUS_SUCCESS;
}

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{

pDriver->DriverUnload = DRIVERUNLOAD;

PDEVICE_OBJECT Device_Object = 0;
UNICODE_STRING Device_Name = {0};
Rt1InituUnicodestring(&Device_Name, L"\\Device\\FuckDevice");
NTSTATUS sta=IoCreateDevice(

pDriver,

0,

&Device_Name,

FILE_DEVICE_UNKNOWN,

FILE_DEVICE_SECURE_OPEN,

FALSE,

&Device_Object

DE
if (INT_SUCCESS(sta))
{

DbgPrint (" EIE &K R LM ;
3

UNICODE_STRING SYMBOL_NAME = { 0 };
RtT1InituUnicodeString(&SYMBOL_NAME, L"\\??\\FuckSymblo");
sta=IoCreateSymbol1icLink (&SYMBOL_NAME,&Device_Name) ;

if (INT_SUCCESS(sta))

{



DbgPrint ("GN SHERRI") ;

pDriver->MajorFunction[IRP_MJ_CREATE] = DEFAULT_DISPATCH;
pDriver->MajorFunction[IRP_MJ_CLOSE] = DEFAULT_DISPATCH;
pDriver->MajorFunction[IRP_MJ_DEVICE_CONTROL] = Main_DISPATCH;
//pDriver->Flags |= DO_BUFFERED_IO;

Device_Object->Flags |= DO_BUFFERED_IO;//

return STATUS_SUCCESS;

#include<iostream>
#incTude<windows.h>
#define CODE_INDEX 0x800
#define CT_TEST
CTL_CODE(FILE_DEVICE_UNKNOWN,CODE_INDEX,METHOD_BUFFERED,FILE_ANY_ACCESS)
//#define symbolic_Tink L"\\??\\SybmoTLink"//i&XH Fwin7bl kx4
#define symbolic_Tink L"\\\\.\\FuckSymblo"
using namespace std;
typedef struct
{
ULONG TYPE;
ULONG RESULT;
ULONG64 DATA;
ULONG64 SIZE;
IDATA, * PDATA;
int mainQ
{
HANDLE h_Device = CreateFile(
Symbolic_link,
GENERIC_READ | GENERIC_WRITE,
0,
0,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,

0);
if (!'h_Device)
{
cout << "FIIFERMK! " << endl;
return 0;
}
DATA inbuf = { 0 };
inbuf.DATA = 1;
ULONG a = 0;
DeviceIoControl(h_bevice,
CT_TEST,
&inbuf,
sizeof (DATA),
&inbuf,
sizeof (DATA),
&a, / /1% EATRAER 32
0);

cout << inbuf.DATA << endl;
CloseHandle(h_Device);
system('"pause™);

return 0;



5.IRPEJ3E
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tools_IXmMSFAERS
2 F15RIRED

/ /1. GRS
//2 . HEE R Bk AL FEIRP
[/ BT R R, IR RAPTIE 5 5

3.R=NENIS

Name -/ Type SymLink

E|NDIS SymbolicLink \Device\Ndis

| &I NdisWan SymbolicLink \Device\NdisWan

|# NDISWANBH SymbolicLink \Device\NDMP3

ENDISWAN[P SymbolicLink \Device\NDMP6 IREE
#|NDISWANIPVE SymbolicLink \Device\NDMP7

e R s .

| #|Nsi (DRER7: 2ZymbolicLink \Device\Nsi

File View Search

S| 2|[o P

DEVY ‘Device\NDP| »

Ids Help

= DRV \Driver\NetBT Device Name: [\DewiceNull
DEV \Device\Net8 Driver Hame: (\Driveriull
EVY \Device\NetB Device Dbject DxEBE3IBELD

£ DRV \Rriver\nsiproxy Drivep-Object: |0xB6E45460
D \Device\Nsi t Device: _UXUDODOOOU

= DRY \Driver\Null Handle Count: D

Pointer Count: 4
i .DE,V m Creation Time: 01/01/70 08:00:(

ZHHF) RE(E) W) ERO) wEEUM)  EE(H)
sHdd Q@- A BEBT| 9F

# AtiE Debug AT
0 0.00000000 WIFMmIN

C:\UsershT alShang\Desktop\93EZhEhIF sy

Register |— — | Fun ]
'[iﬁ? [0 Contial | — [ M ranmme
_Uniegister | —F1— [ Stop | [ et |
Driver Operation  Status Last Eror

| (LR Register  Success B{ERRTHRRG -
93FEzH...  Start Success  I{ERRINRRL -
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ROMXHS

#pragma once
#include<ntifs.h>
#define CODE_INDEX 0x800
#define CT_TEST
CTL_CODE (FILE_DEVICE_UNKNOWN, CODE_INDEX,METHOD_BUFFERED, FILE_ANY_ACCESS)
NTKERNELAPI NTSTATUS ObReferenceObjectByName(
__1in PUNICODE_STRING ObjectName,
__1in ULONG Attributes,
__in_opt PACCESS_STATE AccessState,
__in_opt ACCESS_MASK DesiredAccess,
__in POBJECT_TYPE ObjectType,
__in KPROCESSOR_MODE AccessMode,
__inout_opt PVOID ParseContext,
__out PVOID* Object
)
extern POBJECT_TYPE* IoDriverObjectType;
PDRIVER_OBJECT FindDriverobject(wchar_t* name)
{
UNICODE_STRING DriverName;
RtT1InituUnicodeString(&DriverName, name);
PDRIVER_OBJECT pDriverobject = 0;
NTSTATUS status = ObReferenceObjectByName(&DriverName, OBJ_CASE_INSENSITIVE,
0, 0, *IoDriverObjectType, KernelMode, 0, &pDriverObject);//A TH4{ik k%L,
if (INT_SUCCESS(status))

{
KdPrint (("EHRIKSNRIL™)) ;
return 0O;
}
if (pDriverobject)
{
ObDereferenceobject(pbriverobject);//5 Hit%i-1, UG AEK A=A 6 A Ik
.
}
return pDriveroObject;
}

#include"1.h"
typedef struct
{
ULONG TYPE;
ULONG RESULT;
ULONG64 DATA;
ULONG64 SIZE;
}DATA, * PDATA;

NTSTATUS Main_DISPATCH(
_In_ struct _DEVICE_OBJECT* DeviceObject,
_Inout_ struct _IRP* Irp)

PIO_STACK_LOCATION pIrp = IoGetCurrentIrpStackLocation(Irp);
ULONG Code = pIrp->Parameters.DeviceIoControl.IoControlcCode;
switch (Code)

{

case CT_TEST:
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DbgPrint ("#FF\n") ;
PDATA pdata=(PDATA)Irp->AssociatedIrp.SystemBuffer;
pdata->DATA = 0x2;
break;
}
}
Irp->IoStatus.Status = STATUS_SUCCESS;
Irp->IoStatus.Information = sizeof(DATA);//yt ¥#HIREHCE Gtk s 22X
IoCompleteRequest(Irp,0); /79t ERBRKEESZMXE KEAE RS
return STATUS_SUCCESS;
}
typedef NTSTATUS (NTAPI* IRP_DISPATCH) (
_In_ struct _DEVICE_OBJECT* DeviceObject,
_Inout_ struct _IRP* Irp);
IRP_DISPATCH pCallBack = 0;
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriveroObject)
{
PDRIVER_OBJECT Driver_1l = 0;
Driver_1l = FindDriverobject(L"\\Driver\\Null");
if (Driver_1l == 0)
{
DbgPrint (" K4RFIHE\N") ;
return STATUS_SUCCESS;
}
if (pcallBack !'= 0)
{

Driver_l->MajorFunction[IRP_MJ_DEVICE_CONTROL] = pcCallBack;

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->DriverUnload = DRIVERUNLOAD;
PDRIVER_OBJECT Driver_1l = 0;
Driver_1l = FindDriverobject(L"\\Driver\\Null");
if (Driver_1l ==0)
{
DbgPrint (" AHFIKZI\N") ;
return STATUS_SUCCESS;
}
pcallBack = Driver_l->MajorFunction[IRP_MJ_DEVICE_CONTROL];
Driver_l->MajorFunction[IRP_MJ_DEVICE_CONTROL]= Main_DISPATCH;
return STATUS_SUCCESS;

R3f{H3

#include<iostream>

#include<windows.h>

#define CODE_INDEX 0x800

#define CT_TEST

CTL_CODE (FILE_DEVICE_UNKNOWN, CODE_INDEX,METHOD_BUFFERED,FILE_ANY_ACCESS)
//#define Symbolic_Tink L"\\??\\SybmoTlLink"//iXH Twin7bl kA

#define symboTic_Tink L"\\\\.\\Nul" / /0] i i

using namespace std;

typedef struct
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ULONG TYPE;

ULONG RESULT;
ULONG64 DATA;
ULONG64 SIZE;

}IDATA, * PDATA;
int main(Q

{

HANDLE h_bDevice = 0;

h_Device = CreateFile(
Symbolic_Tlink,
GENERIC_READ | GENERIC_WRITE,
0,
0,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,

0);
if (!'h_Device)
{
cout << "FIIFRME! " << endl;
return 0;
}
DATA 1inbuf = { 0 };
ULONG a = 0;
DeviceIocControl (h_bDevice,
CT_TEST,
&inbuf,
sizeof (DATA),
&inbuf,
sizeof (DATA),
&a,
0);

cout << inbuf.DATA << endl;
CloseHandle(h_Device);
system(''pause™);

return 0;
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IT(F) #REB(E) = D3D  iHBA(H)

2 B85 B IR =uIE
kernel 32, GetStartupInfol+224

bt = BE e 23
kernel3®.GetStartupInfof+224 89 48 38 mov [eax+38],ecx
kernel3®.GetStartupInfoA+227 8B 4E 3C mov ecx, [esi+3C]
kerneli®.GetStartupInfol+22A 89 48 3C mov [eax+3C],ecx
kernelP.GetStartupInfol+22D 8B 4E 48 mov ecx, [esi+4@]
kernelf®.GetStartupInfoA+23@ 89 438 48 mov [eax+48],ecx
kernel¥.GetStartupInfoh+233 kernel32.GetStartupIni

kernel32.GetStartupInfof+238 98

kernel32.GetStartupInfoA
kernel32.GetStartupInford 55

kernel32.GetStartupInfoA % & e gL

kernel32.GetStartupInfoA

kernel32.CreateProcessh

[ wme || ma |

kernel32.CreateProcessi

HFEMTT
ik 0x75A92048

it #F #F Rl 1R z01=

kernel 32, GetStartupInfod+233

iy FT B4 pack i
kernel32.GetStartupInfol+233 E9 BFFFFFFF jmp kernel32.GetStartupIn
kernel32.GetStartupInfol+238

kernel32.GetStartupInfdi+239 a8 nop

kernel32.GetStartupInfan+234 98 nop

kernel32.GetStartupInf§at23B o@ ﬁﬂzlj]ﬂégiﬁznap
kernel32.GetStartupInfha+23C o@ = nop
kernel32.CreateProcessh

ROMXE5

#include<ntifs.h>

#include<intrin.h> //R3 RO#H

VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)
{

}
NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->DriverUnload = DRIVERUNLOAD;
PEPROCESS ep = 0;
PsLookupProcessByProcessId((HANDLE)392, &ep);//FEfHEH:4E il
if (ep)
{
KAPC_STATE kApcState = { 0 };
KeStackAttachProcess(ep, &kApcState);
//CRO
ULONG value = __readcr0(Q);
__writecrO(value & (~0x10000));//ik%
memset (0x75A92048,0xCC,1);
__writecrO(value);
//CRO
KeuUnstackDetachProcess (&kApcState) ;
3
return STATUS_SUCCESS;
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6.JXz1 OB (ShEH{L 1

EIR: SHEIRGINZS A, S Ashellcode, E#2IRP_M)_CONTROLAYHELE, Shellcode callE 23K

b chi]

1.5 iRz I Atk

SHENHIXRIRERIITIRIRTAE.  (AETHRAT

s (BHR) RRFEEEE: ) .
[IE:DDDDDDZDm // Section contains code. (E‘gﬁlmﬁ{ﬁﬂ/
[{§:00000040k] [IMAGE_SCHW_CHT_INWITIALIZED DATA  // Section contains initialized data (FBRBEIESEIE{KAIZHE)]
[{H:00000080h] [IMAGE_SCN_CHT_UWINITIALIZED DATA // Section contains uninitialized dats (ERBISFIIGLAIZIEE)]
[{H:00000200k] [TMAGE_SCH_LWK_TINFO // Section contains comments or some other tvpe of informationm. ]
[{H:00000800k] [IMAGE_SCH_LNE_REMOVE /f Section contents will not become part of image. ]
[{H:00001000h] [IMAGE_SCH_LWE_COMDAT /f Section contents comdat. ]

[{& : 00004000k
[{& : 00005000k
[{& : 00500000k
[{& : 01000000k
[{& : 02000000k
[{& : 04000000k
[{& : 08000000k
[{& : 10000000k
[{& : 20000000k

[{&: 40000000k _SCN_MEM_READ

[{&:50000000k] [TMAGE_SCH_MEM_WRITE

[TMAGE_SCN_N0_DEFER_SPEC_ENC
[DMAGE_SCH_GPREL
[DMAGE_SCN_ALTGN_16BYTES
[DMAGE_SCN_LNWEK_NRELOC_OVFL

[ DMAGE_SCHN_MEM_KOT

=t248Y)]

[ TMAGE_SCH_MEM_DISCARDABLE _—

// Reset speculative exceptions handling bits in the TLE entries for
/7 Section content can be accessed relative to GP.]

/i Default
ff Section

alignment 1f no others are specified. ]

contains extended relocations.]

/7 Section can be discarded. ] .

/f Section is not cachable. ] |_—FE}EKEEOX60000020
// Section is not pagesble. ]

/f Section is shareable (FRAHER) ]

/f Section 1s executsble (FHRB[HTT)]

// Section 1s readable (iFiRENHE)]

/f Section is writeable (FRF[5)]

C:\Users\T alShangiDesktoph1.Helloworld. sys

(Regie ] —1—

CAn ]

N-UGUSUCSTCAV (local)

HEHM)

EEN(H)
<

R ||E) B0 EHRO)

sEdd R S-A BT

# B igl Debug 1A7S

0 0. 00000000 86b233ec
kd> dd 96h233ec o i
96h233ec 00000000 QOOOOOOC OOOOOCoO0
96h233fc 00000000 00000000 ooooocoo
96h2340c 00000000 QOOOOOOC oooooooo
96b2341c 00000000 QOOOOOOO QOoOOO0DO
96h2342c 00000000 QOOOOOOC OOOOoooo
96kh2343c 00000000 QOOOOOOC oooooooo
96h2344c 00000000 QOOOOOOC OoOOoooo
96kh2345c 00000000 QOOOOOOC oooooooo

#pragma once
#include<ntifs.h>
#include<ntimage.h> //PEXC/FJE

oooooooo
oooooooo
oooooooo
oooooooo
oooooooo
oooooooo
oooooooo
oooooooo

//ULONG_PTR 7EX864i kst &M 7Y X645 &85
ULONG_PTR Find_DLL_Space(PvOID Module, ULONG size)

{
if (Module == NULL ||
{
return 0;
}

PIMAGE_DOS_HEADER pDos =

Ssize == NULL)

(PIMAGE_DOS_HEADER)Module;


af://n203
af://n205

PIMAGE_NT_HEADERS pNT_32 = (PIMAGE_NT_HEADERS) ((ULONG_PTR)Module + pDos-
>e_1lfanew);
PIMAGE_SECTION_HEADER pSection = IMAGE_FIRST_SECTION(PNT_32);

//

static char Space_00[100] = { };
static char Space_90[100] = { 0 };
static char Space_cc[100] = { 0 };

if (size >= 100) return 0;
memset (Space_90, 0x90, size);
memset (Space_CC, 0xCC, size);
//
ULONG_PTR 1isFind = 0;
//
for (int i = 0; i < pNT_32->FileHeader.NumberofSections; i++)
{
if ((pSection->Characteristics & 0x60000020) == 0x60000020)
{
PUCHAR pAddress = (PUCHAR) (pSection->VirtualAddress +
(ULONG_PTR)Module) ;

ULONG size_Section = pSection->SizeOfRawData;

PUCHAR pEnd_Address = pAddress + size_Section - size;

for (; pEnd_Address != pAddress; pEnd_Address--)

{

//EEX86IE T L —F, X64AhTHE,
/ /AR Bk % TUATY SR A 23
if (!MmIsAddressvalid(pEnd_Address) ||
IMmIsAddressvalid(pEnd_Address + size - 1))

{
continue;
3
if (memcmp(pEnd_Address, Space_00, size) == 0)
{
isFind = (ULONG_PTR)pEnd_Address;
break;
3
if (memcmp(pEnd_Address, Space_90, size) == 0)
{
isFind = (ULONG_PTR)pEnd_Address;
break;
h
if (memcmp(pEnd_Address, Space_CC, size) == 0)
{
isFind = (ULONG_PTR)pEnd_Address;
break;
3
}
}
if (isFind!=0)
{
break;
}
pSection++;

}
return isFind;
}
1117777777777 775VR777777777777777/7777
#include "FindPESpace.h"
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* Driverobject)



}
NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{
pDriver->DriverUnload = DRIVERUNLOAD;
ULONG_PTR a = Find_DLL_Space(pDriver->Driverstart,20);
DbgPrint("%x", a);
return STATUS_SUCCESS;

2.F}Eshellcode

V&

push ebp

mov ebp,esp
sub esp,0x40 //only #5)
push [ebp+0xc]
push [ebp+0x8]
push ebx

mov eax,0x1234
mov ebx,0x5678
sh1l eax,0x10
or eax,ebx

pop ebx

call eax

add esp,0x40  //only #ifil

pop ebp

ret 0x8

*/

776AECC3 | 55 | push ebp
776AECC4 | 8BEC | mov ebp,esp
776AECC6 | 83EC 40 | sub esp,40
776AECC9 | FF75 0OC | push dword ptr ss:[ebp+C]
776AECCC | FF75 08 | push dword ptr ss:[ebp+8]
776AECCF | 53 | push ebx
776AECDO | B8 34120000 | mov eax,1234
776AECD5 | BB 78560000 | mov ebx,5678
776AECDA | C1EO 10 | sh1 eax,10
776AECDD | 09D8 | or eax,ebx
776AECDF | 5B | pop ebx
776AECEOQ | FFDO | call eax
776AECE2 | 83C4 40 | add esp,40
776AECES5 | 5D | pop ebp
776AECE6 | €2 0800 | ret 8

55

8BEC

83EC 40

FF75 0C

FF75 08

53

B8 34120000
BB 78560000
C1EO 10
09p8

5B
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FFDO
83C4 40
5D

c2 0800

MmCopyVirtualMemory

ReadProcessMemoryfIWriteProcessMemoryfYEx 2%

NTSTATUS
MmCopyVirtualMemory (
IN PEPROCESS FromProcess,//MWiA~ i1  PsGetCurrentProcess () ik e
IN CONST VOID *FromAddress, //i:iifiA4 ik
IN PEPROCESS ToProcess, //il:ZIiA4~ st fE
OUT PVOID ToAddress, / /i &I~k
IN SIZE_T Buffersize,//ili%/b
IN KPROCESSOR_MODE PreviousMode,//iz/i%:, KernelMode UserMode
OUT PSIZE_T NumberofBytesCopied// SZBriffti i/,
)
J/ERAZT R BB

/ /SR R ik BRI U PR
[/X6ARINAER ANHFHEEL X86WNAF/N FHELL
ULONG Read_ADDR = 0;
ULONG Read_RET = 0;
MmCopyVirtualMemory (
PsGetCurrentProcess(),
pEnd_Address,
PsGetCurrentProcess(),
&Read_ADDR,
0x4,
KernelMode,
&Read_RET) ;
//

3.55 83
RIFTNIFHI—iE
RO

#pragma once
#include<ntifs.h>
#include<ntimage.h> //PE /)%
NTSTATUS MmCopyVirtualMemory (

IN PEPROCESS FromProcess,

IN CONST VOID* FromAddress,

IN PEPROCESS ToProcess,

OUT PVOID ToAddress,

IN SIZE_T BuffersSize,

IN KPROCESSOR_MODE PreviousMode,

OUT PSIZE_T NumberofBytesCopied);

//ULONG_PTR 7EX864m /& 7T X645 &8F
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ULONG_PTR Find_DLL_Space(PVOID Module, ULONG size)

{
if (Module == NULL || size == NULL)
{
return 0O;
}

PIMAGE_DOS_HEADER pDos = (PIMAGE_DOS_HEADER)Module;

PIMAGE_NT_HEADERS pNT_32 = (PIMAGE_NT_HEADERS) ((ULONG_PTR)Module + pDos-
>e_1lfanew);

PIMAGE_SECTION_HEADER pSection = IMAGE_FIRST_SECTION(pNT_32);

//

static char Space_00[100]

static char Space_90[100]

static char Space_CcC[100] =

if (size >= 100) return O;

memset (Space_90, 0x90, size);

memset (Space_CC, 0xCC, size);

//

ULONG_PTR isFind = 0;

//

for (int i = 0; i < pNT_32->FileHeader.NumberofSections; i++)

{

[
-
o O O

if ((pSection->Characteristics & 0x60000020) == 0x60000020)
{
PUCHAR pAddress = (PUCHAR) (pSection->VirtualAddress +
(ULONG_PTR)ModuTe) ;
ULONG size_Section = pSection->SizeOfRawData;
PUCHAR pEnd_Address = pAddress + size_Section - size;
for (; pEnd_Address != pAddress; pEnd_Address--)
{
//BEBIE ) B R, AR B R U A
J//X6ARINAIER AFRELRL X86WAFE/ a2k
ULONG Read_ADDR = 0;
ULONG Read_RET = 0;
MmCopyVirtualMemory (
PsGetCurrentProcess(),
pEnd_Address,
PsGetCurrentProcess(),
&Read_ADDR,
0x4,
KernelMode,
&Read_RET) ;
//
/ /T ORIk DU SR 2
if (!MmIsAddressvalid(pEnd_Address) ||
IMmIsAddressvalid(pEnd_Address + size - 1))

{
continue;
3
if (memcmp(pEnd_Address, Space_00, size) == 0)
{
isFind = (ULONG_PTR)pEnd_Address;
break;
3
if (memcmp(pEnd_Address, Space_90, size) == 0)
{

isFind = (ULONG_PTR)pEnd_Address;



break;

3
if (memcmp(pEnd_Address, Space_CC, size) == 0)
{
isFind = (ULONG_PTR)pEnd_Address;
break;
3
}
}
if (isFind!=0)
{
break;
}
pSection++;

3

return isFind;

NTKERNELAPI NTSTATUS ObReferenceObjectByName(
__in PUNICODE_STRING ObjectName,
__in ULONG Attributes,
__in_opt PACCESS_STATE AccessState,
__in_opt ACCESS_MASK DesiredAccess,
__in POBJECT_TYPE ObjectType,
__in KPROCESSOR_MODE AccessMode,
__inout_opt PVOID ParseContext,
__out PVOID* Object
DE
extern POBJECT_TYPE* IoDriverObjectType;
PDRIVER_OBJECT FindDriverobject(wchar_t* name)
{
UNICODE_STRING DriverName;
Rt1InitUnicodeString(&DriverName, name);
PDRIVER_OBJECT pDriverobject = 0;
NTSTATUS status = ObReferenceObjectByName(&DriverName, OBJ_CASE_INSENSITIVE,
0, 0, *IoDriverObjectType, KernelMode, 0, &pDriverObject);// A Ci4{ib k%L,
if (INT_SUCCESS(status))

{
KdPrint ((" & IKSIRIL")) 5
return 0;
}
if (pDriverobject)
{
ObDereferenceobject(pbriverobject);//5IHiT#-1, AR AR A G AN b2
.
}
return pDriverObject;
}

#include "FindPESpace.h"
#define CODE_INDEX 0x800
#define CT_TEST
CTL_CODE (FILE_DEVICE_UNKNOWN, CODE_INDEX,METHOD_BUFFERED,FILE_ANY_ACCESS)
typedef struct
{
ULONG TYPE;
ULONG RESULT;



ULONG64 DATA;
ULONG64 SIZE;

}IDATA, * PDATA;
NTSTATUS Main_DISPATCH(

_In_ struct _DEVICE_OBJECT* DeviceObject,
_Inout_ struct _IRP* Irp)

PIO_STACK_LOCATION pIrp = IoGetCurrentIrpStackLocation(Irp);
ULONG Code = pIrp->Parameters.DeviceIoControl.IoControlCode;
switch (Code)

{
case CT_TEST:
{
DbgPrint ("#iFFEI\N") ;
PDATA pdata = (PDATA)Irp->AssociatedIrp.SystemBuffer;
pdata->DATA = 0x2;
break;
}
}

Irp->IoStatus.Status = STATUS_SUCCESS;
Irp->IoStatus.Information = sizeof(DATA);//bi WHIREIKSE ik Ho X
IoCompleteRequest(Irp, 0); //YV EREKEREEMNMX T KEAS L

return STATUS_SUCCESS;

VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{

3

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)

{

DbgBreakpPoint();
pDriver->DriverUnload = DRIVERUNLOAD;
char shellcode[] = {
0x55,
0x8B, 0XEC,
0x83,0xEC,0x40,
OxFF,0x75,0x0cC,
OxFF,0x75,0x08,
0x53,
0xB8,0x34,0x12,0x00,0x00,//14
0xBB,0x78,0x56,0x00,0x00,//19
0xC1,0xEO0,0x10,
0x09,0xD8,
0x5B,
OxFF,0xDO,
0x83,0xC4,0x40,
0x5D,
0xC2,0x08,0x00 };
PDRIVER_OBJECT Driver_1l = FindDriverobject(L"\\Driver\\Null");
if (!Driver_1l)
{

DbgPrint (" SIS LMA\N") ;

return STATUS_SUCCESS;
}
ULONG_PTR a = Find_DLL_Space(Driver_1l->Driverstart,sizeof(shellcode));
DbgPrint("%x", a);
if (a == 0)



DbgPrint ("&AHHAFIIE\N") ;
return STATUS_SUCCESS;
}
else
{
//¥E=shellcode
ULONG_PTR Tow = (ULONG_PTR)Main_DISPATCH & OXFFFF;
ULONG_PTR high = ((ULONG_PTR)Main_DISPATCH >> 0x10) & OXFFFF;
*(PULONG)&shellcode[14] = high;
*(PULONG)&sheTllcode[19] = Tow;
//
/ /W
PHYSICAL_ADDRESS physical_Add=MmGetPhysicalAddress(a);// AN, =30 HE i
AT REA A
PVOID mem=MmMapIoSpace(physical_Add,sizeof(shellcode),MmCached) ;/* ki %0l
T € (W EE b WL 24N 0] 43 T
RGEHM B —E 5. EEB YT ESE BRI ERHAT, BFOAREAARIRA T
MiMapwithLargePagesft AL A 13 A] 5 ] AT/
if (mem)
{
memcpy (mem, shellcode,sizeof(shellcode));
MmUnmapIoSpace(mem, sizeof(shellcode));
}
Driver_l->MajorFunction[IRP_MJ_DEVICE_CONTROL] = a;

}
return STATUS_SUCCESS;

FEIR(0)

A EE

e (C SHEHLN

FHaE | /8-
B Debug 7

#
i 0. 00000000 8f2351da
1 16. 65415955  #hiFaiTh

C:\UsershT alShang\Desktoph1. Helloworld.sys D

' Register | —|"|— Run | —l Options...
(hex) 1/0 Contiol | — [ About..

| Unregister | = E]— | Stop | E it | ® | C:\Users\TalShang\Desktop\Projectl.exe
Driver Operation  Status Last Emor
1.Hellow... Register  Fail IEERREESFE -

1.Hellow... Start Success  ${ERRThFRL -

4 m [}

4.3 HF\IRSS S

BIFIREIXISRAYDriverExtension k& ServiceKeyNamefR55% , BIFEMZFRILEIIRSS B XS RIAIS
1R

{81d DriverSection,

XL EFIRTE.
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kd: dt pDriver
Local war @ 0x83asZ%0 Type _DRIVEE _OBJECT=

0x8812e=10
+0=000 Type : Ond B
+0=002 Size : Onlcd ”
+0=004 Devicelbject ©ofmall)
+0x008 Flags c2
+0=00c DrlverStart : O=95 0 Void
+0=010 DriverSize ] [i}

888b5850 Void

+0x014 DriverSection ;
. 0=8812=eb8 _DRIVER_EXTENSION

+0x018 DriverExtension

+0z01lc DriverHans . _UNICODE_STRING "“Driwver>l. Helloworld"

+0x024 HardwareDatsbase : 0=841b0250 _UHICODE STRING "~REGISTRY-MACHINE-HARDWARE-DESCRIFT
+0x028 FastIoDispatch © o{null)

+0z02c Driverlnit : O=959fe000 long 1 _Helloworld!GsDriwverEntry+0

+0=030 DriverStartlo : (null)

+0=034 DrlverUnlDad oofmall)

+0x038 MajorFunctio [28] Ox83ef9dal long nt!IoplnvalidDeviceRegquest+0

kd: dt 0=8812eshi DRIVER EXTENSION
nt |_DRIVER_EXTENSION

+0=000 DriverObijsct : 0=8812e=10 _DRIVER_OBJECT
+0=x004 AddDevice :o{null)
+0=z008 Count .0

+0x00c ServicekeyHans 5 _UNICODE STEING "1.Helloworld"
+0x014 ClientDriverExtension : (null)
+0=018 FsFilterCallbacks : (null)

g U
1.5 R$ZFBasedliname Fulldliname (bufferfli<E)
28I, /BRAEETS SRS ST ETRS

= -

| # DebugView on \\WWIN-UGUSUCST7CAY (l«

T REE SO EAO)
FHE | L B~ A

B
E

# BdiE Debug A7
a 0. 00000000 8f23518e

lat Py

1 S—MNEFLEERIsT  BETREE,

1 0. 00501760 BRI E4F

LockFiTe(L"\\??\\C:\\windows\\system32\\drivers\\NULL.SYS")

HANDLE LockFile(wchar_t* path) //iiE e -t
{
HANDLE hFile = NULL;
OBJECT_ATTRIBUTES OBJ = { 0 };
UNICODE_STRING unFileName = { 0 };
Rt1InituUnicodeString(&unFileName, path);
InitializeobjectAttributes(
&0BJ,
&unFileName,
OBJ_CASE_INSENSITIVE|OBJ_KERNEL_HANDLE,
NULL,
NULL) ;
IO_STATUS_BLOCK IoStack= { 0 };//a[ul S HPRAS
NTSTATUS sta=zZwCreateFile(
&hFile,
FILE_ALL_ACCESS,
&0BJ,
&ToStack, //Ha& A4 52 i 2 56 UIR A R SRR AR (5 B AR 2 i 4
NULL,//RAEG01E# B BT KA ER
FILE_ATTRIBUTE_NORMAL, //[& [/ SCPFGIE B 78 i
0,//00FAM 5 A NAEAT 7 IR AL SR

N

b, AR IXAN R



FILE_OPEN,
FILE_NON_DIRECTORY_FILE,

0,
0);
if (!NT_SUCCESS(sta))
{
DbgPrint ("4THF AR IEA\N") ;
return 0;
}
if (hFile == NULL)
{
DbgPrint (" LA NONN") ;
return 0;
}
return hFile;
}
//HERS

PKLDR_DATA_TABLE_ENTRY 1dr = (PKLDR_DATA_TABLE_ENTRY)pDriver->DriverSection;

memset (pDriver->DriverExtension->ServicekKeyName.Buffer, 0, pDriver-
>DriverExtension->ServiceKeyName.Length) ;
pDriver->DriverExtension->ServiceKeyName.Length = 0;
if (1dr)
{
memset(ldr->Ful1D11Name.Buffer, 0, 1dr->FullDT1Name.Length);
memset(ldr->BaseD11Name.Buffer, 0, 1dr->BaseDl1Name.Length);
ldr->BaseD11Name.Length = 0;
1dr->Ful1D11Name.Length OB

[ 3z f
/WA RIS AR R
/% SRR IR AR o PR AR I SO

1.8MH zwQuerySystemInformation (¥ 16 ZhHAES dMz A58 B AT

N

ATTHIA Be AR R R T IE L RO B 8 21 B S AR

3./ zwQueryObject & ifAIHEIIZERFI 4% FR

N

AR KBRS R SRR, AL RRANBUE F SO B SR P R A

5.8H 2. 3. 4 %, HEEHTARGENA NN

SRAE R DA AR EAR AU AR A o5 T A0 SO i DA R A0S

1.H KeStackAttachProcess“i&kfH” %I H bRtk e

2./ obsetHandleAttributes W& A “H] LI H”

3.H zwClose < f)HE

4. KeunstackDetachProcess Mit& “UKH” Hhrit e
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7.3Xz)1 OB (ShEN L2

1. PRSI RS 7
Y .

P REE B0 ERO) HENM E@EIH)
C:A\Users\T alShangDesktoph1.Helloworld.sys = - PN
’ v Hswd a(s-a EB7 97 M
[ Register ]— —[ Fun ] Options % Btidl Debug £ I+
Code 0 0.00000000 FFBRN:\77162389c1dThd8cel
(hex) [ 1/0 Contral || [ About.. 1 4.06496954 FHEMN:\?77\26d33ca3290e1954
2 6.8T665272  FESEMN:\?7\T4ba50f45974b425
[ Unvegister | —[—[  stop | [ Ewt 3 0.63186321  FHEBA:\IN\21eT626494636£6
q 12. 09114647  FHFERA:127\346b02972e409644d o
- |5 14.45603861  FiFEA:\77\78b990113d501209 1
Diver  Operafion Status  LastEnmor 1le  16. 19350862 ??gﬁ\wu%mwmwww
2 - T 19.08326058 = \?7\58a38d0adf aaed26
1. Hellow... Start ° IH
1He"°w gf' gucms E};ﬁg’;g 8 20.91085434  FHFERM:\?7\6204f4a123ebl6da
oW, | Slop uccess | in TE 9 22.61894798  FFEA:\77\.56b177£db812541
1.Hellow... Start Success  $R{ERRINGERG - (][0 24.41487312  FEFEN:\N3473Thb4480626Ee B
1.Hellow... Stop Success  IR{EREIh=AE » I 25, 86949158 FHEA:\?7\5fc894f05eeacbid
] = . |[12 27.26803425  FHEBA:\77\40ac432656Tbet1a .
—

#pragma once
#include<ntifs.h>
#include<ntstrsafe.h>//IK5) 745 H

PUNICODE_STRING RandomString()
{
static UNICODE_STRING str_symbolic= { 0 };
if (str_symbolic.Length != 0)
{
return &str_symbolic;
}
LARGE_INTEGER time = { 0 };
KeQuerySystemTime (&time) ;
ULONG rand_numl=RtT1Random(&time.LowPart);//PUA~ 7 IBENLEA T PS:—Aulis T W
MREKT
/ /DL (A A AR
ULONG rand_num2=RtTRandom(&time.LowPart);
wchar_t bufstring[100] = { 0 };
Rt1stringCbPrintfw(bufstring,100*sizeof (wchar_t),L"\\??
\\%x%x" , rand_numl, rand_num2) ;
int len = wcslen(bufstring)*2;//wcslen () BUF N E st & 7 47 e K i
str_symbolic.Buffer =(PWCH)ExAllocatePool(PagedPool,len+2);
// 5 TUAAF— TS B4 T A — RO P ] 5 AT AT
str_symbolic.Length = len;
str_symbolic.MaximumLength = len + 2;
memset(str_symbolic.Buffer, 0, Ten);
memcpy (str_symbolic.Buffer, bufstring,len);
memset (bufstring,0,len);
return &str_symbolic;

}
2 1S ENIRERENGTS
O PUIFVEN_LJADSUEV ... SYymbolicLink \evice\N | P

FX DebugView on \WWIN-UGUSUCSTCAV (Io—

E) HC) WIRO) HEHUM) #=EH)
EB T <P 8

¢ BA Debug 7 \
0 0.00000000  SFiF&R7A:\?7\4862239366417ced
1 0.00000480  WEWRFFTRN: \Device\73Te32f3

SymbolicLink
ymbolicLin
D&DEV_... SymbolicLink \Device\NTP|
AlpCi#ve 000&DEV._... SymboﬁcLink
#4862239366417ccd SymbolicLink

ﬂNULJ SymbolicLink

& PCI#VEN_80868&DEV....
#|PCI#VEN_808

//
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PUNICODE_STRING pu = NULL;
PUNICODE_STRING Device_NAME = NULL;

//

VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{

3

PDRIVER_OBJECT Driver_1l = FindDriverobject(L"\\Driver\\Null");

if (Driver_1l)

{

// TIoDeleteDevice(Driver_l->DeviceObject); ANAREMIENULLIRENHI B AR B 4w
IoDeleteSymbolicLink(pu);

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)

{

//DbgBreakPoint();
pDriver->DriverUnload = DRIVERUNLOAD;
pu = Random_Symbolic();
Device_NAME = Random_Device();
DbgPrint (" FfFE v %wz", pu);
DbgPrint (" ¥ &X R 7T H N 1 %wz", Device_NAME);
PDRIVER_OBJECT Driver_l = FindDriverobject(L"\\Driver\\Null");
if (!Driver_1l)
{

DbgPrint ("FHRIKBNKIE\N") ;

return STATUS_SUCCESS;
}
PDEVICE_OBJECT Device_1l = Driver_l->DeviceObject;
if (!Device_1)
{

DbgPrint (" FH A RMA\N");

NTSTATUS sta = IoCreateDevice(pDriver, 0, Device_NAME,
FILE_DEVICE_UNKNOWN,
FILE_DEVICE_SECURE_OPEN,

FALSE, / /S Bl 5 B 4T
&Device_1);

if (INT_SUCCESS(sta))

{

DbgPrint ("Gl B & RMA\N") ;
return STATUS_SUCCESS;

}

Driver_1->DeviceObject = Device_1;

IoCreateSymbolicLink(pu, Device_NAME);

return STATUS_SUCCESS;

else

UNICODE_STRING Device_NULL = { 0 };
RtT1InituUnicodeString(&Device_NULL, L"\\Device\\Null");
NTSTATUS sta = IoCreateSymbolicLink(pu, &Device_NULL);
if (INT_SUCCESS(sta))
{

DbgPrint ("H:AF SRR ;

return STATUS_SUCCESS;

3
return STATUS_SUCCESS;



3.System;ZHBPEB

windbgBRIABTFESystemiHiZ

Inage: userinit.exe

DirBase: 3£332280 ObjectTable:
Inage: dwmn.exe

DirBase: 3£332420 ObjectTable:
Inage: explorer . exe

DirBase: 3£332440 ObjectTable:
Inage: wvmtoolsd. exe

DirBase: 3f332460 ObjectTable:
Inage: dllhnst.ege

kd: r cr3 /
cr3=00185000

PROCESS 88178030 Sessionld: 1 Cid:

PROCESS 88159228 Sessionld: 1 Cid:

PROCESS 887££950 Sessionld: 1 Cid:

PROCESS 28808410 Sessionld: 1 Cid:

0968 Feb: 7ffd5000 ParentCid: 0374
9468098 HandleCount: 106

09an Peb: 7££d5000 ParentCid: 0960
835£d578 HandleCount: 462.

09=4 Peb: 7££d48000 ParentCid: 0980
960£8988 HandleCount: 177.

Oaln Peb: 7ffda000 ParentCid: 0268
961963b8 HandleCount: 90

B&ESystemlJEPROCESS, &IN;&EPeb

LR AN R - AL AT L L L LT
+0x17b PriorityClass
+0x17¢c JobLinks

+0x184 LockedPagesList
+0x188 ThreadlListHead
+0x190 SecurityPort
+0x194 PaeTop
+0x198 ActiveT
+0x1%c ImagePgthHash
+0x1lal Defa
+0x1ad La
+0x1a8 Peb

+0xlac PrefetchTrace

+0x1b0 ReadOperationCount

tHardErrorProcesgsi
hreadExitStatus

+0x1b8 WriteOperationCount

L+~ =Y LT
Ozx2 !

_LIST ENTRY [ 0x0 - 0x0 ]

(null)

_LIST _ENTREY [ 0x863d6878 - (0x8883b390 ]
(null)

Ox83feafcO Void

0x5c

0

(null)

_EX¥ FAST REF
_LARGE_TNTEGER 099
_LARGE_TNTEGER 072

_LARGE_INTEGER 0x14b&

+0x1c0 OtherOperationCount

L T 1 I —

4.Stringf&LAR3M A &

BHHE 5 E eI EE
5.1BhiHiE

T AT T T T s A e s

@idImageFileNameXdtLiBAHEHZ.

+0xx168 Session

+0xl6c ImageFileName
+0x17hb Priorityclﬂﬁg
+03x17¢c JoblLinks

+0x184 LockedPagesList
+0:¢188 ThreadlistHead
+03x190 SecurityPort
+0x194 PaeTop

+03x198 ActiveThreads
+0x19c ImagePathHash

PN R S o Y S RIS B JNNR § o DU O

0x8e322000 Void

[15] "dllhost exe"

Oz !

_LIST ENTRY [ 0xU0 - 0x0 ]

(null)

_LIST _ENTRY [ 0x88100740 - 0x87fad®hs8 ]
(null)

0x86£323c0 Void

0xl2
0xf3a3771f5

s
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C:hWJsershT alShangiDesktoph1 Helloworld. sys [:]

Options...

[ Regiter |]—F— [ Run |
Cote (/0 Gontia) — 1
() — 01— (5 —

Driver Operation  Status Last Eror

1Hellow.. Register Success $R{ERThRERL -
1.Hellow... Start Success  E{ERLThTRL -

# DebugView on \\WIN-UGUSUCS7CAV (local)

MR #E\E) WN0) EmO) [HEfM)  #EEH)
|‘E"E:il @~ A |IBBT 9F
i# il Debug 1h7S

0 0. 00000000 HIEREDprocess it A: 8feceddD
TR HRBE RS
PEPROCESS GetProcessByname(wchar_t* ProcessName) //V&7i#/b 5] 4L
{
PEPROCESS ep = NULL;
for (int i = 8; i < 70000; i += 4)
{
PEPROCESS eprocess = NULL;
PsLookupProcessByProcessId((HANDLE)1,&ep);
if (!eprocess) continue;
PUNICODE_STRING pname = 0;
SeLocateProcessImageName (&eprocess,&pname) ; / /A i & iGN A7, K54 D
ImageFileNameZit.
if (wcsstr(pname->Buffer,ProcessName))

{
ep = eprocess;
ExFreePool(pname) ;
break;
}
else
{
ExFreePool (pname) ;
}
}
DbgPrint ("R IEprocessiilt Ay : %x", ep) ;
return ep;

1.SeLocateProcessimageNamej#[a
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1lint _ stdcall SelocateProcessImageName(int al, _DWORD *a2)
2q

3| SIZE_T v3; // esi

4| _DWORD *v4; [/ eax

5| _DWORD *v5; // edi

6| int v7; // [esp+18h] [ebp+8h]

7
8

o

al = 0;
9 v/ = SeP pulateProcessImageName()
16 if (w7 >=8)
11 {
12 v3 = *(unsigned __intl6 *)(*(_DWORD *)(al + 492) + 2) + 8;
13 vd = ExAllocatePoolWithTag(MonPagedPool, v3, 'fIeS');
14 v5 = vd; i\\
15 if (vd)
16 ¢ \Eﬁﬁpﬂﬁ
17 memcpy (v4, *(const void **)(al + 492),
18 if ( v5[1]1 )
19 vs[1] = vs + 2; Hﬁg;ﬁﬁ*yﬁﬁ T
20 *a2 = v5;
21 }
22 else
23 {
24 v/ = -1073741801;
25 }
26] }
27| return v7;
28[}

6.1 HHIZAIEIR

TR EINEIZHEATE, FEEEEIXRIHTEAIPEB, PEBRE=INEEHT, 0X7FF
1.

kd> . process /i 8890c4d0

You need to continue execution (press 'g' <enter>) for the context
to be switched. When the debugger breaks in again, you will be in
the new process context.

kd> g

Break instruction exception — code 80000003 (first chance)
nt!RtIpBreakWithStatusInstruction:

83e9a110 cc int 3

2._PEB
kd> dt Ox7ffd4000 _PEB

nt! PEB
+0x000 InheritedAddressSpace : 0 "' 2

+0x001 ReadlmageFileExecOptions : 0 "' \\

+0x002 BeingDebugged 0"

+0x003 BitField 0"

+0x003 ImageUsesLargePages : 0y0

+0x003 IsProtectedProcess : Oy0 L#%%E"Hﬁi;&%ﬁﬁ

+0x003 IsLegacyProcess : Qy0
+0x003 IslImageDynamical lyRelocated :
+0x003 SkipPatchingUser32Forwarders :

+0x003 0y000
+0x004 OxFFFFFf

+0x008 0x004

+0x00c Ldr : 0x77a57880 _PEB_LDR_DATA

3._PEB_LDR_DATA
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kd> dt 0x77a57880 _PEB_LDR_DATA

|
000 Loneth oo SRR, REMEIRSRR
+0x004 Initialized D Ox1
+0x008 SsHandle 2 (null)
+0x00¢ InLoadOrderModulelList : _LIST_ENTRY [ w— Ox2ceeb8 ]

+0x014 InMemoryOrderModuleList : _LIST_ENTRY [W Ox2cee70 ]

+0x01c InlnitializationOrderModulelist : LIST ENTRY [ Ox2c18d8 — Ox2cee78 ]
+0x024 EntrylnProgress : (null) —

+0x028 ShutdownInProgress : 0 "'

+0x02¢ ShutdownThreadld : (null)

4._LDR_DATA_TABLE_ENTRY

kd> dt 0x77a57880 _PEB_LDR_DATA
nt!_PEB_LDR_DATA
+0x000 Length
+0x004 Initialized
+0x008 SsHandle 3 ) é
+0x00c |nLoadOrderModulelist : _LIST_ENTRY [ Ox 48 — Ox2ceet8 ]
+0x014 |nMemoryOrderModulelist : _LIST_ENTRY [ 0x2c1850 — Ox2cee70 ]
+0x01¢c InlnitializationOrderModulelList : LIST ENTRY [ 0x2c18d8 — 0x2cee78 ]
+0x024 EntrylnProg :
+0x028 ShutdowplgFrogress : 0 "'
+0x02¢ Shutdow dld : (null) 4!.5—
kd> dt _LDR_DATA_TABLE_ENTRY 0x2c18
nt!_LDR_DATA_TABLE_ENTRY
+0x000 InlLoadOrderLinks : _LIST_ENTRY [ 0x2c18c8 — 0x77a5788c ]
+0x008 |nMemoryOrderLinks : _LIST ENTRY [ Ox2c18d0 — 0x77a57894 ]
+0x010 |n|n|t|a||zat|0nDrderL|nks : _LIST_ENTRY [ 0x0 - 0x0 ]

+0x018 DI IBase : 0x00400000 Void
+0x01c EntryPoint : 0x004153b7 Void
+0x020 SizeOfImage . 0x87000
+0x024 Ful ID| IName . _UNICODE_STRING "C:\Users\TalShang\Desktop\Dbgview. exe”
+0x02c BaseD| IName . _UNICODE_STRING "Dbgview. exe"
+0x034 Flags : 0x4000 R
+0x038 LoadCount o Oxffff
1.PsGetProcessPeb
1/int _ stdcall PsGetProcessPeb(int al)
24 E—— I ———
3| return *(_DWORD *)(al + 424);
4%

PVOID NTAPI PsGetProcessPeb(PEPROCESS ep);

2.7

kd> dt Next
Local var @ 0x807e09a0 Type LDR DATA TABLE ENTRY*

0x774e7880 /""'
+0x000 InLoadOrderLinks : _LIST_ENTRY [ 0x30 — 0x1 ]

+0x008 |nMemoryOrderLinks : _LIST_ENTRY [ 0x0 — Ox2c18f0 ]
+0x010 InlnitializationOrderLinks : _LIST _ENTRY [ 0x32af10 — Ox2c18f¢

+0x018 DI IBase : 0x0032af18 Void

+0x01c EntryPoint : 0x002¢1980 Void

+0x020 SizeOf Image : 0x32ae20

+0x024 Ful IDIIName : _UNICODE_STRING "™
+0x02¢c BaseD| |IName : UNICODE_STRING " " -t

+0x034 Flags -0
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kd> dt Next
Local var @ 0x807e09a0 Type LDR _DATA TABLE ENTRY*
0x00000030
+0x000 InLoadOrderLinks : _LIST_ENTRY
+0x008 InMemoryOrderLinks : _LIST_ENTRY
+0x010 InlnitializationOrderLinks : LIST_ENTRY
+0x018 DI |Base ;7777

-
+0x01¢c EntryPoint D 7777
- T Ay

+0x020 SizeOf Image

+0x024 Ful ID| IName . _UNIGODE_STRING

+0x02¢c BaseD| |IName : _UNICODE_STRING IEE5 BT =]
+0x034 Flags : ?7

+0x038 LoadCount : XA FEERENT
+0x03a Tlslndex 27

+0x03¢ HashLinks . _LIST_ENTRY

+0x03c SectionPointer Y

+0x040 CheckSum . 22 ﬁi%—?
+0x044 TimeDateStamp D ??

+0x044 LoadedImports 2?7799

+0x048 EntryPointActivationContext : 7777
+0x04¢c Patchlnformation : 7777

3.EHIRRES
% DebugView on \\WIN-UGUSUCS7CAV (local) _

R RE(E) SN0 EE(0) HEFUM)  #EBEH)
sEHdEd R S-A BEEBT 9P M
# AiiE Debug 1£75

0.......0,.00000000. . HIEREprocessHEA: 8880030 ..
1 0.00717200 nt d11ARER ML TTAC0000

/ /TR RSN SR E R, A SN STFERAEES
//0x30 bytes (sizeof)
struct _PEB_LDR_DATA

{
ULONG Length;

//0x0
UCHAR Initialized;

//0x4
VOID* SsHandle;

//0x8
LIST_ENTRY InLoadorderModuleList; //0xc
LIST_ENTRY InMemoryorderModuleList; //0x14
LIST_ENTRY InInitializationOrderModuleList; //0x1c
VOID* EntryInProgress;

//0x24
UCHAR ShutdownInProgress;

//0x28
VvOID* ShutdownThreadId;

//0x2c

s

//0x78 bytes (sizeof)
struct _LDR_DATA_TABLE_ENTRY
{
struct _LIST_ENTRY InLoadOrderLinks;
//0x0
struct _LIST_ENTRY InMemoryOrderLinks;
//0x8
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struct _LIST_ENTRY InInitializationoOrderLinks;

//0x10
VvOID* Dl11Base;
//0x18
VOID* EntryPoint;
//0x1c
ULONG SizeOfImage;
//0x20
struct _UNICODE_STRING FullDT1Name;
//0x24
struct _UNICODE_STRING BaseDl1Name;
//0x2c
ULONG Flags;
//0x34
USHORT LoadCount;
//0x38
USHORT TlsIndex;
//0x3a
union
{
struct _LIST_ENTRY HashLinks;
//0x3c
struct
{
VOID* SectionPointer;
//0x3c
ULONG CheckSum;
//0x40
5
};
union
{
ULONG TimeDateStamp;
//0x44
VOID* LoadedImports;
//0x44
};
struct _ACTIVATION_CONTEXT* EntryPointActivationContext;
//0x48
VOID* PatchInformation;
//0x4c
struct _LIST_ENTRY ForwarderLinks;
//0x50
struct _LIST_ENTRY ServiceTagLinks;
//0x58
struct _LIST_ENTRY StaticLinks;
//0x60
VOID* ContextInformation;
//0x68
ULONG OriginalBase;
//0x6¢C
union _LARGE_INTEGER LoadTime;
//0x70
55

PVOID NTAPI PsGetProcessPeb(PEPROCESS ep);
PVOID GetDLLBase(PEPROCESS ep, wchar_t* D11Name)
{

PVOID Hmodule = 0;



if (ep == NULL || DTIName[0] == L'\0")
{
return 0;
}
PVOID peb = PsGetProcessPeb(ep);
KAPC_STATE apc = { 0 };
KeStackAttachProcess(ep,&apc);
PUCHAR LDR = *(PULONG) ((PUCHAR)peb + 0xC);
if (!LDR) return 0;
struct _LDR_DATA_TABLE_ENTRY* List=(struct _LDR_DATA_TABLE_ENTRY*)&((struct

_PEB_LDR_DATA*)LDR) ->InLoadOrderModuleList; //ixH NX

struct _LDR_DATA_TABLE_ENTRY* Next = List->InLoadorderLinks.Flink;
whiTle (List != Next)

{
try//Fits
{
ProbeForrRead(Next, 1, 1);
if (Next->BaseD11Name.Length &% wcsstr(Next->BaseD1TName.Buffer,
D1TName))
//TFEAWAEN AStra B aG s //AERE SR
{  //AS%PEADLLE T
Hmodule = Next->Dl1Base;
break;
}
}
except(1l)
{
Next = Next->InLoadorderLinks.Flink;
continue;
}
Next = Next->InLoadorderLinks.Flink;
}

KeUnstackbetachProcess (&apc) ;
return Hmodule;

4 {EBUERRIDOSLIZH

#include<ntimage.h>

VOID EDIT_R3_DLL_DOS(PVOID D11,PUNICODE_STRING pu,PEPROCESS ep)

{

//DbgBreakpPoint();
if (D11 == 0| |ep==0 | |pu->Length==0)
{
DbgPrint ("f&MDOSKIK\N") ;
return;
}
KAPC_STATE apc = { 0 };
wchar_t bufferName[60] = { 0 };
Rt1stringCbPrintfw(bufferName, 60 * 2, L"\\\\.\\%ws", pu->Buffer + 4);
//KdPrinteEx((77,0," FFF& :%ws\n", bufferName));

KeStackAttachProcess(ep, &apc);

PUCHAR a = (PUCHAR)D11 + sizeof(IMAGE_DOS_HEADER) ;

PVOID mem=MmMapIoSpace(MmGetPhysicalAddress(a), 200, MmCached);
if (Imem)
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DbgPrint ("f&DOSHLE R E\N") ;

return;
}
memset (mem,0, wcslen(bufferName) * 2 + 4);//4R3IFIT4F F i BGR ALy 5
memcpy (mem, bufferName, wcslen(bufferName) * 2 + 2);
MmUnmapIoSpace(mem,200);
KeUnstackbetachProcess (&apc) ;

}
==
5.5R3EB(S
TTR80040 5C 00 5C 00 2ZE 00 5C 00 33 00 37 00 33 00 39 00 ‘Wb .. W 3.7.3.9
TTEB0050 32 00 37 00 63 00 31 00 31 00 65 00 63 00 31 00 2. 7. c.1.1.e.c. 1.
53 20 0.k, 9.b L D0s

TT380060 30 00 62 00 39 00 62 00 00 00 00 00 44 4F
T7880070 6D 6F &4 65 ZE 0D 0D pe—oe
77380080 AD 67 41 3D E9 06 ZF
T7880090 EO TE BD €E E8 06 ZF
T73800A0 EO TE &AB EE DB 06 ZF
TT3800B0 EO TE BB EE E8 06 Z2F
TT3800C0 52 69 63 68 E9 06 2F

-

#include<iostream>
#include<windows.h>
#define CODE_INDEX 0x800
#define CT_TEST
CTL_CODE(FILE_DEVICE_UNKNOWN,CODE_INDEX,METHOD_BUFFERED,FILE_ANY_ACCESS)
//#define symbolic_Tink L"\\??\\SybmoTLink"//iXH Twin7bl kA
//#define Symbolic_Tink L"\N\\N\.\\Nu1" / /L0 ugg e i g
using namespace std;
typedef struct
{
ULONG TYPE;
ULONG RESULT;
ULONG64 DATA;
ULONG64 SIZE;
}DATA, * PDATA;
int main(Q)
{
HMODULE ntdl11 = GetModuleHandleA("ntd11.d11");
if ('ntd11)
{
cout << "FHEntdl 142" << endl;
return 0;
}
ULONG p_ntdl1l = (ULONG)ntd11 + sizeof(IMAGE_DOS_HEADER) ;
wchar_t* pName = (wchar_t*)p_ntdl11;//
HANDLE h_bevice = 0;
h_Device = CreateFile(
pName,
GENERIC_READ | GENERIC_WRITE,
0,
0,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
0;
if (!h_Device)
{
cout << "FIIFERMK! " << endl;
return 0;
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DATA inbuf = { 0 };
ULONG a = 0;
DeviceIoControl(h_bevice,
CT_TEST,
&inbuf,
sizeof (DATA),
&inbuf,
sizeof(DATA),
&a,
0);
cout << inbuf.DATA << endl;
CloseHandle(h_Device);
system("pause");
return 0;

8.IX=NE(E RIS S5

-HOMEBSIEWE Y, w4, FFSRERA, PR, JFgt bk,

RHSFE RGNS, Sl iEh, W&, [SEERA K OREEE Btk

CHRERGIRE), H LA Eshellcode, (A1 H S ISE3fEworking.

4 E OIS ITEE, TEERIKEh A, B KBAE AT, //RERA T

BUEH SRS R GRS, Bk Tr R AR EE S AAERT L. / /RS

SRR T BN SRR, Bl RBdE . (H AR BEIR Z R3PS, 17T 1 F— M S iE%.

o V1 A W N R
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1. 3PESCF

2. HHEWNTE, R X 6], //ExAllocatePool #&ill ], IF HAE2004F K F. I H A2
R HEA AT

N HENL

JBHEIAT /AR

MBEIRAZER //winlOREH, win7ii5F

JEERE J/RTIRSIES

.call A //push 0 and 0

8. #kPEk

LIRS S try except, HEFLIH.

WiZE# AHEBEE

wb, FZEpchunteridiilLoadImage Z4[a1H AT REA BT kb .

N O v bW

SystemLoadGdiDriverinformation
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NTSTATUS .

NTAPI
NtSetSystemInformation(’

__in SYSTEM_INFORMATION_CLASS SystemInformationClass,
__in_bcount_opt(SystemInformationLength) PVOID SystemInformation,

__in ULONG SystemInformationLength
FE+
Routine Description:

This function set information about the system.
Arguments:

SystemInformationClass - The system information class which is to
be modified.

SystemInformation - A pointer to a buffer which contains the specified

information. The format and content of the buffer depend on the
specified system information class.

SystemInformationLength - Specifies the length in bytes of the system
information buffer.
Return Value:
Returns one of the following status codes:
STATUS_SUCCESS - Normal, successful completion.

STATUS_ACCESS_VIOLATION - The specified system information buffer
is not accessible.

STATUS_INVALID_INFO_CLASS - The SystemInformationClass parameter
case SystemlLoadGdiDriverInformation:

UNICODE_STRING Image;
PVOID ImageBaseAddress;
ULONG_PTR EntryPoint;
PVOID SectionPointer;

PIMAGE_NT_HEADERS NtHeaders;

If the system information buffer is not the correct length,
then return an error.

e
[t

if (SystemInformationLength ! = sizeof{ SYSTEM_GDI_DRIVER_INFORMATION } ) {
return STATUS_INFO_LENGTH_MISMATCH;

if (PreviousMode | = KernelMode) {

J// The caller's access mode is not kernel so fail.
// Only GDI from the kernel can call this.
1

return STATUS_PRIVILEGE_NOT_HELD;
b
Image = ((PSYSTEM_GDI_DRIVER_INFORMATION)SystemInformation)- =DriverName;
Status = MmLoadSystemImage [&Image,

NULL,
LoadFlags, - 2 =
&SectionPointer, DD&TBE@
(PVOID *) &ImageBaseAddress);

if ((NT_SuccEss( status ))) {

PSYSTEM_GDI_DRIVER_INFORMATION GdiDriverInfo =
(PSYSTEM_GDI_DRIVER_INFORMATION) SystemInformation;

ULONG Size;

MmLoadSystemimage I 7Kz (B BIE T, (BERSETIRaNEERNEIRIERE].

work on &X&

IWRFNEREIRERE, HENGRS
1.QuerySysModuleiB[h R FtER
1BidZwQuerySystemInformationi@HFrE RIZIER,

ExpQueryModulelnformation

F—IR(ERZwWQuerySystemInformation, 52REIAIFTE RIZIERIENSEINRKE.

BIISTATUS_INFO_LENGTH_MISMATCH Y3tY, #HT5E—/REm,

FXERN, FERBRBNNT, REHERER.

(maybe
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LEF N LUEL ¥ LLLs LAl LU Ll AlE Ay
NtQueryDefaul tUILanguas
E ExpGetlILanguagePolicy

E ExpSetCurrentUserUILang
E ExpGetCurrentUserlUILang
El NtSetDefaul tUILanguage

El ExpValidatelocale

E ExpluerylumaProcessori:

case SystemModuleInformation:
riticalRegion();
uireResourceExclusivelite( &PsloadedModuleResource, TRUE );

Status = ExpQueryModuleInformation( &PslLoadedModuleList,
aMmLoadedUserImagelist,
(PRTL_PROCESS_MODULES)SystemInformation,
SystemInformationLength,

E ExpQueryNunakvailablele ReturnLength

} except(EXCEPTION_EXECUTE_HANDLER) {
Status = GetExceptionCode();

KelLeavecCriticalRegion();
break;

ElNtSetSystemInformation
E ExLocklUzerBuffar

E ExlnlockUserBuffer

E ExpGetProcessInformatic
EI E:(Ge‘t59551onPoolTagInfc

case SystemLocksInformation:

return STATUS_INFO_LENGTH_MISMATCH;

NTSTATUS —

EprueryModuIeInformation-ﬂ———"_—

IN PLIST_ENTRY LoadOrderListHead,

IN PLIST_ENTRY UserModeLoadOrderListHead
OUT PRTL_PROCESS_MODULES ModuleInformation,
IN ULONG ModuleInformationLength,

QUT PULONG ReturnLength OPTIONAL

NTSTATUS Status;

ULONG RequiredLength;

PLIST_ENTRY Next;

PRTL_PROCESS_MODULE_INFORMATION ModuleInfo;

PKLDR_DATA_TABLE_ENTRY LdrDataTableEntry;

ANSI_! STRING AnsiString;

PCHAR s

ULONG NumberOfModules,

NumberOfModules = o;

Status = STATUS_SUCCESS;

RequiredlLength = FIELD_OFFSET( RTL_PROCESS_MODULES, Modules );

ModuleInfo = &ModuleInformation- =Modules[ 0 ];

MNext = LoadOrderListHead- =Flink;

while { Next ! = LoadOrderListHead ) {
LdrDataTableEntry = CONTAINING_RECORD( N

xt)]
KLDR_DATA_* TABLE ENTRY,
InLoadOrderLinks

RequiredLength += sizeof{ RTL_PROCESS_MODULE_INFORMATION J;
if (ModuleInformationLength < RequiredLength) {
Status = STATUS_INFO_LENGTH_MISMATCH;

H
else {

ModuleInfo- =MappedBase = NULL;

ModuleInfo- »ImageBase = LerataTab\eEntry >DIIEase,
ModuleInfo- =ImageSize = LdrDataTableEntry- >SizeOfImage;
Modulelnfo- >Flags = LdrDataTableEntry- >Flags;
Modulelnfo- =LoadCount = LdrDataTableEntry- >LoadCount;

ModuleInfo- =LoadOrderlndex = (USHORT }(NumberOfModules);
1.FFRNERKAS

char* charStrupper(char* str,BOOLEAN IsAlloceateMemory)
{
char* a = str;
if (IsAlloceateMemory)
{
a = ExAllocatePool(PagedPool,strlen(str)+2);
memset(a, 0, strlen(str) + 2);
memcpy(a, str, strlen(str));
}
char * b=_strupr(a);
return b;

2. BB IVFERBPRLIRER

ExReleaseResourcelite (&PsloadedModuleResource);

if (SystemInformationLength < sizeof( RTL_PROCESS_LOCKS )} {

IXzhsE<ZwQuerySystemInformation(SERRtE R 2R <IKENXIS: B R(\Driver)<RiZ=SBIAYPESL

B07f4a20 807f4af4 00000000 BO7f4a3c B3e953ed
:fwzﬁiyj B07f4a30 864014cD B07f4afd 00000000 BO7fdaac
s eys B07f4ad0 83495349 807f4a54 B3d470bd B75677c8

mrxsmb 10.sys
mrxsmb20.sys
vmmemct.sys

B07f4a50 8746f7c8 807f4ab8 B8(7f4a68 8756f7c8
kd> g

0x(f0008000

peauth.sys 000037000 *imffhﬂ2838 4000, *iiﬂ*fl‘ieﬁm}ﬂ
secdrv.5YS 00000A000
srvnet.sys 0x96283000 0%x00021000
tepipreg.sys 0x962D4000  0x0000D00O | FFBUSY* |bebuggee is running. ..
srv2.sys 0x962E1000 0x0004F000
STV.SYS 0x96330000 0x00051000

/ /IR EIRHA N
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ULONG_PTR QuerySysModule(char* ModuleName,ULONG_PTR *ModuleAddress)
{

if (ModuleName[0] == '\O0' || ModuleAddress == NULL)
{

return O;
}

ULONG_PTR SizeOfImage = 0;

RTL_PROCESS_MODULES P_M; //Z5— U1 H e 1 3RIUE K.

ULONG len = 0;

NTSTATUS sta=zZwQuerySystemInformation(
SystemModuleInformation,

&P_M,

sizeof (RTL_PROCESS_MODULES),

&len
)
if (sta == STATUS_INFO_LENGTH_MISMATCH)
{

PVOID mem = ExAllocatePool(PagedPool,
Ten+sizeof (RTL_PROCESS_MODULES));//Z 4 Mk
sta = ZwQuerySystemInformation(
SystemModuleInformation,

mem,
Ten + sizeof (RTL_PROCESS_MODULES),
&len

DE

if (INT_SUCCESS(sta))

{
ExFreePool(mem) ;
return O;

}

PRTL_PROCESS_MODULES P_R_M = mem;
PRTL_PROCESS_MODULE_INFORMATION pa = 0;

char* ModuleName_Upper = CharStruUpper(ModuleName, TRUE) ;
char® pFullPathName = NULL;

for (int i = 0; i < P_R_M->NumberofModules; i++)

{
pa = &P_R_M->Modules[i];
pFullpPathName = cCharStrupper(pa->FullPathName, FALSE) ;
if (strstr(pFullPathName, ModuleName_Upper))
{
SizeofImage = pa->ImageSize;
*ModuleAddress = pa->ImageBase;
ExFreePool (ModuleName_Upper) ;
ExFreePool (mem) ;
3
}

}

return SizeofImage;
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2.5 \FEX86/X64
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D1FOh: g
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0o

D650h: 5
D660h S¢
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DeBOh: 67 52 65 70 6F 72 74 00 05 00 SF 43 72 74 44 62 gReport... CrtDb ==
D6COh: 67 52 65 70 €F 72 74 57 00 00 C3 02 S5F 73 65 68 gReportW..A. seh

selio_common v

|typedef struct INAGE IMPORT DESCRIPTOR {
1 union { ’
DWORD Characteristics: /7 0 for terminating null import descriptor
DWORD OriginalFirstThunk: /A BEIEBIIMASE_THUNK _DATA ( $i A B¥FE ) E10R0212H e
i ;)
DUORD TimeDateStamp: A SR HAT XA SER ARDLLETHER » HFEH
DUORD  ForwarderChain; //SB—{EEEHAPIAIFSI
DWORD Name; //IEAAERARIDLLBIACIIFHSEAIRYA
DUWORD  FirstThunk: A T8 EFAHITERE CTAT ) BORVA, TATR— 1 TMASE_THUNK_DATASSHIE)ET4H et
'} IMAGE IMPORT DESCRIPTOR:
typedef IMAGE INPORT DESCRIPTOR UNALIGNED *PIMAGE IMPORT DESCRIPTOR;

=

%A originalFirstThunkZ S AZMERVA
®J5—A FirstThunkiz S AMilEERVA

=

*/
typedef struct _IMAGE_THUNK_DATA64 {
union {
ULONGLONG Forwarderstring; // PBYTE
ULONGLONG Function; // PDWORD
ULONGLONG Ordinal;
ULONGLONG AddressofData; // PIMAGE_IMPORT_BY_NAME
} ul;

} IMAGE_THUNK_DATAG64;
typedef IMAGE_THUNK_DATA64 * PIMAGE_THUNK_DATA64;

typedef struct _IMAGE_THUNK_DATA32 {

union {

DWORD ForwarderString; // PBYTE

DWORD Function; // PDWORD

DWORD Ordinal;

DWORD AddressofData; // PIMAGE_IMPORT_BY_NAME
}oul;

} IMAGE_THUNK_DATA32;

/%

X IMAGE_THUNK_DATA64 [Hf =i N0, REFS SN, IElfinl, ELHKS
*/

TR EE AN S5 4

struct _IMAGE_IMPORT_BY_NAME

2 {

3 0x00 WORD Hint; / /17T
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4 0x02 BYTE Name[1]; //NFH R RRTTE
51

3.AEFEANREINS
/:’:
1. B3R NMIRE) ANEEEREIRSI N R Al BRI AR
2. EEMBEIRE), NEERETRSEL, HEER/.
3. B b A P AR S SRR R St .
4  IATHIE EMIBEER, X86FIX644 245
5. X86MIX64 G NT K K /N2 5
:':/
4.x86 TFHEANNTS

XHF) RRE RO ERO) HEM #EH)
Hd | LA SB-A BBT 9P M

A gl Debug A7

#
0 0, 00000000 DriverEntry

1 0. 00514860 FEIRETIE rint addr 83EG841F
2 0. 01180680 Hello Wor A

3 0. 01640140 EREE:1

1.FFRMEX

char* CharToUper(char* wstr, BOOLEAN isAllocateMemory)
{

char®* ret = NULL;

if (isAllocatememory)

{
int len = strlen(wstr) + 2;
ret = ExAllocatePool(PagedPool, Ten);
memset(ret, 0, len);
memcpy(ret, wstr, len - 2);

}

else

{
ret = wstr;

}

_strupr(ret);

return ret;

}
2. BB PILIEIR IR A )

typedef struct _RTL_PROCESS_MODULE_INFORMATION {
HANDLE Section; // Not filled 1in
PVOID MappedBase;
PVOID ImageBase;
ULONG ImageSize;
ULONG Flags;
USHORT LoadOorderIndex;
USHORT InitOrderIndex;
USHORT LoadCount;
USHORT OffsetToFileName;


af://n323
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UCHAR FullPathName[256];
} RTL_PROCESS_MODULE_INFORMATION, * PRTL_PROCESS_MODULE_INFORMATION;

typedef struct _RTL_PROCESS_MODULES {
ULONG NumberofModules;
RTL_PROCESS_MODULE_INFORMATION Modules[1];//Z1H%4l
} RTL_PROCESS_MODULES, * PRTL_PROCESS_MODULES;

typedef enum _SYSTEM_INFORMATION_CLASS {
SystemBasicInformation,
SystemProcessorInformation, // obsolete...delete
SystemPerformanceInformation,
SystemTimeofDayInformation,
SystemPathInformation,
SystemProcessInformation,
SystemCallcCountInformation,
SystemDeviceInformation,
SystemProcessorPerformanceInformation,
SystemFlagsInformation,
SystemCallTimeInformation,
SystemModuleInformation, //f#H (5 B
SystemLocksInformation,
SystemStackTraceInformation,
SystemPagedPoolInformation,
SystemNonPagedPoolInformation,
SystemHandleInformation,
SystemObjectInformation,
SystemPageFileInformation,
SystemvdmInstemulInformation,
SystemvdmBopInformation,
SystemFileCacheInformation,
SystemPoolTagInformation,
SystemInterruptInformation,
SystemDpcBehaviorInformation,
SystemFullMemoryInformation,
SystemLoadGdiDriverInformation,
SystemUnloadGdibDriverInformation,
SystemTimeAdjustmentInformation,
SystemsummaryMemoryInformation,
SystemMirrorMemoryInformation,
SystemPerformanceTraceInformation,
SystemObsoleteO,
SystemExceptionInformation,
SystemCrashDumpStateInformation,
SystemKernelDebuggerInformation,
SystemContextSwitchInformation,
SystemRegistryQuotaInformation,
SystemExtendServiceTableInformation,
SystemPrioritySeperation,
SystemverifierAddDriverinformation,
SystemverifierrRemoveDriverInformation,
SystemProcessorIdleInformation,
SystemLegacyDriverInformation,
SystemCurrentTimeZoneInformation,
SystemLookasideInformation,
SystemTimeS1ipNotification,
SystemSessionCreate,
SystemSessionDetach,



SystemSessionInformation,
SystemRangeStartInformation,
SystemverifierInformation,
SystemverifierThunkExtend,
SystemSessionProcessInformation,
SystemLoadGdiDriverInSystemSpace,
SystemNumaProcessormap,
SystemPrefetcherinformation,
SystemExtendedProcessInformation,
SystemRecommendedSharedbataAlignment,
SystemComPlusPackage,
SystemNumaAvailableMemory,
SystemProcessorPowerInformation,
SystemEmulationBasicInformation,
SystemEmulationProcessorInformation,
SystemExtendedHandleInformation,
SystemLostDelayedwriteInformation,
SystemBigPoolInformation,
SystemSessionPoolTagInformation,
SystemSessionMappedviewInformation,
SystemHotpatchInformation,
SystemObjectSecurityMode,
SystemwatchdogTimerHandler,
SystemwatchdogTimerInformation,
SystemLogicalProcessorInformation,
Systemwow64SharedInformation,
SystemRegisterFirmwareTableInformationHandler,
SystemFirmwareTableInformation,
SystemModuleInformationEx,
SystemverifierTriageInformation,
SystemSuperfetchInformation,
SystemMemoryListInformation,
SystemFileCacheInformationEx,
MaxSystemInfoClass // MaxSystemInfoClass should always be the last enum
} SYSTEM_INFORMATION_CLASS;

/ /IR BB ) K/
ULONG_PTR QuerySysModule(char* MoudleName, _Out_opt_ ULONG_PTR* module)
{

RTL_PROCESS_MODULES 1nfo;

ULONG retPro = NULL;

ULONG_PTR moduleSize = 0;

NTSTATUS ststas = zZwQuerySystemInformation(SystemModuleInformation, &info,
sizeof(info), &retPro);
char* moduleUper = CharToUper(MoudleName, TRUE);

if (ststas == STATUS_INFO_LENGTH_MISMATCH)
{
//HIEKE
ULONG len = retPro + sizeof(RTL_PROCESS_MODULES) ;
PRTL_PROCESS_MODULES mem =
(PRTL_PROCESS_MODULES)ExAllocatePool (PagedPool, len);
memset(mem, 0, Ten);
ststas = zZwQuerySystemInformation(SystemModuleInformation, mem, Ten,
&retPro);

if (INT_SUCCESS(ststas))



ExFreePool(moduleUper) ;
ExFreepPool (mem) ;

return 0;
}
/ /I s
if (strstr(MoudleName, "ntkrnlpa.exe") || strstr(mMoudleName,
"ntoskrnl.exe™))
{
PRTL_PROCESS_MODULE_INFORMATION ModuleInfo = &(mem->Modules[0]);
*module = ModuleInfo->ImageBase;
moduleSize = ModuleInfo->ImageSize;
}
else
{
for (int i = 0; i1 < mem->NumberofModules; i++)
{
PRTL_PROCESS_MODULE_INFORMATION processModule = &mem-
>Modules[i];
CharTouUper (processModule->FullPathName, FALSE);
if (strstr(processModule->FullPathName, moduleUper))
{
if (module)
{
*module = processModule->ImageBase;
}
moduleSize = processModule->ImageSize;
break;
}
3

}

ExFreePool(mem) ;

}
ExFreePool(moduleuper);
return moduleSize;

34ENMZNT, BFR

void CopyImageHeader(PUCHAR fileBuffer, PUCHAR imageBuffer)
{
PIMAGE_DOS_HEADER pDos = (PIMAGE_DOS_HEADER)fileBuffer;
PIMAGE_NT_HEADERS32 pNts = (PIMAGE_NT_HEADERS32) (fileBuffer + pDos-
>e_1lfanew);
PIMAGE_SECTION_HEADER pSection = IMAGE_FIRST_SECTION(pNtS);

memcpy (imageBuffer, fileBuffer, pNts->OptionalHeader.SizeOfHeaders);

void CopyImageSection(PUCHAR fileBuffer, PUCHAR imageBuffer)
{
PIMAGE_DOS_HEADER pDos = (PIMAGE_DOS_HEADER)fileBuffer;
PIMAGE_NT_HEADERS32 pNts = (PIMAGE_NT_HEADERS32) (fileBuffer + pDos-
>e_1lfanew);
PIMAGE_SECTION_HEADER pSection = IMAGE_FIRST_SECTION(pNtS);

for (int i = 0; i < pNts->FileHeader.NumberofSections; i++)


af://n367

memcpy (imageBuffer + pSection->VirtualAddress,
fileBuffer + pSection->PointerToRawData, pSection->SizeOfRawData);
pSection++;

A(EEEEN

void ReUpdateReloc(PUCHAR image)
{
PIMAGE_DOS_HEADER pDos = (PIMAGE_DOS_HEADER)image;
PIMAGE_NT_HEADERS32 pImageNts = (PIMAGE_NT_HEADERS32) (image + pDos-
>e_T1fanew);
PIMAGE_DATA_DIRECTORY pDir = &pImageNts-
>0OptionalHeader.DataDirectory [ IMAGE_DIRECTORY_ENTRY_BASERELOC];
if (pDir->Size)
{
PIMAGE_BASE_RELOCATION relocation = (PIMAGE_BASE_RELOCATION) (image +
pDir->VvirtualAddress);
while (relocation->Size0ofBlock)
{
PIMAGE_RELOC pImageReloc = (PIMAGE_RELOC) ((ULONG)relocation +
sizeof (IMAGE_BASE_RELOCATION));
/ /AT %2 /04 PIMAGE_RELOCE: 1)
ULONG blockNumber = (relocation->SizeofBlock -
sizeof (IMAGE_BASE_RELOCATION)) / sizeof(USHORT);
for (int i = 0; i < blockNumber; i++)
{
if (pImageReloc[i].Type == IMAGE_REL_BASED_HIGHLOW)
{
//MEE 324
PULONG address = (image + pImageReloc[i].offset +
relocation->VvirtualAddress);
ULONG value = *address - pImageNts->OptionalHeader.ImageBase
+ (ULONG)image;
*address = value;

}

[/ BT —IR

relocation = (PIMAGE_BASE_RELOCATION) ((ULONG)relocation +
relocation->SizeofBlock);

}
pImageNts->OptionalHeader.ImageBase = (ULONG)image;

5. T MIRIRIRS LR ALt
PSABEXKGLEN

ULONG_PTR ExportTableFuncByName(char* pbata, char* funcName)

{
PIMAGE_DOS_HEADER pHead = (PIMAGE_DOS_HEADER)pData;
PIMAGE_NT_HEADERS pNt = (PIMAGE_NT_HEADERS)(pData + pHead—>e_1fanew);
int numberRvaAndSize = pNt->OptionalHeader.NumberofRvaAndSizes;
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PIMAGE_DATA_DIRECTORY pDir = (PIMAGE_DATA_DIRECTORY)&pNt-
>0OptionalHeader.DatabDirectory[0];

PIMAGE_EXPORT_DIRECTORY pEXport = (PIMAGE_EXPORT_DIRECTORY) (pData + pDir-
>VirtualAddress);

ULONG_PTR funcAddr = 0;

for (int i = 0; i < pExport->NumberofNames; i++)

{
int* funcAddress = pData + pExport->AddressOfFunctions;
int* names = pData + pExport->AddressofNames;
short* fh = pbData + pExport->AddressofNameordinals;
int index = -1;
char* name = pData + names[i];
if (strcmp(name, funcName) == 0)
{
index = fh[i];
}
if (index != -1)
{
funcAddr = pbata + funcAddress[index];
break;
}
}
if (!funcAddr)
{
KdPrint (("EA LA K H%s\r\n", funcName));
}
else
{
KdPrint (("# 3| %%s addr %p\r\n", funcName, funcAddr));
}
return funcAddr;
}
6.1EE8AE

VOID ReIAT(PUCHAR 1mage)
{
//EESNFE
PIMAGE_DOS_HEADER pDos = (PIMAGE_DOS_HEADER)image;
PIMAGE_NT_HEADERS3?2 pImageNts (PIMAGE_NT_HEADERS32)(image + pDos-
>e_1lfanew);

PIMAGE_DATA_DIRECTORY pImport = &pImageNts-
>0OptionalHeader.DatabDirectory[ IMAGE_DIRECTORY_ENTRY_IMPORT];
PIMAGE_IMPORT_DESCRIPTOR pImportDesc = (PIMAGE_IMPORT_DESCRIPTOR) (image +
pImport->VirtualAddress);
PIMAGE_THUNK_DATA pNames
PIMAGE_THUNK_DATA pFuncP

NULL;
NULL;

BOOLEAN isFiled = FALSE;

for (; pImportDesc->Name; pImportDesc++)

{

PUCHAR TibName = pImportDesc->Name + image;
ULONG_PTR module = 0, moudleSize = 0;
if (QuerySysModule(libName, &module))
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pNames = (PIMAGE_THUNK_DATA) (image + pImportDesc-
>0riginalFirstThunk);
pFuncP = (PIMAGE_THUNK_DATA) (image + pImportDesc->FirstThunk);

for (; pNames->ul.ForwarderString; pNames++, pFuncP++)
{
PIMAGE_IMPORT_BY_NAME byName = (PIMAGE_IMPORT_BY_NAME) (pNames-
>ul.Addressofbata + image);
ULONG_PTR func = ExportTableFuncByName((char*)module, byName-

>Name) ;
if (func)
{
pFuncP->ul.Function = func;
3
else
{
isFiled = TRUE;
break;
b
//image + pNames->
3
}
}
3

7. EBIRMAL, EEERELR

NTSTATUS LoadDriver(PUCHAR buffer)

{
PIMAGE_DOS_HEADER pDos = (PIMAGE_DOS_HEADER)buffer;
PIMAGE_NT_HEADERS32 pNts = (PIMAGE_NT_HEADERS32) (buffer + pDos->e_1lfanew);
PIMAGE_SECTION_HEADER pSection = IMAGE_FIRST_SECTION(pNts);

PHYSICAL_ADDRESS phyLow;
PHYSICAL_ADDRESS phyhei;
phyLow.QuadPart = 0;
phyhei.QuadPart = -1;
PUCHAR image = NULL;

int count 3;
do

{

image = MmAllocateContiguousMemorySpecifyCache(pNts-
>0OptionalHeader.SizeofImage
, phyLow, phyhei, phyLow, MmCached);
if (image) break;
--count;
} while (count);

if (!limage) return STATUS_UNSUCCESSFUL;

CopyImageHeader(buffer, image);
CopyImageSection(buffer, image);
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ReUpdateReloc(image);
ReIAT(image);

pDOS
pNts

(PIMAGE_DOS_HEADER)image;
(PIMAGE_NT_HEADERS32) (image + pDos->e_1lfanew);

//AREEIN A S

DrivereEntryCallback Entrycall = (DriverEntryCallback) (pNts-
>0OptionalHeader.AddressOfEntryPoint + image);

ULONG retSize = 0;

PIMAGE_LOAD_CONFIG_DIRECTORY load = RtlImageDirectoryEntryToData(image,
TRUE, 10, &retSize);

*(PULONG_PTR) Toad->SecurityCookie += 10;

Entrycall(NULL, NULL);

return STATUS_SUCCESS;

92.[EERE

10.[ElEE(S
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