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EHAR

XEBEREMEEZENLinux ARG A K Dockerfsi R E—ERIEARIAIR, thrlgeERdHJava, GolangiXHEMRIZIES, T4
BhBENTSELEMNHRAEE,

%1%, EPrometheusERtMILGRAR, BT —NMEIBEF ((EAPrometheus REEHNAVMLIZEIE) ST f2Prometheus2
4, BEMTA, MREMNZEMAR . BIEIEARESREIEEEX PromentheusE— 1 EARNIEREFIAR,

82F, EEWS T EEIPrometheusfIEURIREY, DIRMERIEE, ERSFSIEMEH APrometheusiIEEE 1
&= PrmQL(Prometheus Query Language)3 SiZ8IE#HTE . BE. TS,

FIE, BMMNERENERESEES Y, FAREZERANEERNZ—, BNFEEBENNTRAZNTH, X—
BERIEEEE I WA EPrometheusF BEX EEMN, FEIS T EAE{EAAlertManagersi HZE#HTRME,
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TE X BExporter, [ERS T BRI A R R S LRI Prometheusz 35, MMSEIIR B EE M MissdiE,

MENBRBIENT D MEBAPNEMMEET, WABOOHAREZEARFKRAINREEE, FEEBER
Prometheus kel —EE AN B EES . R TFNEDBENIZXEEIPrometheustISHAIET S .

5%, "You can't fix what you can't see", AJfI{t 2HIEIZOBIRZ—, XEHBEEETFGrafanaX—AJ It TES
DSIEEURRIA, F BT #EGrafanafEn— @B AL TER WIS Prometheus H1TEC &MY

F6E, EERS T BEEIWEEE PrometheusiIARSZ A TIEES), BEIMIAMILFTERIZNERIMRS . $IRESF
BIHEAHRTEY, BRNAENERNATEENMNE, BIIRSAMEELIRZER, BEBRLEL
PrometheusfyiZ A F EIEMHE ,
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STEF AR, AL PrometheustIY B? X—E T HERiTiePrometheuss ] F /5 EAIEE

$88E, X—ETHBRIINBI—UEEMFKubernetesi§2E, XBHMNSHFIMILE N KubernetesE — M EAHIIA
iR, FHEBIPrometheustIBHEANNBRERIEZRS., FENAUTEIPrometheus5Kubernetes45 5 LN FIFE 7
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BI1TF: KEFE

AEERNEPENTE, BIISHIEE T EPrometheustIRIES4H, Prometheus 2 NE MAR Z 8912 T & F i 5 H AR
AT—RUEZRRANE X, BENET—MERMFHIIRERIE T fEPrometheus 280 TERY, MM T A7
Prometheus Ry —LE48E & A S ZRAA8E =

FERF:
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Prometheus @

Prometheus® 3 & T GooglefIBrogmon 5= A4 (HH{IFIKubernetes 2 MGooglefBrog R FET M) , M2012%F
FrHAHAIGoogle T2 M7ESoundcloud AFFREREFRIAZ TR, HET2015F RN R ER AR, 20165E5H
YtKubernetes ZERAE N EXIMACNCFEERMNIE, RE6HERNAM1.0MA, 2017FKES T ETEHEME
Br2.0lRA, sEEFHSRRTFE. o FERRES.

Lots of work on:

s  Prometheus 2.0 prep Very soon now!
e new TSDB
January 2015 July 2016 e remote read/write ke e
Publicized Prometheus 1.0 R i i
i
i = o oo > @ > 9-—-—=-->0
| |
Fall 2012 May 2016 August 2016 August 2017
Created Joined CNCF PromCon 2016 PromCon 2017
Prometheusf&i st

PrometheusfERFTI—RIIZRAEKIT RS, BRIEELFBII650+mES S EIPrometheusfi A TIEL, FHEBT
120+INNEE =5 &Rk .

IR E AR

£ (SRE: Googlelz#4f#®) —Hhig, HIEAATEEBERNFASRENREEE, EIAREB TRER
EBRISERRIG TN, B X MR IERAI MR BEBSTRF PTRE L IR B, M EENAHERREITMMA. MR

12, BRRMHTTPERY, TCPIRHSE, AIMAERANEBRSIEREMIETEBIREBAERNARATLE, BIE
MEENRERR, MMAZILTEA:

o KEIBHEON: BENEIEHALIRNTEKRENSIT, MIRERETREEE D, A, BIXEE =6
RERAFIET, HATTDURRITUNERRF AR BT R EFENRZFHITT B

o WROH: MTRANAFAETHRERBRANERNET? EFRTERBR FTRALHHALMNAHZTAUMG? BT
RREB HERIX R B HATIRIRF LR,

o HE: HRAALMNBEGLIMGIEN, BEAAFTELRRNAENEESR, MMAEETXS EIEUATTIRIRAILIEY
EfRAITRSEENRE, BR B SHIR,

o WEAMSEM: HERMALRE, FENEBHTRAENLE, BENAREEZNIENRALEEN DN, B3
FFRRIRRIRRE

o HUEFIAM: BIAMAMNKREEBERRNAFNGITRE. BRERBR. MRRSETREFEMNESR.

S5 ERBERGLER

MNTFEANIZARL, fNagios, ZabbixBIAFMS, FEHNRERFIBIR LR, XEMNagiosfl, W TEERR
TENagiosii iz RETRIE AL -



Administrator browser

Nagios Daemon
Web Service NSCA
Nagios
NodUtils plugins

Nagiosis iz 4%

NagioshYERINEER MIZARSMEN. Nagios R FBER KA —AMIUMRS R LIBIT, ZRSHMABERO, 8—
SREENEGENHERSHFEGT 15 BEFORS[HITBIENNagios M EaTERF, PIMAIEMEHAgents]
EiEH.
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NagiosEH 1T TIHE

B FNagiosis, ABOHKIRENHEESRARN—LHEHENEE, FEHNRRRSTE RPN UKL
FEFRRIRTRME, IU0: Nagiosi@idcheck diskiffEr] AR T &R T8, check load T ECPURESE, XL
#-2iREI4FNagiosFTIRBIAIAZ, O(OK)RTRIEE, 1(WARNING)RTRES, 2(CRITTCALRTEEIR, 3(UNKNOWN)
RTARMEIR, FEIWeb URTHE,

FFNagiosiIXERLAMS, HZOEFRATMRMEE (check&alert) IR ASIEER, WTFEFXEERNEIRRS
MEEFFEEMTEM:



o SWEHREMNRE: EEAFRNFINEITERSUSASHE—TOBNXAR, FEEFAREXINERSHA
M. RSBHUSLAZE, MEERARNRERERANBETEESE;

o GHEMEHEAN: NagiosZ—RKBERJATZHEEHREFLERA, FEEETWNARRITRE, RENERE,
MmEERHTEE;

o AFRMM: BERKBSENTR, NENBSEMRNEN;

o BAEMMEAN: HE@E=4t2E (LLMENKHFEEM WTRAPME, tNEINKRAZR—TERE, X
ATRENLRSEENETER BESSERER, RESEEBATEERASITAF X T HEERIR A
DIFELNL

PrometheusBI{fi #

PrometheusB— M HRMNTBEIZBAL R, EXNERREARNLNEEEEHT THRNOGE, FZRTETH
RN E ., F—oTNSENFRE., BEETEREZERSPrometheusEAEU AR
ZTEE

Prometheustz/OE8 3 RBE—TRMHN _HFIMG, FFEERONE=ARBEIEE, EFFF). B—FEZNME M
WaE, AT EEERKSIERN,

PrometheusE T PulliEEIANZeH 5, BIAFEEEh S (bR, FRIE, MEXHE) BERENNKEZERR. YT
—LEZpER, ErAERPrometheushis3 &I (Service Discovery)lIBE NS E B RIZ BT,
BIZRSHAEIBITINE

PometheusE i A IR BHAEIRTS, EFPrometheusEEMIClientE, FF o AR MARITER TR SRnxd
Prometheusky37#5, MMILAF AIRERARSS HIN AR AR B EERGTTIRE.

&aNae & s

BIZRSATIEITIRE

SR ARRVEEIREY

Fi7A R R R 8RS ATE AR (metric) IFE R ZTE A B VBT 8] 7 5B EE L FA(TSDB), FRE IR T EAKIEIRS
MIMSL, EEE—ARTHRIZEAIFEARE,

LN

http_request_status{code='200"',content_path="'/api/path', environment='produment'} => [valuel@timestamp1l, value2@
timestamp2...]

http_request_status{code='200"',content_path="'/api/path2', environment='produment'} => [valuel@timestampl,value2
@timestamp2...]



&85 HIEF R TR (Metrics Name) A &k —4A#1% (Labels)l—riR, S50 18)F5iR B BN EIRFFME—
RIIMMERE,

RTEEANTE P BER TR IS RAVIRTS, tEllcode=40458)#Fcontent_path=/api/path, 2RI 8ERIETFRIMRAYER
IBENX, tbilenvironment=produment, EF XLl abelsFfTAIAAEMITEIEHIBEHITRS, TIR, #HE,

SR AR EIEIE S PromQL

Prometheus & 7 — 8 KEIHUIEEIHIESPromQL, BT PromQLAT LASEHIS MIREUEN T, RE. ERPromQL
W N AT EUE R L (A Grafana) A & Z H i,
B PromQLA] LABRFA B Z 22U F AT [E) 3 :

o TETE—ERAYIEF95% M FFERAT BRI D hSEE?
o TNAEANE, WETESAABRZEMTAER?
o CPUNSAZRAISAIARSEMLE? (LIE)

SE

WFEIZERAMS, KAENBRTSUWASHERENEIETE, MPrometheus ] ASRBAMEXLEHIE, WFE—
Prometheus ServersLm s B0 ALME:

o HUABAMSIEER
o SR HIEER.

ot

CIE/N::

Prometheus22ItLEE, FHLLIRAIAEE T EIEHRO. BTHBAGEITHIZAIPrometheus Sevrer, Prometheus¥dF B
FRERNZIE, TLAILZ P PrometheusSEHIF=4E— 1N B5EERE, HEIfIPrometheus ServerbBRIES 3 KT, &
T{ERINEED X(sharding)+Ex$REE 2% (federation) A AR EL#ATH R .

STEM

fEFPrometheusF] LAIRIRIBZ IR INARS, HERMUIERE HEMENRRFPHTER. BRIXE: Java, JMX,
Python, Go, Ruby, .Net, Node.jsEHIESMEFIHSDK, ETXLESDKA]RIEILN FBIERF I AEIPrometheus
sSSP, FEFRKECHRRBIBKERR. FNXEEFIHKENERSIE, R~MUXZHEPrometheus, TEE
#FGraphite XL HMAEIR TR,

EIRfPrometheusi® sz 15 5 E A ISR R HITER . Graphite, Statsd, Collected, Scollector, muini, Nagios
%0
Prometheustt XiR 12T REFE = A TIMMNIEITEIERESF: JMX, CloudWatch, EC2, MySQL,

PostgresSQL, Haskell, Bash, SNMP, Consul, Haproxy, Mesos, Bind, CouchDB, Django,
Memcached, RabbitMQ, Redis, RethinkDB, RsyslogZ%%,

AL

Prometheus Serverdf B T —"Prometheus Ul, B XPMUIRIAAEMEZNIEH#H1TER, HFEXISEENER
X RREE. EiYPrometheusi® 2T —MHIZAYE FRuby On RailsfyDashboardf#/R 5 Z2Promdash, &RHT
BGrafanar] it TE W EZIRMH T T2 Prometheust 3%, BT Grafanar] ASIEEIMBEENLIEENR, BT
PrometheusiZ EIAPIE AT AT B S F S 1Z AT L UL,

TR



BERRARNFERE—TNARFN, —REBZNARFRHENBEMEERARMINGOS . BUNBRFRS5H
EEFNSIERRHITHE, T HIXFPGEFERERE . N TRREMSBEAMMERENAPERZEIZRTN
X, BAMAINBLIZRIRNARS RERTENRERS.

Xt FPrometheus3&i, {EFPrometheushiclient libraryfy# HAE A LE 2 1 PrometheushURS LB, AT s
THRHEERERZEIHENE, tEWGraphite,

R AR E Z A IATEANERPrometheusiyH R T, KA Prometheusficlient library3ei R R FATEF 215 i siE R e,

ETR, EABYP, BFHFIEERZPrometheusRIAXN IR RAMETE N



¥iRPrometheus

Prometheus@ — MG RISIRER AR, BFAMIERE A ENZENERPrometheusH B RETSIEE HENIXSEHHT
V'R, ATEEBEMENM T f#Prometheus Server, & T RE(VGEAMMEFEHIZT—1"Prometheus ServerXfl, &
I Node ExporterRE LI ENM AR R FERIE R, FHBiIGrafanatlE —PMEIEMAILNERE,



ZIEPrometheus Server

PrometheusEFGolang/RE, RiFFEMNHRMHEE, MBTEANE=S1E. B REETHINFEN TS,
fRIEH BRI E ARE ZEBN7] IE ¥ B aPrometheus Server,

— N '—l—l ~ :I:
M #HH B =R
3FtFIEDockerBF, AIIAMhttps://prometheus.io/download/HR B R FThRANHIPrometheus Sevrerfi{4al:

export VERSION=2.4.3
curl -LO https://github.com/prometheus/prometheus/releases/download/v$VERSION/prometheus-$VERSION.darwin-amd64
.tar.gz

fRIE, FIEPrometheustBXME <, RINEIARSIMEREIRZEIA:

tar -xzf prometheus-${VERSION}.darwin-amd64.tar.gz
cd prometheus-${VERSION}.darwin-amd64

%5 L m B RS 82 IARIPrometheusiz & X4 promethes.ymil:

# my global config

global:
scrape_interval: 15s # Set the scrape interval to every 15 seconds. Default is every 1 minute.
evaluation_interval: 15s # Evaluate rules every 15 seconds. The default is every 1 minute.
# scrape_timeout is set to the global default (10s).

# Alertmanager configuration
alerting:
alertmanagers:
- static_configs:
- targets:
# - alertmanager:9093

# Load rules once and periodically evaluate them according to the global 'evaluation_interval'.
rule_files:

# - "first_rules.yml"

# - "second_rules.yml"

# A scrape configuration containing exactly one endpoint to scrape:

# Here it's Prometheus itself.

scrape_configs:
# The job name is added as a label "job=<job_name>" to any timeseries scraped from this config.
- job_name: 'prometheus'

# metrics_path defaults to '/metrics'
# scheme defaults to 'http'.

static_configs:
- targets: ['localhost:9090']

PromtheustE A — NI EIFFIEIERE, HERENEIRSUXGOAEFMEESET, BIARNFMHEEEN datas , EitH
MNEERFoILIZZER:

mkdir -p data

PRI BT S4) --storage. tsdb.path="data/" {EAHEIBEMEIVIRRE.


https://prometheus.io/download/

BEhprometheusfRss, ESEIAINE HEIEZ T8prometheus.yam|Sf4:

./prometheus

EBNERT, MANEIINTRERS:

level=info ts=2018-10-23T14:55:14.499484Z caller=main.go:554 msg="Starting TSDB ..."

level=info ts=2018-10-23T14:55:14.499531Z caller=web.go:397 component=web msg="Start listening for connections"
address=0.0.0.0:9090

level=info ts=2018-10-23T14:55:14.507999Z caller=main.go:564 msg="TSDB started"

level=info ts=2018-10-23T14:55:14.508068Z caller=main.go:624 msg="Loading configuration file" filename=promethe
us.yml

level=info ts=2018-10-23T14:55:14.509509Z caller=main.go:650 msg="Completed loading of configuration file" file
name=prometheus.yml

level=info ts=2018-10-23T14:55:14.509537Z caller=main.go:523 msg="Server is ready to receive web requests."

cIog )+
FHESRSTxE
3t FDockerAAF, HiZ{FERAPrometheusiI451&ENA] 2 5Prometheus Server:

docker run -p 9090:9090 -v /etc/prometheus/prometheus.yml:/etc/prometheus/prometheus.yml prom/prometheus

BaisefE, BB http:/localhost:90903k8]PrometheusBJUIFRE :

Prometheus

& Enable query history

Execute - insert metric at cursor - v

Graph  Console

Element Value

no data

Add Graph

Remove Graph

Prometheus Ul


http://localhost:9090

{EFNode Exporter & FHIETEUIE

Zz2=Node Exporter

#EPrometheusfIZR#i%itH, Prometheus Server# A EIZERFSBIZHENER, EXFEFSHEIENKRE, EMEH
BXIMEHEBIRE OIS, ALt TEESRENITEI R LR, MENMNCPUFERE, HNEE(FEMEIExporter,
Prometheus/E 81t i MExporter2 BHIHTTPIRS hitt (@E 2/metrics) RIBVAIRREALEIRE,

M EERERF AT XA HExporter (] AR —ME FRAIE R, HAIME—MEIMOETREFIR TEZERMU, 1
ANRERANEAERZERRP. REREB@PrometheusiZ HARER IR Iz R EURERN A .

XERT S REZENMGITIEIRACPU, RTF, HMEHER. BATILAMERNode Exporter,

Node ExporterE##RFGolang/®E, HEAEFEEANE=A1E, REE T, BEEIFIET. ATUM
https://prometheus.io/download/ZREX &R #TEInode exporterkR 4By —# &,

curl -OL https://github.com/prometheus/node_exporter/releases/download/v0.15.2/node_exporter-0.15.2.darwin-amd6
4.tar.gz
tar -xzf node_exporter-0.15.2.darwin-amd64.tar.gz

i&4Tnode exporter:

cd node_exporter-0.15.2.darwin-amd64
cp node_exporter-0.15.2.darwin-amd64/node_exporter /usr/local/bin/
node_exporter

EapihiE, AAERIA TS

INFO[000O] Listening on :9100 source="node_exporter.go:76"

Phla)http://localhost:9100/A] LABZIIA FTI@E
— C | ® localhost:9100

Node Exporter

Metrics

Node Exporteril &

#%ENode Exporteris iRt #n

1hlEhttp://localhost:9100/metrics, RILAEZE]ZHFinode exportersREXZEIRI HBIENAIFRE T EUE, W TFEIR:


https://github.com/prometheus/node_exporter
https://prometheus.io/download/
http://localhost:9100/
http://localhost:9100/metrics

— C | (@ localhost:8100/metrics r

# HELP go gc duration seconds A summary of the GC inveocation duraticns.

# TYPE go_gc duration seconds summary

go_ge duration seconds{guantile="0"} 0

go_ge duration seconds{guantile="0.25"} 0

go_ge duration seconds{guantile="0.5"} 0

go_ge_duration seconds{guantile="0.75"} 0

go_ge_duration seconds{guantile="1"} 0

go_ge_duration seconds_sam 0

go_ge_duration seconds_count 0

# HELP go gorcutines Number of goroutines that currently exist.

# TYPE go_gorcuktines gauge

go_goroutines 10

# HELP go_info Information about the CGo environment.

# TYPE go_info gauge

go_info{version="gol.9.2"} 1

# HELP go memstats_alloc bytes Number of bytes allocated and still in use.

# TYPE go memstats_alloc bytes gauge

go_memstats alloc bytes 1.023536e+06

# HELP go memstats_alloc bytes total Total number of bytes allocated, even if freed.
# TYPE go memstats _alloc bytes total counter

go_memstats_alloc_bytes total 1.023536e+06

# HELP go _memstats_buck _hash sys_bytes Number of bytes used by the profiling bucket hash tab
# TYPE go _memstats_buck_hash sys_bytes gauge

go_memstats_buck _hash_sys_bytes 3070

# HELP go memstats_frees_total Total number of frees.

# TYPE go memstats_frees_total counter

go_memstats frees_ total 231

# HELP go_memstats_gc_cpu_fraction The fraction of this program's available CPU time used by

Lt |

FEH IR

— N REERZ AR E —BREUT U TREANGESR:

# HELP node_cpu Seconds the cpus spent in each mode.
# TYPE node_cpu counter
node_cpu{cpu="cpu@",mode="idle"} 362812.7890625

# HELP node_loadl 1m load average.

# TYPE node_loadl gauge

node_loadl 3.0703125

HAHELPA TR SREIRIE X, TYPENRIAHBIfEITRIEIEEEL, £ EEAIBIFHnode_cpubiFTERAA HATIE
#nf2cpul_tidle#t 2 SFACPURERTE, CPUGARIEIR— " RIERNBNESIEIR, MRE A TIEHnode_cpull
HUR KB 21183 (counter), SIZIBMAISERRE X—., Xflalinode_load 1iZIEMTR IR T LRI ENERIE— D HIARE
REER, RENAEBERSEASSZFERMEN, Flitnode_load1 RIAIZ HENAS, FIERELINtBAIRER
D, TR E A H HariEtnt BN EFR E (gauge), S1EMRIRIVETFE X —E,

BRYIXLEDASS, EHRINEPREMEENAZNAE, MERTREERW TEIZER:

e node_boot_time: RZABEIATE

e node_cpu: RZICPUFERE

e nodedisk*: W10

o nodefilesystem*: X{HERGHE

e node_load1: RZThE

e nodememeory*: NTZ{ERE

e nodenetwork*: M&&H =

e node_time: HAEIRZAT(E]

e go_*: node exporterfigotE < 184T

e process_*: node exporter B & #F2HH X IBITIEFT



MNode Exporterlfi & 5 = 2035

T REf%iEPrometheus ServergEiS M Zifiinode exportersREXZ M imiiE, XEEE(E M Prometheustit B34, %18

prometheus.yml3Escrape_configsTi m NMRIMA TAS:

scrape_configs:

- job_name: 'prometheus'

static_configs:
- targets: ['localhost:9090']

# XEnode exporteriSiniiz
job_name: 'node'
static_configs:

- targets: ['localhost:9100']

BB nPrometheus Server

Jhlahttp://localhost:9090, # AZlIPrometheus Server, SR up"HESEWMITIRHENGE, AIUERINTER:

Prometheus

O Enable query history

up

- insert metric at cursor - =

Graph Console

Element
up{instance="localhost:9090" job="prometheus"}

up{instance="localhost:9100" job="node"}

Expression Browser

W SR PrometheushEIS IE % Mnode exportersXKEXEUE, MEBZIUTLE

up{instance="localhost:9090", job="prometheus"} 1
up{instance="localhost:9100", job="node"} 1

HP1"RRER, RZOCMWAFE,

]

Load time: 10ms
Resolution: 14s
Total time series: 2

Value

Remove Graph


http://localhost:9090

{FFPromQLE 18 5 1z £

Prometheus UI:ZPrometheus A B i— el AL EIRFRE, 3&idPrometheus UIFBFPBEIS 2 AR T fiZPrometheus 2 B4
B8, WIEESETRSE., B craph EHIR, AP EREEIRER rromou SLATEHISIRERIE:

O Enable guery history

Expression (press Shift+Enter for newlines)
Execute - insert metric at cursor - s
Graph  Console

= 1h + 4 | Until » Res. (s) O stacked

Remove Graph

Graph Query

tN#%E] eraph ER, AP A LAMERPromQLERANEWITE MIZEMNRIZEUE., WTAR, EWENRETLER,
I DAMERXHETF node_load1 AJLAF B Prometheus REZIMIEN U ERIF AR, XEFABIRRRN ETEINF R
™, AT ENL A HBERT R RS ER:

node_load1 Load time: 21ms

Resolution: 14s
- insert metric at cursols

Total time series: 1
Graph = Gonsole

- | 1n 4 || @ unt "SI & stacked

node_load1{instance="localhost:9100" job="node"}

ENREER

Remove Graph




PromQLZPrometheus B E X M—EBRANBIBEEINES, R T ERREEMENTRXRRFUN, TRETAENK
#, BYHAPE—SWNFEIERITLIE, GIAER rate() RE, AT EERMURERFALIENZACIRRENEK
R, FELET %R EBAT AT A MA@ CPUERRT BT ECPURFIAR:

rate(node_cpu[2m])

Load time: 81ms
5 Resolution: 14s
Total time series: 16

rate(node_cpul2m])

- Insert metric at cursois

Graph = Console

-1 + |« un W || Res. (8  stacked

s {cpu="cpu3",instance="localhost-8100" job="node",mode="user"}
{cpu="cpu3” instance="localhost:-8100" job="node",mode="systam"}

'node”,mode="nice"}

'node”,mode="Idie"}

{epu="cpu2” instance="localhost9100", ode”,mode="user"}
{cpu="cpu2",instance="localhost:81 node”,mode="system"}

mode="nica"}

mode="idle"}

{cpu="cpu1”,instance="localhost:-9100" 'node”,mode="system"}
{cpu="cpu1",instance="localhost:8100",job="node",mode="nice"}
{cpu="cpu1",instance="localhost:8100" job="node",mode="idle"}
{cpu="cpul",instance="localhost:8100" 'node”,mode="user’}
{cpu="cpul” instance="localhost:9100" job="node", mode="systam"}
{cpu="cpul” instance="localhost:8100" job="node", mode="nice"}
{cpu="cpul® instance="localhost:-8100" job="node",mode="idle"}

Remove Graph

RAHTEICPUB R

XN MREZBEEH—NCPUR, REZFRwithoutRIAR, EITECPURIRERSHUERNA:

avg without(cpu) (rate(node_cpu[2m]))



{EAPromQLE 8 in ix#81E

Load time: 33ms
Resolution: 14s
Total time series: 4

- Insert metric at cursois

Graph = Censole

= [ 1h + || « | untl » | [ Res.(9)

{instance="localhost:9100" Job="node",mode="user"}
{instance="localhost:9100" job="node", mode="system"}
{instance="localhost9100" Job="node", mode="nice"}
{instance="localhost:8100" Job="node", mode="idle"}

Remove Graph

RAEmModetICPUERER

BURFBEITERACPUNSAERAR, BIHIRRARNENCPURAXRANFIIRG:

1 - avg without(cpu) (rate(node_cpu{mode="idle"}[2m]))

Load time: 16ms
Resalution: 14s
Total time series: 1

1 - avg without(cpu) (rate{node_cpu{mode="idle"}[2m]}}

[5GV TN | - insert metric at cursoiy
Graph = Console

- [1n + | [ @[ unu "SI © stacked

{instance="localhost9100" job="node",mode="1die"}

Remove Graph

RECPUERXR

BEPromQLEA T AIFEHENNEEH#TENR, TR, URRE, HEHHRE. BIXEFENRABIED, &IF
EMABE—TRREENTE, ME—TTEBSRAHERWSEXMES.

22
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{#FH Grafanatll 2 r] {il{t,.Dashboard

Prometheus UlE T REILIEPromQLIA R GRS AJ A TIFHVEE ), MAERSZEIR TEIANEERABELTEMEZ
B AKHEAERM SRR EMR (Dashboard) . XNAFAUERERE=ANIRMHLITRMGrafana, Grafana
RN EAATE, HERM T PrometheuskITTE S H,

docker run -d -p 3000:3000 grafana/grafana

1hlalhttp://localhost:3000F AT LA N EIGrafanafg R EH, EAIAER NMEAMKF admin/admini#{TE % . fEGrafana& Il
PETRRKIANERES, 815 R, RNEEE. tlEDashboard. BiEMGA. URZENBNBGESTIERE:

Home Dashboard

‘Add data source

Grafanaln)&

X BN RINPrometheustEAEIARIEIETR, WTEFR, EBEHIRREEHPrometheusH BiZ EPrometheusiiha)ith
WEENA], EEEERNEL T RS AR, SRREERIINER:


http://localhost:3000

Add data source

Config Dashboards

Prometheus Default

Prometheus

HTTP settings

URL http://localhost:9090

Access direct

HTTP Auth

Basic Auth With Credentials

Scrape interval

Cancel

R INPrometheustER EGER

ESERERRIARINZ EM A LATEGrafanad 832 TR ¢ Dashboard 7 ., GrafanaiZ2{ft 7 3tPromQLEYSZE T 1%,
TERR, BidGrafanaifiiiDashboardH B iZDashboardiil— KB N “Graph’IER. FEIZEIREI“Metrics™IEIN
TEEPromQLEWFEE A AEIE:

27 %% Newdashboard - B & Backto dashboard € ZoomOut » @ Last30 minutes

0.50

2236 2238 22:40 22:42 22:44 22:46 22:48 22:50 22552 2254 22:56 22558

— {instance="localhost:9100",job="node",mode="idle"} = {instance="localhost:9100" job="node",mode="nice"} = {instance="localhost:9100"job="node",mode="system"} ~ {instance="localhost:9100" job="node",mode="user"}

Gr aPh General Metrics Axes Legend Display Alert Time range
&  DataSource  default v » Query Inspector
avg without(cpu) (rate(node_cpul2m]l))

Legend format Min step Resoluton  1/2 « Formatas Timeseries » Instant

- B AddQuery




B AEER

RERERNEREFEER, FEIETHNNE—AM{Dashboard Y, HAENTRZM, GrafanattXEMAFSZE
Dashboardi@iZhttps://grafana.com/dashboardsit, AT EI A= FIE1E{FHRAIDashboard:

Dashboards

Official & community built dashboards

Filter by:

Downloads: 622

Prometheus

Downloads: 32

% CPU Utilization Details (Cores)
= Downloads: 314
ERCON|

“ Docker and system monitoring

“ Downloads: 5970

Docker and system monitoring
hare your dashboards 5 Downloads: 320

% } Docker Dashboard
Downloads: 8054

BF=8Dashboard

Grafana® i G f9Dashboardi@iTJSONFITHE, THHBASNXLISONXE, MAIMERERXLEZE NIFH
Dashboard:

{3 - B8 HostStats -

Machine: mari:9100 -

Disk I/0 Utilisation Filesystem Fullness Filesystem Fill Up Time

Host Stats Dashboard


https://grafana.com/dashboards

R EIERT AL

27



ESSFLH

EL—/\Teh, @I fEprometheus.ymlBEEE XX, RN TEE. FHI1EPrometheusTIIAMnode exporterRZEE AR
L hIRER IR IR AR

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']
- job_name: 'node'
static_configs:
- targets: ['localhost:9100']

LUENBEREARENSITIERGI: £, MySQL. Nginx)iY, HiIREEoTHENNKIERERR, F#HiL
Prometheus Server&li8iXLEExporterSLHIgTA1a) it , fEPrometheus®, B— P RERIEEAEIBIHTTPIRSIRA
— P, FlANESFEIEN LE1TRINode exportera] BA#EFR A — 3£ fl(Instance),

M—ARTHEEREENNES, WER—TREHENS T EIFNBEI —T—MESJob)#TEE,

* job: node
* instance 2: 1.2.3.4:9100
* instance 4: 5.6.7.8:9100

YHAIES—"JobPEEFR T EFSE B (static_configs) AN EX KIZB IR, BT ESEEE—1JoblIEKEInstance
HitiE LS, Prometheusi®#55DNS. Consul. E2C. KubernetesZ# 1T SEI B & & DInstanceSEFl, FMMIXLE
Instance E3REX U ITEIE

B 7 B EFER up" RIAX BB HFIATE InstancefPIRS AL, BRI BAEE Prometheus Ul R Targets T EI B & HAIFTH
FEIERETS, UMEEMES TEREXEFIIRTS:

Targets
prometheus (1/1 up)
Endpoint State Labels Last Scrape Error
http://localhost:9090/metrics up | instance="iocainost:s000" | 4.529s ago

targety | RA SRS

FHATB AT AIH ) http://192.168.33.10:9090/targets E $E MPrometheusFIUI P B E HHIFFANES U RS MES I ML
BER.


http://192.168.33.10:9090/targets

Prometheus

Targets

D Only unhealthy jobs

node (1/1 up)

Endpoint State

http:/flocalhost:9100/metrics up

prometheus (1/1 up)

Endpoint State

http:/localhost:9090/metrics up

Labels

Targetsikis

Last Scrape

4.551s ago

Last Scrape

10.709s ago

Error

Error



PrometheusZB{4t

E—/\i5, BiIEBENode ExporterF A1 IHAIRERE T HEI A EDRERIER . & TR MPrometheusfIZ244
AEF AN BPrometheusE S HHIZ NAME,

TERRPrometheusiIE A Ze4 :

I Shori-lived jobs Service Discovery PagerDuty | ‘ Email |

— |
« DNS T T
« Kubemetes
« Consul tifh
! notify
« Custom integratio
Pushgateway
i find Alertrnanager
targets
Prometheus Server push alers
pull metrics i
: Retrieval Storage PromQL
- : . -+~ Web Ul
TR : . | | -
! i Gralana

-r" ] I e e e e API clients
L J
Node L HDD / 88D
Jobs { Exporters e

h 4

¥ ]
Prometheus Server

PrometheusZ2ts

Prometheus Server

Prometheus Server@PrometheusBHFAIZONERSD, ARSLINXISIRHIRINTRE, FHEAREE, Prometheus
Serverf] LUBI B SELEE IR RIZB R, thaJLAE &{EMH Service DiscoveryfI A X EISE IR EIR BN, HMXLEREEER
FRRENENHE . ERPrometheus ServerfE EXI REZIRINIZENIEH1TENE, Prometheus Server A G — I FEE
EE, BREZNREHIBIRREN BRIINA N EFHEEREE ST, &EPrometheus Serversi7MEH T BE XK
PromQLIEE, TIXNHIENERULDIT,

Prometheus ServerA & RIExpress Browser Ul, BidiXPMUIR AR IZ@IEPromQLEE BB Z G KB,

Prometheus ServerfBXFREEEEBE N AT MEE ME M AIPrometheus ServerSEffFHIRENEIE, FULEARIIREIZAER
T, TTLUBITBFRER A M INEED XA 5 XFPrometheus Serveri1TH &,

Exporters



Exporteri& i1z HIE R ENIH B THTTPIRS A X R E LA Prometheus Server, Prometheus Serveri@id i5(a1%
Exporteri2 ftfIEndpointifim, BNFIIRENEIHEREREITEIE.

—RARSEIR AT LAYGExporteryy 922

o HIERE: X—ZKExporterHEIZENE T X PrometheusiiiZiIZ 1%, tbillcAdvisor, Kubernetes, Etcd, GokitZ,
#HEZEANE T BT EPrometheus R E IS HURAIH =

o [EIERE: [EIERE, REKIEBMHAEE T FPrometheus, ELIEI1BEEEITPrometheusiZ{EAIClient
Library/R 5 1% Y12 BFRAO ViR RERRF, BIa0: Mysql Exporter, JMX Exporter, Consul ExporterZs,

AlertManager

#EPrometheus Serverf Xz i E FPromQLBIESZMN, MRFHEPromQLE XHIFN, M4 —£EE, mMEZN
B4 LEE,M&J”UEEAIeHManagerijéIE TEAlertManager AT LASHRE, SlackEEREREAN S N FHTER,
WA LB Webhook B E X EZ4MEH T, AlertManagerBlPrometheus{k R R EZ4MEHI(,

PushGateway

B TPrometheus#IEREE T PullREI#HTIRIT, FLLENZIFENEE L iZEiLPrometheus ServergEiE HigS
Exporter#{Ti@{5. ZHXMMEFTRITEAEEHEN, ®MAUFIHAPushGateway>Ri# T4, B &I PushGateway
18 RIEB I & R M3 2R £ R PushZl Gateway 2id, fPrometheus Serverlll| 7] I 5% A B#£Pullfy 5 T MPushGateway $1
RENZI SRR,



REINE

AEX—EH, H(WIEL T T Prometheus A RABLE FEMABLIA ROMRR, FINEETRIFRIZRRS R, 2
H—ENSE., FIEAINET PrometheusBIESIURALOEES), TEAM{EAPrometheusfINodeExporteri&#2 7 —1
FRIZENIE, HFENBERTTREULAAN, BEZE BT AEEGEIPrometheusE— T EMATIAIR,



F25: IRZEPromQL

AEEHTIEE R PrometheusfI B E X EIESPromQL, EiIPromQLAF ] LAFEE 75 Eith 3 it AR SR H 1T 4
O, PromQLYIFE IACEIRIER, BRPromQLATRM T AENAERH A LTI HIENSRLE, LR
FEEIPromQLZE], AFPKEEE T #EPrometheusfIEAREIEREL, PromQL{EIPrometheusBItZ/NBE IR T SCENERHE
MM SRR, FENSZEREDRAREIPromQLIIA,

AENEERE:

e PrometheusfyEHiEIEEL

o PromthuesFUEIRHEFRRIZEEY
o SRAPromQL

o ATEEIEMMUSERE



0N EE2]

1.2 %5, @idNode ExporterRZEEMIHTTPARSS, Prometheusa] LASREER LRI ENLTA MisigtmAOEAREIE, 5l
u:

# HELP node_cpu Seconds the cpus spent in each mode.
# TYPE node_cpu counter
node_cpu{cpu="cpu@",mode="1idle"} 362812.7890625

# HELP node_loadl 1m load average.

# TYPE node_loadl gauge

node_loadl 3.0703125

Ho sk E—1TR T HEINode Exporter REZIH—MNAIEH A node_cpuflinode_load13REA 7 L HIIEHITEIR
R, KIESHIREN R T HEE RN —EASMERAE | F a2z AN B E,

(EFN

Prometheus& 1§ FiA RE IR ALIE I EFS] (time-series) ARREERNEFLHIEESD, HHERREIIEE
L. time-series2iz BB BB FENFIINFZERR, F1IFRZEE (vector). B sktime-seriesiBid 1547RFR(metrics
name)fl—4Eir% & (labelset)i B, S TFR, AJLUKtime-seriesIBFN— T LART B0 Y HIRIERF2E0% :

................. .. node_cpu{cpu="cpu@",mode="idle"}
................... node_cpu{cpu="cpu@",mode="system"}
.................. node_load1{}

e —

TEtime-seriesFIIE— P RMA—TER (sample) , HABUT=E5HM:

e 3E#R(metric): metric nameF#iiR HAIHE AN abelsets;
o AYiEIE(timestamp): — 1 FETRAZIZEF RIS (B2,
o HEA{E(value): —Molatb4ryiF R B EIER T HBIHEANE,

R e T T metric ----------------o---- ><-timestamp -><-value->
http_request_total{status="200", method="GET"}@1434417560938 => 94355
http_request_total{status="200", method="GET"}@1434417561287 => 94334

http_request_total{status="404", method="GET"}@1434417560938 => 38473
http_request_total{status="404", method="GET"}@1434417561287 => 38544

http_request_total{status="200", method="POST"}@1434417560938 => 4748
http_request_total{status="200", method="POST"}@1434417561287 => 4785

FEtm(Metric)
B L, FTBRIEIR(Metic) BT ol FHst i

<metric name>{<label name>=<label value>, ...}



FEIREIEFR(metric name) AT AR BRARUSIEHEARAYZ L (EEUN,  nttp_request total - RMEHBIRSHEREIMIHTTPIEK
BE8) . ERaMRARHASCIFR ., BF. TUENRESHARHDIAFEENRIAR (a-2a-2_:][a-2a-20-9_:1* .

FEZ (label) R IR T HBTAEAREHIEE, BT IXLEAEPrometheus AT AT REAREUBHITITIE, REZE, HEWEBMA L
HASCIFR ., BFUR TUEZARMFBEEMNRIAL [a-2A-2_][a-2A-20-9_1* .

Hoill _ fEARENRE, RRARBHOXEF, REERANIBER. mENENTUESEMUnicode/RIBHF
?’&o EPFOmetheUSE{]FEE;qu:?lé'*ﬁ%*m;ﬁﬁ_t%u __name__=<metric name> E’\Jﬁiiﬁf%ﬁ?iﬁﬂﬁfiqﬂﬂ’ﬂ, JJZtL\/(—FﬁﬂJ
H IR TMIE—%Ktime-series:

api_http_requests_total{method="POST", handler="/messages"}

ZEF:

{__name__="api_http_requests_total", method="POST", handler="/messages"}

#EPrometheusRRG At AT LAYE AT (Metric) Xt R AVEUIE LSS, WNTRARR:

type Metric LabelSet
type LabelSet map[LabelName]Labelvalue
type LabelName string

type Labelvalue string



MetricZEHY

EE—/\I B THFSURSE T 88 T PrometheushIERBEUIBIEE!, 7EPrometheushO7ZfESEI L FRA MOMSITAEAERZ LA
time-seriesfIfZ IR TFEPrometheus ATFHITSDB  (RYFEERE) H, Mtime-seriesFiSd R AYISIEIEIR (metric)th 2@
labelseti#1THE—a &M,

MEZE ERHFTE R iz iEfmmetricE I 21HEM, BRETBNIGR TXLmetric XA —LMMINESR ., FI2, 7ENode
Exporteri& [El#9t¥ A Ff5tTnode_load 1R MEYE HRIR SR RBIRE, HEENBNZEXXMERRENFAREZER
WA, TMiEtTnode_cpufTREREIMIRALURAIRE, ER—TMFEUEARMNE, FAERMNAYZCPUNRIRERAR
B, ML EHRERFRXN, ZMERETREARN,

N T RESEE B AP IERNX O X E R EMISIE R 2 BINZES, PrometheusTE X T 4R ERYFEIRZEEY (metric type):
Counter (11#18%) . Gauge ({XFK#) . Histogram (EAE) . Summary (HE) .

fEExporterREIMIHAKIEF, HEBRPHEE TIZHFANER, fl:

# HELP node_cpu Seconds the cpus spent in each mode.
# TYPE node_cpu counter
node_cpu{cpu="cpu@",mode="idle"} 362812.7890625

Counter: RIEANRATITEES

CounterZBEURIERE TEA MG —#, RIERH (RIERFREEE) . ERNMERIZER, W
http_requests_total, node_cpu#lECounterBURIIRIEIEIT, —RRTEE X CounterZE BUIEHRAY 2 FRAYHEFZ(E A _totallE
NEER.

CounterB—MEIRERBANTER, FINBMAINUENAREFTICRELESHRENRE, B MUNFNFEAEFHER
LOIE, BATETABM T BZSHEERNTN., PromQLRABENRSIREFMREFT AP 3 XL HITH—
RO :

BlEn, @idrate()REFREXHTTPIER BRVIBE:
rate(http_requests_total[5m])

BRHEIRSH, THRIE/110AIHTTPHELE:

topk(10, http_requests_total)

Gauge: B[IER]FAIINERE

5Counter[E, GaugeZEMIBIMIET R ASGHIEHIIRS, FEUIIXEERAOEARNBUIETIZANN, & Iigin:
node_memory_MemFree (EHLFIZRAIASTAY) . node_memory MemAvailable (RTERTEA/) #EGauge
LRI IRIEIR,

Bid Gaugetstn, AP AIMERERRANHAIRE:

node_memory_MemFree

3 FGaugeE BUAVIAIRIERR, BITPromQLAE & #delta() Al ARV A E—ER I BIR BRI T/ IE R, Fia, +E
CPUBEEMMNINNANESR:



delta(cpu_temp_celsius{host="zeus"}[2h])

TR DAMERderiv()iT B AN L EIFEE, EE T EHZERpredict_linear() X ¥R HITION. FI20, FUU
RO R T B4 Z FRRIRER:

predict_linear(node_filesystem_free{job="node"}[1h], 4 * 3600)

{EHistogramFISummary D 1T 3R D g N

f% T CounterflGauge £ BUAY IS 1R484RIASP, Prometheusi®E X 2 BIE X HistogramFISummary f1REE R,
Histogram®Summary X A TR o T E RN 2 B IER.

EARSHIBER TAMNEBHETERRELSAMIEMITIIE, FIACPUNTIIERR, TTEAVFIIMARE, XiH75NR
[EFRRIAE, URFAPIERR TN EE]: MRASHBAPIERELETE100msHIBR S ESEEA, M T51ER
AN A (BB ESs, LM FHFELWEBTTE NN AT EERFAEAER, MXMIMREMAKEE.

ATXDZFINETZRKENE, RERNANMIRBBEREECERITOAE, FIA, FITERE~10msZ[E]
RBERBBEZDM10~20ms ZERNERBNXEZ L, BEXMANAURED T RFIEMERE ., HistogramF1Summary
RN T RERS R X FEDRAEE, EidHistogramASummaryZERIRISIRIEHR, FTAIANGE T RRISEEAN D15
Bo

540, #E¥Rprometheus_tsdb_wal_fsync_duration_secondsHI3E#RZEE ySummary, Eicx T Prometheus Serverd
wal_fsyncbIBR94MIBRT(E), @i ihalPrometheus Serverfi/metricsithilt, ATIASRENEIIA T Mastt A 43R

# HELP prometheus_tsdb_wal_fsync_duration_seconds Duration of WAL fsync.
# TYPE prometheus_tsdb_wal_fsync_duration_seconds summary
prometheus_tsdb_wal_fsync_duration_seconds{quantile="0.5"} 0.012352463
prometheus_tsdb_wal_fsync_duration_seconds{quantile="0.9"} 0.014458005
prometheus_tsdb_wal_fsync_duration_seconds{quantile="0.99"} 0.017316173
prometheus_tsdb_wal_fsync_duration_seconds_sum 2.888716127000002
prometheus_tsdb_wal_fsync_duration_seconds_count 216

M _EERIREAFE] XS 4] HEiPrometheus ServeritiTwal_fsynci2fERYERE 216K, FERT2.888716127000002s,
Heprh{u# (quantile=0.5) B9FERY70.012352463, 973{ii%k (quantile=0.9) AIFERT90.014458005s,

fEPrometheus ServerB 5REIREFALIEF, FAIEREHEIZEE SHistogramAY i I=1E1TR
prometheus_tsdb_compaction_chunk_range_bucket,

# HELP prometheus_tsdb_compaction_chunk_range Final time range of chunks on their first compaction
# TYPE prometheus_tsdb_compaction_chunk_range histogram
prometheus_tsdb_compaction_chunk_range_bucket{le="100"} 0
prometheus_tsdb_compaction_chunk_range_bucket{le="400"} 0
prometheus_tsdb_compaction_chunk_range_bucket{le="1600"} 0
prometheus_tsdb_compaction_chunk_range_bucket{le="6400"} 0
prometheus_tsdb_compaction_chunk_range_bucket{le="25600"} 0
prometheus_tsdb_compaction_chunk_range_bucket{le="102400"} 0
prometheus_tsdb_compaction_chunk_range_bucket{le="409600"} 0
prometheus_tsdb_compaction_chunk_range_bucket{le="1.6384e+06"} 260
prometheus_tsdb_compaction_chunk_range_bucket{le="6.5536e+06"} 780
prometheus_tsdb_compaction_chunk_range_bucket{le="2.62144e+07"} 780
prometheus_tsdb_compaction_chunk_range_bucket{le="+Inf"} 780
prometheus_tsdb_compaction_chunk_range_sum 1.1540798e+09
prometheus_tsdb_compaction_chunk_range_count 780



5 SummaryZE BUASIEARIB L Z b TE F HistogramZE B AR B i & R B H BT HEATHIIT R AV S E(BA_countfEREE) UK

HEMNSE (M_sumfERELR) . TRETHistogramiBinEIZR N 7 ETR X ERNERN NI, XE@EIRElenit

TEN,

BRI FHistogramfytg#n, BATERI AT histogram_quantile()REITEEHEEN D2, FARETETHistogrami&@id

histogram_quantile R EERSBIFITEN DML, TSumamryfI DN E2EEAEEFimtESSE. AL FoM0
BHOTEMS, SummaryE@ZPromQLHEITE NN EEFHMEERI, MHistogramNISBEREESNERE. RZ2XITF
B P = Histogram/ BN TR E D, GRS AP MiZiER E SRR ETIRRE,



FiRPromQL

Prometheusi& 3154 BFR (metrics name) MKRITRA—EITE (labelset) M—E X —FKIFEFS, BnBMRRMT
WIS ANEARIRR, Mlabel7E X MERIFE L AREFEBIBRM T STFTHEE, AP URE T IXEAS T4 T
i, RE, SITMMEERNITEEN—&N BRI,

PromQLRZPrometheus ABREIEEMIES, HIRHMNERIIEIEEENEN, REURBEEERNINZEF. #8
Wiz R F#EPrometheusf HE N A H T, SIEXNEIESE. A/, SZ48Ed, FBUX AR, PromQLE
PrometheusfiE N 17 SNER, EEFEEPromQLZPrometheus NI JHIE—IR,

N EIE2T

Prometheusi&iJ ExportersSR S BB N A IS F=HEARF AN EIRSG, Fel IR AT DOEE PromQL i it A EUR AT E .

HENERERREMRMENN, PIUEBZER THAENEFS, -

http_requests_total

ZEF:

http_requests_total{}

ZRER SR EHEFRB IR http_requests_total i B E 51 :

http_requests_total{code="200", handler="alerts", instance="1localhost:9090", job="prometheus", method="get"}=(20889
©1518096812.326)

http_requests_total{code="200", handler="graph",instance="1localhost:9090", job="prometheus", method="get"}=(21287@
1518096812.326)

PromQLE 3z 135 A P ARYERY (8] 7 5 B9 LR AR USRI B (8] R 54T 08, BRI EESSMMLER: T2LRME
U

PromQLZIHER = 1 1= M CEER:

o BIIEM 1abel=value AJLAEIFARLENRESH B RIANE X IS [E)F5;
o RZEM 1abeli=value M ATLARIEIRES ILECHERRAYE) 555

B0, MRFEMNRFBEEMFTEttp_requests_totalid 85I Hi#E B in&instance alocalhost:9090RIAT B F 51, MIATIA
FERMTRIANX:

http_requests_total{instance="localhost:9090"}

&Zfﬁﬁﬁ instance!="localhost:9090" MUEI—)(HFB/%)Z‘EH{HEUJ?§U :

http_requests_total{instance!="localhost:9090"}

BT ERARELENA RN EFEIHTIEEMNS, PromQUAR U IHERENFREAXMEACRERYE, SIRERZ
BER | #ITOH:

o {FH 1abel=-regx FTIEIFILFENE EMNRIAE X IR EIFS;
o RZ{EA 1abeli~regx HATHERR;



Blgn, WMRBEWZ NI NI EFRIIFSRT AERIN T RIAR

http_requests_total{environment=~"staging|testing|development",6 method!="GET"}

SEEEN

HiE@E TR TFPromQLE A R hitprequeststotalZ gAY B F HIHY, REMES RSB E 1% E RS PHNRIN— M ER
B, BHENRESERENMZAFENEE, MBENNXENRARNMRZA_ BENRERAR.

MARBEAVEL E— RIS ESEEANFARIER, HNUFERERXERERAN. XEEEREXNGERREERIAN
Zl‘EﬂE‘Jﬁa‘%T—ﬂ:T—EI‘Eﬂr']%%L‘ﬁqﬂﬁﬂ]ﬁaEEXHiﬂﬂﬁhE’\J;al, e EEE A e EEERS 1 #TEX. B
o, EENTFRAN I BORR RIS D AR AR

http_request_total{}[5m]

ZRANKSREE IR B FFI P REs 7 Hh A AR

http_requests_total{code="200", handler="alerts", instance="1localhost:9090", job="prometheus", method="get"}=[
1@1518096812.326
1@1518096817.326
1@1518096822.326
1@1518096827.326
1@1518096832.326
1@1518096837.325
]
http_requests_total{code="200", handler="graph",instance="1localhost:9090", job="prometheus", method="get"}=[
4 @1518096812.326
4@1518096817.326
4@1518096822.326
4@1518096827.326
4@1518096832.326
4@1518096837.325

BEXERERANEWENERFENMAXERE.
BRTEAMRTD NI, PromQLAAYESEREFS T HER BB

7))

>0

e S-71J
o m-5H
e h- /)Y
e d-XK
o w-[3
o y-1F

iNEIR VR s
EENORRARSEXANERART, BRULANEHER:

http_request_total{} # BIRNEEXRER, EFHFIRIMOEIE
http_request_total{}[5m] # XE@EFRIARN, EEFEULFIREREE, 55HANEE

MANRBEAVEEW, SHHRINBEREALE, SFFR—ROXERBFEREIER? XM IHMEREA IR AT IER ISR
&, (IRBHBRIERNXEF Noffset,



A] LA{F A offsetht (B FS1R 1k :

http_request_total{} offset 5m
http_request_total{}[1d] offset 1d

ERRARIE

—RRRE, WNRBRHEASHEAIIRE (label)FEHIFE—RIIER T, BIPromQLEWEIE, SIRESFKHE XL
EAIEIEFS!. fPromQLIZMAYRSIRIERT AR XL BF TR, R —FMmnEFs:

# BHWRARENttpBERNEE
sum(http_request_total)

# RERmodeltE FHLCPURYTIS(ERATIE
avg(node_cpu) by (mode)

# RBENEWE D ENMICPUERER
sum(sum(irate(node_cpu{mode!="'idle'}[5m])) / sum(irate(node_cpu[5m]))) by (instance)

— = [p——Tpad

ENFEE

18 T SRR RS AR A A EEAT MG, PromQLIFEES 15 F P (T8 (Scalan ISR & (String).
FrE (Scalar) @ —MERBNHFE

MERE— T, RENF.
Blan:

10

FETRME, YEARARcount(htip_requests_total), EEIMISIERT, RARBNEE. FF TIUETH
& i #scalar()5 & PRI B IIRTE.

Ff3s (String) @ — T ERNFRFHE

BEEATHS, FHPomALEA, NREBEETHE,

"this is a string"
'these are unescaped: \n \\ \t'
“these are not unescaped: \n ' " \t°

E3E8PromQLFE AT

B RIPromQLRAR L AZE D EE—MERBIR(FI2http_request_total), SE— NS CERRZEFFEMRET
FEZR (FlE0{code="200"}),

ELEXTRMAER, HREENRIAR:

http_request_total # &%
http_request_total{} # &
{method="get"} # &%



MmAlTRIAN, MWAGEE:

{job==".*"} # F&E

RS, BRTEF <metric name>{label=value} BYFZTNIASL, BNV AILMERRER _name_ #RERISTE WIZIEIRBIR:

{__name__=~"http_request_total"} # &%
{__name__=~"node_disk_bytes_read|node_disk_bytes_written"} # &%



PromQLIE1ER

{ERAPromQLER T 8205 5 BRVIZIRE AT IR EFEFIASS, PromQLEFFFEERIRIERF, P B UMERXLERIER
NFE—FNBHFEIHT ORI, XEREFEE: HPTEN, SECEN, hRCENES.

HFEEBE

Bign, AT A& HE4Rnode_memory_free_bytes_totalZXEX HRTEA FI BRIAEFZEIR), HiFARE(IIBytes, X
BUMREF HERERMBIEN BN EIE, BRIFBEHE WA EFINFEAERTRMIRERNA

node_memory_free_bytes_total / (1024 * 1024)
node_memory_free_bytes_totalRIAXSE W LA HER AN FHNNEFS, ZEL—/NTPHENTRIZRAX BN
MEXRAX, MERENERKAERNEEZ,

HRENRESIEZERTHRFEEN, HFCENSIXERERNEEPNE— T AME, MMEEI—AMRTE
52718

MR EHENEES RN ME 2 EHITRFZCEN, IRSENER—m. FIW, MRBENVERTE
node_disk_bytes_writtenfinode_disk_bytes_read3kEXEHIZIONEE, FIMUERMNTRIAR:

node_disk_bytes_written + node_disk_bytes_read

PBRETRAXNZ WA LAENE? RORKESTLRAETRLER (FETE—H) NALRAETRHITIEE, WREGHKE
xR, WEEREF. BRNHNNERIEAZESEMRBR. ZRIAVRESERREI TR

{device="sda", instance="1localhost:9100", job="node_exporter"}=>1634967552@1518146427.807 + 864551424@1518146427.
807
{device="sdb", instance="1localhost:9100", job="node_exporter"}=>0@1518146427.807 + 1744384@1518146427.807

PromQL3Z#589FT A B E BT A0 AR -

o + (MIiK)
o - (RiZ)
e * (RE)
o / (BRIE)
o % (RF)
o 1 (RIBE)

{ERf/RizEL IR B FT

EPromQLEI R IR, AP A UMRIEREFFMNFHEAE S E#TEN, mm/REENA P RIENEFS
PAEARRE, WIEFIFIFHITIIE,

Blan, BIHFEEFHNTURGENITEL, SRIAEENDROAFERER:

(node_memory_bytes_total - node_memory_free_bytes_total) / node_memory_bytes_total



MARSEIR A TEHFE D) AR 7] fE R AE SR ERRBIT 5% EAIE? BT ER/RIZERF RTINS ERIZREX
BNRER:

(node_memory_bytes_total - node_memory_free_bytes_total) / node_memory_bytes_total > 0.95
BESEE 52T H/RIEER, PromQUEKRLEREIEFRHIMERERIFERNE, WRERER MtruellRE, Kk
ZER.

FNEESRENEMEEEHTHREEN, EFEERIANLEERR: KBS TiRETRLE RETE—)
MNABEETRAETHENIERE, URRIIICETER, WEEEFR.

B#iJ, PrometheusXiFATH/RIcEFUT:

o = (1B%)
o 1= (FBF)
. > XF)
o < (INF)

o >= (KFT%T)
® <= (/J\:_F%:_F)

{E Fbool{Z T N EM/RIZERFRIITH

HRGEMNRIMT RN FRERITIR. MEREENER THRNTEFENZEENMRER, fla, RFEN
BHFEROHTTPIERERE>=1000, MRAFEF1000MRE1 (true) FMIREO (false) . XA LAERboolfE
I RIZBRIBIAMT ., flg:

http_requests_total > bool 1000

{EMboolfZAfF G, MREBEASNNBEFIHTEIR, MEERARBEREETNE MEAMIESIRENERERO0
FE1, MIFZR—FARERS,

http_requests_total{code="200", handler="query",instance="1localhost:9090", job="prometheus", method="get"} 1
http_requests_total{code="200", handler="query_range", instance="1localhost:9090", job="prometheus", method="get"}
0

ANFEIFNE, NREEM MIEZEMERHREGE, WARERboolEiHfs

2 == bool 2 # &ERK1

ERESEEN

ERBNAERANEBRRI—TES S THEFIINES, BNTAREREE, BIKEEE, JUEM BN
RESHREEZ BHTHENNESIRME. BRI, PrometheusXZiiA TEREAEGHE:

® and (;?Ei)
® or (EE%?)
® unless (HF&%)

vector1 and vector2 K4 —""Hvector BT RARIFTINEE., ZEEE S vector1 AEELE vector2H TR A
57



vector1 or vector2 AFFE— N EME, A28 & vector! PETEBIFEAREIE, MU Kkvector2th3%H 5vector1 FLEERIAY
HEAREIE,

vector1 unless vector?2 &4 — N ifdmE, FHEESPNTERHvector1 F3&HE Svector2 LA TTE AR .

= VAdad S

BRAIERHATTR

HFERRBNRIEN, FRTRSERFNBITRSLR
Blgn, EWENMCPUMERAR, AJMERRIAN:

100 * (1 - avg (irate(node_cpu{mode="'idle'}[5m])) by(job) )

HrirateZPromQLAMAERE, BATITEXERERHNEFIISVHEMERKE, XTRERBNED, FET—
TIFEENTA,

EPromQLIR{ERF RIS R B EMRMIR A :

1. A

2%, 7/, %

3.+,

4. ==, 1=, <=, <, >=, >
5. and, unless

6. or

Ui R ES:
mE5nE2EH T EEIRENSETIIANTEMN: XI5 LImETERiE (IFEZE2—H) NalEET
2T E, NRSHKIITE TR, WEEER.

B TRENBEPromQLAERFMHAERILEEL: —3— (one-to-one) ,Z¥F— (many-to-one) H—XF% (one-to-
many)

— X —[LEg

— X —EEXZMRERFRILRARIRBRN @ EMORERAH K EIE—CE(TE T2 —F)NEAE, RAER
T, ERREN:

vectorl <operator> vector2

ERERMIRAIGELR—BIERT, "IA{EMon(label list)a;&ignoring(label list) RIEBUERHILEATH ., EFH
ignoreing B] IATE PLEC I ABE S LLERE, MonMATFHLETAHREERLEZEZA.

<vector expr> <bin-op> ignoring(<label list>) <vector expr>
<vector expr> <bin-op> on(<label list>) <vector expr>

Bl S F A A

method_code:http_errors:ratesm{method="get", code="500"} 24
method_code:http_errors:ratesm{method="get", code="404"} 30
method_code:http_errors:ratesm{method="put", code="501"} 3
method_code:http_errors:ratesm{method="post", code="500"} 6
method_code:http_errors:ratesm{method="post", code="404"} 21



method:http_requests:rate5Sm{method="get"} 600
method:http_requests:rate5Sm{method="del"} 34
method:http_requests:rate5Sm{method="post"} 120

{EAPromQLEIAR :

method_code:http_errors:rate5m{code="500"} / ignoring(code) method:http_requests:rate5m

BZRARNSREET ESD A, HTTPERIASIINS00MTEMBERPAILLS]. WRIRAERAignoring(code), HRIFFT
MIAFIATVR B BRI B £ PR A R E A —MrE T 2 AR TR,

EERA T
{method="get"} 0.04 // 24 / 600
{method="post"} 0.05 // 6/ 120

[ER B Fmethodfyputildel (I A AZILED, ELLASHMESERIF,

Z2X—M—X%

ZE—H—ZAMCEEX BN —NNE— T EETET U5 "S" MNS N TRLRENER. EXMBERT,
FUEFgroupfEififs: group_leftsi & group_rightRIAEM— T 2EEEESHNEN (RHZ'NEE) .

<vector expr> <bin-op> ignoring(<label list>) group_left(<label list>) <vector expr>
<vector expr> <bin-op> ignoring(<label list>) group_right(<label list>) <vector expr>
<vector expr> <bin-op> on(<label list>) group_left(<label list>) <vector expr>
<vector expr> <bin-op> on(<label list>) group_right(<label list>) <vector expr>

SR —M—NZHMRN—EZ L IMER R RANRLINEERER—BHIER. BLFEZE(ERignoring#lonf
TSR HERREL & PR E LLECAUIREET IR

BN ERRIA:

method_code:http_errors:ratesm / ignoring(code) group_left method:http_requests:rate5m

ZRIANH, Z[O= method_code:http_errors:ratesm B3 M T™MrEmethodfllcode, MAM

E method:http_requests:ratesm 1 RBEE—Hr%method, ELLICHECAYFEZE(FEAignoringPRE FLELAYARES Hcode, 7E
RELEIRES, AOEFNTRAELEIZS M EaEFNTE AZRAXNLREEXN N ZXN—, FEERgroup
g iffFgroup_lefiE E L M2 BB BIFHIELL

BAMEEARUT:

{method="get", code="500"} 0.04 // 24 / 600
{method="get", code="404"} 0.05 // 30 / 600
{method="post", code="500"} 0.05 // 6 / 120
{method="post", code="404"} 0.175 // 21/ 120

1REE: groupfBiifF REEELL BB FEERPER, EiZEIEHEand unlessforZ IERRIERRINS EEEPH
AR TR HTIES.



PromQLIZ{ETF
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PromQLRS1=/E

Prometheusi®igfft 7 FIINEMNR SRR, XLEREFERAERNEE. RN FRENROIFALIERT
A, ER—THEEES.

o sum (KF0)
e min (& /J\1E)
o nmax (RAE)

o avg (FYE)

o stddev (FREZE)

o stdvar (FMEZER)

® count (1+§5()

e count_values (XJvalue#1Tit%4)
e bottomk (JFnEMIF)

® topk (HUH%HTF)

® quantile ( ﬁ L,l'l')

(ERRSBRIEEENT:

<aggr-op>([parameter,] <vector expression>) [without|by (<label list>)]

HA XA count_values , quantile, topk , bottomk XIFZ¥(parameter),

without A T MITB LR FRBIRIIERIRE, MERBHEME. byWIEIFER, SREAEFRFREIHAMNE, HRIRE
k. Bwithoutilby AT DARIR AR [E)EXS IR HITR S

Blan:

sum(http_requests_total) without (instance)

HNT

sum(http_requests_total) by (code,handler, job, method)

MRAFTEUHEBMNANHTTPIEREE, AIMERERRAN:

sum(http_requests_total)

count_values B FESEF5FE—THFAELIANRE. count_valuesZAB— TN ERE—TIEFS, H
BEs—HEFIIEE —TEIMIRE,

Blan:

count_values("count", http_requests_total)

topk#llbottomk A F ¥ AMEHITHEF, REHRIFAERInG, HEENINEFS,
SREXHTTPIERENATSURIM R ALUE, FJUMERRIAR:

topk(5, http_requests_total)



quantile AT E LRI AR EUREN D 1B R quantile(p, express)EF0< <1,
a0, HeX0.58f, ENRRILEISHFIEALBIEDAPAIE:

quantile(0.5, http_requests_total)



PromQLA & KX

EE—H, BNEZRERT XM Tirate()ZXFAIREL, ATINFEEIFANTELEITIEMAIERE, BT irateA5h,
PrometheusiTR it T HEABMNAERE, AJUNIFHREATFEENNE, AZNTEERLE TR -LEANRNE
RN RABRERGRMAE,

1T E CounterfgSfni <&

S Counter M IS BRI ELS SR RIS, TR REEE RSS2SR, HRER) WL FERAE
MR THAL, ST EBEENOE TSR TARIIER, BB BRI s,

FERR, A KRR T HAS IS

80
60
40
20

BEERRRTHEANELER

increase(v range-vector) R 2 PromQLHIRHIRZAER Nz —. EFSHvE—KX[EIEE, increaseREIREIX
BEEPNE—TERE—THEAHEROHIERKE, FHit, JET U TRIAR CountersE BMEIRAVIER K :

increase(node_cpu[2m]) / 120

XE@EiInode_cpul2mFREREY B FHIERITM D HEIFABEHA, increaselt BHEAM D IFANERKE, H/FFRLARTE120
#15%Inode_cputF AERITM D T FINERE, FEXMEREMNTENT /REEM D HHFANTFICPUERR,

B T {EBincrease®EAS,, PromQLEEEIEN E T rate(v range-vector) X%, rateRE AN EIZITEX @ @EviErt
BEONFIERIER, AL, BEUTRIAXTUFBE Sincrease R EERIIIER

rate(node_cpu[2m])

FEIBNRZEAratesi&increase MM A TTEH AN TINEKIER, FHMBNKEODR P, EXERNEREEO
MREAREBIENRATN, FlI, MTFENMMSE22MNNREEOAR, JREE—THTIIREREHEERMSHCPU
GA100%81ER, BRETITEAENBEORNFIEKERATER N H X,

RNTERZEHE, PromQLIZHE T B/H—1 REEE 589K Eirate(v range-vector), irate@#RAFitEXEMENITE
X, BRERMENESHFENIZRE, rateRFZRIXEAUEFREMTAASIERITEX BESMIERKERE, X5
XA M RENEE TRERNKERR, HEAMEEFNREE, Bdirate KT M ERESISE TR AR
BIBMERN TR,

irate(node_cpu[2m])



irate R ENAELE FrateREURMH T ESHNREE, TIAFESTRKPEBHETEENNF, ratelIXMRHERME
ZER T, BAERKBEESHTRESEPERZFEPBratelRE.

FillGaugeigtn T a4

A—RRIEAT, RAEEANTHFRWSHFELAIRAET, SHNRSSNTRREBNNSERE, fld, SHas
B RFS512MBRIEIER AR K EEE BN, XMETEHENSEEAN TR FRERFBERNER T2EBEN
I, ERURFBRTETTBRRMME? LLMALRLESER, FRZENEKEREA TH/UE. XN, W
RETRAHEEMASE, SRAAEEARKISENGURERGRELERD, ZAAMELZTTAT., At
HEBEREIZEEN, FECHHITRABTERIDZESERNEERBRIELRIER. BATERBEEFNSIEL?

PromQLA N & #predict_linear(v range-vector, t scalar) iR AZS B R A EIE G BIFAILM IR SE )R, predict_linear
BRER A AFMIES (B FIvEtRY ERE. EETERLMEVINA, WY EIEONNEREIEHITST, MTA AR
BFFINEAEEMETTN, fia, BEF2NREEARBE, SKIUNENTBEETENES AT/ DR SF, 71U
fERMTRIAR:

predict_linear(node_filesystem_free{job="node"}[2h], 4 * 3600) < 0O

ZitHistogramigtRAg o K

EARBWNE2NTHR, HIINET PrometheushI AP IS IZIEIREE, HrHistogramf1Summary#3 =] AR F4eit o4
BIENDHIER. XAETFSummaryREEEEFIRITE THIES MINSUEIER. MHistogramf DT ERER
histogram_quantile(¢ float, b instant-vector) REFHITITE., EF e (0<p<1) XRBEITENSUE, WRFETE
FAIEQENENO0.5, DALLZEHEENT],

IA$E4Thttp_request_duration_seconds_bucket gl :

# HELP http_request_duration_seconds request duration histogram
# TYPE http_request_duration_seconds histogram
http_request_duration_seconds_bucket{le="0.5"} 0
http_request_duration_seconds_bucket{le="1"} 1
http_request_duration_seconds_bucket{le="2"} 2
http_request_duration_seconds_bucket{le="3"} 3
http_request_duration_seconds_bucket{le="5"} 3
http_request_duration_seconds_bucket{le="+Inf"} 3
http_request_duration_seconds_sum 6
http_request_duration_seconds_count 3

HITEIDUHA, ERUWTRIA:

histogram_quantile(0.5, http_request_duration_seconds_bucket)

B M HistogramZE BRI ITIRIETR, AP A ABRANRENE AR EIRN D H1ER. ERSMENITE, hrNUIEEAENA
TP SR AR AR AU AR S5 7K F

160
120
80
40



RIS R E 5 BRI

EEIEMNRE T histogram_quantileITtER DN, HIENMBHE, Mma@idhttp_request_duration_seconds_bucket
#http_request_duration_seconds_sumif it BHLER,

SR B 1R

—RRRRRIGR, ERPromQLEWEINERFIIE, At TAESREREFIIMIREIERER, FlaETupiEtnaI X
SRENEI HH1FR A IZTHIEXporterSEBI A R ELIRES :

up{instance="localhost:8080", job="cadvisor"} 1
up{instance="1localhost:9090", job="prometheus"} 1
up{instance="localhost:9100", job="node"} 1

2N TEEREMRITAIEIRYE, instanceFljobfIEFITES, N TREBILIEFIHNEREEE LN, i@
label_replacetn®s At B IR INERIMOIREE . label_replacefJ B0 T :

label_replace(v instant-vector, dst_label string, replacement string, src_label string, regex string)

ZRBSMRIVRIE— K8 F5ETLIE, BidregexlThtsrc_labelf{E, HIGITELERprelacementE A\ Z
dst_labeltn=s, @ FATR:

label_replace(up, "host", "$1", "instance", "(.*):.*")

RELIEE, NEFEIEEE—Thosthn®, hostiREHI{E I ExporterSLfl#YIPithiL :

up{host="1localhost",instance="1localhost:8080", job="cadvisor"} 1
up{host="1localhost",instance="1localhost:9090", job="prometheus"} 1
up{host="1localhost",instance="localhost:9100", job="node"} 1

% T label_replace A7), Prometheusitigfit T label_joiniRiER, ZREREI USRI EIESIhvE M insEsrc_labelf{E, BT
separatorfE N IEERT 5 N E|— PRt Edst_label:

label_join(v instant-vector, dst_label string, separator string, src_label 1 string, src_label 2 string, ...)

label_replacefllabel_joiniR ¥4t T XIS B FHIARERI B EXBEN, MMEEBEFNTEF HHEFNCTIRES

HERNERE]

BRY EXNMANRXEREREINIL, PromQUERMH T RENHERNERN, IERNERHNEE-LERNHEFITE.
AEAESE, XEMA——Ai, BMBIEE R BT FEPrometheustfIEA X, THXLREMERS .



FEHTTP APIH{EFHPromQL

Prometheus i BIf& EHIHTTP APIE] LA /apiiv1ifla,

APINa N8 =

Prometheus API{ER 7 JSONEXMWIMN AR, HAPHERERINEESIRE2xxBIHTTPIRSH,
&z, HAPHRRKKESATEERE AT MR RMHTTPIASES:

e 404 Bad Request: HSEEE IR & Tk,
e 422 Unprocessable Entity &RIADRToERITRS ,
e 503 Service Unavailiable 55K #BAT & # HHTAT,

FA HIAPIERIIfER LA TAIJSONAE T :

"status": "success" | "error"
"data": <data>,

// Only set if status is "error". The data field may still hold
// additional data.

"errorType": "<string>",
"error": "<string>"

FEHTTP APIR{ERPromQL

BIHTTP APIEATAI LA BIi& 3D /apiiv1 /queryF/api/vi/query_rangeZEifIPromQLRIAR HAisE —E /R EE BN AT
HER,

BRAT SRS
BIERQUERY APIEATRIIAE HPromQLIEAS ERT Bl R THIITEER.
GET /api/v1l/query

URLIERSE:

e query=: PromQLZEIAZ,
o time=: AFIEERTITEPromQLAAT B, FIIESE, EINER TERHBIRSAE.,
e timeout=: BIHRE, FlIESE, BINER MMER-query timeouttI 2 FiRE

FlIaEARMN TRIAXEBR A upERT 8 522015-07-01T20:10:51.781ZR01T EH &R -

$ curl 'http://localhost:9090/api/vl/query?query=up&time=2015-07-01T20:10:51.781Z"

{
"status" : "success",
"data" : {
"resultType" : "vector",
"result" : [
{
"metric" : {

"__name__" : "up",



"job" : "prometheus",

"instance" : "localhost:9090"
+
"value": [ 1435781451.781, "1" ]
}
{
"metric" : {
"__name__" : "up",
"job" : "node",
"instance" : "localhost:9100"
+
"value" : [ 1435781451.781, "O" ]
}

[ iz £z 2 B
SAPHEAMING, PrometheusiREIJSONBRMNIIN AR, BN LNTFR. FEEdata T RHIREERER.
data T gV U T

{
"resultType": "matrix" | "vector" | "scalar" | "string"
"result": <value>

PromQLFIA AJREIR O ZFPERIEEEY, FENINNE PERresultType R REHANREIRIEIELRE, B1F:
o [RAYE=: vector

HiREEIERE R resultTypegvectorfd, resultlgii&=anT:

[
{

"metric": { "<label name>": "<label value>", ... },
"value": [ <unix_time>, "<sample_value>" ]

}

Himetrics R R HBIN B FFISFHELE, valueRBE— P HE—ER,
e X[E@E: matrix

LiREEIEE B resultType g matrixBd, resultlgf&=anT:

[
{
"metric": { "<label_name>": "<label_value>", ... },
"values": [ [ <unix_time>, "<sample_value>" ], ... ]

1

Hrhmetrics R HAIRT B FFIRIFEHE, valuesB S HBISEHFIIN—EEAR,
e FRE: scalar

LIREFIEZL BresultTypefscalarlt, resultR A&z T :



[ <unix_time>, "<scalar_value>" ]

AT InEAREFENERTI—R, Eiltresult RN EHBIRA E—MRENE,
o FRIE: string

LiREEEZE BresultType Astringy, resultaM A& a0 T :

[ <unix_time>, "<string_value>" ]
FrRRENmNASEAAREERE.

X [B)HEE 18
{EFQUERY_RANGE APIFAINA AEIEEEPromQLR AR E— R EREINAITE SR,

GET /api/vl/query_range

URLIBERSE:

e query=: PromQLKIAT,

o start=: fLI8AT(E,

e end=: FRHATE],

o step=: T K,

o timeout=: BIZE ., IS, BIANER TMER-query timeouttIE2FIRE .

L{FAQUERY_RANGE APIZEfPromQLEX AR, REZER—FE—TXEHE:

{
"resultType": "matrix",
"result": <value>

EEIENE, TQUERY _RANGE APIfEPromQL = 8E{E FEBRAY [ 25 ee £ RN FRIAR,

BIEERM T RIAREWRA N upESOMSEEA M5 A EfRIT EPromQLRIAAIZER

$ curl 'http://localhost:9090/api/vl/query_range?query=up&start=2015-07-01T20:10:30.781Z&end=2015-07-01T20:11:
0.781Z&step=15s"

{
"status" : "success",
"data" : {
"resultType" : "matrix",
"result" : [
{
"metric" : {
"__name__" : "up",
"job" : "prometheus",
"instance" : "localhost:9090"
i
"values" : [

[ 1435781430.781, "1" ],
[ 1435781445.781, "1" ],
[ 1435781460.781, "1" ]

"metric" : {
" name_ " : "up",



"job" : "node"
’
wi
instance" : "localhost:9091"
}
"values" : [
[ 1435781430.781, "0" ]
’
[ 1435781445.,781, "0" ]
’
[ 1435781460.781, "1" ]



RIEXHE: 4T EERENUSER A

BIEIER DN A T PrometheusUEIBTEBIREL A R AFhiEFREEL, [BIAYPrometheusiZ A58 A FIPromQLA] LASE IR £51E
B MMMEELLEE, PromthuesETHEnRME T — M EBENBRBRAAR, XBELARZ—EANGM, EIISRN, &
RN [EE 7 12 e 42 DAL 3 55 A K% R EE $E 42

wizfE

£ 2 BiPrometheus® M8l 7 MARIZHEARBIR, BRENNKIEMERZERBIREX BHTEM, HFER
BIERRARMES, APEINKRAZ—TRE, APLEEETERASKNEIENZITIRE. EitPrometheusstfil i
FSEFRANRE, TS - LEERNEITHE,

&5 BEftA Exporter

% MLEHMY: http, dns. tcp. icmp; MR BRHZS, BlockBox Exporter;SNMP

- RE Exporter
FA BERZE node exporter
58 BERZE cAdvisor
Fﬂﬁﬁ(@% s 30 F e ﬁﬁgq:'ﬁ.'%}ﬁprmometheus
Library) E)E; %E'LEE, QPS’ WHB’IKIXL‘}\ Client

PO h s

SEHHATS HRAE, WRRSIKTS RS RIPmometheus
wHETH SR FERZE, AES Kubernetes Components

IR

BRT LRANMANRREIZERAINI,, EFR EREABNASKLENE R, XEFF—LEBANERMIKR T ER.

PAS = S
AN EEEM
Four Golden Signalsi2Googleft W AE D MIVIRIZTNAEIEL, 4T AT UERSRAIEE B EEL0HAE R
RS, WEHMESEMEE, FEXFS5 U TEMERNER: ER, BRE, BHRURBHE:

o IER: AREZIERFAEATIE,

ICRAPARRAENIE, EREEXDMINERIIERNBMKBIERIIEERNE, FIANELRIERERE X
BIRIHARS FEAKHTTP 5008958 T, BPHARESRRGINIEREABMHNMNAT, MRAMXDHERXLEIFRN
IR, FIRESEITEARS IMERTEEARNER. RIS, EHRSHEERERERK, FEARTER
ERREILRRANER, EAXLERENERFAIEXMARNMERE, FALBRXEERNERBZIFEEEN,

o BIE: HIEXHAASNARE, BTEHERSNEEFK.
REMTARAERENAAMS JEARTENSE X, HlA, EHTTP REST APIF, i@ EEBVHTTPIEREG
o IR WIRYAIRASMBRENERIER, GHEINARERRENEE,

FFEMMESELEERAI(EEMW, HTTP 500551%), mMAEL R (EEM, HTTPI@R200, EASERRlS RIEMRAZRM
1)



JF—LERRAVEIRWMHTTP 5007] B IS 7E 51 2191828 (ANginx)_E TR, MNTF—ERARTNZE, NETREE
EHEEMRSPRMBEFRITHBITIRE,

o BME: HELRRSMIBNE.

FERAFCEFMRSASHZRFNZR. H0, MRAFEEZZAFZN, BREBXIRANAERES, NR
ARAETBZMRSHENO, BMEZMVHE/OIRS., EABEERT, SXERFAIENE, RSNOUEIAE
T, EISER U ABMNENSRSEMETON, i, HMEES ST NIHMERHE T,

REDF &
RED7 A2 Weave CloudEE FGooglefiJ 4N E E1EHR"HIEN T 45&Prometheus A K Kubernetes 28 L%, HMLFIE
SENAEEL, BIESTERENBURMIRSEMNBNEZENEEZ, TEXTU T =fXEEiEm:

o (BRER: RBSBVERKENERE.
o (BR)EIR: BUHRMANERE,
o (IBR)FER: SMIBERAFEN.

A ARERES"WRNT, REDAGAAUERNFEAF EHETRENURMIRSS N A TRIRP R,

USEFE

USE 552" Utilization Saturation and Errors Method", TERFOITARILEE R, AJIAIESRAF RIRIRGIE R
A RARIRRY . FAMUSERENRBFRAR TS X, USEAETEX TS EIRMN: FEHZF (Utlization), 1BF1E
(Saturation) A X $51%(Errors),

o FAXR: XIEFRFRROEAIBR. ZRENZREEZRRFEEFRT: CPU, AfF, W%, WMEEFZH. 100%8(EMA
REEZ R ERERIBITS.

o TANE: FIMICPURTFIIZITHIAKE, REXTERHNFRNIBMECER, TETIAERES), EETRFE
Ei2E FRVIBFIE A RE SRR SUILRERY T RE,

o IR HIRITH. HIA: “WRELIEEERTRETNZBIAKMEHRT 14X,

BRI EERFENER, B A TRAE A ARIER FIR5 SRR

v

() — BB — B — G~y X
Y ; | ]T ™ 1
| ()

IRBIERHRER




INZE

PromQLEPrometheustItTEE8IEG), BITBAEIRSITEES, (BSHBIITIEIRS SRR ST XXM IFIRE, [F
BT ERNTUNRE, REBAEAFBEANERSEREZNERDFNNGR. MMEARNAWSNARNERE
TREIFH.



3% Prometheus&Z4ME

AERITEHIEEIRZEPrometheustI S ELMEYEI, ERIEMNEDFEENA T EEEEHTEPrometheushIZRIT
D RFAEDED, TEPrometheus ServerfE X EZEMMIAKRF=HEEZE, Alertmanagersf NI F b EIXLEH
PrometheusF4IEZ, AlertmanagerBllPrometheusff R EERNS—LEF L, AlertmanageriZt T ZMAEE=
FEZEBAHN, REERMET X WebhookiBAIRISZHs, BiTWebhookF P Pl SEE Z MEMT &,

AEXEARS:

o 7EPrometheusH BE X EZHN

o IEfiRAlertmanagerfFit

o ETFIREMNmSEEE

o BEZEBIMKRIZEE=RS

o UN{al{EMAWebhook} EAlertmanager
o MUR—EHAMMMEER LR



Prometheus&Z @Y
EZEE 1 1EPrometheushYZEMI R X0 B MR IER D . S FETR, B 7EPrometheusHE X AlertRule (E52Z#1

M) , Prometheus= ERAMEAIXS HEMNHEITIHE, llEl%/ME%%ME%#EE%\FﬂAleﬂmanagerﬁ%%%fﬁuo

Mail Slack WebHook

Alert

Target +«—  Prometheus Server | promQL Alertmanager

Target

PrometheusS 248

fEPrometheus I —FEEHMNEEZHAT/LE AR :

o EHEZM: %F‘%E?Ji MeE, RN THRM 'é.“, SEEBEERALZEZENEERS
o EEZMM: EZMNEFR EFEHPromQLHAITEN, HIMENXEHKIAN (PromQL) BHERFEZKETE
(During) }ﬁﬂﬂiig

T_PrometheusEF' ERIMGEE Group (HEA) M—ABEXNEERTRA—EX, SAXLEEXHZ BT YAMLX 43K
—EEN,

Alertmanager{’lfjj—AJE_LE’JQH#F SR L IER B Prometheus Server(tB JAZ R ENE iRtz 7)) NEERE
B Alertmanagerr] X IXEHEFRHITHPHILE, LUSERKEIXREEESTENEBEREENTERR, B
RIS 2(E BT EH B HEIERAEBAS, PrometheusWE 7 BB, SlackESMBAARNNZE, BENTEX
$i5WebhookBSER, UXIFTEZEHIRIZER, B2, BRiAlertmanageri®AszH5]E], MAFTEAET
Webhook 5 £TtT#les A#E1TERAL, MBI ITETIRINEERER . EiAlertManageriffz it 7 3R S EHHIHHISIS &=
BRATAHTRM.

i3

Alertmanagerff TR EANSEBAMEEN IS, EEERMTU: DA, MHARFRESEL

Alertmanager4s’

I
g

\
-

=E | B&EH

Alertmanagerf¥it



pari:!

DENFITFFANESEEEREHR—TEM., AELERT, LNATRAASINSHAENTERANME, EX
MIER T ANS AT N ZERPENEESHA—TEEBEA, BERXMEIAEBNEERN, MITEX BT
IRIEENL

BN, SEHFEHETEEGTHRSES, FEAS—IEFRETEENN. RALRAETMEKE, S
HAENRSEOTEERILIEE, SRMFBUETEER R EEIAlertmanager,

MEARF, HRRRFEESE—TBNPPHEEEMLRS ORI, XN MRRRSATEERIESE
M EBEHRTOHE, MEXESEARE—ERI—TE.,

HEDA, FENE, UREENEZAN L& IAlertmanagerfIi XX #H1TEE .

gL
IHRIELE—SERNE, NGBS AR HEES RN TEEON,

BN, YEBARAHORAA T —REE, BEEEAlertmanagert] AR S IZEHEXNEEMEEE, X
RIZFWRFAES TFROBTRNEE B,

HEI I E R @I Alertmanagerf BR B X4 #1TIEE .

EEEN

ERRRM T — 1B BAINE I DURIRIRIEIR X S B TR E, MRRBWFNEETSEMMEE, Alertmanager
MR REEEBA,

IS B EEEAlertmanagerfIWerb Tl & H#1TIRE .,



HE X Prometheus&EZ 31|

PrometheusHIEERMN A IFIRETPromQLRIANE X EE/MA 514, Prometheus/FimX X ek FIN#4T B HAM4
TE, SHEMRFGENSMESEBA., RIAMERT, APrIMEEPrometheusiIWebREIE B XL ZZEHMILA
REZNMAIRS., HPromthues5AlertmanagerkBxZ /g, mILUSEZE & RXEIIMBIRS MAlertmanagertFHi@id
Alertmanager ] DAST X LEHE HITH— S HILLIE,

=N
EXSZERM
— SRS

groups:
- name: example
rules:
- alert: HighErrorRate
expr: job:request_latency_seconds:mean5m{job="myjob"} > 0.5
for: 16m
labels:
severity: page
annotations:
summary: High request latency
description: description info

EEEMNGHR, BATTE—ABXOMNNIREE XFE—Tgroup T, EE—TgroupFHATRIIXNEXZ T EEMN
(rule), —FEEMMNEZBNT/LEDAM:

o alert: EZEMNAIER,

o expri ETFPromQLFRAXNESEME LMY, AT ITERSENERIIHRIZEM.

o for: THMEZEGHE, ALESEH. BTRTRBIAMAZHHFE—BNEET RIFEE., ESFHERTEESZIK
S Hpending,

o labels: HEXINE, ATAFPEEEMINZEIEE LN—AM N,

e annotations: ATIEE—AMIMNEL, LMATHEREEFMAEENNFE, annotationsIABESE~ENS
—REENZE L IEEIAlertmanager,

7T BEFEILPrometheusBESS B EXNEEMN, HAIFEEEPrometheusEBEEX MBI rule_filesiEE—HEE
MM HBYT5E)812, PrometheusBEIfEs BaliFfiXERE THNXHEFEXNAT, FEARBEXEMNTERS
ESMER R BAN:

rule_files:
[ - <filepath_glob> ... ]

ZRINE R TPrometheusRE LW XLEEEMUEHTIHE, IRAFPBEXBCHEETERER, W@
iT evaluation_interval REBZENARITEREHER:

global:
[ evaluation_interval: <duration> | default = 1m ]

RIRL



—RRRIR, FEEZMN AR annotationsd(ER summary FREZMMEEE, description A TFHERASZRIFME
2. [EifAlertmanagerfIUHE S IRIBX A M52 E, ERSEZER. M TILEZEEEFEFMNANEN, Prometheus
X518 Rt labelFMannotationsAY AT ES AOME

BT slabels.<labelname> BRI INTHB) HATHELHIPIEERENE, SvalueFT BASREXZHATPromQLRA N T E IR
ME.

# To insert a firing element's label values:

{{ $labels.<labelname> }}

# To insert the numeric expression value of the firing element:
{{ svalue }}

Flan, ATLUBT MRt summary ) K descriptionfI A S A BT i :

groups:
- name: example
rules:

# Alert for any instance that is unreachable for >5 minutes.
alert: InstanceDown

expr: up == 0
for: 5m
labels:
severity: page
annotations:
summary: "Instance {{ $labels.instance }} down"
description: "{{ $labels.instance }} of job {{ $labels.job }} has been down for more than 5 minutes."

# Alert for any instance that has a median request latency >1s.
alert: APIHighRequestLatency
expr: api_http_request_latencies_second{quantile="0.5"} > 1
for: 16m
annotations:
summary: "High request latency on {{ $labels.instance }}"
description: "{{ $labels.instance }} has a median request latency above 1s (current value: {{ $value }}s)

BEESTENRS

WTFR, AP A GBI Prometheus WEBREFRAJAlerts B EE ZFTPrometheus FTRIFREHZ MM, UKREHFIR
RTERDIRES.

Prometheus  Alerts  Graph  Status ~  Help

Alerts

hostCpuUsageAlert (0 active)

alert: hostCpulUsageAlert
expr: sum(avg(irate(node_cpu{mode!="1id1le"}[5m]})
WITHOUT (cpu)) BY (instance) > 8.85
for: 1m
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ $value
bl
summary: Instance {{ $labels.instance }} CPU usgae high

hostMemUsageAlert (0 active)

HEENIRE



B FE£2pendingsl&firinghIEZE, Prometheusth &I E(11FMEZRIRT B FFIALERTS{H,

AMEdRIAN, FWEEXLA:

ALERTS{alertname="<alert name>", alertstate="pending|firing", <additional alert labels>}

BRMEM RTINS ELTEIRE (pendingslEfiring) , HEZEMENRSHERAIFENIREH, HAENHR0,

STl EXENRITEE
& Prometheusfic & ffprometheus.yml, {1 FECE :

rule_files:
- /etc/prometheus/rules/*.rules

£ B & /etc/prometheus/rules/ T 8l 325 Z X ffhoststats-alert.rules IS U T :

groups:
- name: hostStatsAlert
rules:
- alert: hostCpuUsageAlert
expr: sum(avg without (cpu)(irate(node_cpu{mode!="idle'}[5m]))) by (instance) > 0.85
for: 1m
labels:
severity: page
annotations:
summary: "Instance {{ $labels.instance }} CPU usgae high"
description: "{{ $labels.instance }} CPU usage above 85% (current value: {{ $value }})"
- alert: hostMemUsageAlert
expr: (node_memory_MemTotal - node_memory_MemAvailable)/node_memory_MemTotal > 0.85
for: 1m
labels:
severity: page
annotations:
summary: "Instance {{ $labels.instance }} MEM usgae high"
description: "{{ $labels.instance }} MEM usage above 85% (current value: {{ $value }})"

= BPrometheus/Gif[@Prometheus Ulhttp://127.0.0.1:9090/rules B] LA & L BT AN SR AOFRNI ST


http://127.0.0.1:9090/rules

Prometheus  Alerts Graph Status ~ Help

Rules

File: /etc/prometheus/rules/hoststats-alert.rules; Group name: hostStatsAlert
alert: hostCpulsageAlert
expr: sum(avg(irate(node_cpu{mode!="idle"}[5m])})
(ITHOUT (cpu)}} BY (instance) = @.85
for: 1m
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ $value
e
summary: Instance {{ $labels.instance }} CPU usgae high
alert: hostMemlUsageAlert
expr: (node_memory MemTotal
= node_memory_MemAvailable) / node_memory_MemTotal > @.85
for: 1m
labels:
severity: page
annotations:
description: '{{ $labels.instance }} MEM usage above 85% (current value: {{ $value
Rk
summary: Instance {{ $labels.instance }} MEM usgae high

HEAN

PiaZIAlertstrizshttp://127.0.0.1:9090/alerts A INE & LIS ZHBEMNIRS,

Prometheus

Alerts

lig

s

iz

hostCpuUsageAlert (0 active)

alert: hostCpuUsageAlert
expr: sum(avg(irate(node_cpu{mode!="id1le"}[5m]))
WITHOUT (cpu)) BY (instance) > 0.85
for: 1m
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ svalue
m:
summary: Instance {{ $labels.instance }} CPU usgae high

hostMemUsageAlert (0 active)

HEEDIRTS

B, BATIUFEHERANCPUERE, WiEPrometheusfIEZERE, EENLBITUTHS:

cat /dev/zero>/dev/null

T REEECPUERARIER, W TEAMR:


http://127.0.0.1:9090/alerts

sum(avg(irate(node_cpu{mode!="idle*}[sm])) WITHOUT (cpul) BY (instance) )

Load time: 90ms
Resolution: 14s
Total time series: 1

- Insert metric at cursor - =

Graph Console

- 1h + 4« | Until » Res. (s) O stacked

0.8
0.4

0.z

{instance="localnost:8100)

Prometheus BRI MIZ#H/EAIAR K4S, hostCpuUsageAlert B R —REBLTENRES, ATESENNPIRET
ImEIEREAE, SRTEERSHPENDING, W TFEAR:

Prometheus

Alerts

hostCpuUsageAlert (1 active)

alert: hostCpulsageAlert
expr: sum(avg(irate(node_cpu{mode!="idle"}[5m]))}
WITHOUT (cpu}) BY (instance) > .85
for: 1m
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ $value
RN
summary: Instance {{ $labels.instance }} CPU usgae high

Labels State Active Since Value
alertname="hostCpulUsageAlert" | Instance="localhost:9100" PENDING  2018-02-23 06:03:56.912723765 +0000 0.9833767274183907
severity="page" UTG

hostMemUsageAlert (0 active)

MR D HEFERMGHFERHE, WRLMRASEAFBSEIREAFIRING, NTEMR:



Prometheus

Alerts

hostCpuUsageAlert (1 active)

alert: hostCpulsageAlert
expr: sum(avg(irate{node_cpu{mode!="idle"}[5m]))
WITHOUT (cpul)) BY (instance) > ©.85
for: 1m
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ $value
I
summary: Instance {{ $labels.instance }} CPU usgae high

Labels State Active Since Value
alertname="hostCpuUsageAlert" FIRING 2018-02-23 06:03:56.912723765 +0000 0.9680000000000101
severity="page" utc

hostMemUsageAlert (0 active)

SR

ER—N\FAHRNA T QBB ERAPrometheusiRHEVEERES, FAEEMSLI T EHNCPUMEAFNEEMMIZ
&, BRiAlE, BfIREE@IPrometheus UIEE SRISERENIINS, E TR, ZTRBEAVEEAF APrometheus(x
RPNS— A M Alertmanagersd XL N EEHITHIE, STMEBE,



ZfE Alertmanager

AlertmanagerflPrometheus Server—#13X fGolangE¥l, HEZBE=FMM. —ARIEIEATRI B AT LMA
A REBBAlertmanager: “HFIE. BRUKBFEEAIRNRE,

(S #HE S5 AlertManager
REHZEREGE
Alertmanager & #iR s 89 T itttk 5] LA MPrometheus & 5 Miitihttps://prometheus.io/download/ZKEY

export VERSION=0.15.2

curl -LO https://github.com/prometheus/alertmanager/releases/download/v$VERSION/alertmanager-$VERSION.darwin-am
d64.tar.gz

tar xvf alertmanager-$VERSION.darwin-amd64.tar.gz

BllE2alertmanagerfic & X 4

AlertmanagerfZEE 2 B2 — 1 BkiAMalertmanager.ymiBE B XX, RSN TFATR:

global:
resolve_timeout: 5m

route:
group_by: ['alertname']
group_wait: 10s
group_interval: 10s
repeat_interval: 1h
receiver: 'web.hook'
receivers:
- name: 'web.hook'
webhook_configs:
- url: 'http://127.0.0.1:5001/"'
inhibit_rules:
- source_match:
severity: 'critical'
target_match:
severity: 'warning'
equal: ['alertname', 'dev', 'instance']

AlertmanagerfECEEE R EM T E02 1 B (route) AR UL ZR (receivers), FTERISEESHMEMEE PRI H
(route)ENBEEY, ARYEREEHMNIRG S BE R RELHENAEKES.

fEAlertmanagerd ] LATE X —H1ZUNER, LEAIRTDURIRAB(LLUMARIGSE, BIEEEER)RND S MEKES. RIS
BIAKEXHRM, SlackAREEARNEREERER.

YR E XA E X T — 1 EAIA IR E default-receiver B FXEBIRBIREZE KA, BEIRBEEF—THUMN. XTF
BINEEMNEEAN BREREENN A,

EREXHPERouteEX TTRNEER, BAR—TETHELEMNHIIRG $’]° FRrENEZEEMNRIEH T
g, RIEMETEANFADNTRNFEE, HERBFEREZEMNZRSBAEEE, BRIEREXHHPRIZET — 1N
K& HrouteFt BE X AVIEULEE default-receiver, Fth, FIEMNEZEESRIELR default-recelver X THREMNIFARNS
SEREHTEANA,

BxhAlertmanager


https://prometheus.io/download/

Alermanager= i IRRFEIA UMD, RIAREMEEEREN datas . AL, EERIAlertmanagerZ iR AIEBNATE
K

./alertmanager

Pt B sAlertmanageriH{ERSEEMIARECE . --config.file FITFIEE alertmanagerfic & X HE8 12,
storage.path m??gigﬂj:gﬁﬁ%ﬂ%?éo

BREBITIRE

Alertmanager/Z&f/& ] A@IZ 90931/ 118], http://192.168.33.10:9093

Alertmanager Alerts Silences Status

Filter Group Receiver: All Silenced Inhibited

Custom matcher, e.g. env="production"

No alerts found
AlertmanagerTlE

AlertZ B TR A EFAlertmanageriZ KBNS ZNS . SilencesXE TR DUEZIUIBIEESREKMAN, XBABINSER
RO NA, HAStatusHE, —ILXEEUéﬁu,%,;bE’JJ:fﬂkfﬁL/(&EBE{EUO

*BxPrometheus5 Alertmanager

TEPrometheusFIZRMFR#E %I 0 B ILA9ER D . Prometheus a4 52, MAlertmanagerfa SRS E £ EHNEE
L0318, AtAlertmanagersfER G, ﬁ-ﬁ-g?"PrometheusEPixEAlertmanager’fEBEE’\]fa,mo

“miEPrometheusfic & X {4 prometheus.yml, FHR MU TAS

alerting:
alertmanagers:
- static_configs:
targets: ['localhost:9093']

EREPrometheusfRss, FiINE, FIBAMNtp://192.168.33.10:9090/configE FHalertingft B 2 BEM .

LERY, BREHFAISRACPUERE:

cat /dev/zero>/dev/null

EfFPrometheus 5 2 H1TALA IR :


http://192.168.33.10:9093
http://192.168.33.10:9090/config

hostCpuUsageAlert (1 active)

alert: hostCpulsageAlert

expr: sum(avg(irate(node_cpu{mode!="idle"}[5m])}
WITHOUT (cpu)) BY (instance} > @.85

for: 1m

labels:
severity: page

annotations:
description:

)
summary: Instance {{ $labels.instance }} CPU usgae high

'{{ $labels.instance }} CPU usage above 85% (current value: {{ svalue

State Active Since Value

Labels

FiANG

2018-02-23 07:29:56.909817573 +0000 UTC 0.9823929571828838

#EAlertmanager UILLET A IAEEIAlertmanageriZ N EINEZE L.

Alertmanager Alerts Silences Status New Silence

Receiver: All Silenced Inhibited

Filter Group

Custom matcher, e.g. env="production"

alertname="hostCpuUsageAlert" ‘ - ‘
07:30:56, 2018-02-23 m l~* Source /< Silence
summary: Instance localhost:9100 CPU usgae high

description: localhost:9100 CPU usage above 85% (current value: 0.9823929571828838)

severity="page" instance="localhost:9100"

kv
£ NS
BRiALE, HMNELMINREEE T Alertmanagerit B 5 PrometheusXBX, BEYSIEH UK B PrometheustIHE(F
B, BETRENTEEMN BA ertmanagerE Sl AMEX LEEKEINEEE RN,



Alertmanagertic & it

ELENSSPELRFENBY, 7EAlertmanagerdiBid & H(Route)REX EZHLE AR, BHE—TETIREIT
BCRORPRICEC 4, RIBIZENEIS RS REANNGES R, XEEFANBEHBAHIAS.

AlertmanagerE E fa s3I PrometheusF=E IS EH# TR, Fb7EAlertmanagerfc EFR—RESBEU T INEE

#:

o ZFECE (global) : BFEX—LEEZ/NAHSH, WEF/HSMTPEE, SlackicEEFRE;

o &R (templates) : AFEXEEBITAIENR, WHTMLER, HRHRRSE;

o HEIRM (route) : WRIFMEEILAS, HEHRSERNZWDTLIE;

o JEIRA (receivers) : EIRAZR—THRIERE, ERME—THFEHAIMERME, SlacksiEWebhooks, X
A—REGSZEBAER;

o HIHEFM (inhibit_rules) : BIRIREIMHFM AT LUK DR EZERIFE

HEBRERAUT:

global:

resolve_timeout: <duration> | default = 5m ]
smtp_from: <tmpl_string> ]

smtp_smarthost: <string> ]

smtp_hello: <string> | default = "localhost" ]
smtp_auth_username: <string> ]
smtp_auth_password: <secret> ]
smtp_auth_identity: <string> ]
smtp_auth_secret: <secret> ]

smtp_require_tls: <bool> | default = true ]
slack_api_url: <secret> ]

victorops_api_key: <secret> ]
victorops_api_url: <string> | default = "https://alert.victorops.com/integrations/generic/20131114/alert/"

—

B B B B B B B B B ]

pagerduty_url: <string> | default = "https://events.pagerduty.com/v2/enqueue" ]
opsgenie_api_key: <secret> ]

opsgenie_api_url: <string> | default = "https://api.opsgenie.com/" ]
hipchat_api_url: <string> | default = "https://api.hipchat.com/" ]
hipchat_auth_token: <secret> ]

wechat_api_url: <string> | default = "https://qyapi.weixin.qq.com/cgi-bin/" ]
wechat_api_secret: <secret> ]

wechat_api_corp_id: <string> ]

L B B B B B B ]

http_config: <http_config> ]

templates:
[ - <filepath> ... ]

route: <route>

receivers:
- <receiver> ...

inhibit_rules:
[ - <inhibit_rule> ... ]

EE2REEPEETEMZ resolve_timeout , ZSEE X T HAlertmanagerfF & Z KT B RIZFW BN E L SInc S EIK
SAresolved (EfFR) . ZBHNE XTSI SZIREBANIZKAE, EEFRIEECHNIMISHITE
X, HEUMENSD ., B TRNE D, HIIEE—LIFHFiERBAertmanagerfIEEEEAS.
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BT NS ERE

fEAlertmanagerfIEe B P S EX —TETInELE NS ZER AN, UHEEEKREISZSAlertmanagerE E40{a/3d
Hf TabE:

route: <route>

HerouteMIEBE N T HZMBEHTEMN, LAKkAlertmanagerE 24 LR RIS ZE &KIE L —Treceiver, — &
BB Aroute E X 80 FER :

route:
group_by: ['alertname']
receiver: 'web.hook'

receivers:

- name: 'web.hook'
webhook_configs:
- url: 'http://127.0.0.1:5001/'

W LR fEAlertmanagerfe EX AR, HNREXT—1EEH, BRSNS HPrometheusFE M SEELIEE
AlertmanagerZ [ Ef 2BIT B web.hook BreceiveriZlf, XEIweb.hookiE X H—"webhookittilt, HIASLFRiFH S
T, SELEAAZXABEN—HEE, HTARARINEE, BIIFEESATETRNLMIELR, FitbtEroute

R, FANEFIE X EZFRoute, XERoutelBII MR ILELEZRIIEA R, routelIFTEEEE XU

[ receiver: <string> ]
[ group_by: '[' <labelname>, ... ']' ]
[ continue: <boolean> | default = false ]

match:
[ <labelname>: <labelvalue>, ... ]

match_re:
[ <labelname>: <regex>, ... ]

[ group_wait: <duration> | default = 30s ]
[ group_interval: <duration> | default = 5m ]
[ repeat_interval: <duration> | default = 4h ]

routes:
[ - <route> ... ]

5 FH VL AC

N EEHSMNEEXHFRNRNroute HENIRER, FEIBNEINEroutedh MITEFIE S (BN EEB TR
fgigEmatchfImatch_re), 88— PEHEIMITUE X B SHEZAMUKRLEAN, BFINERT, SZ#HAEINHKroutef5
RIBHFABENFH R, HEREIRARNTEoute, FHISEZE K EZrouteTE X ireceiverd, B Rroute i%
Econtinuel{EHfalse, MASTEELRIE—TFTRZEMEREL. WRcontinueRtrue, REMNSBLEHITE
HFFTHRNLER, MRHFSZREAIAEANF TR, BZzEERSETHIRET SRS E A HTLE,

HhHZNNREERMH AR TERE, —MAXETFFERFEIRE, BITiEEmatchFINA B HFISEH RS EENS
labelnameH BE{E%E Flabelvalue, E_FMARNNEFENRIAR, BiFigEmatch_reliE HAISZHENEEDH
EENREXNAS

MRERELHMINREBA, MRBIRERXEE BN ZAIEFRHE, WAl Xi@repeat_interval ZE#HTIRE .



SE0H
EZRMNE DB, Alertmanagerf] A EEBAHTHA, BSHREESEHN—TEM. XERTTUE
ﬁigroup_by?!%m)( PHEAN, BEFSEFEENIRE, WRHEgroup by EXITERM, BAXLEEEREEHN

BAREGIRER

BHRMEA T BEB— RS IREN A ZE SHBXEEN, AIINEEgroup_waitB 8B EFTE), MRAESFBAY
BigroupiEIREI THNEE, XEEERESEHN—T B [@receiverki%

fgroup_intervalfie &, NATEXERENGourp [8]& %S Z EEIRIAT 8] E]FE .

flan, ={ER Prometheus"*}E%’v’l‘%ﬁb(&%ﬂ%&%ﬁqﬂE@Fﬁﬁﬁ*ﬂiﬂ%fiﬁﬁ%, HEEX A THEELEE AN
X ERB R B AT E,

route:
receiver: 'default-receiver'
group_wait: 30s
group_interval: 5m
repeat_interval: 4h
group_by: [cluster, alertname]
routes:
- receiver: 'database-pager'
group_wait: 10s
match_re:
service: mysql|cassandra
- receiver: 'frontend-pager'
group_by: [product, environment]
match:
team: frontend

NN FERE RS E4 S KA AEREIE Rdefault-receiver, Etb7EAlertmanagerfVEl B XHRIRIRHT, WEE(EF
ERBEMMEEENZMYSEEHITHA.

R EZENFRETHIEERS WMySQLE & Cassandra, RSN EEIGEZ L X LEN IR FEETE G (database-
pager), XBEXT—T8MFEAH, NREZDESservicetn®, H HserviceyMySQLE & Cassandra, &)
database-pager/k % S5 2@, E?LilxﬁEXgrOUp_byi"fﬁlﬁE LR HNEEESEM BRI BRAE,
database-pagerf§ £ & E#Zcluserflalertnamei# 1T AN EZBA.

MELEEANRFEEIESRR T HRAMNEN, REEERBTRNmSteamATRIXEEZNEIREE ., &
AlertmanagerBE EXHHIEZRAT, EXEMFEHAATHERX—ENELEEH, NRCRIEEFBEIRStean,
#El.teamE‘ME?jfrontend Alertmanager&&1%EBiT & productfllenvironmentX &2 #4754, ﬁbHTﬁD%FﬁﬂHﬂ

, FFRBEIRAFLEETE 2RI ELE R — R E (environment) REII— R FEFE R L T [0)RR, AT LAIRIES B2 R 1T1a)
1ﬁo



N E S ZEZINZZReceiver

Al E—/\HEZHE, EAlertmanagerfIEHAARNEEFESHTOAELE, HFEEERRB[RIXBAN, SERKS
AGET A TR VA TR E

receivers:
- <receiver> ...

H—"receiverBE— T 2BE—NEM, HEAXMN—FEZMEMA:

name: <string>
email_configs:

[ - <email_config>, ... ]
hipchat_configs:

[ - <hipchat_config>, ... ]
pagerduty_configs:

[ - <pagerduty_config>, ... ]
pushover_configs:

[ - <pushover_config>, ... ]
slack_configs:

[ - <slack_config>, ... ]
opsgenie_configs:

[ - <opsgenie_config>, ... ]
webhook_configs:

[ - <webhook_config>, ... ]
victorops_configs:

[ - <victorops_config>, ... ]

BRIEFNENE=FBMEREE: fi4. BIR@ERNERHE (20Slack. Hipchat) . F&&hiiFAjE S #EE(NPushover)fl
Baiftiz# T A (HIa0: Pagerduty. Opsgenie. Victorops) . Alertmanagerf9i@&n7 = iF Al A 1 Webhook, @it
EMARFLETUIHNE S MECT BZE.



5SMTPHR{4EERK

MRFERIZE BRI R ERANSZBMA, AlertmanagerAE TXSMTPIMXMIXHE, AN FERUEFATS, RE
E— B ARE B BN SCIE I AR AV AD,

7EAlertmanager{EBIFEEA, AP REEE XIFSMTPHEXMNEE, F HEreceiverdiE SRR T ABR A HbEEN AT,
fEAlertmanagert (17 AB R E AL B X {HHglobal P E X £ FHAISMTPE & :

global:
[ smtp_from: <tmpl_string> ]
[ smtp_smarthost: <string> ]
[ smtp_hello: <string> | default = "localhost" ]
[ smtp_auth_username: <string> ]
[ smtp_auth_password: <secret> ]
[ smtp_auth_identity: <string> ]
[ smtp_auth_secret: <secret> ]
[ smtp_require_tls: <bool> | default = true ]

SHRE/BSMTPZE, BI1REE Nreceiverfit Eemail_configs AT & X —HIEWEERMFEMEENRT, WTATR:

name: <string>
email_configs:
[ - <email_config>, ... ]

B email_configih & XA HIEIR A BBFELE, BRFEMERFEEER, SAMRGFHERATERIEHNSMTPE
&, FEIEEemail_confighB=ENT]:

[ send_resolved: <boolean> | default = false ]

to: <tmpl_string>

[ html: <tmpl_string> | default = '{{ template "email.default.html" . }}' ]
[ headers: { <string>: <tmpl_string>, ... } ]

MRHARGEAZTERSEEMENBEINE, FEemail_configlE X send_resolved JytrueBlH],
MRFFERIMEEEER THRENSMTPEE, NAMEEZEEX £BHNSMTPEE.,
X8, PAGmailiBfaRfl, BIEX T —1T2FHNSMTPEE, HABETroutel§iiEEZ(EE &k ixE default-receiverd:

global:
smtp_smarthost: smtp.gmail.com:587
smtp_from: <smtp mail from>
smtp_auth_username: <usernae>
smtp_auth_identity: <username>
smtp_auth_password: <password>

route:
group_by: ['alertname']
receiver: 'default-receiver'

receivers:
- name: default-receiver
email_configs:
- to: <mail to address>
send_resolved: true

FEEIENREINGooglelk S L EMNFE(ER" N AL BB 1EHlRFEE RED



ERIHRS

REMRFEHIUSENCPUERR, FRREFAMIERESEMASRY. ESMTPERELERNERT, HJRURKEIN

THomERE:

1 alert for alertname=hostCpuUsageAlert

View In AlertManager

[1] Firing

Labels

alertname = hostCpuUsageAlert

instance = localhost:9100

severity = page

Annotations

description = localhost:3100 CPU usage above B5% (current value: 0.91763294682 12568)
summary = Instance localhost:9100 CPU usgae high

Source

Sent by AlertManager

4
=

T
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5Slack&ERL

Slack2IFEMITHENGBRA A, RUBENANERES ARG, X58ohin, Web ISETA. ERIEAZE
HITHEIBAMEFSlackfERNEIAMET & . ERTEIRME TR AMNEMEES, 7ESlackiEM EthiT4 H T AEMChatOpsiE
KEPEARIHE ., XEBDENBUITIESlackEER EIAlertmanager,

IAIRSlack

prometheus-book [
book

All Threads

Channels

# general

random

Direct Messages
slackbot
book (you)

Invite People

Apps

Slack - prometheus-book

#general ® & {Q Search @ w

% | &1 | R0 | Company-wide announcements and work

# general

You created this channel today. This is the very beginning of the # general channel.
Purpose: This channel is for workspace-wide communication and announcements. All
members are in this channel. (edit)

+ Add anapp & Invite others to this channel

Today

book 9:38 PM
3 joined #general.

[ [t @o]

Slack

SlackfERA—HENT BN TR, thMEEBEEEIChannel (FAB) K=, AFPATUERHIRERERMSD
Channel, H BB ChannelsREREME=FTH,

Blan, BT DA BRI — 1 B IRAIChannel B T EIKE MR IZER:



Create a channel

Channels are where your members communicate. They're best when organized around a topic — esc
#leads, for example.

Public . Anyone in your workspace can view and join this channel.

Name

# monitoring1 ‘

Names must be lowercase, without spaces or periods, and shorter than 22 characters.

Purpose (optional)

What's this channel about?

Send invites to: (optional)

Search by name ‘

Cancel Create Channel

Select up to 1000 people to add to this channel.

BllEZ Channel

BE—MRIZAChannle I UBIMER AP TN T, HEBAXESREGE—E:

prometheus-book v £ IO ® & | Q search @ %
bool w | &1 %R0 | & Add a topic

All Threads

Channels
¢ ’ You just created
general Y

# monitoring w #monitoring
random

. o Others in your workspace can join from the Channel List.
Direct Messages

. - i
et Or, you can invite other people now!

book OU Don't show me this message when | create a channel

Invite People m

Apps

+ | Message #monitoring @ @

Monitoring

Slackf93E A Z ATET £ Channel R INEME =5 RS AEM, RPBAAET SlackF & B SR 23 AKZI—
EESREEN, FIMBEMLEYE, REFTRUERSE,



RINRMZAE : Incomming Webhooks

7 BEFSFEMonitoring PIELISE B AlertmanagerfTH R, FATEEEChannel iR BRI {EH"Add an App"H
Monitoring channeli/iAN—" N8 1ncoming webHooks BRZFH:

(51?.') Incoming WebHooks

Send data into Slack in real-time.
Incoming Webhooks are a simple way to post messages from external sources into Slack. They make use of normal HTTP requests with a
JSON payload, which includes the message and a few other optional details described later.
Message Attachments can also be used in Incoming Webhooks to display richly-formatted messages that stand out from regular chat

messages.

/\' New to Slack integrations?
Check out our Getting Started guide to familiarize yourself with the most common types of integrations, and tips to keep in
mind while building your own. You can also register as a developer to let us know what you're working on, and to receive future

updates to our APIs.

Post to Channel

Start by choosing a channel where [ #monitoring .
your Incoming Webhook will post
messages to. or create a new channel

Add Incoming WebHooks integration

By creating an incoming webhook, you agree to the Slack API Terms of Service.

#RBincomming Webhooks

RN INESlack& &R 1ncoming webHooks ELENEA AT



Setup Instructions

We'll guide you through the steps necessary to configure an Incoming Webhook so you can start sending data to Slack.

close

Webhook URL https://hooks.slack.com/services/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

Sending Messages You have two options for sending data to the Webhook URL above:
o Send a JSON string as the payload parameter in a POST request
¢ Send a JSON string as the body of a POST request

For a simple message, your JSON payload could contain a text property at
minimum. This is the text that will be posted to the channel.
A simple example:

payload={"text": "This is a line of text in a channel.\nAnd this is .

This will be displayed in the channel as:

é\}g testing-bot

This is a line of text in a channel.
And this is another line of text.

Incomming Webhhookfic &

Incomming WebhookB) TEA N REEE, SlackyZBTChannel Bl T — 1 FAF1EBUE S HIAPIHEL

https://hooks.slack.com/services/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

P RBE(EMPostA R EChannel K AT EEAAGHSENA, FIa0, BT UERLITHELcurtRIN—XEB#@
0

curl -d "payload={'text': 'This is a line of text in a channel.\nAnd this is another line of text.'}" https://h
ooks.slack.com/services/TE6CCFX4L/BE6PL897F/xF11rih13HRNCc2WONnnHRbOO4

ENZEBIFERT, EChannelP £ ZRFBIAIEE, WMTAR:

1wouay

book 10:23 PM
B9 joined #monitoring.

book 10:33 PM
@9 added an integration to this channel: incoming-webhook

new messages

f\\:) incoming-webhook APP 10:39 pm
This is a line of text in a channel.
And this is another line of text.

@®

MILHER



BR T RRMXALAGS, slackEXFFEXRABTHRINGEHE, FHlu:

payload={"text": "A very important thing has occurred! <https://alert-system.com/alerts/1234|Click here> for de
tails!"}

AHEIREIE BRI S — 1 T AEAORREEEMIE . 12T payloadldb, Incomming WebhhookiESz 5 — Lo LAY
S

58 e ol
username RE SRR 23 ARIBFR webhookbot
icon_url ELNPRIIEYN:SPSES:child gt;p; SgSIaCk'Com/img/iconS/app'
icon_emoji {EFemojitE IEIR A28 ARIKIR :ghost:
channel giﬁ%ﬁeﬁﬁﬁghannel, HEERRENERSHER #monitoring 3{& @username

flan, ERAN ESHRE—FERBINER:

curl -X POST --data-urlencode "payload={'channel': '#monitoring', 'username': 'webhookbot', 'text': 'This is po
sted to #monitoring and comes from a bot named webhookbot.',6 'icon_emoji': ':ghost:'}" https://hooks.slack.com/
services/TE6CCFX4L/BE6PL897F/xF11rih13HRNc2W9nnHRbOO4

[+e)) Webhookbot APP 11:09 PM
458 This is posted to #monitoring and comes from a bot named webhookbot.

BEGHR

fEAlertmanagerd{£F3 Slack

£ T #% 7 SlackX K Incomming WebhhookBYEAFERA ARG, TEAlertmanagerifiNSlackZFMIFEERT .

T£Alertmanagerfi £ BE BT, I%Incomming Webhhookithiit £ Fyslack_api_urlifinzl € BECE BN :

global:
slack_api_url: https://hooks.slack.com/services/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

LR, AUTES Mreceiverd BIHE X B 2hslack_configsBI ] :

receivers:
- name: slack
slack_configs:
- channel: '#monitoring'
send_resolved: true

XEMRBENFoiS S ENMCPURIAER, E#MonitoringTFaR, EITSEKEI—&SEEEW TR


https://slack.com/img/icons/app-57.png

f\t_) AlertManager APP 10:59 PM
@ I [FIRING:1] hostCpuUsageAlert (localhost:9100 page)

==
[=]

IR

g

f

=]
15N

MESERMEERRE, e RKEIIn T Em:

}Q‘_) AlertManager APP 11:09 PM
Cg0 | [RESOLVED] hostCpuUsageAlert (localhost:9100 page)

3FFIncomming WebhhookXZISHIEEBENX S, tHAIUfEslack_configli#1TRENX, slack_confighfdFEREW T :

channel: <tmpl_string>

send_resolved: <boolean> | default = false ]

api_url: <secret> | default = global.slack_api_url ]

icon_emoji: <tmpl_string> ]

icon_url: <tmpl_string> ]

link_names: <boolean> | default = false ]

username: <tmpl_string> | default = '{{ template "slack.default.username" . }}' ]
color: <tmpl_string> | default = '{{ if eq .Status "firing" }}danger{{ else }}good{{ end }}' ]
footer: <tmpl_string> | default = '{{ template "slack.default.footer" . }}' ]
pretext: <tmpl_string> | default = '{{ template "slack.default.pretext" . }}' ]
text: <tmpl_string> | default = '{{ template "slack.default.text" . }}' ]

title: <tmpl_string> | default = '{{ template "slack.default.title" . }}' ]
title_link: <tmpl_string> | default = '{{ template "slack.default.titlelink" . }}' ]
image_url: <tmpl_string> ]

thumb_url: <tmpl_string> ]

[ B B B B e e B B e T e T e B e e

MREBZMNNEERS, EIREAGo TemplateBIw, FI40:

color: '{{ if eq .Status "firing" }}danger{{ else }}good{{ end }}'



£ FWebhook# [EBAlertmanager

ARLIFER TR T AlertmanagerB 2N EMNSEFHEBMARANSIN, WTFABNAFNARMELFTE-—LEEXNE
MHEF, BiTAlertmanageriz fftiIwebhook Sz Fr IINEIASEHIX —2KMY R, B 7 BT XIFEsMUBA AR,
webhooki® FJIAS HASE = RAEMEIIZHEB NN, HERIEMIES.

7EAlertmanager® B] LA{E B U0 FEC B & X E T webhook &5 &g 2sreceiver, —/ receivera] LAXT i —2Hwebhookfiz
&,

name: <string>
webhook_configs:
[ - <webhook_config>, ... ]

S—Inwebhook_confighd BB E{ I T :

[ send_resolved: <boolean> | default = 1

url: <string>

# The HTTP client's configuration.
[ http_config: <http_config> | default = global.http_config ]

send_resolved BT EERBESEHIRN AZEHER . urllll 2 FiEwebhookigkautthik, http_configsM 27EH
EXHERHITSSLEL B IERA.,

SHRAFEXwebhookAFEIKEEERG, HEBERMAR, Alertmanager&ZiRU TR EXLurlitilt ZIXHTTP
PostiER, BERABWT:

{
"version": "4",
"groupKey": <string>, // key identifying the group of alerts (e.g. to deduplicate)
"status": "<resolved|firing>",

"receiver": <string>,
"groupLabels": <object>,
"commonLabels": <object>,
"commonAnnotations": <object>,
"externalURL": <string>, // backlink to the Alertmanager.
"alerts": [
{
"labels": <object>,
"annotations": <object>,
"startsAt": "<rfc3339>",
"endsAt": "<rfc3339>"

{F A Golangll##webhookfR S

B BRI EAGolang B A T i lwebhook S BBAIMMRSS . E5elimodel], FIFMIIALertmanagerRiXhy
SE(ES, Alertmanagerty—MBAIFIRIER B fgroup_byMINIAIAER BE S REBEBAlert, BIREEBAMNIL
H{ENotification.,

package model



import "time"

type Alert struct {

Labels map[string]string “json:"labels""
Annotations map[string]string “json:annotations"
StartsAt time.Time “json:"startsAt""
EndsAt time.Time “json:"endsAt""

}

type Notification struct {
Version string “json:"version""
GroupKey string “json:"groupKey""®
Status string “json:"status""®
Receiver string “json:receiver’
GroupLabels map[string]string “json:groupLabels’
CommonLabels map[string]string "json:commonLabels®
CommonAnnotations map[string]string " json:commonAnnotations®
ExternalURL string “json:externalURL"®
Alerts []Alert “json:alerts®

X B {F A gin-goniciEZL 81l 2 A F1EULWebhookiBANAIWebfRSS , E X B H/webhookiZ Uk B AlertmanagerfJPOSTiE
K.

package main

import (
"net/http"

"github.com/gin-gonic/gin"
model "github.com/yunlzheng/alertmanaer-dingtalk-webhook/model"

)

func main() {
router := gin.Default()
router.POST("/webhook", func(c *gin.Context) {
var notification model.Notification

err := c.BindJSON(&notification)
if err = {
c.JSON(http.StatusBadRequest, gin.H{"error": err.Error()})
return
}
c.JSON(http.StatusOK, gin.H{"message": " successful receive alert notification message!"})

)

router.Run()

SEARAE 51
], MEEEHG, THRECUTENRREEBHNATE, RETIRNERNRBHNASEENIEE,

FTETERL S A BETHT BB RY RINEE. BSSARILUEE = A RBOEERSIEEIG, XUBEMNHNEERE.
W BIREGitHUb, GitLabZRIBEIERS, LIRBEHELN; ﬁL%ATreIIo JIRAZI B iMEARSS, XIImE
ERET ., XL, BN ASZE WebhookMXMIBENIEN, ZIFES M. XER(INISERURIE
Alertmanageriz# iR ZiREEBIT B EX B ARESEIFTET R,

RXEFREY RwebhookfRSS, DASZfFi§AlertmanagerfEE B LTI F A, TRIREIKIBRIMMgithub B
https://github.com/yunlzheng/alertmanaer-dingtalk-webhook 3K EX ,


https://open-doc.dingtalk.com/docs/doc.htm?spm=a219a.7629140.0.0.8M9OKD&treeId=257&articleId=105733&docType=1
https://github.com/yunlzheng/alertmanaer-dingtalk-webhook

ERLETET . BT WebhookdIH &

B & X webhookZ$#.83 A

BETHEFE (W SENEFN) FADFREEZF NS BERUOTRE:

BEEA

@ © 0O ©

DEIRS [ 2 =Code

GitHub GitLab

F Gt £ G B B FRORMIFF

¢ QO @

JIRA Travis Trello SR

Bl A

R BEXNBA", FRERERESHSEARR, REMLFAwebhookithilt, 40TAfR:



e IALER A x

LAnALEs A

2.5 Bwebhook, SERBEIRAEFMFIELIENSEAER

webhook: https://oapi.dingtalk.com/robot/send?access_toker Sl

di

Bl 2 EikeA

FREXwebhookithilt

webhook#ll22 ABIERING, BFMAUMEREAA R izt ZEHTTP POSTIER, BNTILMENZEEE L XEE.
BaiEE XS ASZIE AR (text), &EHE(link), markdown=FE S8,

5lan, wIEwebhookithilt LAPOSTRZH &3E AT

{
"msgtype": "markdown",
"markdown": {
"title":"Prometheus&EZEFER",
Ttext": "#HH# ISIRIERR\n" +
"> EEERER\N\N" +
"> i SERE \n"
3
"at": {
"atMobiles": [
"156xxxx8827",
"189xxxx8325"
1
"isAtAll": false
}
}

] LMEA curl3iFET ETwebhook 2 B BENS R I A :

$ curl -1 -H "Content-type: application/json" -X POST -d '{"msgtype": "markdown", "markdown": {"title":"Promethe
USEZEFR", "text": s MIIEAR\N> MIEHEIMMEE\N\n> #sas SZRFE \n"}, "at": {"isAtAll": false}}' https://oapi.




dingtalk.com/robot/send?access_token=xxxx
{"errcode":0, "errmsg":"ok"}

TWAMINGE, PIMATEETET AR S PEEEIEMT N TERES:

Prometheus Robaot LIESTR

R EAR

R ER

mitEE

TE X e S BB AR A DingtalkiH B &

X B FE X 549 Ding TalkMarkdown F3 F-BR 81 Dingtalk 5 244 ,

package model

type At struct {
AtMobiles []string “json:"atMobiles"®

IsAtAll bool “json:"isAtAll""
}
type DingTalkMarkdown struct {
MsgType string “json:"msgtype""®
At *At “json:at”

Markdown *Markdown ~json:"markdown""

type Markdown struct {
Title string “json:"title""
Text string “json:"text""

TE X iRz EAlertmanager & 1A HY S Z @ A ¥ 15 0 Dingtalk 95H 21K

package transformer

import (
"bytes"
"
"github.com/yunlzheng/alertmanaer-dingtalk-webhook/model"

// TransformToMarkdown transform alertmanager notification to dingtalk markdow message
func TransformToMarkdown(notification model.Notification) (markdown *model.DingTalkMarkdown, err error) {

groupKey := notification.GroupKey
status := notification.Status
annotations := notification.CommonAnnotations

var buffer bytes.Buffer

buffer.WriteString(fmt.Sprintf("### W@A1H%s (HFPAS:%s) \n", groupKey, status))



buffer.WriteString(fmt.Sprintf("#### SZIN:\n"))

for _, alert := range notification.Alerts {
annotations := alert.Annotations
buffer.WriteString(fmt.Sprintf("##### %s\n > %s\n'", annotations["summary"], annotations["description"])
)
buffer.wWriteString(fmt.Sprintf("\n> FFiAAIE: %s\n", alert.StartsAt.Format("15:04:05")))
}
markdown = &model.DingTalkMarkdown{
MsgType: "markdown",
Markdown: &model.Markdown{
Title: fmt.Sprintf("EHN4H: %s(HAPAS:%s)", groupKey, status),
Text: buffer.String(),
H
At: &model.At{
IsAtAll: 0
H
}
return
}

Bl DingtalkiB &N &% E

notifier&] & golangfnet/http B SL M 5 Dingtalk B 23 ARIRE., SendTIEHEEM TS BIKEINEEBALEN
i35, MKDingtalk## 423 ABJWebhookitiiit

114 Btransformer. TransformToMarkdown’§Alertmanagers Z35& 415 Dingtalkiil 2T IS,

package notifier

import (
"bytes"
"encoding/json"
"fmt"
"net/http"

"github.com/yunlzheng/alertmanaer-dingtalk-webhook/model"
"github.com/yunlzheng/alertmanaer-dingtalk-webhook/transformer"

func Send(notification model.Notification, dingtalkRobot string) (err error) {

markdown, err := transformer.TransformToMarkdown(notification)
if err I= {
return
}
data, err := json.Marshal(markdown)
if err I= {
return
}
req, err := http.NewRequest(
"POST",
dingtalkRobot,

bytes.NewBuffer(data))

if err != {
return

req.Header.Set("Content-Type", "application/json")
client := &http.Client{}
resp, err := client.Do(req)



if err 1= {
return

defer resp.Body.Close()
fmt.Println("response Status:", resp.Status)
fmt.Println("response Headers:", resp.Header)

return
}
¥ RENRER

BRNEFRRIGLTSEE, BTERRRINIESIDingtalkEFBIHLEz Attt

package main

import (
"flag"

"github.com/yunlzheng/alertmanaer-dingtalk-webhook/notifier"

)
var (
h bool
defaultRobot string
)

func init() {
flag.Boolvar(&h, "h", , "help")
flag.Stringvar (&defaultRobot, "defaultRobot", "", "global dingtalk robot webhook")

func main() {

flag.Parse()

if h {
flag.Usage()
return

}

IR @id notifier@RYSend 5 A 15 &5 B AN & 12 L5 DingtalkEXEIATLES A

func main() {

err = notifier.Send(notification, defaultRobot)

if err != nil {
Cc.JSON(http.StatusBadRequest, gin.H{"error": err.Error()})

Cc.JSON(http.StatusOK, gin.H{"message": "send to dingtalk successful!"})

{£FADingtalki &



iB{T7HEshdingtalk webhookfRSZ 2 /5, 1&tXAlertmanagerfic 8 XX {4, Jydefault-receiverifiilwebhookEC &, ¥ FATT:

receivers:
- name: default-receiver
email _configs:
- to: yunl.zheng@wise2c.com
webhook_configs:
- url: http://localhost:8080/webhook

EEAlertmanagerfRS5/E, FopfuSEMHCPURRRMASEERM, LIIDingtalkBIFHZREIMEN S EBNER:

o Prometheus Robot ~ HLEA

iB404E{}:{alertname="hostCpulsageAlert"}

(HBTIAZS:firing)
EEIm:

Instance localhost:9100 CPU usgae high

localhost:3100 CPU usage above 85% (current
value: 0.94400000000002986)
FFhamtE: 07:40:26

RSB ASERR



BE X SFEER

ZMINE R T Alertmanagerf$F 7 24t B HREOABAENR, BEARTEISATAM
https://github.com/prometheus/alertmanager/blob/master/template/default.tmplk1§ ., AlertmanagerfJBiNERETF Go
HIEIR A ST, Alertmanagertt X1FAF EXFERAE SRR, —RRIREMM A0 DURE,

B, BETERTRSH, AP RIMEEEAertmanagerfVEL & X HHERERFRTH, F40:

receivers:
- name: 'slack-notifications'
slack_configs:
- channel: '#alerts'
text: 'https://internal.myorg.net/wiki/alerts/{{ .GroupLabels.app }}/{{ .GroupLabels.alertname }}'

FMAN, BEXAERIERME. fIa0, ATINEIE B E X ERX Hcustom-template.tmpl, 0 TFATR:

{{ define "slack.myorg.text" }}https://internal.myorg.net/wiki/alerts/{{ .GroupLabels.app }}/{{ .GroupLabels.al
ertname }}{{ end}}

EidfEAlertmanagerfy £ B8 E P FE Xtemplatestit & 168 F B F XAERATIA 81 FR1Z:

# Files from which custom notification template definitions are read.
# The last component may use a wildcard matcher, e.g. 'templates/*.tmpl'.
templates:

[ - <filepath> ... ]

EIRE T HEXRRAEERGE, AP WA NERERE T ERIZRR:

receivers:
- name: 'slack-notifications'
slack_configs:
- channel: '#alerts'
text: '{{ template "slack.myorg.text" . }}'

templates:
- '/etc/alertmanager/templates/myorg.tmpl’


https://github.com/prometheus/alertmanager/blob/master/template/default.tmpl
http://golang.org/pkg/text/template

RS A

Alertmanagerfgfit 7 SR BJ AFBI AP IZH S E@AATH, BIETRSTE XAIMEIALHIAIGESE X A9 RN .

HOHAL L

Alertmanagert i1 PT84 S A R 5 =4 > fR R PR INEIA B A L B S EM — RIINE BE 585, 5
MMERTAN, BPTERFEENE S5, SMUXMRERENTHE, MASASNIERRONER
B, REHRS RS EE,

#AlertmanagerBt B X, {FMinhibit_rulesTE X —HEZA9HNFIFLM :

inhibit_rules:
[ - <inhibit_rule> ... ]

B-FOFHMNNEAEENT:

target_match:

[ <labelname>: <labelvalue>, ... ]
target_match_re:

[ <labelname>: <regex>, ... ]

source_match:

[ <labelname>: <labelvalue>, ... ]
source_match_re:

[ <labelname>: <regex>, ... ]

[ equal: '[' <labelname>, ... ']' ]

YRR RFENESEBA T Zltarget_matchftarget_match_redN, XA FAIESZEHN LR H Esource_matchEE E
XRPCERMN, FEMEENEZSHFENEZdequal EXNFEREARE, WEDNMNFING, FHNEELRSE

=,

Blan, TEXn TR

- source_match:
alertname: NodeDown
severity: critical

target_match:
severity: critical
equal:
- node

BN SEHPNE P ENTARESNSHNEENodeDownfifil R, EIRESZEMNFEX T EEH!
severity=critical, HFENFEEN, ZENLBBNRERS, FPEAGSTIRAAMARE., BIBMHHMAE X,
MRBEFHNELLR R Aseverity=critical, HHEZHFr%EnodefI{E5NodeDownEZrtEE, NHRAFNESER
NodeDownS 2889, NS apiMEIA &S L aEIEE RI% &,

mATERE



BR 7 EFINFINE T DU FIEE@ AT RN, BFRSREEE AT UEEETAlertmanagerfyUIIGEY BilkiF ENS
28N, BYEXHENLEMN(FRREHEENRIAR), NRFIVSZEMHEHFAIVAZE, WASEIER
receiver R iZ@H.,

B N\ Alertmanager Ul, sii"New Silence" RN TAS:

New Silence

Start Duration End

2018-02-27T086:37:19.620Z 2h 2018-02-277T08:37:19.620Z

Matchers Alerts affected by this silence.

Name Value

Regex

Creator

Admin

Comment

B EFFAALN

PRI BUBIZ iZUIE SCRTRIES BARLINRY FHIA AT 8] LA R 35 420 8], @iTMatchersER 9 FJ AR B 2 5 [LEC AL (715 &5 (L Ag
EIENICE), EHESRIFFRANNEIRENREIZFERG, [Rii"Create"&iHEIF,

1Bid"Preview Alerts"r] IAB BT HFICE MV ICEZINESZER ., BRRMNEIZERING, AlertmanageraFHiaiNEi1%
f)u)”']#ﬂlxﬁﬂujj Pendlng, é fAﬂUﬁExﬁEmULﬁ?”ACtlveJku °

Active n Pending  Expired n

Ends 08:56:40, 2018-02-27 Expire

alertname="hostCpulsagesflert”

TERNRIEF R

HEBRHNAEIAS, MAlertmanagerfiAlerts TIE T A SRR E BIIZMN LR SIS EEL,



Mo alerts found

==
[=]

g
il

NFELERHMM, BFINEEFRE Expire fRH{E AT MNTH.



{#FARecoding Rulesfit{t, 14 8E

BT PromQLAT IXSERY XS Prometheus SR ERIRIF A BRI TE W, REMREEEMEERE. MERELPromQLR
RNEXRBITEERAN, HiFEMAPromQLATEER S PrometheuslBRZBATAIIER. XN BE—MEEBEUT At
ErHEBREEaxMXEERCENITE, YT EREMSRAFTEEWXETELREIA, Prometheusi@id
Recoding RulefINZ#FXMEATENS R, AIMSMNEREMIEERL, REFBWRE,

7E X Recoding rules

#EPrometheusBE & X {4, Eidrule_filesTE Xrecoding rule NI {EA9i5E] 812,

rule_files:
[ - <filepath_glob> ... ]

BTN EIUTHRARITENX:

groups:
[ - <rule_group> ]

—E BAVHLS A AT BER X T F Y

groups:
- name: example
rules:
- record: job:http_inprogress_requests:sum
expr: sum(http_inprogress_requests) by (job)

rule_groupRI EAECE AN TR :

# The name of the group. Must be unique within a file.
name: <string>

# How often rules in the group are evaluated.
[ interval: <duration> | default = global.evaluation_interval ]

rules:
[ - <rule> ... ]

S5&£2MN—3, —Mgroup FEIAEIEZEMMrule,

# The name of the time series to output to. Must be a valid metric name.
record: <string>

# The PromQL expression to evaluate. Every evaluation cycle this is

# evaluated at the current time, and the result recorded as a new set of
# time series with the metric name as given by 'record'.

expr: <string>

# Labels to add or overwrite before storing the result.
labels:
[ <labelname>: <labelvalue> ]

RIEMNGEEENX, PrometheuseTEEaTMexprfE X APromQLERIARNITE, HRBTEERREFIFHNREFET
recordd, EIRFEA] L@ labels X EERE AR INERIMOIFES



LN EIT SRR S SEMNITEINER—, #@idglobal.evaluation_intervalE X:
global:

[ evaluation_interval: <duration> | default = 1m ]



INZE

HEREN, NRRAREEREASHAFPEAREASNEEENENZ—. BTPrometheusiRHEIEZE L
REELIEEH, BIRNENSEBMEES, EIEMAFPREIMEELERN. FINETRHE T HRERNYT RA
X, LA AIE T Prometheust S B IEE LI E SHIERILHE R,



4% {FFExporter

EE1BEFATREFNNEEHEAREIE, RINEEN LRET —Node Exporter’gf, ZREFRXIMEE T —THTIK
B S BT AR EIBRIHT TP (el , XA —PDERFFRAExporter, ExporterfLFIFRA—Target, Prometheus
BRI ER MR ETarget PIREVITIZEBIER, HEFMEREELDR, EX—ETHREMTBERITISXLE
FAF3RESE B AR i 1R AN BB Y2 R Exporter,

AENEERE:

o ‘FHExporterfI(EM, FlaNaaRinEiERE, HEFEHE
o WAISLINEE X HExporteriz7
o NI EBHNBIEFY FBPrometheus BiZ X 1



Exporter{t24

[~ X LA T BAEPrometheus 2 i i 145 A R IBROFE o &0 BT LA FR 9 — T Exporter, TExporterfd—SEfIFR K
target, S0 TFiR, PrometheusiBid#0ifRY75 TN E R MIX EtargetP SREVAFE AN EIE:

Target @

P

Target Prometheus Server

Target

Exporter

Exporterfy ;&

MExporterfIsiFE LK, EEDAME:
o HXERMY

Prometheustt X {2}t 7 FE/IExportersCH], iR T MERNIRKE, FEEURMESFZ N HEEEINE, XL
Exporter FJIASEHLABR D BAMERIEE R, TRIIZE— L1 XA AREXporter:

S & FExporter
BUERE MySQL Exporter, Redis Exporter, MongoDB Exporter, MSSQL Exporter
E Apcupsd Exporter, loT Edison Exporter, |IPMI Exporter, Node ExporterZ
THEBAT Beanstalkd Exporter, Kafka Exporter, NSQ Exporter, RabbitMQ Exporterss
e Ceph Exporter, Gluster Exporter, HDFS Exporter, ScalelO Exporterss

HTTPERSS Apache Exporter, HAProxy Exporter, Nginx Exporters

APIERSS AWS ECS Exporter, Docker Cloud Exporter, Docker Hub Exporter, GitHub Exporter
HE Fluentd Exporter, Grok ExporterZs

BIRRE Collectd Exporter, Graphite Exporter, InfluxDB Exporter, Nagios Exporter, SNMP ExporterZ
HE Blockbox Exporter, JIRA Exporter, Jenkins Exporter, Confluence Exporters

e APEEXH

IR T B {ERT X R EAExporterf2F LASS, B & I BAE FPrometheusiZ £ #9Client Library £l B S BExporterfs
7, BRIPromthuestt XEHIRE TN IUATRIZIESHZF: Go. Java/Scala, Python, Ruby, EBIRfAEE=7 LU
B9%0: Bash. C++. Common Lisp. Erlang,. Haskeel. Lua. Node.js. PHP. RustZ,

ExporterfNiz1T A T\



MExporterf0iz{T 3\ LK, XAUDH:
o JRI{ERAY

MBEAMELEMITHINode Exporternffl, HTRIERARFHTE R Prometheus, EIR AP LITEETERMIR
ERGIEE LRt Prometheusty3Zs. Eitt, AP REBIMIIGT—TMEFNAR, BIRFEASRHBXE
O, BRANEITRSEIER RN A ftPrometheus ZERAI I IZ 28 . R T Node ExporterlA%h, EEZIMySQL
Exporter, Redis ExporterS &2 @I XM AN LIMAT, XL Exporterfiz F#E T — T HEIEANAE.

o SREINAFH

RTBEEBEFHNEIERANASEITIRE, BEAREIEMKubernetes, ETCDEEIEENBH{ER T PrometheusHy
Client Library, 27 XPrometheusfIE &z, XMAXITHAVEIZRIR, LN ARR T UEREABINETIR
SERELHRPrometheus, BT —UEEEFZHE N BITIBINE RIINE.

Exporterfl3G

i f9Exporterfz 5 H FEIZ IR PrometheusBIHLE, REIESIZAHFALIE, MUNode Exporter/affl, =ih[e)/metricsititit
NZBREUTAS:

# HELP node_cpu Seconds the cpus spent in each mode.
# TYPE node_cpu counter
node_cpu{cpu="cpu@",mode="idle"} 362812.7890625

# HELP node_loadl 1m load average.

# TYPE node_loadl gauge

node_loadl 3.0703125

XR—METFXAERITE, EPrometheus 2.0 7 BIRIARANIE X FProtocol bufferflSE, #8EEFProtocol bufferX A&
BEFNEEY, MREBEFEAM. Prometheus 2.009kRA L ELAH ZHProtocol buffer, XEHA ¥} Protocol bufferf]
SERIEEREIR

ExporterREIAIEAEIE, TEH=MBOEM: HEAN—MTREE (HELP) , HAMREESIRELR (TYPE) i
75, Prometheus&3tExporterlfiRz AR S &R THENT :

MR LRITTA# HELPFHR, Prometheusl$&12BRU TRINISTAB HITHENT, B2 ZRIRIEREIRUA KRB ANIZERE
=

N

# HELP <metrics_name> <doc_string>

SORERIITIM# TYPEFFR, PrometheusZIRIRIA TN AB HITHEN, SEHBIAVEMBAIMMMURIEMmEE:

# TYPE <metrics_name> <metrics_type>

TYPEER T UL IAIBIRE — A ZRT, MRIKAPHRIEMEETERE Huntyped, BRT# FFLBIPETT
HMEBUARBEERAEE, B THAFEHREUTHRIAMTE:

metric_name [
"{" label_name "=" "' label_value "' { "," label_name "=" """ label_value " } [ "," ] "}"
] value [ timestamp ]

Hrmetric_name#label_name/FUEEPromQLEIE XN FIEEK,, value—Moatt& L HIEIE, timestampiIZEELS
int64 (M1970-01-01 00:00:00IAKEIZFDER) , timestamp yrliEERIAJ ZRIRT ], BAMEEmetric_namefItE A AN
BRE—MANERES, HES—TU iR —NEREMITERENAS.

FRERFIEENEX FhistogramMsummary K BIRIHER, FERBIUATAEREIFREIE:



o FEAJgsummarydlFhistogramfygtnx, ZIEMRFIEEARNEN SHNEEFER —TBMAx_sumiBinRR.
o A JgsummarydlFhistogramfyigtnx, IZIEMRFIEEARN DB EFER —BIHAIX_countiEinR .

o TR summaryfIigiix, ERE DI quantile it RAOFER, EE(FHHEIMAIx{quantile="y"}RT.
o S FEAhistogramfIiEIix N T RAEHANDHIER, B—TDHBEEHBx_bucket{le="y"}&Rx, EFyHHFE

DI L. ARDAEE— A bucket{le="+Inf"}, FHEEHARENHTHIX_counttE.,
o YT histogramFsummaryf9# A, WIFHRERD I quantilef] 5 lefIEREIBIRFHEF .

T 2B HhistogramFlsummaryEasa R 5 :

# A histogram, which has a pretty complex representation in the text format:
# HELP http_request_duration_seconds A histogram of the request duration.

# TYPE http_request_duration_seconds histogram
http_request_duration_seconds_bucket{le="0.05"} 24054
http_request_duration_seconds_bucket{le="0.1"} 33444
http_request_duration_seconds_bucket{le="0.2"} 100392
http_request_duration_seconds_bucket{le="+Inf"} 144320
http_request_duration_seconds_sum 53423

http_request_duration_seconds_count 144320

# Finally a summary, which has a complex representation, too:

# HELP rpc_duration_seconds A summary of the RPC duration in seconds.
# TYPE rpc_duration_seconds summary
rpc_duration_seconds{quantile="0.01"} 3102
rpc_duration_seconds{quantile="0.05"} 3272
rpc_duration_seconds{quantile="0.5"} 4773

rpc_duration_seconds_sum 1.7560473e+07

rpc_duration_seconds_count 2693

X FHELEPrometheus BB IRMHZITNRIZES, AP IAFERBULAGTIR OIS AR,

EE AR IVAIRRA
TEExporterlN BIHTTPL(E B, BIIAIET Content-Typets EFERIFISThRAS, HIa0:

HTTP/1.1 200 OK

Content-Encoding: gzip

Content-Length: 2906

Content-Type: text/plain; version=0.0.4
Date: Sat, 17 Mar 2018 08:47:06 GMT

Hrversion T 18 Text-basedWIIBTURA, ZIRBIEEMANINE, FIAMEBRIEALTHARA, BRHTTPI

AR FEIREEREN Nozip,



= FHExporter

EB1ER, BNELHT T2 T Node ExportertIERIHRMASE, AN\, BENAEZEREXporter A, BIE
MESERSFTTRES, MEAEEAITEMYSQLARS MBI TIRSIU KR 41813 Prometheus SEII B T WA RN R 2 i

=,



Ne2lEdR: cAdvisor

Docker2— M HRMINARERSIE, ILFREFMTEMIINNAMREHEE — T AIBENERD, RELMEET
AATHILInUX/Windows/Mactlgd £ . BERBEREMN—TEBIRECRERGSHR.

Blgn, FIDGEN AT a8 < REAE AR ) — T NginxARSS

docker run -itd nginx

AT BeTIRENEIDocker B BRAVIGTTIRS, AP AIBAEIE Dockerfstats i IREXZI HHT N LIEITRRNRITER, o
MEEBRNCPUNAR, AZRERE. NBIOEZEMREEIOSEFER

$ docker stats

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0
PIDS

9a1648bec3b2 0.30% 196KiB / 3.855GiB 0.00% 828B / 0B 827kB / 0

B 1

BRTEAGLSMUIN, AP EA L@ DockeriZEHIHTTP APIEE B 2N RS ER.

{EFACAdvisor

CAdvisor@Google F RN —R A TR RO ARSI TRENANA TR, BIEEN LIZITCAdvisor A/ B XA
E‘J%%HX?U%’IEUEMJ:%%%E’JE THIHER, AUBRNEACABIPETR.

EAHIGZITCAdvisortbIFR I8, HiRiziT— Fan<BlA:

docker run \
--volume=/:/rootfs:ro \
--volume=/var/run:/var/run:rw \
--volume=/sys:/sys:ro \
--volume=/var/lib/docker/:/var/lib/docker:ro \
--publish=8080:8080 \
--detach=true \
--name=cadvisor \
google/cadvisor:latest

BidiAahttp://localhost:8080RI IAEE, HEIEN LBFRINGTIRE, W TAR:

0.20
0.15

0.10

Cores

0.05

0.00
10:44:45 PM 10:45:00 PM 10:45:15 PM 10:45:30 PM 10:45:45 PM 10:46:00 PM

H Total

CAdvisora] fiift,: CPURE


http://localhost:8080

CAdvisore— B8R ZANTIER, Bt EMDockerasRTTR, BPTABERIRS[FENT AT ERNTR
BEREEI LB BRIETIRE.

MESTNNERT, EFRETRLEET—TCAdvisorBEIEBHNUIERRREEEATRTKAE, EITCAdvisorEiiA
RRF2DHAVIS IR, P H B 2CAdvisorBRAE T X Prometheusfiisx$F ., ihialhttp:/localhost:8080/metricsBIA]
RENZEIHTERIPrometheus iR #E AR

# HELP cadvisor_version_info A metric with a constant '1' value labeled by kernel version, 0S version, docker v
ersion, cadvisor version & cadvisor revision.

# TYPE cadvisor_version_info gauge

cadvisor_version_info{cadvisorRevision="1e567c2", cadvisorVersion="v0.28.3",dockerVersion="17.09.1-ce", kernelver
sion="4.9.49-moby", osVersion="Alpine Linux v3.4"} 1

# HELP container_cpu_load_average_10s Value of container cpu load average over the last 10 seconds.

# TYPE container_cpu_load_average_10s gauge
container_cpu_load_average_10s{container_label _maintainer="",6 id="/", image="", name=""} 0
container_cpu_load_average_10s{container_label _maintainer="",6 id="/docker",image="",name=""3} 0
container_cpu_load_average_10s{container_label maintainer="",id="/docker/15535a1e09b3a307b46d90400423d5b262ec84
dc55b91ca9e7dd886f4f764ab3", image="busybox", name="1lucid_shaw"} ©
container_cpu_load_average_10s{container_label_maintainer="",6id="/docker/46750749b97bae47921d49dccdf9011b503e95
4312b8cffdec6268c249afa2dd", image="google/cadvisor:latest", name="cadvisor"} 0
container_cpu_load_average_10s{container_label_maintainer="NGINX Docker Maintainers <docker-maint@nginx.com>", i
d="/docker/f51fd4d4f410965d3a0fd7e9f3250218911c1505e12960fb6dd7b889e75fc114", image="nginx", name="confident_brat
tain"} 0

TEREHTIZT —LECAdvisorRIRENZIAIH B IS8T :

IR BIR il X
container_cpu_load_average 10s gauge TE108 FEICPUREI A E
container_cpu_usage_seconds_total counter BREBPCPURZ LM RER S RAE (BA1: )
container_cpu_system_seconds_total counter System CPURTR S ARTE (B]i1: )
container_cpu_user_seconds_total counter User CPURR S FRTIE) (BBfi: )
container_fs_usage_bytes gauge BRIPXERGNEFERS(EA: F9)
container_fs_limit_bytes gauge BERUUMERANXHRASE(ERA: F1)
container_fs_reads_bytes_total counter BEREMELEBIENE (A F9)
container_fs_writes_bytes_total counter BRSNS ABBNSE(EBMA: FT)
container_memory_max_usage_bytes gauge BRNBEAANEERE (241 F1)
container_memory_usage_bytes gauge BREHNAEERE (84 F1
container_spec_memory_limit_bytes gauge BENAEERZRH
machine_memory_bytes gauge HRIENMAERE
container_network_receive_bytes_total counter BRMEZTZRBIESE (B FT)
container_network_transmit_bytes_total counter BENEZERERBELSE (R F)

5PrometheusER;

{82 /etc/prometheus/prometheus.yml, §cAdvisoriiil iz REFE S EMREP:

- job_name: cadvisor
static_configs:
- targets:


http://localhost:8080/metrics

- localhost:

B&fiPrometheusfR%3:

prometheus --config.file=/etc/prometheus/prometheus.yml --storage.tsdb.path=/data/prometheus

Ba5ERE, FIAfEPrometheus UIREEEIHFIFFEMNTargetiAZ:

Prometheus

Targets

O Only unhealthy jobs

cadvisor (1/1 up)

Endpeint State Labels Last Scrape

http://localhost:8080/metrics up 14.081s ago
node (1/1 up)

Endpeint State Labels Last Scrape

http://localhost:9100/metrics up Instance="localhost8100" 14.455s ago

prometheus (1/1 up)
Endpoint State Labels Last Scrape

nttp://localhost:9080/metrics uP 5.613s ago

Target

HEEBIER REFIcAdvisorfIFE ARG, AJBEM TRIAN T ERRNCPURERAE:

sum(irate(container_cpu_usage_seconds_total{image!=""}[1m])) without (cpu)

Graph ~ Console

= | 1h + « | Until » Res. (s) O stacked

{container_tabel_maintainer="",d="/docker/46750748b87baed7921048dcod(B0110503e8543 12b8cHdec6268c249afa2dd" image="goog e/cadvisorlatest", instance="localhost:B080",job="cadvisor",name="cadvisor'}

EWNARAFERE (B FT)

container_memory_usage_bytes{image!=""}

EWERNERKERE (B FH/)



sum(rate(container_network_receive_bytes_total{image!=""}[1m])) without (interface)

IGINX Docker Maintainers <docker-maint@nginx. locker/f51fddd4f410965d3a0d7e6f32502 18911c1505e12060/6ddTb888e 75ic 114", image="nginx",instance="locall 80" Job="cadvisor",name="confident_brattain"}

idocker/46750749087bae47521049dccdfB011b503695431 208 dect 268c249afazdd”,image="google/cadvisorlatest”, instanca="localhost: ‘cadvisor,name="cadvisor"}

BRMEEREE FHA

EWERNEERERE (8O FP/E) ¢

sum(rate(container_network_transmit_bytes_total{image!=""}[1m])) without (interface)

INX Docker Maintainers <docker-maint@nginx.com>",Id="/docker/f51fd4d414 1096503a01d7e9(3250218911c150561296006dd7bBAGeT 5ic114" Image="nginx" Instance="localnost:3080", ‘confident_brattain"}
"/docker/46T50743087baed7921d48dccdfB011b503e95431 2bBciidech268c248afa2dd", image="google/cadvisoratest” instance="localhost:80! ‘cadvisor”,name="

EWNERXERFAZIER (B FP/)

sum(rate(container_fs_reads_bytes_total{image!=""}[1m])) without (device)




BRXURAGERE F7/A

EWERXERABNER (B FT/R) -

sum(rate(container_fs_writes_bytes_total{image!=""3}[1m])) without (device)

0 =8 Wed, 28 Mar 2018 07:25:56 GMT
value: 0
contalner label_maintainer:

device: /dBvisda
Ic: /dockar/46750748b87 bae4 721448dc5d18011b5036954312bBcidece268c248ala2dd
image: googleicadvisoriatest

iSO
Instance: kocalhost:8080
Job: cadvisor

name: cadvisor

iX Docker Maintainers <docker-mair@nginx. jevi jevisda” d="/docker/f51fd4d4f41086503a0fd7ear3250218811c1505e12960M6dd7bBEBETSIC114" image="nginx" Instance="localhost:8080", dvisor”,name="confident_brattain"}

idocker/46750749b87baed 7821d48dcod 8011050368543 12bBclidec6268c248ala2dd", mage="google/cadvisor-iatest” instance="

BRXGRABENER FTH/A



WIEMySQLIZITIRS . MySQLD Exporter

MySQLR— "X RABEEEEERS, HIHEMySQL ABASIF AL, BRIETOraclefE FHI™M. MySQLE&RRITH
XABMIEEEERASZ—, EENREETERIESTRAMNXBREZZ —., X—/NTEPRENBUaER
Prometheusi2#IMySQLD ExporterSL Il 3FMySQLEIRE 4 RE A K B RF B RN EENES.

ZFEMySQLD Exporter
RT EHNRIMEE 2, XE{FADocker ComposeE X HE5MySQLIA Kz MySQLD Exporter:

version: '3’
services:
mysql:
image: mysql:5.7
ports:
- "3306:3306"
environment:
- MYSQL_ROOT_PASSWORD=password
- MYSQL_DATABASE=database
mysqlexporter:
image: prom/mysqld-exporter
ports:
- "9104:9104"
environment:
- DATA_SOURCE_NAME=root :password@(mysql:3306)/database

XEBIIMELTEDATA_SOURCE_NAMEAHE X 1ZB#T. {ERDocker Compose 3 zhillid FAAIMySQLIEHILA K
MySQLD Exporter:

$ docker-compose up -d

EahserfE, BTN TaH<LEREIMySQLEREH, HHRITMySQLIEXANES

$ docker exec -it <mysql_container_id> mysql -uroot -ppassword

mysql>
AT @ T http://localhost:9104i5E]MySQLD ExporterZERIARS :
A L@ /metricsZE BEmysql_upiEHREIET HBIMYSQLD Exporter2 & IF & % #E2 T MySQLSEA, HFEtrEN 18T RRAE

9% 1F HIRENE IR 2R -

# HELP mysql_up Whether the MySQL server is up.
# TYPE mysql_up gauge
mysql_up 1

& Prometheusfic & X {4/etc/prometheus/prometheus.yml, 1&HN13FMySQLD ExporterSL A REE S &E:

- job_name: mysqld
static_configs:
- targets:
- localhost:9104

fB&hPrometheus:


http://localhost:9104

prometheus --config.file=/etc/prometheus/prometheus.yml --storage.tsdb.path=/data/prometheus

BT PrometheusfPIRTSTT, AJAEF LRI TargetdPIRES:

mysqld (1/1 up)
Endpoint State Labels Last Scrape Error

http://localhost:9104/metrics uP 12.447s ago

MySQLD ExportersEf5IIRZS

ATHERBEENRERT, BESXE—TOTSHENZRMNARBXNER: EWEILE. ERER. ZPhE
RBERURERRITIERES.

miIRHEERIIS

MNTHEENS, REZNTEMIZMILUEE. W, K. B, ATHELREERSFINNELETHER., &
MySQLAEREE — & HQuestionsiyitHiz:, SEFImAX—TEWIEDRE, EEMEZ+H1. JNEINATMySQLIE
LE18QuestionsFRFFINELEAE:

mysql> SHOW GLOBAL STATUS LIKE "Questions";
L CE TP Fommman +

| variable_name | Value |

L CE TP Fommman +

| Questions | 1326 |

L CE TP L s +

1 row in set (0.00 sec)

MySQLD ExporterdiR Bl A E03E @i mysql_global_status_questionsz Bt Z HijQuestionsiTEZHI A/ :

# HELP mysql_global_status_questions Generic metric from SHOW GLOBAL STATUS.
# TYPE mysql_global_status_questions untyped
mysql_global_status_questions 1016

B A TPromQLA AE R HBIMySQLEFIEMERRMNEXIERN, EWHMENRBEERREIRRE T RETE/E
&, ERTAPMZXEABREMNASERN, NRRIRBIZIERNZAER:

rate(mysql_global_status_questions[2m])

— RO ] A MBS IR B IRERNRITIBE R H#IT AR, BIEIMySQLE BIRSHAICom_select T AT 10ZE HATARS 23
HATEEIBEGNERE: BN, tabi@idCom insert. Com_updateld FzCom_deletef /B 22 HAIRSZ B2 EiR/E
BEURER, Hlan, ATLAGEIE I TIESEIDHAIMYSQLE flinsertiZ G HIMIT AR E:

mysql> SHOW GLOBAL STATUS LIKE "Com_insert";
Fommm e - - omme - +
| variable_name | Value |
Fommm e o - Fomme - +
| Com_insert | © |
Fommm e e e - Fommmm- - +

1 row in set (0.00 sec)



MMySQLD Exporterfd/metricsiRBIFEITHEAF, L@ T global_status_commands_totalFREX HBILFIZRIESLH,
1TROREL:

# HELP mysql_global_status_commands_total Total number of executed MySQL commands.
# TYPE mysql_global_ status_commands_total counter
mysgl_global_status_commands_total{command="admin_commands"} 0
mysgl_global_status_commands_total{command="alter_db"} ©

mysgl_global_ status_commands_total{command="alter_db_upgrade"} 0

mysgl_global_ status_commands_total{command="select"} 10

mysgl_global_ status_commands_total{command="insert"} 2

mysgl_global_ status_commands_total{command="update"} 2

mysgl_global_ status_commands_total{command="delete"} 1

BFa LGB LA FPromQLEE HAIMySQLEL I SR {E IR RN T IE)

sum(rate(mysql_global_status_commands_total{command=~"insert |update|delete"}[2m])) without (command)

> 3z hEN

EIZE)

EMySQLHEE £ FigEmax_connectionsfREl 7 HRIARS|/ATHEAEFImEENE. —BREREAR,
NEFIMEZRBSWEEESE, RLHEEMYSQLIE TS, BENZIXFEMySQLIRSSNERIER. BFPAM@E
T TS EE HBIMySQLARSS AImax_connectionsft & :

mysql> SHOW VARIABLES LIKE 'max_connections';

B T TP Fommmaan +
| variable_name | value |
B T TP Fommmaan +
| max_connections | 151 |
B T TP Fommmaan +

1 row in set (0.01 sec)

MySQLERARI SR HEZE 9151, RIS AR RAERLY, AIMBEMU ESHITIRE:

SET GLOBAL max_connections = 200;

MREKAMIKE, WEBBEIEAMYSQLEEE X Fmy.cnf, HRINNUTRE:

max_connections = 200

JBiIGlobal StatusH#JThreads_connected, Aborted_connects. Connection_errors_max_connectionslA Kz
Threads_running®] A& & HEIMySQLEFIREZIE R .

Blan, BTN TS FTAE R ZRIMySQLSL AR :

mysql> SHOW GLOBAL STATUS LIKE "Threads_connected";
oo - Homm - +
| variable_name | value |
B Homm - +
| Threads_connected | 1 |
B Hommm - +

1 row in set (0.00 sec)

LA AEERSBHE S AN, IR—EFIHEESHEZREMYSQL, 2 “Too many connections(ZEIEENT 2 ) 1R,
[EAFConnection_errors_max_connectionsfJE L SIEI, N TEHIEEIILLEER, (RAZEIRATBERINNE, Hif
{REE{RISEmax_connectionsfREIA, ERTE1SRAborted_connectstY B RETLINNT, HIAE P ifeitEiEE



MySQL%BS‘EJﬂiT LAY =] A J& I Connection_errors_max_connections ;A & Connection_errors_internal 54 &35 A9
(B REA,

TEFIE T 5MySQLERE XA MITIE N

e mysql_global_variables_max_connections: RIFRISAEEEG

e mysql_global_status_threads_connected: BiFFAYEIE;

e mysql_global_status_threads_running: ZHEiFFEIERE;

e mysql_global_status_aborted_connects: HEIFFATERE;

e mysqgl_global_status_connection_errors_total{error="max_connections"}: HTF#HHEAEZEHNSENEIR;
e mysqgl_global_status_connection_errors_total{error="internal"}: BT RAANBSEIVEIR;

B PromQLE W HATRIRAV A R EEE

mysgl_global variables_max_connections - mysgl_global status_threads_connected

{ERPromQLE W HBIMySQLL I EIRIEL LN :

mysql_global_status_aborted_connects

iR P ERIS)

MySQLERIARIZ#S|ZInnoDBER T — ATRAZFHNATFXE, BTEFRERMRRSINEGE. &R
ERBUHREIGE, FTREESEEEFLENTE, ENRSIEWGSSEREHMEDTNT, SHHEIIOTHER, H
Ltb, ROZKEMySQLE MRV EIRERER, HEESEMREYT ARENRIA/NT A LRI IEEE.

Innodb_buffer_pool_pages_total RIR T HEIE it FRIAEFEIAETIE., TR A TIERES:

mysql> SHOW GLOBAL STATUS LIKE "Innodb_buffer_pool_pages_total";

m e e e Fommmm- +
| variable_name | value |
L T L Fommmm-- +
| Innodb_buffer_pool_pages_total | 8191 |
L T L Fommmm-- +

1 row in set (0.02 sec)

MySQLD Exporteri@id I T HFREILE it & £ 77 FAOSR

# HELP mysql_global_status_buffer_pool_pages Innodb buffer pool pages by state.
# TYPE mysql_global_ status_buffer_pool_pages gauge
mysql_global_status_buffer_pool_pages{state="data"} 516
mysql_global_status_buffer_pool_pages{state="dirty"} 0
mysgl_global_status_buffer_pool_pages{state="free"} 7675
mysgl_global_status_buffer_pool_pages{state="misc"} 0@

Innodb_buffer_pool_read_requestsic® 7 IE & MEFHIZEVEIRIIERME., BTN TIES

A
|

E:

mysql> SHOW GLOBAL STATUS LIKE "Innodb_buffer_pool_read_requests";

B e Fommm - +
| variable_name | value |
B e T Fommm - +
| Innodb_buffer_pool_read_requests | 797023 |
B T L L L T R Fommmmma - +

1 row in set (0.00 sec)

MySQLD Exporteri@id A T3EFRREIZE 45t P Innodb_buffer_pool_read_requests#y{E:



# HELP mysql_global_status_innodb_buffer_pool_read_requests Generic metric from SHOW GLOBAL STATUS.
# TYPE mysql_global_ status_innodb_buffer_pool_read_requests untyped
mysgl_global_status_innodb_buffer_pool_read_requests 736711

LE MM TTEHER, MySQLRAEMIEE FIEENEE, Innodb_buffer pool_readsBIiCF T ML IEENEIEAIIE R ER
2, BERBEMAETEREBENEEE MEEPIEERRES, ALk, MR Innodb_buffer_pool_readsfI{EFF iR
i, AIREEIREEUBRENMRER RS, AJIUET U TREEESInnodb_buffer_pool_readsfV#iE

mysgl> SHOW GLOBAL STATUS LIKE "Innodb_buffer_pool_reads";

droccoocooooooooocoooo00c0oooS focooooo +
| variable_name | value |
droccoocooooooooocooo000c0oooS focooooo +
| Innodb_buffer_pool_reads | 443 |
droccoocooococoooocoooo00coo0o0 focooooo +

1 row in set (0.00 sec)

TEMySQLD Exporterdr ] DAEIT LA F184#REE Innodb_buffer_pool_readsfy%i= .,

# HELP mysql_global_status_innodb_buffer_pool_reads Generic metric from SHOW GLOBAL STATUS.
# TYPE mysql_global_status_innodb_buffer_pool_reads untyped
mysql_global_status_innodb_buffer_pool_reads 443

B A Eisintets, ARSEFREEMInSR, FATR AR BPromQLIRIRE Y S MR,

B X TFPromQLAI XS 2 &1 MySQLEEFIRE Tt AR, —RRKiIREFEL GInnodb_buffer_pool_readsiyig xR
BRRESHTE A/ NEDSHE:

(sum(mysql_global_status_buffer_pool_pages) by (instance) - sum(mysql_global_ status_buffer_pool_pages{state="fr
ee"}) by (instance)) / sum(mysql_global_status_buffer_pool_pages) by (instance)

th AT AR I FPromQLIT B2 A E IR BN KRB NG KRR T E).

rate(mysql_global_status_innodb_buffer_pool_reads[2m])

B ERE

MySQLTR 1 T — P Slow_queriesfIiTE123, HEIEIHITII AT long_query_timefEfE, iTEERma+1, HEIA
ER107), FILUEE A TS EMYSQLEE % Fllong_query_timeRiRE :

mysgql> SHOW VARIABLES LIKE 'long_query_time';

dococsooasconansono doccoooosooo +
| variable_name | value

dococsooasconancono docooooosooo +
| long_query_time | 10.000000 |
doccsooasconansono Poccoooocooo +

1 row in set (0.00 sec)

BE U TIES T IUESE HAIMySQLEFIFSlow_querieshIEiE

mysql> SHOW GLOBAL STATUS LIKE "Slow_queries"
Fommm e e o - Fomme - +
| variable_name | Value |
Fommm e e e - Feommmmm - +
| Slow_queries | O |
Fommm e e e - Feommmmm - +

1 row in set (0.00 sec)



MySQLD ExporteriREIFHEAEIES, BT ERRRHAIASIow_queriesf(E:

# HELP mysql_global_ status_slow_queries Generic metric from SHOW GLOBAL STATUS.
# TYPE mysql_global status_slow_queries untyped
mysgl_global_ status_slow_queries 0

BT IS Slow_queriesAUIEKER, AR HETMYSQLARS 239IEREIRTS, ATLAEIE LA FPromQLE Slow_queries
BB RIER:

rate(mysql_global_status_slow_queries[2m])

FEMySQLAE T @ % 3response timelfif, MMXIFICREWRBEXBNFAIHES . BrhizIhsEEMySQLD
Exporterth & BRFRENZIMEXEIE, MR A MySQLEWIGRAT N D AR, BBEETMETER,



W23 : Blackbox Exporter

AERENRIL NN REANIEENA T Prometheus TANARTA R RE, HNBREFNOTRAE. FRNEITR
S, BIEEPEGETHRIE. XEMEHWSTRSOEMIRNE, B0 88E% T BRERBNIMEITRES, &
X I IRFEAR AU SR AE S TRA P RE L TR IE)RE, MMM EENABERTHTHA . MMTENRIZEENAE, IFT
RENNABAZEEMS, EMZRNESHNBRERE, BRETEIMAFNSHINLRSIIMEBAIRYE, ELNESR
EIEEEHTTPIRE, TCPRHFR TN R ERSH A M, URIAEDEESE,

RGBT HREESRANTEETREEEEUNEANSOSHEREN, REETERELINE MASE
EUMETFEHRMLEBTWEENED, — P ENREZEMEERBMAENAERINEEEE, EBERENA
ERELMELZ R LR,

Iy
o

RakiENaERE

{fABlackbox Exporter

Blackbox Exporter@Prometheusft XIRIHIE A BERITHRAA R, HAFAFEI: HTTP, HTTPS, DNS, TCP
MURICMPEY A I ML FHITERIN ., FF B AE#{ERgo getdn L IREYBlackbox ExporteriRA3H 4 s Asith AT $4T S 14 -

go get prometheus/blackbox_exporter

i&{7Blackbox Exporterfiy, FERAFIRMATNERERES, JEREESTREE—LEAEXMWHTTPXER, thralst:
RN FEN—LETSLEE, thrsERRHASMIIEITA, HEBlackbox Exporter@—MRHECEFR A —Tmodule, F
BMNYAMLEE X IRz iR 1 45Blackbox Exporter, 88— T module T EBENTREANS, S1FERHER

(prober) | IIEIFE)EBAIAIE (timeout) | AR HRIREHAKREEIN:

# BREFEEY: http. tcp. dns. icmp.
prober: <prober_string>

# BRI

[ timeout: <duration> ]

# WETHEMEE, SZREREAPH—
[ http: <http_probe> ]

[ tcp: <tcp_probe> ]

[ dns: <dns_probe> ]

[ icmp: <icmp_probe> ]

TEE—EHHRE B Hblockbox.yml, B ITHTTPIRHEEIR:



modules:

http_2xx:
prober: http
http:
method: GET

http_post_2xx:
prober: http
http:
method: POST

BEIETU TGS, FEEERIRHEE X4 ERBlockbox ExportersLfi:

blackbox_exporter --config.file=/etc/prometheus/blackbox.yml

BIpINGE, MA U@ ihEhttp://127.0.0.1:9115/probe?module=http_2xx&target=baidu.com¥Jbaidu.comi#4THRM,
BB FEURLFIRHEmodule ZHUEE T HE{ERIIRE, targetZHIETIRMEBEin, REARNERBIIMetricsiIHZ
HIR[E

# HELP probe_dns_lookup_time_seconds Returns the time taken for probe dns lookup in seconds
# TYPE probe_dns_lookup_time_seconds gauge

probe_dns_lookup_time_seconds 0.011633673

# HELP probe_duration_seconds Returns how long the probe took to complete in seconds
# TYPE probe_duration_seconds gauge

probe_duration_seconds 0.117332275

# HELP probe_failed_due_to_regex Indicates if probe failed due to regex

# TYPE probe_failed_due_to_regex gauge

probe_failed_due_to_regex 0

# HELP probe_http_content_length Length of http content response

# TYPE probe_http_content_length gauge

probe_http_content_length 81

# HELP probe_http_duration_seconds Duration of http request by phase, summed over all redirects
# TYPE probe_http_duration_seconds gauge
probe_http_duration_seconds{phase="connect"} 0.055551141
probe_http_duration_seconds{phase="processing"} 0.049736019
probe_http_duration_seconds{phase="resolve"} 0.011633673
probe_http_duration_seconds{phase="tls"} 0
probe_http_duration_seconds{phase="transfer"} 3.8919e-05

# HELP probe_http_redirects The number of redirects

# TYPE probe_http_redirects gauge

probe_http_redirects 0

# HELP probe_http_ssl Indicates if SSL was used for the final redirect

# TYPE probe_http_ssl gauge

probe_http_ssl 0

# HELP probe_http_status_code Response HTTP status code

# TYPE probe_http_status_code gauge

probe_http_status_code 200

# HELP probe_http_version Returns the version of HTTP of the probe response
# TYPE probe_http_version gauge

probe_http_version 1.1

# HELP probe_ip_protocol Specifies whether probe ip protocol is IP4 or IP6
# TYPE probe_ip_protocol gauge

probe_ip_protocol 4

# HELP probe_success Displays whether or not the probe was a success

# TYPE probe_success gauge

probe_success 1

MRERIEEAR, AP ATIARENIA R AIDNSERITHERT . A RIRNASE]. HTTPIRRLIRSASE FMiIE [ihERER XA R
2igtn, MMEBNEE R E&A RIS,

5Prometheus& R}


http://127.0.0.1:9115/probe?module=http_2xx&target=baidu.com

BTk, REEEPrometheus TEZEXIBlockbox ExporterSLlfgREESZAN], REMMEES:

- job_name: baidu_http2xx_probe
params:

module:

- http_2xx

target:

- baidu.com
metrics_path: /probe
static_configs:

- targets:
- 127.0.0.1:9115
- job_name: prometheus_http2xx_probe
params:

module:

- http_2xx

target:

- prometheus.io
metrics_path: /probe
static_configs:

- targets:
- 127.0.0.1:9115

XEBEHFIEE T2 Jbaidu_http2x_probeFlprometheus_http2xx_probeldREESS, H Hi@idparamsisEEARIRE
(module) UKRIRMEF (target) .

MEBHAET, BRUABMNENTEREREHFEMIERUS T, FB4PrometheustIFEIEN * M REMES, MECE
EENAERRERZATEREN, ERTEN RS KT SRelabel/\T1, Bf11148 T PrometheusiRelabelinghE
B AT AR ARelablingl S XXX LR EHITRIL, ERESNWT:

scrape_configs:
- job_name: 'blackbox'
metrics_path: /probe
params:
module: [http_2xx]
static_configs:
- targets:
- http://prometheus.io # Target to probe with http.
- https://prometheus.io # Target to probe with https.
- http://example.com:8080 # Target to probe with http on port 8080.
relabel_configs:
- source_labels: [__address__]
target_label: _ param_target
- source_labels: [__param_target]
target_label: instance
- target_label: _ address__
replacement: 127.0.0.1:9115

HEHNE—MRHRS (Whttp_2xx) EX—TREMTE, AREEBIZSNREEREXABRNBERNNM =,
TEREHAREUE Z i@ relabel_configsit REE S HITENTIESE .

o ZE1W, tRIETargetSEFIRVHBIE, BN _param_target FFZH, _ param_<name> LR ERR, EREASHS
B KB ARHIE RN <name> B8, HREFparamshViZE;

o 524, FREY_ param_targettfE, HZBSZlinstancetn®EH;

o 534, BETargetSEHIMY _ address_ Fi%{E fIBlockBox ExporterSLfl#giA ettt ,

BT LA E3 M relabelH 38, ENRIAKE L Prometheus TS ELEMNE ZE:



Endpoint State Labels Last Scrape Error

hitp://127.0.0.1:9115/probe. uP Instance=""ttp://example.com:8080" 7.4755 ago
[ module="nttp_2xx" | target="http://axample.com:8060"
hitp://127.0.0.1:9115/probe up Instance=""itp://prometheus.io” 4.78s ago

http://127.0.0.1:9115/probe urP Instance="https://prometheus.io” 318ms ago

Blackbox Target3L{

ETR, BITSIEAN BBlackboxF & AMHTTPIREHEMR A

HTTPHR%

HTTPIRH 2 TRERRNRERANRTZ—, BEHTTPRHEESMIEHEHTTPRSELIERNEGR, SFEEEXS
RIRTAME, MRAPFIAEXINIBNAEEFS. RTEBERSHIFEOMERERE, TR RAREEA DN
MR IALE.,

£ E—/\T5#HE, Blockbox ExporterFiB AR £ 2 UModuleBE B #HTRLE ., MTFTR, BET — M REEMN
HTTPiRSt:

modules:
http_2xx_example:
prober: http
http:

B proberBEe ETYEERTTEE, EEDhtpATEEXRHHRNAR, XERKhtpEcETUAIEAIERE, RR5
EERHTTPRHMNEGALE, ZRIBERHTTP GETHA X BIRRSHITHRN, HERIBREIASIBES A
2XX, ENRRIIEIN, TMKRK,

BHEXHTTPIEK

HTTPIRS BE S URBNF AN INRIL, BLAEME—LEENMI, MELNAEE—LETRESTHAPIRRS,
N TFABREMNHTTPERNZ R EIE RS MHTTPRH T ARTESHNBEXIRE, 8E: HTTPIERAA.
HTTPAER. BRBHF. WTREEEATREINEINRSEFTEZEBIHTTPRMIR BB AUt 33T
HTTPSEEMMRSEFEREB IR HITEEXIRE.

TR, REBImethodEX T HRMIHMEMANIBERT A, T —ERFEIBERSUMIIRS, TALLETheadersiE X1H
KENERAER, fERAbodyEXIFRAR:

http_post_2xx:

prober: http

timeout: 5s

http:
method: POST
headers:

Content-Type: application/json

body: '{}'

WRHTTPIRSEA T ZEIAIE, Blockbox Exporter A& 7 Xfbasic_authf93z#F, AIAEFIRERXIANIEEEERNA:

http_basic_auth_example:
prober: http
timeout: 5s
http:
method: POST



headers:
Host: "login.example.com"
basic_auth:
username: "username"
password: "mysecret"

33 F{$F3 7 Bear TokentIIRSZ ] L@ T bearer_tokenfR BINEIEIEE ShEFIGE, SiEBiTbearer token fileiSES
R4,

MNF—EERTHTTPSHMRS, BRFZEBESIEFRRS, FIMEISs_configE EMRRRIERESR:

http_custom_ca_example:
prober: http
http:
method: GET
tls_config:
ca_file: "/certs/my_cert.crt"

BEXEREH1TH

ERANER THTTPIRE RN HTTPIREMASIB TR, MRMKSFBA2XX (200 <= StatusCode < 300) MFRRIR
MARTH, FHBEREHREIRIIESRprobe_success{BEN1,

MRAFPZEEETEHTTPRENASH, HENHTTPRRABIFHENR, TR, BIMA{EMvalid_http_versionsil
valid_status_codes#{TEX :

http_2xx_example:
prober: http
timeout: 5s
http:
valid_http_versions: ["HTTP/1.1", "HTTP/2"]
valid_status_codes: []

BAUABER T, BlockboxiZEIMFAEIEHth S B Z48Rprobe_http_ssl, ATRIALAIRITEL{ER TSSL:

# HELP probe_http_ssl Indicates if SSL was used for the final redirect
# TYPE probe_http_ssl gauge
probe_http_ssl 0

MURAFPXFHTTPIRSZ B S B BSSLEEHIMRE, N aTLAERfail_if_ssIFfail_if_not_ssi#1TECE . fail_if sslf
truefy, RRAMRIGERBR T SSLMIRHEMW, RZHIN. failif_not_ssINiFERK.

http_2xx_example:
prober: http
timeout: 5s

http:
valid_status_codes: []
method: GET

no_follow_redirects: false
fail_if_ssl: false
fail_if_not_ssl: false

BT ETHTTPIREE, HTTPIMUARA U A2 E BRSSLIEAEFIREHRMIT I RTIS TROARAEIASS, TR AITED
HTTPERSEZ BN NS . {EFfail_if_matches_regexp#fail_if not_matches_regexpFAF Bl IAE X —AENIFIAR, ATF
BIFHTTPIREIAB EE A FENTE ENREAXHAR.

http_2xx_example:
prober: http



timeout: 5s
http:
method: GET
fail_if_matches_regexp:
- "Could not connect to database"
fail_if_not_matches_regexp:
- "Download the latest version here"

EERERENN, FINER FTHTTPRESEIPVERININ. EAZEIERT, FILAMERpreferred_ip_protocol=ip43&
BT IPVARI AN 1TIRA, 7EBloackboxMRIAIMSIZHEA, thai@idigsTprobe_ip_protocol, FBAHBEIAIMINIER
&5

# HELP probe_ip_protocol Specifies whether probe ip protocol is IP4 or IP6

# TYPE probe_ip_protocol gauge
probe_ip_protocol 6

BR T SZFFPXIHTTPISGATTI S ERMIASY, BlackboxiE3ZF53$TCP, DNS. ICMPEHFEAMRLE NN, RMEBINEZE T
MBlackboxBJGithubIi B FIRENE ZERER



{£RJavaE E X Exporter

NG HIUEE T fEPromrtheusiZ2 itfclient_javatIEAFE, HBERGESpring Booti e FH{EMR
client_java, HiztthAERBEHRMHIIPrometheusfIsz#s,



{EMClient Javatii£ExporterfZ%

client_java@Prometheus 33 JVMZEF RIS Mclient libraryZE, AT UEEE Fclient_javaf o] AR SLHINITIE
1TH9Exporterf2fF, tHAIAER( NI B RIZHE M client_javalA X FPrometheus,

B E X Collector

fEclient_javaiysimpleclientiIRAPIR M T B E X isiziEina9 0% 0.

WR(EAGradlefERINBMET R, "JIAE I @build.gradleifilsimpleclient{fkii:

compile 'io.prometheus:simpleclient:0.3.0'

STAEREEE BN, ATMBEEEX Collectorty750, SEMXEIEHAWEE, ZUEFFESLHcollect() 3%
HFIRO—ARIEEAR, WK

public class YourCustomCollector extends Collector {
public List<MetricFamilySamples> collect {
List<MetricFamilySamples> mfs = new ArraylList<MetricFamilySamples>();

String metricName = "my_guage 1";

// Your code to get metrics

MetricFamilySamples.Sample sample = new MetricFamilySamples.Sample(metricName, Arrays.asList("11"), Arr
ays.asList("v1i"), 4);

MetricFamilySamples.Sample sample2 = new MetricFamilySamples.Sample(metricName, Arrays.asList("11", "12"

), Arrays.asList("v1", "v2"), 3);

MetricFamilySamples samples = new MetricFamilySamples(metricName, Type.GAUGE, "help", Arrays.asList(sam
ple, sample2));

mfs.add(samples);
return mfs;

}
{ —

XEBEXT—1TRBAmy_guagefJIEITiElR, ZSITIBRIEI B A EIEID IR I —TMetricFamilySamples.SampleSE
B, ZEFIFBEE TIZIEANIBINEIR. MEBHA. M ENAURERBIENE,

WiR4ERTEmy _guageRIFREHEAE, FEIF X EI—TMetricFamilySamplesSEfHIH, MetricFamilySamplesiEE T il
WIRIEFRAORFR. HB IRERSE., EETIEMNEMetricFamilySamples AT AR BIRDTRIF—, BUAR
EGEIS TS & Prometheus i #ISE,

B 1Z{FAMetricFamilySamples.SamplefIMetricFamilySamplesf /5 TiE AT X & IS8R A 2 (B4R S T B
HeER, BIa0, SEEREN, TRAFRIFREEE —LEEXNTE, IRFEEXLEMERNEIFESL, ?ilVA
BIERTENARTERF—., MURABEEARNE—BHIERT, FINETLAERclient javadt 3 R EI1EIRE
BYSEI GaugeMetricFamily, CounterMetricFamily, SummaryMetricFamilyZs, {530:

class YourCustomCollector2 extends Collector {
List<MetricFamilySamples> collect {
List<MetricFamilySamples> mfs = new ArraylList<MetricFamilySamples>();

// With no labels.
mfs.add(new GaugeMetricFamily('"my_gauge_ 2", "help", ));



GaugeMetricFamily labeledGauge = new GaugeMetricFamily('"my_other_gauge", "help", Arrays.asList('"labelname")
)i

labeledGauge.addMetric(Arrays.asList("foo"), 4);

labeledGauge.addMetric(Arrays.asList("bar"), 5);

mfs.add(labeledGauge);

return mfs;

{EFHTTP ServerZR EFANEE

client_java T~ #simpleclient_httpserverf&RSLH 7 — M BAJHTTPAR 328, HEIZARB A IZREVERIIEIIE K
&, E=BmARFIECollectorfcollect() /5%, FIGFIBHEARLIE R HPrometheusERINEIBMEEAITE, R
FAF{EA T GradletdZIME, wTLURINA TR

compile 'io.prometheus:simpleclient_httpserver:0.3.0'

IRz E, FirAFEExporterf2 FRImain 3R BEI— THTTPServersEfl:

public class {
public static void throws IOException {
HTTPServer server = new HTTPServer ( );
}
}

MmERNZEl, F=icEACollectorfiregister()/535. BMHTTPServer@ik AZI{E{aAICollectorSEFI#Y:

new YourCustomCollector().register();
new YourCustomCollector2().register();

J&{TCustomExporterFifilalhttp://127.0.0.1:1234/metrics, BIRTSREXZILA T8

$ curl http://127.0.0.1:1234/metrics
# HELP my_gauge help

# TYPE my_gauge gauge

my_gauge 42.0

# HELP my_other_gauge help

# TYPE my_other_gauge gauge
my_other_gauge{labelname="fo0",} 4.0
my_other_gauge{labelname="bar",} 5.0
# HELP my_guage help

# TYPE my_guage gauge
my_guage{l1="v1",} 4.0
my_guage{l1="v1",6 12="v2",} 3.0

HAHTTPServer A H R ZEMT A REE, HAEISLI TAR:

e Handle\ /Collector
request

T Http Server CollectorRegistry«+——Collector
metrics

S Text Format/ \Collector


http://127.0.0.1:1234/metrics

HTTPServerfbIEmT2

LM CollectorsEfilregister() 75350, S¥FZEHIFRTFZICollectorRegistry= /4, CollectorRegistry sz 4iF HaI R 5 H
FrB#CollectorsEfill, HTTPServerfEfEIKEIHTTPIER 2/, & MCollectorRegistry R ZZIEfHERICollectorSEfl, FHif
FEcollect()5/ARERFRBEHA, &R PrometheusPIFRERIH .

[f T BIE{FERHTTPServerAINEBEIEREURLAIL, client_javarRiRi2{t 753 Spring Boot, Spring WeblA K Servietfdsz

.

{EFRRMNERICollector

Bidclient_javadPEXMINERDO, AFPAMIGEIIE SRR EBIEIRESS, FH@BEHTTPServer§iEAEkiEmtiss
Prometheus, FR7TIREZOMTEMUIN, client javailigit T ZNABEMICollectori®tR, Dsimpleclient_hotspotufl, i%
BIRENE 7T HIVMELWIETRRES (GC, AT, JMX, 2%, S£iEiths) #EMICollectorTHl, B FET
fEGradleHR A TKEi, S Asimpleclient_hotspot:

compile 'io.prometheus:simpleclient_hotspot:0.3.0'

1®1d 78 io.prometheus.client.hotspot. DefaultExportilinitialize /5 3% T A iZ & 3R ch Fir A B Collector L5 :

DefaultExports.initialize();

E#ME{TCustomExporter, FHIREVEARLIE:

$ curl http://127.0.0.1:1234/metrics

# HELP jvm_buffer_pool_used_bytes Used bytes of a given JVM buffer pool.
# TYPE jvm_buffer_pool_used_bytes gauge
jvm_buffer_pool_used_bytes{pool="direct",} 8192.0
jvm_buffer_pool_used_bytes{pool="mapped",} 0.0

IR 7T 2B EEX FIIRERIASS, TN ABPESERHRIIVMENEITIRSEUE. Eclient_javallBEH R TERANE
TXJIVMEEiE#ICollectorA g, FSLI T 3FHibernate, Guava Cache, Jetty, Log4j. LogbackZMiim#iBIREERISE
#. AP REERMENKRE, R UXEREH#HITER.

SRR ITRZIER

fEclient_javadfR T {EFCollector EHE R ATIBAIS, BEIFRM T ¥ Prometheus F4FIIRIZ LRI T HRIZ :
Counter, Gauge. SummaryfHistogram, EFXLXI, FRARFMUIEEAENENARFOSRERHTE
R

@ B AV GaugeFICounter

MGaugeRfl, HEMNFEREEMWSHRIEFLIRERYE, FJUERUTHREM:

public class {

static final Gauge inprogressRequests = Gauge.build()
.name("inprogress_requests").help("Inprogress requests.").register();

void {
inprogressRequests.inc();



// Your code here.
inprogressRequests.dec();

Gauge#ti& B Collector, registoer()75 5= 51%GaugeL;EMZICollectorRegistryd, XEBEIET—1EA
inprogress_requestsBIUEIRIENT, HIFR(EE A" Inprogress requests”,

GaugeXREZE B EM N A iAiInc()dec(), DAIRTFiHEEE+170-1,

MRBIFIERPERREXARE, WA MERGaugetdi&2silabelNames()/57%, FEHEMRIEIEITAURE, BIRSEAFALT
e, @i fEtnRlabels() 5 AR EIRERE, WTHATR:

public class YourClass {

static final Gauge inprogressRequests = Gauge.build()
.name("inprogress_requests")
.labelNames("method")
.help("Inprogress requests.").register();

void processRequest {
inprogressRequests.labels("get").inc();
// Your code here.
inprogressRequests.labels("get").dec();

Counter5 GaugefI{ER 55—, B—RIXBIETF CountersEHI RBE—"Ninc() /A%, BFITHEEE+1.

B Z2 2 RISummaryHHistogram

Summary#lHistogram B F 4 9 HERN D HIER. WTFAR, BISummaryB] BUSHTTPIE REIF T EUARIEK
LB RMERSRITER, BERSITEERNSHRIER.

class YourClass {
static final Summary receivedBytes = Summary.build()
.name("requests_size_bytes").help("Request size in bytes.").register();
static final Summary requestLatency = Summary.build()
.name("requests_latency_seconds").help("Request latency in seconds.").register();

void processRequest {
Summary.Timer requestTimer = requestlLatency.startTimer();
try {
// Your code here.
} finally {

receivedBytes.observe(req.size());
requestTimer.observeDuration();
}
3
}

B TEATimer#4TiHET AN, SummarySEfHIR M Ttimer()757%, RIS FZEE LamdaRiANIZITRY BIFH1T ST

class YourClass {
static final Summary requestLatency = Summary.build()
.name("requests_latency_seconds").help("Request latency in seconds.").register();

void processRequest {
requestLatency.timer(new Runnable() {
public abstract void run {



// Your code here.

}
1)

// Or the Java 8 lambda equivalent
requestlLatency.timer(() -> {
// Your code here.

1)

Summary#HistogramfJ i EERRIF—, XBIEFSummaryr] B EEZFIHARITIS UL, W TAR:

static final Summary requestLatency = Summary.build()
.quantile(0.5, Y // HF0.05KIRE
.quantile(0.9, Y // HF0.01RIRE
.name("requests_latency_seconds").help("Request latency in seconds.").register();

FFHistograms, ERIABIDHEAN[.005, .01, .025, .05, .075, .1, .25, .5,.75,1,2.5,5,7.5, 10], MREEIEEETE
Y@, TAERbuckets()5EFEE, WTAIR:

static final Histogram requestlLatency = Histogram.build()
.name("requests_latency_seconds").help("Request latency in seconds.")
.buckets( , , , )
.register();

5PushGateway£ i,

X F L33 F HA S IR AT SRESAIIE AN EUE, client_javailiZ (i T XtPushGateway 9z 45 :

AR -

compile 'io.prometheus:simpleclient_pushgateway:0.3.0'

WTERR, PushGatewayfISZIHIZE AT A MARE SE AR ZIdefaultRegistryBd Collector STl FR SR ENRE AN 2UHE H BT 4% RISMER
EREAIPushGatewayfRE + .,

public class PushGatewayIntegration {

public void push throws IOException {
CollectorRegistry registry = CollectorRegistry.defaultRegistry;
PushGateway pg = new PushGateway("127.0.0.1:9091");
pg.pushAdd(registry, "my_batch_job");



=N PR AN EPrometheust 3%

AN ASpring Bootafil, MMRAfAITERN LIS FRE K client java,

NinPrometheus Java Clienti8 <94k :

dependencies {
compile 'io.prometheus:simpleclient:0.0.24"'
compile "io.prometheus:simpleclient_spring_boot:0.0.24"
compile "io.prometheus:simpleclient_hotspot:0.0.24"

B3 12 @EnablePrometheusEndpoint/3 FiPrometheus Endpoint, X2 EIH{ER T simpleclient_hotspotF 12 {itAY
DefaultExporter, i%Exporter&fEmetrics endpointf4tit L ain AJVMIIEREE

@SpringBootApplication
@EnablePrometheusEndpoint
public class SpringApplication implements CommandLineRunner {

public static void main {
SpringApplication.run(GatewayApplication.class, args);

}

@override

public void run throws Exception {
DefaultExports.initialize();

}

ZIAIE L T Prometheus& & AImetrics endpoint}y /prometheus, A LA T endpointfic & #1TEEK:

endpoints:
prometheus:
id: metrics
metrics:
id: springmetrics
sensitive:
enabled:

BEhR AR HEhttp:/localhost:8080/metrics ] IABRIA T E AR

# HELP jvm_gc_collection_seconds Time spent in a given JVM garbage collector in seconds.
# TYPE jvm_gc_collection_seconds summary

jvm_gc_collection_seconds_count{gc="PS Scavenge",} 11.0
jvm_gc_collection_seconds_sum{gc="PS Scavenge",} 0.18
jvm_gc_collection_seconds_count{gc="PS MarkSweep",} 2.0
jvm_gc_collection_seconds_sum{gc="PS MarkSweep",} 0.121

# HELP jvm_classes_loaded The number of classes that are currently loaded in the JVM

# TYPE jvm_classes_loaded gauge

jvm_classes_loaded 8376.0

# HELP jvm_classes_loaded_total The total number of classes that have been loaded since the JVM has started exe
cution

# TYPE jvm_classes_loaded_total counter

INFEEES, IR R HUER


http://localhost:8080/metrics

/

PR T SRERN ARIVMABKBPIRZEINSY, BA TR AT RERERIN— L H E XA iEMetrics SEHX RETMERE, R SSIRESHTT
K&, MREARMAMNBXIZRE. BRBIERESRLENNABNMEER,

4% & WebMvcConfigurerAdapterZH & Saddinterceptors 3%, XFRAIERK/ RNt E e

@SpringBootApplication
@EnablePrometheusEndpoint
public class SpringApplication extends WebMvcConfigurerAdapter implements CommandLineRunner {
@override
public void addInterceptors {
registry.addInterceptor(new PrometheusMetricsInterceptor()).addPathPatterns("/**");

PrometheusMetricsInterceptord¥# HHandlerinterceptorAdapter, &id & 5 R 5 i&preHandleflafterCompletiona] 32
H—THTTPIERE ar BEBI AR B :

public class PrometheusMetricsInterceptor extends HandlerInterceptorAdapter {
@override
public boolean preHandle throws E
xception {
return super.preHandle(request, response, handler);

@override
public void afterCompletion
throws Exception {
super.afterCompletion(request, response, handler, ex);

ShBNEEEAL
— B PrometheusMetricsInterceptorBEIS B INIZE R IRIE R 2 F, AT I AEMclient javaBE X ZFUEITIENT .

TR MATFIERRASENAS B DIERER, e RMBIERNEE (http_requests_total), cpufEFEATE]
(process_cpu_seconds_total)%, —R&ME, CounterZEEfmetricsiEFREan & PEAER_total LR,

{#F Counter.build()BIZ Counterz2 BURy 5324845, FH Hi@iTname()/5EE X IS IRFEIRAIRTR, BiTlabelNames()EX
ZIEME BN, REETregister()iFizigtnEMZCollectorfdefaultRegistry i,

public class PrometheusMetricsInterceptor extends HandlerInterceptorAdapter {

static final Counter requestCounter = Counter.build()
.name("io_namespace_http_requests_total").labelNames("path", "method", "code")

.help("Total requests.").register();

@override
public void afterCompletion
throws Exception {
String requestURI = request.getRequestURI();
String method = request.getMethod();
int status = response.getStatus();

requestCounter.labels(requestURI, method, String.valueOf(status)).inc();
super.afterCompletion(request, response, handler, ex);

TafterCompIetionEiiEP FIDARERE HRIERANERIZR . IERAENRREE, XE@BIlabelstsE T HRIHEAE
PRENNAVE, HEEE.inc()itE=s+1:



requestCounter.labels(requestURI, method, String.valueOf(status)).inc();

@idg+nio_namespace_http_requests_totalF{ AT IASLH] :

o EWNANBEREE

# PromQL
sum(io_namespace_http_requests_total)

o EEEWHitpIERE

# PromQL
sum(rate(io_wise2c_gateway_requests_total[5m]))

o ENHAINFIEKETop NFJURI

# PromQL
topk(10, sum(io_namespace_http_requests_total) by (path))

{EF Gauge P] DA BR N FE B 2 BIDIATS, BIANTE 4R EALEY, EAHAI=RAIAB K\ (node_memory_MemFree), AIRK
ZK/)Mnode_memory_MemAvailable), SiEB 2R HRINCPUFERZE AFEREX., XEHRIMEAGaugelt X HFINA
IEERMERIHMtpIE R EE

public class PrometheusMetricsInterceptor extends HandlerInterceptorAdapter {

.. BERHCED

static final Gauge inprogressRequests = Gauge.build()
.name("io_namespace_http_inprogress_requests").labelNames("path", "method")
.help("Inprogress requests.").register();

@override
public boolean preHandle(HttpServletRequest request, HttpServletResponse response, Object handler) throws E
xception {
.. BRI
// HEEE+L
inprogressRequests.labels(requestURI, method).inc();
return super.preHandle(request, response, handler);

@Ooverride
public void afterCompletion(HttpServletRequest request, HttpServletResponse response, Object handler, Excep
tion ex) throws Exception {
.. BRI
/7 -1

inprogressRequests.labels(requestURI, method).dec();

super.afterCompletion(request, response, handler, ex);

1BiJ#54Rio_namespace_http_inprogress_requests¥ 17T A B 1 E 18 F HFI EE IR R AIHtpIERE 2 :

# PromQL
io_namespace_http_inprogress_requests{}

Histogram=Z B F7E8E 7 e E A (Buckets)IDF A/J\(Wlhttp request bytes)s & E 4R EANREL, IR KIDRLAT(E]

requests_latency_secondsJaffl,



public class PrometheusMetricsInterceptor extends HandlerInterceptorAdapter {

static final Histogram requestLatencyHistogram = Histogram.build().labelNames("path", "method", "code")
.name("io_namespace_http_requests_latency_seconds_histogram").help("Request latency in seconds.")
.register();

private Histogram.Timer histogramRequestTimer;

@override
public boolean preHandle(HttpServletRequest request, HttpServletResponse response, Object handler) throws E
xception {
A LT
histogramRequestTimer = requestLatencyHistogram.labels(requestURI, method, String.valueOf(status)).star
tTimer();

.. BRI

@override
public void afterCompletion(HttpServletRequest request, HttpServletResponse response, Object handler, Excep
tion ex) throws Exception {
.. BERRED
histogramRequestTimer.observeDuration();

.. BRI

Histogram& B shBli#3 M Etn, 2alk:

o EMHERAEEIRE: basename_count

# ERSY: HE—HRET2RhtpiER
io_namespace_http_requests_latency_seconds_histogram_count{path="/",method="GET", code="200",} 2.0

o FIESHFEEMNA/NEHN: basename_sum

# EREX: REM2RhttpiERBAMAETEN13.107670803000001
io_namespace_http_requests_latency_seconds_histogram_sum{path="/",method="GET", code="200",} 13.107670803000001

o SHFTHEIED TEbucketPHYREL: basename_bucket{le="+E5"

# TERSH2REREH, httpiERIMMATE <=0.005 ¥ HERRE O
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET", code="200",1le="0.005",} 0.0
# ERSH2IRERLGH, httpiEBRIMATE <=0.01 ¥ KIERKRE N0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET", code="200",1le="0.01",} 0.0
# ESH2RIEREH, httpiEBRIATE <=0.025 ¥ HIERRE O
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET", code="200",1e="0.025",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET", code="200",1le="0.05",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET", code="200",1le="0.075",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="0.1",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="0.25",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="0.5",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="0.75",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="1.0",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="2.5",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="5.0",} 0.0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="7.5",} 2.0

# ERH2RBERGH, httpiEBRIMLATE <=10 ¥ AERREN
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200",1le="10.0",} 2.0
# TESH2RERGH, httpiERIMATE 10 ¥ EIERRE N0
io_namespace_http_requests_latency_seconds_histogram_bucket{path="/",method="GET",code="200", le="+Inf",} 2.0



Summary#IHistogramIEFE R BB, BAIURITEGELKENTETE K/, UEESHIER. SummaryFlHistogram
IR T W TFBHA9ITE_countbARERTCE_sum, ELLER_count, fl_sumBtEFHT It EHBRINAS, F1a0
httoEFP O FIYMMAATE): rate(basename_sum[5mY]) / rate(basename_count[5m]), [EIAFSummaryFIHistogram#Ra] LA
TEMETHERNSIER, b, 9oEiESE, Ho 0.0<= Hfiu#iQuantiles <= 1.0,

A [E7E FHistogramA] A& T histogram_quantile RENFERR S 83T E D IEL, MSumamryfI DI R EREEF G
WITEX, B TFHAEAITE, Summary?E B idPromQL#TE RN A BIFAIIEAERIN, MHistograml & HEE
ZHER. BN TEF iGN S Histogram BN ZREE D,

public class PrometheusMetricsInterceptor extends HandlerInterceptorAdapter {

static final Summary requestLatency = Summary.build()
.name("io_namespace_http_requests_latency_seconds_summary")
.quantile(0.5, 0.05)
.quantile(0.9, 0.01)
.labelNames("path", "method", "code")
.help("Request latency in seconds.").register();

@override
public boolean preHandle(HttpServletRequest request, HttpServletResponse response, Object handler) throws E
xception {

. BERHFCED
requestTimer = requestLatency.labels(requestURI, method, String.valueOf(status)).startTimer();
. BEEHCED
}
@override

public void afterCompletion(HttpServletRequest request, HttpServletResponse response, Object handler, Excep
tion ex) throws Exception {
. BIRAIRED
requestTimer.observeDuration();

. BIRAIRED

{EMSummaryigts, =EEIEZMITEFE:
o BHRESHIRE

# B HAThttpERREDRBNL2IR

io_namespace_http_requests_latency_seconds_summary_count{path="/",method="GET", code="200",} 12.0

o SBHFAENENDH

# B X12)RhttpiERMBIEAT X 51.029495508s
io_namespace_http_requests_latency_seconds_summary_sum{path="/", method="GET", code="200",} 51.029495508

o SHFENEND TR

# BX: X12RhttpiERIBAAT BRI HIEZ3 . 052404983s
io_namespace_http_requests_latency_seconds_summary{path="/",method="GET",code="200", quantile="0.5",} 3.05240498
3

# BX: X12RhttpiERIMAATEHI9N UENE8 . 0032616665
io_namespace_http_requests_latency_seconds_summary{path="/",method="GET",code="200", quantile="0.9",} 8.00326166
6

{EHCollector2EH 18+



& T e E 28 R {EAPrometheusi2 A Counter,Summary, Gauage 5 #i M 48R ASN, BRI L@ B EXH
CollectorSEHISIHERX IV SIERAIREE ., FIa0, FHATTLAUED BE X CollectorE 1% M TR R RSB B P 4TIt IS 1Z 1847,

@SpringBootApplication
@EnablePrometheusEndpoint
public class extends implements {

@Autowired
private CustomExporter customExporter;

.. BRRAES

@override
public void throws Exception {
A L pe ]

customExporter.register();

CustomExporterE 5% Hio.prometheus.client.Collector, #EiEFCollectorfiregister()/5i%E, Hihlal/metricsiy, MEH
&M Collectorficollection() 75 A H SREU R EE 2RO MS 1R 4E 4T o

X B CustomExporterfz £ T SpringfJIOCE 2R, XEFUEZFEI S, REIFZEMISHERIIER.

import io.prometheus.client.Collector;
import io.prometheus.client.GaugeMetricFamily;
import org.springframework.stereotype.Component;

import java.util.Arraylist;
import java.util.Collections;
import java.util.List;

@Component
public class CustomExporter extends Collector {
@override
public List<MetricFamilySamples> collect() {
List<MetricFamilySamples> mfs = new ArraylList<>();

# BliEmetricsigin
GaugeMetricFamily labeledGauge =
new GaugeMetricFamily("io_namespace_custom_metrics", "custom metrics", Collections.singletonLis
t("labelname"));

# 1R EEITNlabellA Kvalue
labeledGauge.addMetric(Collections.singletonList("labelvalue"), 1);

mfs.add(labeledGauge);
return mfs;

X B A LA{E R CounterMetricFamily, SummaryMetricFamilyF= BB E ERIEIRER,



INGE

Prometheus A SR EUERI A — I EH BRI A—E8IEOPromQL, TATA WMIREIERY ™ £ N2 B ExporterSEi##{T5E
M, FTFEIEEGSIR fHtPromethuestT R M iR A BORE S # ] LAFR W Exporter, Exportera] IA2— P 8IHAY N T REL
EFIEMMENNBRER, o ABEENETIENRSESD,



B5E A —1]

"You can't fix what you can't see", FIfItLRIIZEIIZOEBTZ—, EREREITEN BPrometheus TRIRTLIEAR,
5140, Prometheus B12itAConsole TemplatefE /7 A K GrafanaiX— A it T B LI iR #4E AT #1t,, Prometheus
UM T EARNEIETMMLAEE D, FIAEBAF B ERPromQLEREIE, FEHIEESTNAERNARBTE
w, MERMNASSPEEFRENANFINANERRA—, XFNERDEA—F, FERNFTEEEBEEN, 14
BETRRMNAIIAIRKRIIE. ANEFINAEHEZRRMU LERE,

rENEERE:

e {FMConsole TemplatefllZ B, TIE
o {EAGrafanatl}ZEMEENEURNERE



{#Console Template

ER1EMRE2ENASTH, REEZXPrometheusELHE 7 —TMEXNTHAIIAR, FEBEMNELFEY TUEET
PromQLISES B FFIEURHITE WM 247, F B EidPrometheusFHGraphERE LB A EIR . B E2HE HRA
2, XETHERBBIRITH, TEFALN, BRI ESER TR LN E RITERNELEE,

RT EIX L @Prometheus N E T — ME ERBIRRIR /TR console Template ,E0IFAF BT GotERIES LIBEERE
FHARE, HEEIPrometheus ServerXJFMEHIARIEERR.

|REF 95

BEBRNEM—NIMEIFFE, BIEFEIINE—TConsole TemplateTiE ., 5 Console Template®§ X NE IS EK
79 --web.console.libraries F[ --web.console.templates ,H 7 BIIEE N EA M AR IHMNEMEEZ ., BRABRLTES 5!
}5@Prometheus HHIZZEER12AY console_libraries F consoles B,

Prometheus?t console_libraries BRAELAE T —LEEAXANAEAMN, AP ATUERER,

1E consoles BFE TEIZindex.htmIXX4/5, RIFTiPrometheus RAE A IABEITEINE B Z T —"ConsolesFE IR, U0
THIR. ZIEINERIAIEE consoles/index.html S {4:

Prometheus Consoles Alerts Graph Status v Help

ConsolesHz &

R, XTMERIZRE, BRNFEI—TZ=A. EXNERlindexhtmXHHEREZEQAE:

=N ++
E X TH SR
B, BISLEREFERconsole_librariesE MM head B, FHIIAZlindex.htmISZ{Er:

{{template "head" .}}

LERS, NRFAIRIFN RF I ABRIATAS:

“— C (@ localhost:9090/consoles/index.html

Prometheus Alerts PagerDuty

Overview
Prometheus




RN Head A

head BHFHIEN, ZEFTLABIT FBF define "head" FEconsole_librariesBFPEK ., BRAEHMNIZEZEE X
£ prom.1ib XA

{{ define "head" }}

<html>

<head>

{{ template "prom_console_head" }}
</head>

<body>

{{ template "navbar" . }}

{{ end }}

MREEFHNEENAS, IB—HMIEEREERE navbar AHMNENXENE ., YABFPHEMULERECHAE. F
M, MERFAIFELEConsole TemplateTIEIATF & 5Prometheus UI—2, REZE(EMnavbarBHHIE BN, #
B menu.1ib H{Enavbartg{t:

{{ define "navbar" }}
<nav class="navbar navbar-inverse navbar-static-top">
<div class="container-fluid">
<!-- Brand and toggle get grouped for better mobile display -->
<div class="navbar-header">
<button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-target="#bs-example-nav
bar-collapse-1">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
<a class="navbar-brand" href="{{ pathPrefix }}/">Prometheus</a>
</div>

<div class="collapse navbar-collapse" id="bs-example-navbar-collapse-1">
<ul class="nav navbar-nav'">
<li><a href="{{ pathPrefix }}/alerts">Alerts</a></1i>
<li><a href="{{ pathPrefix }}/graph">Graph</a></1i>
</div>
</ul>
</div>
</nav>

{{ end }}

MRAFBEMDRSL, BHixfEhead BHPRBIR ({ template "menu” . 13 EBDENT, EXERIFTIE, WTAR:



& C (@ localhost:2090/consoles/index.html

Prometheus Alerts Graph

BENXE

TiLE .1ib XHEER .heml XHER T Go TemplatefiES, REMBANIEEFIUBITEGOIESEMNTRESH
%§ https://golang.org/pkg/text/template/

E X B

TEConsole Template (1] IATETIE P{FERINER] promconsole.Graph() BREL, ZREUEIT head HNFABRIAYjSTRID,
EIZRES, BIEEIFENDOMT m U MiEMNAIPromQLERIAL, BIREREXIGRFAEMENNEBARAS, W1
Fim:

<h1>Prometheus HTTP Request Rate</hi1>

<h3>Queries</h3>
<div id="queryGraph"></div>
<script>
new PromConsole.Graph({
node: document.querySelector ("#queryGraph"),
expr: "sum(rate(prometheus_http_request_duration_seconds_count{job="'prometheus'}[5m]))",
name: "Queries",
yAxisFormatter: PromConsole.NumberFormatter.humanizeNoSmallPrefix,
yHoverFormatter: PromConsole.NumberFormatter.humanizeNoSmallPrefix,

yUnits: "/s",
yTitle: "Queries"
1
</script>

XERIE T —1idRqueryGraphfidivii =, B 7E T E{ERPromConsole.GraphR#k, 1R MUémHlH R
:T:t sum(rate(prometheus_http_request_duration_seconds_count{job="prometheus'}[5m])) E’\JEHM’C%EZZD‘F}EHH_'\



< C (@ localhost:9090/consoles/index.html

Prometheus Alerts Graph

bR T REAKInoded RexprS EIMASh, ZREE X IFHTES U T:

SHBR (3=
expr Required. Expression to graph. Can be a list.
node Required. DOM node to render into.
duration Optional. Duration of the graph. Defaults to 1 hour.
endTime Optional. Unixtime the graph ends at. Defaults to now.
width Optional. Width of the graph, excluding titles. Defaults to auto-detection.
height Optional. Height of the graph, excluding titles and legends. Defaults to 200 pixels.
min Optional. Minimum x-axis value. Defaults to lowest data value.
max Optional. Maximum y-axis value. Defaults to highest data value.
renderer Optional. Type of graph. Options are line and area (stacked graph). Defaults to line.

Optional. Title of plots in legend and hover detail. If passed a string, [[ label ]] will be
name substituted with the label value. If passed a function, it will be passed a map of labels and
should return the name as a string. Can be a list.

xTitle Optional. Title of the x-axis. Defaults to Time.

yUnits Optional. Units of the y-axis. Defaults to empty.
yTitle Optional. Title of the y-axis. Defaults to empty.
yAxisFormatter Optional. Number formatter for the y-axis. Defaults to

PromConsole.NumberFormatter.humanize.

Optional. Number formatter for the hover detail. Defaults to

yHoverFormatter PromConsole.NumberFormatter.hnumanizeExact.

Optional. Color scheme to be used by the plots. Can be either a list of hex color codes or

CollafenainG one of the color scheme names supported by Rickshaw. Defaults to 'colorwheel'.

EETENRE, MRS expr F name IR NistER, HUNFE——NI,

FR T E1%{ER Promconsole.Graph REN T RAIFILEIRIASN, FEConsole TemplateH iR Al LA{E BB &R H
ﬁ: prom_query_drilldown E)‘(—”PE?%E?%E#EE’%?UGraphDTE, #Eﬁ?*ﬁﬁﬂ%i&iﬁﬂ’ﬂ’éﬂéﬁ%, &D'Fﬁﬁn_?

<h3>Links</h3>
{{ template "prom_query_drilldown" (args "prometheus_http_response_size_bytes_bucket") }}

FRTDAEERDASh, BAMBRILAFR 4 Prometheus UI—#E X — DT EIHIEHIZR, HERFIRETIEHE:



Prometheus Alerts Graph

Prometheus HTTP Request Rate

Queries

0.2

Queries (/s)

Time

- .

MNZ T EHHEFIER A N RE R, Biks| RN TRREIA:

{{ template "prom_graph_timecontrol" . }}



Grafanaig

Console TeampletBAEEFH B —ERN AL ER, BRMBIUNESIPrometheusfIEAREENIHE ., BARERtL2EHF
Z M, HEAPEEZIMTEG TemplatelZiRIEES, HEHEZSNAIMMAERLEMIEEER, REHEENLST
—EMEAR, EHE1ENVIRPrometheus FEAEZ 21 1Eid GrafanalfiER BRI — P A M ZDashboard, EARE
At iEE 2 M EEAGrafanatl 2 EMNFBEEMN T ML IRE.

GrafanaE A2

B Grafana2— MERNEAMA TR, @R ElkEGrafana MU UERF B RPrometheus TR IREIE, thEIER
F-LEHMPEBIRRI MM ER, EFAERGrafanazfgl, Hi1EAEERR—LGrafana FTHERES, UFEBIEFEE
5 RIRIBEZGrafana,

#3EJE (Data Source)

X} FGrafanaE, PrometheusiXEANERMHEURHINN RIYFRFEIEIR (Data Source) , BRI, GrafanaBH1RHtT
3F: Graphite, InfluxDB, OpenTSDB, Prometheus, Elasticsearch, CloudWatchfyz#5, X FGrafanaBERMS, RE
ERRXENRUEBIERNAZURINEIGrafanash, Grafanaf@r] AR AR ST IX LA A AT AL T1E.

NRE (Dashboard)

BEBIEREXFAIAANBEREZE, STRAMESREENSZEMEIMBIEN TN, EGrafanad, 1@
idDashboard &AL E R RV EIE T EI &K

Dashboard

Grafana Dashboard

W EFriR, #£—Dashboardi— M REARNTIMLEITA—Panel (HIR) , Panell@I3WMHBEBE, RAOBMNFELE
TR MAEE, FHEEDashboard S —"Panel@—5TEMIIKED, BiIPanelfJQuery Editor (Ei4RiERS) B
1A AR E—1Panel BEEWNEIERMUAEIEEIDAR, F0, WRLAPrometheustENEIER, FR7EQuery Editor



1, FRAIEFR EERZEPromQL, TPanellll& R MIFERIPrometheus I E 1) B BN IR, HEBETUL, B
FE M PanelBZEMIIA, FELLE—"Dashboardd, FEFIAERBE SR EZ"Data SourceFIENIE.

Grafanai@id iEH AR I T 2 #Panelf9sLIN, =AM : Graph Panel, Heatmap Panel, SingleStat PanellAK
Table Panel¥, AP XA BIEHTEE Z LB MPanelEiR.,

I 7T PanellA%h, #EDashboardTIEF, FHNIEAIUEX—TRow (1T) , RALRMNEE—HHEXNIPanel,

f2 T Panel, RowsX L5345 AS), Grafanaif 52 #4F 3 yDashboardE X Templating variables (1#E#R25#8) , MTSZIRE
M5 AP shS3R B fgDashboardTIE . [ERYGrafanai@id JSONEIELSMERE T B "\DasboardIE X, A LLiXLE
Dashboardth 2IFE S EHTHEM, Grafanaif %[ 1}Dashboardigfit 7 — M HZHR

% https://grafana.com/dashboards, B3 1ZARES AP Al AB Y DashboardIH=E, RN EEPRIIMAPILE
1% ERDashboardSEH, HSAEIESHIGrafanad,

HAFAF

ER—TBARIMMA IR, Grafanalf T IRMERIFATMMERIGEA UL, TiRME T EHEEBWAEARRERED, &
Grafana®Dashboard 2/ F—{~Organization (£0%3) , 3@i¥Organization, FJLATEE K#4& F{FHGrafana, a0t
F—lmsE, FEAIFIEIZEZ M Organization, EfUser (BF) AIMBEF—1MEHZ M A EARIOrganization, FH
ERE#IOrganization ™, BIAAUserlf FAERINIR. Ma]UAERHIREER B LREME XENEEER,


https://grafana.com/dashboards

Grafana5 ZUE AL

EE1EN YAPrometheus" 887, FHIEEFTILE AT M T GrafanafEAXFER /N, W FGrafanams,
PrometheusTi & — B T EiE ST ALUENEIETR (Data Source) B3I {FERPromQLE 45 EPrometheussLffHHy
#UEH B 7EPanel ST AT {4t .

BTk, BIVGHINEE T RUEETPanelCIZFEEN AN ER.

INMREMR (Panel)
Panel@Grafanaf R B AL B o, E—MERNmEIREP IR T HENANEIE%REESZ(Query Editor), 1EAFEAM
TEMEBIER (d0Prometheus) EEEHEMNAWIZEE, HEUATMAHNAXEN,

Grafana® Fi B EIRII G HRIFCHTER, SAINE 7T5MERMNENR, 252 Graph, Singlestat, Heatmap,
Dashlist, TablelAK&Text,

Hp{&GraphiXFHNER TR AIIAEE SN RIZEMA R Z &N EF. mSiglestatM HhMEKREWER BT
7, DashlistflTextfBXLEB4TTR, ENSHERNEIERLTX.
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ERHTIRARTPEAE R {ERNPanelZEE:
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LEPEIERR, PanelRtRIEHRIEIERER MB B MIQuery EditorfRE ., XEENEZENBPrometheus Query
Editor, W1 TFI/R, HiEFHNEIEREE NPrometheustt, BRI THRE:

Graph General Metrics Axes Legend Display Alert Time range x
= Data Source default = » Options » Query Inspector
- A = Een Nl

avg (irate(node_cpu{mode!="idle'}[2m])) without (cpu)
Legend format [i] Min step 1] Resolution 11 -

Format as Time series = Instant D (ag
8 m

Query Editor

Grafanafgfft 7 XPromQLAYSEEE 15, TEQuery Editord, AJLURIMERTQuery, FHEEMBPromQLETIAM
Prometheus s & 018 N RO AN 2R

avg (irate(node_cpu{mode!='idle'}[2m])) without (cpu)

SPromQLEARMARERE S REEFS, Legend format B FRHIATER BRI EFFUINEGIES., Grafana
THBLRRIAR, RENEFSITEDTENEOEM, FI0: ERRTER LA EF5tinstance REH
BIEREHIEF:

{{instance}}-{{mode}}

LEHRNNHEAEIEEIFE AN T ASE Grafana;E 2 EFRA HIl— L 8Ea)fR, @I Min Stepd] LAIEHIPrometheus &
HEIRRBRIVE K (Step) , MR MPrometheusi B HIEIES

Resolutioni&I5, MAIAIRHIGrafana B BiERMNEIEE. FIa0, WRResolutionfI{ER1/10, Grafanazi§Prometeus
RER10MREAREIESH R — =, EitbResolutionti/NAI eI HES, R2, ATMNAEERT,

Format asiEINE X AN{aH& Tt PrometheusiR BRI AEIE, XERMH T3 MED: Table, Time SeriesflHeatmap, %
SIFAFTabelER, GraphEtRHMHeatmapEIiREIEIERT ML,

BRIEEIASY, Query Editorif it TIINAEXAIINEE, KiETQuery InspectorF] AR B X AIRINER:

» Options |~ Query Inspector

Mock Response @ Expand All I Copy to Clipboard

1/api/vl/query_s (irate(node_cput 7Bnodet3p~" idlet TCnicetTCsystentTCuser' #2C%20instancet3p~' localhost$3A9100 ' $7DE5B2mE5D) ) $20withouts20(cpu)kstart=1526241704send=1526263304kstep=15"

- A

"
@
)

avg (irate(node_cpu{mode=~'$mode', instance=~'$nodes'}[2m])) without I(cpu)

Legend format  {{instance}}H{mode}} ©  Minstep © Resolion 1/1 ~ Formatas  Timeseries v Instant [m] 3

T ER

EERS, AJUEESHRIPrometheusiREIFIHEAEIE, B ol IR EMockEIEE B,
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T2 GraphER

GraphER 2R FE BN —faIMtmER, E@dirgEgEHRENT R R IEEEARER B MmN, GraphmE
R A EF FPrometheust Gaugef1CountersR U IR IEARAV IS IR EUB O ALfL . 70, HBEEBEIHICPU, REFEER
RIBERT B L RIIE R AT, ATLAMERGraphER, @R, Graphi® el AIEE HEMSIE S MNEUE Z BRI,

Node Cpu Usage ~
80.0%
60.0% 2018-05-12 23:16:09
= localhost:9100-idle: 75.958%
localhost:9100-nice: 0%
4D.0% localhost:9100-systemn: 1.211%
= localhost:9100-user: 0.990%
20.0%
0%
2318 2320 2322 23:24 23:26 23:28 23:30 2332 23:34 23:36 23:38 23:40 2342 23:44 23:46
== localhost:9100-idle localhost:9100-nice localhost:9100-system localhost:9100-user
GraphER

GraphE1k5 Prometheus

GraphEREITITAE S EHRENFN, SeBRREREAMIBEE—RIFEANTLES, RILEXREES
Prometheus® ACounterflGaugeZE YU IS IRIEHRAYRT ML, 3T HistogramEBURIEFR B AT AT 35, TS mIiIb iR
ANHeatmap Panel3RAIE M

{$ 3 GraphE#iR B] 1t Counter/Gauge
AENRE], CPUFERARMNZBEBARAERTFEAGrapnERRFETRR:

oV

Graph Counter Demo - CPU Usage ~

70.00%
60.00%
50.00%
40.00%
30.00% 2018-05-1417:24:33
bar:9100: 3747%
20.00% foo:9100: 37.60%
localhost:9100:  37.85%
17:10 1712 17:14 17:16 17:18 17:20 17:22 17:24 17:32 17:34 17:36 17:38
bar:9100 28.13% 62.08% 37.74% 40.71%
foo:9100 30.44% 62.16% 37.76% 36.72%
localhost:3100 28.31% 63.04% 37.75% 30.84%

Prometheus Countera] #l1t,

EMetricsiEINT, FHA1ER U TPromQLE X 418 MAPrometheus £ EXEHE :



1 - (avg(irate(node_cpu{mode='idle'}[5m])) without (cpu))

LIS
= Data Source  default ~ » Options » Query Inspector
> A ; e 1 ; = ® 10
1 - [(avg(irate(node_cpu{mode="idle'}[5m])) without (cpu))
Legend format {{instance }} ©  Minstep ©  Resoluton 1/1 ~
Formatas  Timeseries ~  Instant D e

g -

MetricsiZEIi

RIE X FIPrometheusfIEIEREIB N, 1ZPromQLERIREIZ £ EIFS] (ERFIFSIREI3E) . GraphEiRe AMATE
FHIFRIREVEAEIE, HEFEIRERD., N TIiHTEEEEFNAHENE, BHI1TLLETE X Legend formathy ¢«
instance }} EHIEEENEHIZFR:
= bar:9100 foo:9100 localhost: 9100
{¥F8Legend formattEiR 1t El |

AT HRI{ERARPromQLEVEUESEE A0~ 1RRCPURIEAR, ATHEBERBNRALEERMUOHE, HNFEX
GraphE RV ITH 2R TH M. WTFR, EAxesIEIAH AT DURHIEARAIXHFIY B X 8917 -
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Show Show / Show
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AxesiEIn

HIAMERT, YHSERETIRNANE, BdLeft YAIUNItAT BA1LGraphEiR B e R A E., HRIRAIRER
LHATEACPUERAR/NERTE, B, XEiRFESJpercent(0.0.-1.0), FRTEDLEIUNSS, GraphERZFFINA
Hi, 5. E8. BNSFSMREBUNENRE, BFRESCIIEANES GEFREIF,

BR T fEMetrics IR EEIBIRY R RBAFRASP, FEGraphERAILegend i A] LA —HZHIESFINERAR, WFAR:



Options Values Hide series

Show Min Max With only nulls D
As Table Avg Current With only zeros D
To the right D Total Decimals

Legendi&In

OptionsH A IZBEFINERARUEBTRAIE, ValuesH LG BEEE E R Y EFETINSR/IVE, FEs,
Decimals A F B & X L8 B RATIREB AU/ NEL, AN TFErR:

bar:9100 27.74% 46.86% 35.07% 33.95%
foo:9100 28.01% 46.48% 35.13% 38.53%
localhost:9100 27.15% 46.44% 35.04% 32.97%

Legendi= Bl #9 B R 5
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SI¥EE B E X f9Draw OptionsECE, MMILEMARERFXRR. Hl0:
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— bar9100 3260%  4781%  39.17%  33.36%
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Series overridesi{ 5

Displayit IR E— 1 2EThresholds, Threshold X ERFT—LHE X —HEARNEE, F,
M, FNERCPURBIT50%MI X1 E T warningRZ, IR TEE :

70.0%
60.0%
50.0%
40.0%
30.0%

20.0%
22:05

= bar:9100
f00:9100
localhost:9100

Graph

General

Draw options
Series overrides (1)

| Thresholds (1)

T

2210

Metrics

Thresholds

gt 0.

2215

Axes

+ Add Threshold

22:20

Graph Counter Demo - CPU Usage ~

22:2¢

2018-05-14 22:24:12 i

localhost:9100:  27.15%

= bar9100: 27.26%

f00:9100 : 27.29%

Legend Display Alert Time range
Color warning + Al [ tne (&
Ava N

ThresholdiZ &

22:40

Y-Axis

left

22:50

o

22:55

24.74%
24.77%
2473%

E X —"Threshold#}

0.5
A
TR\,
23:00
62.96%  31.03%  34.77%
56.19% 31.02% 38.43%
63.32% 31.03% 33.82%

GraphERNESEBRPER—FEHE, HESMES T ZEENKEE R Awarning R, BIFIMANANERL
FERPER—EATRENFENXE,



FEIENE, URAFPHZERBEXTAlert (5%) EE, ThresholdsESHKER, HERIEAlerthEXH
ThresholdZ B, 2 REEAS. XTAerttERRERERS, HFHANA.

£ GraphE iR B] #lft Histogram

IAPrometheus B B ¥ 1E+8Rprometheus_tsdb_compaction_durationffll, iZ¥IZ+EFRICHE T Prometheus 1 TEHUE
EREESHBETENN2 IR, TR, EPrometheusiREIAYHEEAREIE:

# HELP prometheus_tsdb_compaction_duration Duration of compaction runs.
# TYPE prometheus_tsdb_compaction_duration histogram
prometheus_tsdb_compaction_duration_bucket{le="1"} 2
prometheus_tsdb_compaction_duration_bucket{le="2"} 36
prometheus_tsdb_compaction_duration_bucket{le="4"} 36
prometheus_tsdb_compaction_duration_bucket{le="8"} 36
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prometheus_tsdb_compaction_duration_bucket{le="256"} 36
prometheus_tsdb_compaction_duration_bucket{le="512"} 36
prometheus_tsdb_compaction_duration_bucket{le="+Inf"} 36
prometheus_tsdb_compaction_duration_sum 51.31017077500001
prometheus_tsdb_compaction_duration_count 36
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Value Coloring Spark lines Gauge
Stat Current ~ Fontsize  B0% ~ Background 0O value Show Show 0
Prefix Font size 50% ~ Thresholds @ 01 Full height O
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Single Stat Sample ~

Unhealth

Singlestat General Metrics Options Value Mappings Time range x

Type rangetotext -

Set range mappings

x From 0 To 0.99 Text Health
® From 1 To 1000 Text Unhealth
+ Add a range mapping

Singlestat value mappingsfit &
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1 - (avg(irate(node_cpu{mode='idle'}[5m])) without (cpu))
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1 - (avg(irate(node_cpu{mode='idle', instance=~"$node"}[5m])) without (cpu))
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Variables > Edit

General

Name node Type @ Query -

Label Hide -

Query Options

Data source Prometheus ~ Refresh © OnDashboard Load -
Query node_load1

Regex @ /.*instance="(("]¥).%/

Sort © Disabled e

Selection Options

®

Multi-value ]

Include All option

Custom all value
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EXBIEE T EUREIR Prometheus, @I {EMnode_load 13A 1152 T AR EF5:

node_loadi{instance="f00:9100", job="node"}
node_loadi{instance="1localhost:9100", job="node"}
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REFEIENE, NRATAFZAEPromQLRIANPROZERFENENCREER, EAGrafanaxBEES1
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Label job Hide Variable -

Query Options

Data source Prometheus ~ Refresh @ OnDashboard Load -
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Prometheus A& T — MNETF A H7Z IR B E 5 EUERE . fEPrometheusi®it b, {EFAZAMZAEE AR {EPrometheush
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Prometheus 2.x R B E X IIEHEEIVSERSIBREFER MM AL D, TR, REHNNTI—MREISEO,
RN A= R EURTFMEE— T R(Block), B—PRAEEZETEEONAETEHEAEIE(chunks), TTEIEX 4
(meta.json) A K& % 5|34 (index).
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REFRNEERIEBIRELIE, PrometheusBEIIIEMENBEH(WALRITER, MMRELIE. LEIEMNRET
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--storage.tsdb.path data/ Base path for metrics storage
--storage.tsdb.retention 15d How long to retain samples in the storage

--storage.tsdb.min-

block-duration 2h The timestamp range of head blocks after which they get persisted

--storage.tsdb.max- The maximum timestamp range of compacted blocks,It's the minimum
: 36h . .

block-duration duration of any persisted block.

-storage.tsdb.no- false Do not create lockfile in data directory

lockfile
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BB EMINT, TLUEBIUATARXITE:

needed_disk_space = retention_time_seconds * ingested_samples_per_second * bytes_per_sample

MEBEALHFLAE HEREBRYE(retention_time_seconds)F1# A K /)\(bytes_per_sample) A TEAYIER T, MRBHD>
AHMHENSEHE KR, RegETHRDSWIREIEAE(ingested_samples_per_second)id5 =X, HLERmMFER, —=

BOREFTINEE, —RIEMREFANNETEIER. ZEEIPrometheusSI T B FFIHTERENE, BT ERFS]

HHENRERE,

MEBFIRE

MRAHZEATEERRALI T HR, SEENSAMEELLPrometheusFH EMfiffdataE RHRMABICR. HAH
A MIRRAR L R £ EIRAVR B R, NIHENRAP 2 ERIZIRPRFOAMHE N NTHERIZIER,



mAETFIE

PrometheusB AT EIRITAI LU H B S CENEENERE, FNESHEANS AP EEMKRNTER. BEF
FE L EIREPrometheus AT A LEUE, TEFMAEBHELKIE, FRtITERET RIE®.

AT REFPrometheusBIE 1%, PrometheusH & BEIXEB SR LRIE, MEBEEXHMLERDO
(remote_write/remote_read), LA A UE T XA MEONREHIBEREFRETEE=ZANEFHERS S, XMARE
PromthuesH# JJRemote Storage.

Remote Write

FF a] LAfEPrometheusEg & X4 H3EEERemote Write(IRF2 5 )AJURLItNE, —BIRE TZECED, PrometheusigKE&E
AR BURBITHTTPAIE R A% 45 1EBC 83 (Adaptor), AP NEI LATEERL 28 P 1E MR ERRARSS . FMERARSS AT A
EERENERERSE, NBTNEHERS, IR EENIIEERRR.

write samples custom protocol

Prometheus Adaptor - Third-party

Storage

Remote Write

Remote Read

W TERTR, PromthuesfRemote Read(GEfz i) thi@id T —MERZS XU, TR RMIRESF, HAFPAEE B
Kfg, Promthuesi§@remote_read i BRIURL & FEE I1E K (matchers,ranges), AdaptortRiEiE K &4 MEE = 1704
BREHIRENMA AVEGE, BIREEUEE R PromthueshYRIAFEZAS 3R IR [@ 45 Prometheus Server,

HIRIEBIFAREIES, PromthuesTEZA Mt {ERPromQLI A EEIH#TT ZIRAIE,

R BRATEIERER, RENETENAER, JWFHNUSZERLIE, U KkMetadata APIFILIEE R ETF
PrometheusZASih 72 fiE5E A%

request: matchers + time ranges custom protocol _—
Prometheus Adaptor R Third-party

Storage
Response: series + samples

Remote Read

BB X4

PrometheusEL & X EH R MMremote_writeFlremote_readfc &, HAurBFIEEIRFEIL/SHIHTTPARS L, WRZ
URLEEN T IAMEN AT L@ basic_authi#TEZEINEERE ., 3 FhttpsiIZIFHEiZEtls_concig, proxy_urlEERF
Prometheus oA B %A B2 RSB R T .



remote_writefIremote_write E{NEE B W FATR:

remote_write:
url: <string>
[ remote_timeout: <duration> | default = 30s ]
write_relabel configs:
[ - <relabel_config> ... ]
basic_auth:
[ username: <string> ]
[ password: <string> ]
[ bearer_token: <string> ]
[ bearer_token_file: /path/to/bearer/token/file ]
tls_config:
[ <tls_config> ]
[ proxy_url: <string> ]

remote_read:
url: <string>
required_matchers:
[ <labelname>: <labelvalue> ... ]
[ remote_timeout: <duration> | default = 30s ]
[ read_recent: <boolean> | default = false ]
basic_auth:
[ username: <string> ]
password: <string> ]
bearer_token: <string> ]
bearer_token_file: /path/to/bearer/token/file ]
<tls_config> ]
proxy_url: <string> ]

—

L B B B |

B E X Remote Storage Adaptor

I HE X Remote StorageFEMF 25812 T X #5remote_readFlIremote_writeFIHTTPARSS .

write samples custom
> protocol Third
-party
—
Prometheus i Adapter Storage

<
request: matchers + time ranges
receive: series + samples

Remote Storage

HFiPrometheusFRemote StoragetBx MY EZBIT LA FprotoXXHHITEN

syntax = "proto3";
package prometheus;

option go_package = "prompb";
import "types.proto";
message WriteRequest {

repeated prometheus.TimeSeries timeseries = 1;

message ReadRequest {
repeated Query queries = 1;

message ReadResponse {



// In same order as the request's queries.
repeated QueryResult results = 1;

message Query {
int64 start_timestamp_ms = 1;
int64 end_timestamp_ms = 2;
repeated prometheus.LabelMatcher matchers = 3;

message QueryResult {
// Samples within a time series must be ordered by time.
repeated prometheus.TimeSeries timeseries = 1;

UTHRBRET T — T ESMremote_writefRS5, BIEATZUremote_writeFIHTTPARSS, ISIBRABTHEIRN
WriteRequest/z, FIF A MILER B SRR EITEEAZIELE,

package main

import (
" Eme "
"io/ioutil"
"net/http"

"github.com/gogo/protobuf/proto"
"github.com/golang/snappy"
"github.com/prometheus/common/model"
"github.com/prometheus/prometheus/prompb"

func main() {
http.HandleFunc("/receive", func(w http.ResponseWriter, r *http.Request) {

compressed, err := ioutil.ReadAll(r.Body)

if err != nil {
http.Error(w, err.Error(), http.StatusInternalServerError)
return

}

reqBuf, err := snappy.Decode(nil, compressed)

if err != nil {
http.Error(w, err.Error(), http.StatusBadRequest)
return

}

var req prompb.WriteRequest

if err := proto.Unmarshal(reqBuf, &req); err != nil {
http.Error(w, err.Error(), http.StatusBadRequest)
return

}

for _, ts := range req.Timeseries {
m := make(model.Metric, len(ts.Labels))

for _, 1 := range ts.lLabels {
m[model.LabelName(1l.Name)] = model.Labelvalue(l.Value)

fmt.Println(m)
for _, s := range ts.Samples {

fmt.Printf(" %f %d\n", s.value, s.Timestamp)

1)

http.ListenAndServe(":1234", nil)



{$ /8 InfluxdbfE I Remote Storage

B fiPrometheustt X thig it 7 E 0 X F 5 = H #EEIRemote Storagez$5:

=FERRS XEFET
AppOptics write
Chronix write
Cortex: read/write
CrateDB read/write
Gnocchi write
Graphite write
InfluxDB read/write
OpenTSDB write
PostgreSQL/TimescaleDB: read/write
SignalFx write

XEBNBU{E{ERInfluxdbfE JgPrometheusfRemote Storage, MR ZiPrometheus RS E RS 2 fGHET5
MInfluxdbAriiRE FIZREXF 25U

X B {$Fdocker-composeE X H B 5InfluxdbEHEERRSS, docker-compose.ymlEXINT:

version: '2'
services:
influxdb:
image: influxdb:1.3.5
command: -config /etc/influxdb/influxdb.conf
ports:
- "8086:8086"
environment:
- INFLUXDB_DB=prometheus
- INFLUXDB_ADMIN_ENABLED=true
- INFLUXDB_ADMIN_USER=admin
- INFLUXDB_ADMIN_PASSWORD=admin
- INFLUXDB_USER=prom
- INFLUXDB_USER_PASSWORD=prom

BpinfluxdbfRS%

$ docker-compose up -d

$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES

795d0ead87al influxdb:1.3.5 "/entrypoint.sh -c..." 3 hours ago Up 3 hours 0.0.0.

0:8086->8086/tcp localhost_influxdb_1

SRENF /B EhPrometheusiZfffIRemote Storage Adapter:

go get github.com/prometheus/prometheus/documentation/examples/remote_storage/remote_storage_adapter

jREXremote_storage_adapteriffi3/5, go=BENEHEXAIRRERFHRINITXE, HAREFEESGOPATHbINEERT.



Bnfiremote_storage_adapterd HiZ & InfluxdbiBXAIIAIEE R :

INFLUXDB_PW=prom $GOPATH/bin/remote_storage_adapter -influxdb-url=http://localhost:8086 -influxdb.username=prom

-influxdb.database=prometheus -influxdb.retention-policy=autogen

& prometheus.ymlififIRemote StoragetB XM BERE :

remote_write:
- url: "http://localhost:9201/write"

remote_read:
- url: "http://localhost:9201/read"

Eff/anPrometheusBEBSIREVEIES, ERFinfluxdoB s, HINEEIEBEAN. WITAR, HEUEEBEESA

Influxdb5 B] LA ElIPrometheust8 % AYE4F

docker exec -it 795d0@ead87al influx

Connected to http://localhost:8086 version 1.3.5
InfluxDB shell version: 1.3.5

> auth

username: prom

password:

> use prometheus

> SHOW MEASUREMENTS

name: measurements

name

go_gc_duration_seconds
go_gc_duration_seconds_count
go_gc_duration_seconds_sum
go_goroutines

go_info
go_memstats_alloc_bytes
go_memstats_alloc_bytes_total
go_memstats_buck_hash_sys_bytes
go_memstats_frees_total
go_memstats_gc_cpu_fraction
go_memstats_gc_sys_bytes
go_memstats_heap_alloc_bytes
go_memstats_heap_idle_bytes

LEUEB ARG, ELEPrometheusfRss, ERTMIERPrometheusiydataB %, #&iPromthuesiiiEE kY

Prometheus, $JFFPrometheus UIMNIRECEIER, Prometheusm]IXIE

rth A=

HEi

EREER
AT AR IAMIBRAO D EBIRICR .
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cpu: cpu2
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Job: node
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BXFRER AT

#iIRemote Storager] N7 B U IEHF AR EFMEIEIZ(E, BRIRPrometheusfIIFRAMLIEE, X—E 0 SERITICUEAF)
FREAFBERRF AT I Xt Promthues#1TH B, DABNAEEIZMRNEL.

{EFREXFRER RS

JFF A MIMENS, BNREEEE—NEIETO@GI: EC2AIHEK, Kubernetes®2¥)% % — "Prometheus
ServersEfl, FLAILATERTMEIBEH/OLIE EFHIENERE, B EPrometheus ServerZi & ZIA R RIERIE FOAT LAUE 5
WEELBERE 2,

Prometheus Server

e s
N A Y

BXFRERAE

o

|

.

W EERR, EEMNUEROEE 2 MAIPrometheus Server, AT RE&E YFIEIEROMRIZEIE, FH—HO8
Prometheus Serverfi iR & Z 1 HUIER A IZEIE ., X—44EPromthuesFRDEXFREERE,

BFRE R OET B — 1 Prometheus Serverfi @ & 81— 1A TR H AL H A IR IR KRR O federate, 3FFHL
Prometheus Serveri=, FTitEMEMAIPrometheussEfIiE 2 ExporterSL R IR EUE LR E S BEAIESR .,

scrape_configs:

- job_name: 'federate'
scrape_interval: 15s
honor_labels: true
metrics_path: '/federate'

params:
'match[]"':
- '"{job="prometheus"}"'
- '{__name__=~"job:.*"}'
- '"{__name__=~"node.*"}'

static_configs:
- targets:
- '192.168.77.11:9090"'
- '192.168.77.12:9090"'

NTEBOBOFHENIEFS], B paramsS A AR THEE RIRENFE LT B 75 A A 53E, 5120

"http://192.168.77.11:9090/federate?match[]={job%3D"prometheus"}&match[]={__name__%3D~"job%3A.*"}&match[]={__na
me__%3D~"node.*"}"



BEIFURLAFMImatch[|Z2E3E E KT LB E S ZIRENMIATE] 75, match[[ S8 TE— BRI REXEEE, BHlups
E{job="api-server"}, EEEZ "match[|Z, FBTRINZAN BFIIMNEITEIE.

horbor_labelsfic Etrue m] INHER = REFIA M ITIEIRPRAY, AEGS B BRITRIIZEE. MR falsefd,
prometheusz B s RRAIIREE B i A exported _"HIfZT .

PAN
IheED X
BAFREEB¥ A0S vT A ZE BY AR P ARIE RN E AU M 5 & 3 Promthues SR B 224 1 TIREE . BIRNAN FERR, IR MRS

ILHERE ZTPrometheus ServersEfil, H—"Prometheus ServersLfj| R fa 38 K& HpT B O —o0ES
(Job), BIENEI LSRR MIES S BRI TRREAIPrometheusSTHI XY, BAHL\Prometheus THIFHTRE

Prometheus Server

hEen X

g
>
ac
3
X
m
==}
i

I B FR SR BRI TE R SR AI I Prometheus REEESHITRID, UIFRENT R,




Prometheus 5 v] HEfE

PrometheusfyZith 7z fif25 Prometheus ™3k 7 B B S NAVERMALE, "TIAIEPromthues?EEE T RAVIER TiHEKRERD F
FRMKIZER, BEAEFEBRERRE] T PrometheustI a3 BIE, FE T EHIBIIAMMSE—RTINEE, @i
PrometheusfRemote StoragefFIE o] AR RIX— R [E)R, BiEPromthuestITISY B, UKD EEIENEE,

kR T BRI A BRSPS, FMmPromthues M BERMMN B I —TEERZMEBLIERELSE, URBEBPromthues
REGSALIRRIRT B F I ER . I S TR AR IPromthues B R TTIEB BALERIER T, PIDAIEREFI APromthuesHyEAF]
SERERVHSME, J§PromthuesHIEIRES X D BIARFRIEH H .

X—EfD B ERITIEPrometheustIE RIS, HEREARNERBENAT —MELNSTALE.

EZARHA: BRSAIRE

i FPromthuesfPullilFIAVIkIT, H 7T HfRPromthuesfREZHIATAYE, BF REEIE ZEPrometheus ServersLfl,
F B REMRERIExporter B#RENT],

J’ Request
Nginx

AT

BEARHA

EAHAERD REEMRPromthuesfRZ VAT AR, {BE A APrometheus ServerZ [BIFIEIE—E 4RI A R IFA
HWEBEREERBTIERE), LIERHTEISHT R, BXMMEHREANESBITHERK, Promthues Serverth <
SIMBRETRNER, HEREEREFEABEREENZS.

BEARHA + ZFEF 08

FEERHAEHER BT RINRemote StoragefFif sz 4, K RIEHIEREFEE=AFMHERS L.

l Request

Nginx ..-¢ Storage

(N



HA + Remote Storage

FERRIR T PromthuesBRSS P AIMAVEA |, BIRSHAMR T EURRIIS AL, ZiPromthues ServerR £ ST E IEERIIE
T, AINRENIRE . [ERIPromthues Serveral BEREFHIHITER . B, ZAREBTRAEEMESRK, EE
A RITIIRIS A, FIEETARPromthues ServerfyrliTIHHIIHR .

EARHA + iniz 1704 + BXFRSRE

HE5Promthues ServerTTiANEARERIRET ST, AP AIUEEETPrometheusBxI IR A TG RITRETS
%19 EIAR R APromthuesSEf) X R ENTEE S R AITHEED X.

l Request

‘ Nginx ‘
/ ; Storage

EARHA + ZiETFfE + BRFRER RS

XMEE AN —RARERTMIMER:
HER— BEIERLD + KENREMES

XFhi% s T PromthuesfI I RERME BT T AEMREMTS, FHILBFEEF BPrometheusBAFRERE AT, IR
BIRETE S LD EIARRAIPromthues FIREH, MMEZIMINEED X, Fla0—Promthues Serverfi & R & Eili% HE4E
KEUEIRIENR, HIM—"TPrometheus Serverfi 33K &N B R1ziEWr, B8 LEPrometheus ServerSLIIXSHUEISCER .,

B SEEPO

FHERBESS ZEHIER OISR, ZHPromthues ServeriEE %S B H /O AIEXporter# T@IRT, EE—TH
EHEE—EIMAIPromthues ServerfA R HFIHIEBR ONREESZS2— T TENAR . XETERRAF#TAEN
WERE, REZEM{REPromthues ServerSLHlgEdE S5 HEIEIEH /LOBIPrometheus Serveri@HENA] ., H/L\Promthues
Serverfa BTN ZEIEFOEBIBHIRE .

RERLFIHITINEED X

ENEZRSII—FRIRIER, BIBETREFTSNTargetfithTRIEFER, XN ERBIKIERHAITINEDK,
Prometheus Serverth JTEBMALIERT , XTI RBEZ [RAELAE LI R A HITINRER D o



8

LR AITNEED X

N EEFR, BA—ESNTEEFNEEEERSES D ETEIPrometheussLfl, EidrelabeliRE, TN
@R =iniPrometheus Server RIKE SRR EESHI—B D EHIRTEIZFET.

global:
external_labels:
slave: 1 # This is the 2nd slave. This prevents clashes between slaves.
scrape_configs:
- job_name: some_job
relabel_configs:
- source_labels: [__address__]

modulus:
target_label: __ tmp_hash
action: hashmod

- source_labels: [__tmp_hash]
regex: rMS
action: keep

F Bi@i HaiEE O — P AilPrometheus Serveri§ IR EBHTR S EIES R,

- scrape_config:

- job_name: slaves
honor_labels: true
metrics_path: /federate
params:

match[]:
- '"{__name__=~"Aslave:.*"}' # Request all slave-level time series
static_configs:
- targets:
- slave0:9090
- slavel:9090
- slave3:9090
- slave4:9090

= 2o

S YE Svitzs

FENES, RETRNEEET TN RRNSTEHESR. YRNTFPomthuesBE 5 EBE M FIRELEIIE
R B SMER TN EE, TEERTPomthuesTIS A% MARS SRANNE, BRTMEEESHNE
RREIE,

AP ARSSAIAM BRI AKL KR’

Al X v X
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Alertmanagers; A] A

£ E—/\IhEAIEEITL T Prometheus ServerB SIS ATARIE, MiE TR, ERERESZLBHLHME
AlertmanagerZf%. 1 TFIR.

-—

Target | Prometheus Server —
; Alertmanager
Target ’
/'/,.
Prometheus Server
Target |——

Alertmanagerff )8 =

NT IRHAPromthuestIIRZ T B, BEBAFRBEMDHET LA LEIPromthus Server, EfIEEREHERNEE
BiEJobELE, MREZREE. HE—Prometheus Serverk 4 &5 7] AF{RPromthuesiF4Ev]

B ETFAlertmanagerfd‘ &S Z S A HIENMEREHIPrometheus Severy Bl 2= EREIA S Z L5 Alertmanager,
Alertmanagertt B LAB sl XLEFE S H — M BHIEreceiver/ K%,

S
B

|
!

r-3 | g B

Alertmanagerf¥it

BRENE, B AlertmanagerfEisERT LM IE S MERAIPrometheus ServerfIF=4£EZ, (HEE2HTFHED
Alertmanagerf9777E, HEIMSBEMEFEREN R SHENL, HAlertmanager®B kMG, SENRBEMBWSE
PV

MR, REENAR, MEREfEZEAlertmanager, B2/ FAlertmanager Z [B] R ZEH R T BRI LLAITFTE,
EN S M EE B A ERIAlertmanagerE 8 & 1% Z )X [a) 87,

Target Prometheus Server Alertmanager
Target
Prometheus Server Alertmanager

Target



N T ERRX—BIER, W TATR. Alertmanager3| \ T Gossip#l#l, Gossip#l&liZ I AlertmanagerZ B2t TE 2158
BN, FRRERATES AlertmanagerD BEREIRRSZEENER T, BRE—TEZ@AE L %ELReceiver,

D ——

Target Promeine e senely ——— Alertmanager
Target E E Gossip
Prometheus Server A e

Target  |—

Alertmanager Gossip

Gossiptii¥

GossipEA HRAZAFH ZERNMNN, BTFIMOHRTRZENEEIRTREEL . GossipthXESIREEM
TREFERSNEE, WK

__Gossip
A ~

/' D
Gossi -
ossip Gossip :
Gossip
b 7

B

- . C
Gossip
Gossip7 LMY

—ARSEIRGossip B LI A 2 Bl fgPush-basedfPull-based, #EPush-based HE&E#HME —T SARK— M LIERG,
FEMMMEET ABHEELEENINER, TABRIKETEEEEESRMERNINE, BEEEREMPNRET
=, MPull-basedBSLI AT SARBENNE T ABREHCNESEFNASEERS, WREMRME,

ERB TR T GossipthXZ &, i1k EAlertmanager{AE T GossiptMXZIMER ST AN. MR, =
AlertmanagertZ X Ik BPrometheustIEEH B G, SRBUTRENSEHTAE:

Silence Wait Dedup Send Gossip
— Do not —_— X — | Notification | Serd s —_— Te!l.othfer
) Index * 5 already " notification
continue receiver
send? already send

AR L



1. TEE—TME&Silence™®, Alertmanagera#IBHan@A0 2 S LEZME@AIEREAFMN, WRKENFEFNT—TH
ER, BNNRETRKERRIZBA.

2. EE_MIERWaitd, Alertmanager&tRiE L FiAlertmanagerft & 2 T E MR (index) & 1Findex * 5shURtIE],

3. HaijAlertmanagerEEMERERG, DedupbERIISHIBT X FHTAlertmanagerfiEEFIZBAEE EL K%, NRE
ZRIENPEIRKSE, FREEE, SUNHNT—MESendWIMNRIFEERBA,

4. FERFETHEZAlertmanageri# A &E— M E&Gossip, Gossipi@NE fthAlertmanagersSEf| LFISEZE2 K
%, HiZAIEKEIGossipiE B, NATEE CRIBERREFZBMERIENITE.

FE L FARR, GossipflElIfxBaETF/ma:

! Alertmanager 0 | ! ]
create/update b : : Alertmanager 0 :
silence )
* Wait Os
T A'Sril‘ - c; . ! Prometheus * Dedup ? -> send
'ence. ata (N « Gossip
gossip

! Alertmanager 1 | { Alertmanager 1 !

L] ' 4 L E - 3
* Wait 5s
* Receive gossip data
* Dedup ? -> not send

Gossiptl il

o SilenceigB[@H: Alertmanager B EXE T Pull-based NEBEE E T s [El&F SilencelRE, LA FAISilenceF=4E
R {EFPush-based 5 N IEE B R {EEGossiplE &

o BHIEERSES: SEBHMEEEMGE, HETFPush-basedBHEELEIRS, Waithh BB o] IAFRRERLRS—
.

AlertmanagerEF GossipSL I AYEEEEHLH R AT RERIEFTA L L AIEUIBITZI(RIS—E, (BRI T CAPIEIEHAIAP
R4, BN AMNS XBEME, Ei%FPrometheus ServerM=RE TR E T @84, Promthues ServerZ B AEE
EARIRSEL .

BEARERRNIE

T BESiEAlertmanager™ s 2 [BITIEIT, FEE7EAlertmanagerBHNEBERN NS, ERTENSHOE:

e --cluster.listen-address string: = fi L £ 8L AR 55 WA D btk
e --cluster.peer value: #IALATKEXAIE B LFIRYERE RS it

Blan:

TE M Alertmanager3Efilal, EMAlertmanagerfIfRSZIEITEI093im0, ERFARSZHINZITES00 1RO,

alertmanager --web.listen-address=":9093" --cluster.listen-address="127.0.0.1:8001" --config.file=/etc/prometh
eus/alertmanager.yml --storage.path=/data/alertmanager/

TE X Alertmanagerstfila2, EHPFARSZIEITEI04iHO, ERERSIEITES002iFO, AT a1, a2dHmERE., a2i56)
REEE X --cluster.peers#7+ B 18 M a1 LI RO EEAR S5 ithiE: 8001,

alertmanager --web.listen-address=":9094" --cluster.listen-address="127.0.0.1:8002" --cluster.peer=127.0.0.1:8
001 --config.file=/etc/prometheus/alertmanager.yml --storage.path=/data/alertmanager2/



AT EBEAEIMERINE, XBFERT —TREERANZETZEE T BEgoreman, AN TGS NUERMZE
goreman@<1T LR,

go get github.com/mattn/goreman

BllEAlertmanagerE 2

BlliEAlertmanagerfic & X {4/etc/prometheus/alertmanager-ha.yml, 9 7 & iiFAlertmanagerfI5E8£1Th, XEAEARREBD)
— P webhookfRZ AT FTENAlertmanager/ & EHEZEBEE R

route:
receiver: 'default-receiver'
receivers:
- name: default-receiver
webhook_configs:
- url: 'http://127.0.0.1:5001/'

A ithwebhook R 5 BT A B #& M Github3REX,

# 3RElalertmanageriZfftiiwebhookinfil, MRZEFZRTEX TmainK#R, go getRBMNBEEFHAIHITH
go get github.com/prometheus/alertmanager/examples/webhook

# REWMREEHEMEGOPATHIIbin B R

export PATH=$GOPATH/bin:$PATH

# [BEIARSS

webhook

IR

Alertmanager 0

I Gossip
_— Webhook
Shell ———— | Alertmanager 1

I Gossip

Alertmanager 2

Alertmanager HAZRE 4514

BlliZEalertmanager.procfileXXff, HBEENX T ="Alertmanagertim (a1, a2, a3) KRBT EWSZEEEAIIwebhook

AR5

al: alertmanager --web.listen-address=":9093" --cluster.listen-address="127.0.0.1:8001" --config.file=/etc/pro
metheus/alertmanager-ha.yml --storage.path=/data/alertmanager/ --log.level=debug

a2: alertmanager --web.listen-address=":9094" --cluster.listen-address="127.0.0.1:8002" --cluster.peer=127.0.0
.1:8001 --config.file=/etc/prometheus/alertmanager-ha.yml --storage.path=/data/alertmanager2/ --log.level=debu
9

a3: alertmanager --web.listen-address=":9095" --cluster.listen-address="127.0.0.1:8003" --cluster.peer=127.0.0
.1:8001 --config.file=/etc/prometheus/alertmanager-ha.yml --storage.path=/data/alertmanager2/ --log.level=debu
9

webhook: webhook



EProcfile X EREB %, HfTgoreman startdn <, BEIfTEHTE:

$ goreman -f alertmanager.procfile start

10:27:57 al | level=debug ts=2018-03-12T02:27:57.399166371Z caller=cluster.go:125 component=cluster msg="j
oined cluster" peers=0

10:27:57 a3 | level=info ts=2018-03-12T02:27:57.40004678Z caller=main.go:346 msg=Listening address=:9095
10:27:57 al | level=info ts=2018-03-12T02:27:57.400212246Z caller=main.go:271 msg="Loading configuration f
ile" file=/etc/prometheus/alertmanager.yml

10:27:57 al | level=info ts=2018-03-12T02:27:57.405638714Z caller=main.go:346 msg=Listening address=:9093

B Eiha{EEAlertmanager T mhttp://localhost:9093/#/status, Al IAE & 2 AilAlertmanagerte 210U S,

Cluster Status

Name: 01C8ASENHAZRE20TWSGDBFXWXM

Peers: + Name: 01CBASENHFYGXCBRKG13MFESBMG
Address: 127.0.0.1:8003
+ Name: 01CBASENJO4ARDK2PA2BK2HG20B
Address: 127.0.0.1:8002
+ Name: 01CBASENHAZRE20TW5GDBFXWXM
Address: 127.0.0.1:8001

AlertmanagerfE BEIRTS

HER D Alertmanager T M AE—E NN, BEFEE(FH--cluster.advertise-addressSEIEE H a1 T AT EM &1
ik,

AR BT goreman™MRIE#TE Z BB ENINRE, WNREEDIRSHKIAZITNEE, ATAER goreman -f

alertmanager.procfile run restart a2 E2j3a2, a3fRss.

LAlertmanagertE 22 sN5ERE, BILAMEAsend-alerts. shil At 2 24T MK, XEF Aourl @3N
Alertmanager |l K IZSZER.

alertsi="[
{
"labels": {
"alertname": "DiskRunningFull",
"dev": "sda1",
"instance": "examplel"
H
"annotations": {
"info": "The disk sdal is running full",
"summary": "please check the instance examplel"
}
3
{
"labels": {
"alertname": "DiskRunningFull",
"dev": "sdb2",
"instance": "example2"
H
"annotations": {
"info": "The disk sdb2 is running full",
"summary": "please check the instance example2"

}


http://localhost:9093/#/status

{
"labels": {
"alertname": "DiskRunningFull",
"dev": "sda1",
"instance": "example3",
"severity": "critical"
}
3
{
"labels": {
"alertname": "DiskRunningFull",
"dev": "sda1",
"instance": "example3",
"severity": "warning"
}
}

7

curl -XPOST -d"salertsi" http://localhost:9093/api/vi/alerts
curl -XPOST -d"salertsi" http://localhost:9094/api/vl/alerts
curl -XPOST -d"salertsi" http://localhost:9095/api/vl/alerts

i&{Tsend-alerts.shig, &&alertmanagerHi&, RIIABZEILATHIL, 37 AlertmanagerSEfl s BliRREIEINNSEEF

IGN

10:43:36 al | level=debug ts=2018-03-12T02:43:36.853370185Z caller=dispatch.go:188 component=dispatcher ms
g="Received alert" alert=DiskRunningFull[6543bc1l][active]
10:43:36 a2 | level=debug ts=2018-03-12T02:43:36.871180749Z caller=dispatch.go:188 component=dispatcher ms
g="Received alert" alert=DiskRunningFull[8320f0a][active]
10:43:36 a3 | level=debug ts=2018-03-12T02:43:36.894923811Z caller=dispatch.go:188 component=dispatcher ms
g="Received alert" alert=DiskRunningFull[8320f@a][active]

E&webhook HE R ZIRE— M EEBE:

10:44:06 webhook 2018/03/12 10:44:06 {

[
10:44:06 webhook | > '"receiver": "default-receiver",
10:44:06 webhook | > "status": "firing",
10:44:06 webhook | > "alerts": [
10:44:06 webhook | > {
10:44:06 webhook | > "status": "firing",
10:44:06 webhook | > "labels": {
10:44:06 webhook | > "alertname": "DiskRunningFull",

Z L f5lPrometheus 5 Alertmanagerf= &%

B F GossipHl LI, #EPromthuesilAlertmanagerLflZ BIARBEREMA RIS, BEMRPromthuesiFEE
& I1%ZFIFFERIAlertmanagersLfl 4 :

alerting:
alertmanagers:
- static_configs:
- targets:
- 127.0.0.1:9093
- 127.0.0.1:9094
- 127.0.0.1:9095

Bll7ZPromthues= B0 & S {4 /etc/prometheus/prometheus-ha.yml, SEERSIT:

global:
scrape_interval: 15s



scrape_timeout: 10s
evaluation_interval: 15s
rule_files:
- /etc/prometheus/rules/*.rules
alerting:
alertmanagers:
- static_configs:
- targets:
- 127.0.0.1:9093
- 127.0.0.1:9094
- 127.0.0.1:9095
scrape_configs:
- job_name: prometheus
static_configs:
- targets:
- localhost:9090
- job_name: 'node'
static_configs:
- targets: ['localhost:9100']

BN E X &S Z/MNIS 4 /etc/prometheus/rules/hoststats-alert.rules, %1 TFfR:

groups:
- name: hostStatsAlert
rules:
- alert: hostCpuUsageAlert
expr: sum(avg without (cpu)(irate(node_cpu{mode!="idle'}[5m]))) by (instance) * 100 > 50
for: 1m
labels:
severity: page
annotations:
summary: "Instance {{ $labels.instance }} CPU usgae high"
description: "{{ $labels.instance }} CPU usage above 50% (current value: {{ $value }})"
- alert: hostMemUsageAlert
expr: (node_memory_MemTotal - node_memory_MemAvailable)/node_memory_MemTotal * 100 > 85
for: 1m
labels:
severity: page
annotations:
summary: "Instance {{ $labels.instance }} MEM usgae high"
description: "{{ $labels.instance }} MEM usage above 85% (current value: {{ $value }})"

ARRBIER B LA T AR :

Alertmanager 0

Gossip

/ Prometheus

Alertmanager 1

Prometheus

Gossip

Alertmanager 2

Promthues5 Alertmanager HASRE 4544

Bll#Zprometheus.procfile3>X 4, BIZEM"Promthues™i, %3 4aIT9090F19091i%



pl: prometheus --config.file=/etc/prometheus/prometheus-ha.yml --storage.tsdb.path=/data/prometheus/ --web.list
en-address="127.0.0.1:9090"
p2: prometheus --config.file=/etc/prometheus/prometheus-ha.yml --storage.tsdb.path=/data/prometheus2/ --web.lis
ten-address="127.0.0.1:9091"

node_exporter: node_exporter -web.listen-address="0.0.0.0:9100"

{£Fgoreman/25& % 15 mPromthues:

goreman -f prometheus.procfile -p 8556 start

PromthuesiREISEALE, FalHISRACPUREMAE:

cat /dev/zero>/dev/null

AR, WTFZ%EN, MRCPUATEITE, BITZ MWL,

LHCPUFARARISZMNAL L KM, F I PrometheusTHIEEHFIEAL . EEAlertmanageriiiti HE:

11:14:41 a3 | level=debug ts=2018-03-12T03:14:41.945493505Z caller=dispatch.go:188 component=dispatcher ms
g="Received alert" alert=hostCpuUsageAlert[7d698ac][active]
11:14:41 al | level=debug ts=2018-03-12T03:14:41.945534548Z caller=dispatch.go:188 component=dispatcher ms
g="Received alert" alert=hostCpuUsageAlert[7d698ac][active]
11:14:41 a2 | level=debug ts=2018-03-12T03:14:41.945687812Z caller=dispatch.go:188 component=dispatcher ms
g="Received alert" alert=hostCpuUsageAlert[7d698ac][active]

3 AlertmanagerSEfl 73 513U RIS B A EPrometheus I HIHIEE(F R, MWebhookfR$S R#EULER B Alertmanagerse
BM—&EZEM:

11:15:11 webhook 2018/03/12 11:15:11 {

I
11:15:11 webhook | > '"receiver": "default-receiver",
11:15:11 webhook | > "status": "firing",
11:15:11 webhook | > "alerts": [
11:15:11 webhook | > {
11:15:11 webhook | > "status": "firing",
11:15:11 webhook | > "labels": {
11:15:11 webhook | > "alertname": "hostCpuUsageAlert",



INZE

Prometheusty & 214 R ZF T2 T PrometheusfOE AT 2, TILRBNABEZRFALIE, HRME—H=E
PrometheusigitHIEARN, XAEF, HNREFS TUNMRLIPrometheus FENHENSHREZ A, B
HTSEFERNSTAALR, EETUURER SHSLIRHRIEFNTERE B SH9Promethues e,



E7E PrometheusfRsS5 &1

ERIGTETIH, HAIEZENA T Prometheus B SII—LEIFE, BIESHIEIEEND. RIENERIESPromQL,
Prometheusf) I E &, ExportertdfEM. MEBENEIAEF. MEATRBERFNEZBRRLE,
Prometheus3d = IN R A 23R FURIEHRIBMHE T BT . AERENLHPrometheusE 21181 ARSS R IALHITE
ERRRTRED S T AR IEH AR,

AENEERE:

o =EE. BRIHETRITAIME

o PrometheusfR3 & ELAISEILANF 5

e PrometheusH RS A TRV LFSZHL A=
o PrometheusA5@KiIRelabel#l .,



Prometheus 5 IREZ &I

EE T 5 (laaSEE CaaS)NEMIRMIMER AP AT MMGERK, B—HRFEAZSHER 8. RE. 7)) . X%
ERAMEKRERRISH, XERFTUBERTRKIRNTAMEL. FIEAWSHFIRA T EIM9AutoScalliR
55, FIMMRIEAF EXBMNEESH L2 E HIREC25LH], MMERF BB EAWS LRI AR B shBER T e MR
B,

BMIRENZREAARNTRERAMSMERERE 7T —TEENEZE, FANEENREMIRE. MA.
RS MAMNSHEN . T NagiasXEETPushiBEXELRRITREMBRELFTEE— TR LLRBENAAgenti2
F, FREIEEREPOMNagiashRSS, ZHENFRSPORITRSH[ZEE—TBBESNXR, BAEESR
AgenttfyZRBAtiRitRG=h, EAERA—EEHHEEERETR(WAnsible, Chel)m)SHEERET R, HAXLMR
HRTIRT 2MIRENRIEFERUN, BNEFEREEC LRENNA, PEGEEIMHESFNRS . EEREXHF
—EPOMBNEZERAZBAAIEEZEMS .

M3 FPrometheusiIX—REFPUlRENRIZ RS, EAMIAME{FERstatic_configstiy A N ERSHIE X E1Z B iR,
X FPrometheus S EFRARMESIN—THENREA (RETIFMPL) , ITMRBAZEESRMERRE
FRE9IAEMER, Prometheus REERXMIBA BB MLREBIHZEIR, XMEXHIRAIRS AU,

S

Prometheus __/
e

4

ETRS LS EMFONSEIMEE BT

ERENGRT, SEFAANRANEEREA (RSEUSERFL) X—HBE., LNFEAWSAEEFATE
OpenStackiIFAETFAF, HTRXETFEESZREMERENGER, NXERTFEESMNETREANAE,
Prometheusi@ i {E AT SR ENAPIF AT U ZIFI B EERIENEEN. EKubernetesiXERREEFEH,
KubernetesZ{EHEREMBNBRURERSER, BLLETPrometheus RFBEESKubernetest T3 B AT A EIFIE B
ZRRNERURERSN R, PrometheusBa] UEES —LHRNRS KM TEFHTER, GINERMRSIREIERA
EFET, 2ESEREIFIMNConsuliX RS ZTEMEEE, Promethuesth Al IS5 HEMMMEISHZ B ELIZM
RIARSEA. BRTSRXREFERUAELS. ABET. BHREUREITNRS LIFMPOERUI, Prometheusi®
ZIETDONSURXHN AR IMER BN, MMAKMELDTERRE, MRSURSEN TIRIEIHEE.



Q?@]/OQ Q%;{ OQ

PushZ % vs Pull&2 4

90 EFRR, BRTPushRARPUIRAZODESR ., BERTPushiBR, PuMBRAMK ST AERESENIUT/LA:

o REExporterfEia(T, fRAIMIERAMEA (ELUNTEARM) |, HEIRAOEIZERS
o RAIMNERZHNEERIZBMIAINBEIRTS, HETUREELSE;

o FEF|TH9EDevOpsXILAIHIBA

o MBENEMRAETESTTRENTEWNE,



BT XHRIRS &I

7EPrometheus T IFHIRZREADMIMAXH, ETFTXHNRSAVNERZEANAR . BHARXAETERBTEM
HFEEHEE=7RSE. X TFPrometheusT St ARIEESIFMENTFATENE. BIETXHNRELZIMART,
Prometheus& ER MXEHIER G Targeti5 R, AL, {RAIABEEEN ARG LIETargettd5 25 NEIT,

PR DEITJSONT B YAMLS RIS (4, EXFEMNEEBR. Fa, ETEISONSEFRDRIEN T 3T RESE
%5, MREMESK R TargetdI&R:

[
{
"targets": [ "localhost:8080"],
"labels": {
"env": "localhost",
"job": "cadvisor"
}
H
{
"targets": [ "localhost:9104" ],
"labels": {
"env": "prod",
"job": "mysqld"
}
H
{
"targets": [ "localhost:9100"],
"labels": {
"env": "prod",
"job": "node"
}
}
]

(B R IR B AR I 9 X LESE RN — LSRR E R, B EMRenviRE TR S0 T mPRFERIRE, XA MR LS
REFNBFAEDRESREAREES, MM BT R RIMES BIE R TSI .

Bl PrometheusBt & XX {4 /etc/prometheus/prometheus-file-sd.yml, HRIMUATAS:

global:
scrape_interval: 15s
scrape_timeout: 10s
evaluation_interval: 15s
scrape_configs:
- job_name: 'file_ds'
file_sd_configs:
- files:
- targets.json

XEBEXT—1ETfile_sd_configsfIEIZREMTS, HHRLHNITSZBMNfle_ds, EISONIHATE]MAfEHjobinas
BZHIANjobRIR, AT EEhPrometheusfRS:

prometheus --config.file=/etc/prometheus/prometheus-file-sd.yml --storage.tsdb.path=/data/prometheus

TEPrometheus UIiYTargets TR AT AR 2 H B Mtargets json XA EISIREX IR Target L FE B A R IR IR ESHIREIR
%, FERfTELabelsT| T B ERAFRMNEE XRE:



cadvisor (1/1 up)

Endpoint State Labels Last Scrape  Error
http://localhost:8080/metrics uprP env="localhost" 8.514s ago
Instance="localhost:8080"

mysqld (1/1 up)

Endpoint State Labels Last Scrape  Error

http://localhost:9104/metrics uP env="prod" 12.836s ago

node (1/1 up)

Endpoint State Labels Last Scrape  Error

http://localhost:9100/metrics uP 8.744s ago

ETXHUEHSRIM Targett I R

PrometheusZEIAESMEFNHELM —RXHAST, HFEBUAES, wTLAEE refresh_intervali# TR E, FI140:

- job_name: 'file_ds'
file_sd_configs:
- refresh_interval: 1m
files:
- targets.json

BEXfMAR, Prometheus= BENfIEERMEIEEEFINAS . SXEHPEXMNABTLKETHE, FNEEX
Prometheusi#{TEAIBIEFIRIE.

RMEANGAAIMITETRSAENGNE, NS BMUEEEE TR (Ansible)si5. 5Cron JobAEEFE, T
—£PrometheusE T ZIFNTHE, LLMEARANMER. BRSFth A NERZMARN BT —LEAEXEFSFai
TREBMEMEETargetX 4, ML XERMEHEMIRHEN B Ei s iE T,



EFConsulfJIRSZ &I

ConsuliZ FHashiCorpF &) — 13245 ZEIER LN D MRS KU REXNFHERSHITRRYG, WABNATET
TARRSS RV 2RI =

Consul#){iR4

FAP 8] A& Consul B Mhttps://www.consul.io/downloads. htm| T £33 R 3R /E R SRR ANEO X461, Consul5 Prometheus
B ERAGOIEEHITH R, ARENMBN AR AEE, BEHEGFSITIEREIRSPATHREZ TEIA,

AR MERF R E RN ERIRES— BT /REIConsulPfiz

$ consul agent -dev
==> Starting Consul agent...
==> Consul agent running!
Version: 'v1.0.7'
Node ID: 'd7b590ba-e2f8-3a82-e8a8-2a911bdf67d5"'
Node name: 'localhost'
Datacenter: 'dcl' (Segment: '<all>'")
Server: true (Bootstrap: false)
Client Addr: [127.0.0.1] (HTTP: 8500, HTTPS: -1, DNS: 8600)
Cluster Addr: 127.0.0.1 (LAN: 8301, WAN: 8302)
Encrypt: Gossip: false, TLS-Outgoing: false, TLS-Incoming: false

ERIE, T THiterminalE OAiE1Tconsul members ] IABE & S PHIRETR:

$ consul members
Node Address Status Type Build Protocol DC  Segment
localhost 127.0.0.1:8301 alive server 1.0.7 2 dc1l <all>

RAFPERLOETHTTP APINA XN EE SAERTHNTRER

$ curl localhost:8500/v1/catalog/nodes

[

{
"ID": "d7b590ba-e2f8-3a82-e8a8-2a911bdf67d5",
"Node": "localhost",
"Address": "127.0.0.1",
"Datacenter": "dc1",
"TaggedAddresses": {
"lan": "127.0.0.1",
"wan": "127.0.0.1"

3

"Meta": {
"consul-network-segment":

3
"CreateIndex": 5,
"ModifyIndex": 6

Consulit 2 T A EHIDNSARSS, FILAEIE ConsullIDNSARS KA A E )T

$ dig @127.0.0.1 -p 8600 localhost.node.consul

; <<>> DiG 9.9.7-P3 <<>> @127.0.0.1 -p 8600 localhost.node.consul
; (1 server found)


https://www.consul.io/downloads.html

;+ global options: +cmd

;5 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50684

;; Tlags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1
;7 WARNING: recursion requested but not available

;7 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;7 QUESTION SECTION:
;localhost.node.consul. IN A

;7 ANSWER SECTION:
localhost.node.consul. 0 IN A 127.0.0.1

;7 Query time: 5 msec

;; SERVER: 127.0.0.1#8600(127.0.0.1)
;7 WHEN: Sun Apr 15 22:10:56 CST 2018
;3 MSG SIZE rcvd: 66

fEConsul HHARSS AT BUBIE AR SBE X4 HE BHTTP APIR A U TiEM . XBEERRS E XA RIGAMISIT

#Inode_exporteri@id iR 5895 T iE A EIConsul ZH A,

BIZEERR:

sudo mkdir /etc/consul.d

echo '{"service": {"name": "node_exporter", "tags": ["exporter"], "port": 91003}}' \
| sudo tee /etc/consul.d/node_exporter.json

EfEhConsuliRsS, HEFRIRSEXXHMERR:

$ consul agent -dev -config-dir=/etc/consul.d
==> Starting Consul agent...
2018/04/15 22:23:47 [DEBUG] agent: Service "node_exporter" in sync

—BRSEMAINZE, BPFMAILGEEDNSEHTTP APIAREWRSESR . BIANBERT, FABEARSHA UER

NAME .service.consuligi & YA = 1Tk,

4N, AILA{Enode_exporter.service.consulifZ Ziflnode_exporter REZHIER

$ dig @127.0.0.1 -p 8600 node_exporter.service.consul

;7 QUESTION SECTION:
;node_exporter.service.consul. IN A

;7 ANSWER SECTION:
node_exporter.service.consul. 0 IN A 127.0.0.1

40 _EFRRDNSIEE &R E HFi Al Arnode_exporterARSS LR IPHELEE &,
B2 T {EFDNSHIA R IASL, ConsulRZiSFAFERHTTP APIBIRZ N IRENARSS TR

$ curl http://localhost:8500/v1/catalog/service/node_exporter
[

"ID": "e561b376-2c1b-653d-61a0-1d844bcebd6a7",
"Node": "localhost",

"Address": "127.0.0.1",

"Datacenter": "dc1",

"TaggedAddresses": {



"lan": "127.0.0.1",
"wan": "127.0.0.1"
i
"NodeMeta": {
"consul-network-segment": ""
3
"ServiceID": "node_exporter",
"ServiceName": "node_exporter",
"ServiceTags": [
"exporter"
1,
"ServiceAddress": "",
"ServiceMeta": {3},
"ServicePort": 9100,
"ServiceEnableTagOverride": false,
"CreateIndex": 6,
"ModifyIndex": 6

ConsultPiR T —1"Web UIR]LAE & Consul RFRA ARSS A K 7 s BOIA S :

G SERVICES NODES KEY/VALUE ACL 0

node_exporter

any status s EXPAND
consul
exporter
node exporter
localhost
Serf Health Status seriHe
Consul Ul

HAConsulR iRt T ESMAPIR T RS LR EARERE (R, WER. E1F) XEMAMESHINE, B
BIREF A B ConsulE A XIS 7 BB ZHEMER.

5Prometheus£Efk

ConsulfEA—TBANARS ZKIMFEMEL, IERHEBBER THEFMERSINES. Prometheusi@id 5 ConsuliIz
B AU SREXZIME R ExporterSEHIAYIA S 2. 7EPrometheusiIER & S04 M BT LUEE LA T A5 Consuli#TE2 A5 -

- job_name: node_exporter
metrics_path: /metrics
scheme: http
consul_sd_configs:

- server: localhost:8500
services:
- node_exporter

TEconsul_sd_configsTE X ZH &I serverE X 7 Consul fRZHITAIEL, servicesME X T HElBE & TIMLE KRR S
SHINES, XERET RIkEnode_exporterfI IRZLANE S,



EF ConsullIRREZ &I

199



ARS5 &35 Relabeling

ERENFLNNEHREBEEE DM AT PrometheustyJLMARS RIS, BEIRSKIMNA X, BEERZATUER
EEPrometheusfRSSEVIEIR FaliSH R FEE R IZN Target LHES

registry exporiers

.'u ] .'u

i | B

' ' I

H I 1

node node ! 1 node [
H I I

' ' I

' ' I

ETF ConsultIiRSS &I

W EERR, WF& EHERIITBER XD dey, stage, prod REINERE, BE—TEMEGITSTENTR, BTRS
231 = FiE1T—"1"Node ExportersLffl, Node ExporterSLf|& B&IEMEIConsuld, mPrometheusliR#EConsulik[a]
#INode ExporterSEfil{E B ahSH4 P TargetdllR, MTEIXLETargetiS IR HIE,

A, NMRHENTELFE:

o IRIBREIMIFIEdey, stage, prod R & Vi iiE?

o XNFHHELHANTMS, FKETEER X OdevIMBRSIREIE, WaLbE?

o MRAE—HBARIMIEE—"TPrometheus Server, FBAUTILAEHBARIPrometheus Server REARERIFE LR
BEE?

XA X7 E TRERR, HRITLF 2% EBPrometheus ServerBEI2IRIBE LN (ELAI4RE) MRS LI
FRONR[EI B Target LA FR A IR 4RI R & F L ExporterSEFI A ST 3R .

BT, BMEE I AOEE I Prometheusi@ ARIRelabel L HI RS L iX L BRI BT,

PrometheusHRelabeling#/l./ll

TEPrometheusFiB I TargetsL g, #HES—LEERIARMetadatatiZ {58, BIAEIEPrometheus Ul Targets T E
BE XL FAMetadatatiEHAS :



Targets

O Only unhealthy obs Before relabeling:
__address_ ="localhost:B080"
__meta_filepath="/etc/prometheus/targets.json”

i T __metrics_path_="/metrics"
cadvisor (1/1 up) il ST
env="localhost"
Endpoint State Job="cadvisor" Last Scrape Error
http:#/localhost:8080/metrics uP 9.785s ago
= -
L Metadatals B

FANERT, HPrometheusiNEiTargetSEFISERfE, XL Targeti &S B & —LEIARIIRES

e _ address_ @ HAJTargetLAIAgiA(a)HblE <host>:<port>

o _ scheme_ : REBWRARSEIHIHIEAHTTP Scheme, HTTPEEHTTPS
e _ metrics_path__ : REBHIRARSTARIMBIUAYTAB]EEZ

e _ param_<name> : REFEFEMRBZNPESHIERSE

L EXEARE G & HiFPrometheus il Al Mix Target LI FRIRER IS IZEIE . BRT L‘*b!kl}\ﬁ’lh IX5h, FATERT A
TargetimINBEXAUMREE, HA, EETXHNRS LM/ NTHRRGR, BANEIISONEEXH, FTargetSLHR
T BEXiREeny, &DTFﬁTlZ’fT"’“E'Z&BAT%?— BUMIZSEBIR SR AR AR ERIE -

node_cpu{cpu="cpu®", env="prod", instance="1localhost:9100", job="node", mode="idle"}

—R&SRIE, Targeth _ fEANBIEMNHERERAATERN, ALXERELSWESNEIHEAREEH, TTXEE—
Leglsh, Hlan, HEANIRADFRE BT Prometheus REMHF AT AR B E— 1B NinstanceIiFE, ZHEHNABXT
N2 TargetLBIRY _address_ ., XEBIFREREAET —RITENESLIE,

R REEREHEALIREZRI, X TargetSLF|AIIRE #H1TESRIHLH EPrometheus#iFR JyRelabeling .

Load Targets —_— Relabeling — | Scrape Sampels

RelabelingtEFE R,

Prometheus AR F E R EESIRE BT relabel_configs3EHRINE E X #Relabelingid 2,

{#replace/labelmapE B {5

Relabeling R E AN A7 S EE T TargetSLflh B S Mmetadatatn®, SHRINEEBEME, M, &3
ConsulspS A TR S LT = B S M TMetadatain Z{E 2

e _ meta_consul_address: consulittilt

e _ meta_consul_dc: consulARSSERTERIEIEC
e _ meta_consulmetadata: BRZZHImetadata

e __meta_consul_node: BRZZFTEconsul T RiNERE
e _ meta_consul_service_address: PR iAia)ibilE
e _ meta_consul_service_id: BRSSID

e __meta_consul_service port: BRSZIHO

e _ meta_consul_service: REZBIR

e _ meta consul_tags: FREESHITZER



FEROANIBEIRT, MNode ExporterSEfi R & ESeAAF A LR T AR -

node_cpu{cpu="cpu@", instance="localhost:9100", job="node", mode="idle"} 93970.8203125

BB A — M EIMINRE dc ] AR R IZE AR EUE O :

node_cpu{cpu="cpu@", instance="localhost:9100", job="node", mode="idle", dc="dc1"} 93970.8203125

EE— " REASNEREFRITLRINZ Trelabel_configficE, — P& B2 MrelabelfcE T :

scrape_configs:
- job_name: node_exporter
consul_sd_configs:
- server: localhost:8500
services:
- node_exporter
relabel_configs:
- source_labels: ["__meta_consul_dc"]
target_label: "dc"

1Z K EE S BT ConsulEIS & HNode ExporterSLH{E B E N IEREB IR, EL—/Tdh, HEAIFEEI ConsulzhiS
AT "Target%BA@a—mbgﬁ%E’JMetadatahu, LEAN#R%E_ meta_consul_dcZRBE T HETSLHIFRERIConsul Ei1E
Rty FEEEA% EMXLESEF) R REF M IR IR AP th o] A B &iX i —nss, flu:

node_cpu{cpu="cpu®",dc="dc1", instance="172.21.0.6:9100", job="consul_sd", mode="guest"}

R IU A ERNRIEdCIRENE, RIBEARNEIERORED TS BIENE.
EXMEIFR, @id MTargetSZEIRFREY__meta_consul_dch{E, HEHEEFHE MIZZHIFREBIEARSD,
5e¥relabel_confight BN TR :

The source labels select values from existing labels. Their content is concatenated
using the configured separator and matched against the configured regular expression
for the replace, keep, and drop actions.

source_labels: '[' <labelname> [, ...] ']' ]

— # # #

*

Separator placed between concatenated source label values.
separator: <string> | default = ; ]

—

*

Label to which the resulting value is written in a replace action.
# It is mandatory for replace actions. Regex capture groups are available.
target_label: <labelname> ]

—

# Regular expression against which the extracted value is matched.
[ regex: <regex> | default = (.*) ]

# Modulus to take of the hash of the source label values.
[ modulus: <uint64> ]

# Replacement value against which a regex replace is performed if the
# regular expression matches. Regex capture groups are available.
[ replacement: <string> | default = $1 ]

# Action to perform based on regex matching.
[ action: <relabel_action> | default = replace ]



HrhactionZE X7 HHilrelabel_configiiMetadatatnZ MBS, EXIABJactioniT R Hreplace, replacefTARIRIE
regexfER & lCEisource_labelstiZEAIE (Z 1 source_labell{ES R Bseparatori#tiTHii%) , HRBTEZINESA
Bltarget_labelXid, WMREZILEAH, WATUERS{1}, S{BEBEANAS., NRZCEEFEQAABTNAIS
target_label#1TEH,

repalcefF PR iRIETargetiMetadatati B E5HE S NFAMERIEY, ESHENHRT, AINEPAPR
NS MEIRRAFIELRE, MR AEIFRISERHITRS .

&7 {EHreplacelA%h, ERTLATE XactionfEL & Flabelmap, SreplaceREIHIE, labelmap&iRiEregexhyE X = ITAL
TargetLBIFTBIRSBTIR, HEMNCEINNBIFONE R, EEFIFIRENE.

a0, fEEiEKubernetes TEABMENTRE, FEXLET S EEXNESANRIHARE, JMERNT
relabel_configfit & :

- job_name: 'kubernetes-nodes'
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label (.+)

m{ERlabelkeepd&labeldropll 7] IAXI Targethr B T NE, (NIRERHESITIESENIRE, Fw:

relabel_configs:
- regex: label_should_drop_(.+)
action: labeldrop

ZECE R {EMregex L i R Target IHIRIFREITE, FRERFEregex INIAIIREE MTarget SEAIFFIERR, labelkeeplE4F1E
R, SBRIERLEregexE X HIFIBIRE

{F P keep/dropidiE TargetsL

EE—E2 AN LB T PrometheustIRelabelingtilitl, H E{EF T replace/labelmap/labelkeep/labeldropII FRas i#1T
B, MATHLTIREIEEZNGRE, FERPOHMRS & TUEMGE, ﬁﬁﬁITiRE’JExporter*f’ilJ%B SEREIZAR
SRIFMPOF, MARRE (FF&R. Wik, B4) WARFTERXONEP—SOMNKRREIE, tITESESEN
B f#IPrometheus ServerfF 512 B 2 X/ O AIIEIREIE, §D%1J:ﬂ‘*'5Prometheus ServerREFEINERNATE
ExporterfiE EASFEAENFRFRE., WNLHXLAREIIPrometheus ServerREZBRLNIART? ERELZE
Relabeling, relabel_configfiJactionfs T 2XiARIreplace LAFh, X ¥5keep/dropfT . HlIEN, MNRBHMATRFERELIE
Fritde1FAEINode ExporterSEFIRREAREIE, AR MERN TEE:

scrape_configs:
- job_name: node_exporter
consul_sd_configs:
- server: localhost:8500
services:
- node_exporter
relabel_configs:
- source_labels: ["__meta_consul_dc"]
regex: "dc1"
action: keep

Hactioni& & Fkeephd, Prometheus&ZEZF source_labelsHI{E % H FLEC ZlregexENFRIAN A EF I TargetsSEfl, M
actioniZ & fydropht, MESEFHLEsource_labelsi){E LA Elregex ENFRIXAN A B Target=Lfl, RIAFRIERE N
keepAF 3%, mdropAFHERR.



{EMhashmodit&source_labelsiyHash{E

Lrelabel_configi% & Jyhashmodiy, Prometheus&iRiEmodulushIEIERNEREL, itEsource labels{Efhashid, fl
u:

scrape_configs
- job_name: 'file_ds'
relabel configs:
- source_labels: [__address__]

modulus: 4
target_label: tmp_hash
action: hashmod
file_sd_configs:
- files:

- targets.json

RIELHRITargetSLBl _address_ BIEMAFARE, XS TargetXHIHEBE— IR tmp_hash, HEZE
ASERETE1~4 28, EETargetLHIMNREES, IMBRNTHNER, B8 TargetXHIFEE T — M #ftmp_hash
f&:

Labels

em=ocabos imp. a3

1+ &Hash{&

EE6E M Prometheusm BT AN, EEFIA THashmodhiYBE S fETarget SR FISEIN AT SR E(EERITNEED X AY:

scrape_configs:
- job_name: some_job
relabel_configs:
- source_labels: [__address__]

modulus: 4
target_label: __ tmp_hash
action: hashmod

- source_labels: [__tmp_hash]
regex: AMS
action: keep

XEFEITNRE, WRrelabellVRIERZBNTHE—TIRREE, ERNT—TrelabeliRIERVEIN, HBATATRIAE
A _tmp fERMRERIVATR, BIDZAIRE XMITEM A S B NETargets & R EFIRIFRBIIREH



INGE

BLETEREAFSRE, ATHRMRBRME TRINESNRENSKBLENTHN. BIRSKA, &5
PrometheustAtE T EANE L MIZRR S REEA T UK B ME THRIEES



ZE8E Kubernetes!!5 =5 &%

Kubenetes2—FHGoogleFF R IR B2 RIE TR, EGoogleEZERMBIT15%E., ENB 2 TUHE AR,
Kubernetes Al AR KRB R B ENSEERE .. AEF, HITENBKubernetesfI—LEARMER, FHEMOFEA
FIFPrometheustdiE— T EAIKubernetes R IR IR R 4T, RIRTFRATIRIEE S W{aNE@id Prometheus OperatorfEi fL7E
Kubernetes T EF E & Promethueshiyidiz,

AENEERE:

o IEfiKubernetest T

e Prometheus7EKubernetes FAIARSS R INAHLHI

o MiZKubernetesSE BEIRTS

o IR EREMIZIEERIZIE

o NIEEHNABSRIRERER

o WIXAFEENNAER

o XIServiceFlIngress#H{TRILZ I

e &I Operatorg M E BT EFEEKubernetesE &£ FAIPrometheus



#idKubernetes

Kubenetes @ —3{HGoogle F £ THENERHHETE (GitHubjRiZ) , #EGoogleB2{FA#EiT 154 (Kubernetestsil
52GooglelIAEB T ABorg) . Kubernetesi§—RFIMNENEME—TSEBNEETR, XWBER/FAR T —T
BB EHITH BAIRIERS. M1EKubernetesHIZTENB RN UMARX MHMERRPIZTH HZ", BT
KubernetesiX—HRMEZE, BRTETIRNARFOAE. M4, HRASEDEUREDRENEENSIZENG

A,

Kubernetes/ A EIE & EY

TERT T Kubernetesh N FAEIRAEEY :

|

Kubernetes Ingress
Service Service Service
‘Sele‘cto|-' \ Selector \ ’Sele‘cto;
Labels / | . ., Labels 4 N\ Labels / 1 \\
Pod Pod Pod Pod Pod Pod Pod Pod Pod
Controller Controller Controller

Kubernetes[i FA'E IEE AU

PodZKubernetes R/ NEAE R IR, PodFREE—HEEH, ENI—EIFE, HAEXIMEH— (E—H) k.
N RAFRMES ENAZERNMENEFMEEIR, BENZBMNERBEAMNE (127.0.0.1) #{iT1hE, 5
Podt BIREY, 1ES: (kube-schedule) SMEBEHPIEIHERMFNTRIBTE.

MRSENARFN, FEEHZIIF BIF) , WEEEMARRFIZE (Controller) . FAFEIBAZEControllerE X
PodtUiEERN. BITHEIRBEURARKBESEE, SRLEPodREMIEZE, Controlera=iXBiEE, HE
PodiIE1 TR E Controllerd & X FITERIAZS Lk, KubernetesHiZ{#t 7 ZfControllerfsLHl, £13E:
Deployment (FLIRZSKIFE) . StatefulSet (BIAZSKIA) . Daemonset (SFIPHEIN) %, MUXISAREENANIHE
MAEER.

B ControllerflPod K AEX T AREFRUENETH, H T REFEBRRUMCERXLERE EKubernetes SERF AN
F. Kubernetesi$X—[a]@%I D AR MEEUE, $£—, SHANNABUNMEEE, £, MAFPUEThEESERR
MRz A?

MNFE—POIRE, EKubernetesBIIE X Service (BRSS) SRARIR. ServiceEKubernetesEEE¥N#E T RS A TIF T2
HDERIER., EKubernetes FERBMIPod LIS B E—AIEAE BI5EMLable, MeEliEService, ATIUFER—
Selector (FF&E5%IEER) . Servicel®iTSelector, HEITEIFEMNAIPodSES], HiEITServicelIiEREE & EIIEN
Podd, ServiceBIEESERE, EEEMAIR A o DUBIT A Service M B FREJNDNSE & #THEEHE],

M FE DA, KubernetesE X T BMAHE FIngress (AO) . Ingress@— " LIEE7TENAHIERE, HAR
RIBINBENERNEER, HBREBR LI NNRSS,

&E, WFRE—"TKubermnetesEBHAIGER Z MALRER, N TIREXELRRARCIENDARER, KubernetesEXT
Namespace (SRZT(E) NEFEHITRS.


https://github.com/kubernetes/kubernetes

KubernetesZE )& £Y

N7 REB I IEfEKubernetes TRUMSIRIA R, FHAVEE T #EKubernetesfIEAZEM), W AR, fKubernetesfyZe
WRER:

Kubernetes Master D Cloud connector

kube-controller-
manager

kube-apiserver

-3

v

I kube-scheduler

. . .

Kubernetes Minions

KubernetesZEtl)

Kubernetesf# OB T ERMER DA : MasterfB{4EFINodeBY, EdMatserBH-RIt TEREENEIRINEE, ©
1A= B ERAF B ER T RETR—NAENERE, Node AHSBITEEHNFAETRLE, ENAREEN
HIPTT S HIEITHIPod, JyKubernetestE BHR (HIEITATIAE,

MastersA {4+ EE G145

e kube-apiserver: faZRxJshEFEKuUbernetes API;

o etcd: AT TFfEKubernetesEEBFRIFTEEIE

e kube-scheduler: a3 AFTAIRNIPodiEZE FIEEIZTRIT R

e kube-controller-manager: & Node Controller, Deployment Controller, Endpoint Controller%, &Bid5
apiserversX O {1 AN ET TRIA BIFREDIRS,

NodeBE T EBHE:

o kubelet: TASRAHPHIEIET R EPodRYIBITIRE
o kube-proxy: PAZR4HPEN ERIMEMMNINRIER .

Stoo,

e Container Runtime: #llDocker,rkt,runcHFig A 23 1aTIRIIAE,

Kubernetes!5 1= 55 1%

KubernetesfEAFHRENBSRAEHI TR, NEFRET —TMAINGE—RE, S—8ENTRERAR. HRRWAFNEBRE
FaEEiTHEE, M—BEEFHEFAEE FKubemetesSPEMEEN ARG, (ENRAEER, TBERDT
fEN TR M B Kubernetes e B AR SZIGITREB NN, BIEXN N AMREGTINSERNKEN D, HEMAMNR
#, MIRE—TREARNEFTEITHR, X—NTHEANEITE H{ERAKubernetesiY A i 1= SREZAENIRIT,

MIDIBEEHT EifiKubernetes E 2 A TEAMEERRENEMIREER, WIMSHNABRNENHHNBNEEEN, X
LEMIRIEATRERIEN. M. ZENFS, Eit, EMFFNERERZMISASEENTENNBIPRS. EX
By, BNFEXEEBHRZITTRNENRAE, CPUERR, AFERR. FHZEMULRNEELFEIZET.



MESZM L, kube-apiserver@KubernetesiZItFTERZIIAO, FTILERIMMNEFinIESEFAENAGHTERE
Skube-apiserveri#1Ti@ifl. HIb, kube-apiserverfIH &SI HIRRAE 7 ERHEEEAFIA, R, SFHNBEFM
=, Kubernetes@ HREISIRIEMN T M podiIAEMKREE, SRMEFRARMNXBER. MXMIREEEHkube-
schedulerfaZSR5eRARE TIE, MkubeletSempodtIEIEFBEI TE. EitbEKubernetesEBABHNEETFNEE S
MRS ES, TEXTEKubernetestIAPINARIATE], LAK%PoditE st E&EigHn L.

Kubernetest A& BINE BT ENW SRS, RHNEFTEEBEIZNARRNERERFTR. XTRETH
PrometheusXZ ¥ AT, thESIFMXLNBREFHRENPURITETR. RE, FERERERN, W&EiHH
EBERMRSHATRN, MMENABRERIERE, EBRIRLENRE.

FER, BFEFESEAOEERNESREEN, BIMEMIRNE, KubemnetestzUVEH, NABRREFEEIE
BIRR.

EREREEEENFTEXE:

o EfigiERE (Node) : ABMEMMNARAASTHNRR, TEEIET REKubeletiRENT REVEANRT, FIY
B TET = L EBENode ExporteriREN T I ZUREM BN ;

o RIFEMMIRNE (Container) : ANABRAHSITIVIFE, KubeletWE T SJcAdvisorfIs<$s, AP EJUERET
Kubelet/BH3RERA T R L BB K EIZIER;

o AAFNA (Pod) : Podh&BE—AHAR, BN—EIE, HENIMRE— (BHE A IheE. MRABFEE
RN ARTEFANE T XSPrometheusfysZ ¥y, ARABANERIZREXEPodR B EIZIEIT;

o KubernetesBff: FRENF kziZKubernetestz OAMRIGTTIRE, WHEFEESNREEBIT.

MERSRERRE, WEEFEXEUT:

o NERRSMAHIE (Service) : EEEA, BiIService T £ RENAINEE, SEINNAFMMNAZ B R HE
AERRI A k11, B Balckbox ExporterifiliServiceFIT] A1, iR ZService N A] FRTBEGS IRIRIS RIS EBAN;

o SMERBIAEADO (Ingress) : BT IngressizHEERIMITADAD, MMAMEINBEFIHEEBIHEEISEE
Kubernetest&2 B¥ MRS, F Ltk thFEE@idBlackbox Exporterddingressh T B4 TIRM, H{RIMIBFREFBEGS1E
BRSNS

EiEARtKubernetes&E2%

NTEEBEEMMN T BAERKubemetes, FATEEA#DET T EMinikube(https:/github.com/kubernetes/minikube }#&
E— P ARHAIKubernetesIIXEFE . Minikube Z7EAMIEIE B INIZIT— T2 RB9Kubernetes& &, AIAAERFH
EHFF R ARERIHTSKubernetestB X BT & TR T1E,

ZEMiniKuberI AN REIE, XFMacH PR AEIE(ERBrewHHTRE:

brew cask install minikube

HERERZAF, FJUAEBMinkubeBNE HiRAXHHITRERR, R&RTHE, EXRETHLTER

Kubernetes£E&¥:

$ minikube start

Starting local Kubernetes v1.7.5 cluster...
Starting VM...

SSH-ing files into VM...

Setting up certs...

Starting cluster components...

Connecting to cluster...

Setting up kubeconfig...

Kubectl is now configured to use the cluster.


https://github.com/kubernetes/minikube

MiniKube® BoiEc B A EIkubeletip 2T TR, BTFSMERTRHRITEE, EitKubernetesthigfit T
DashboardEIE 5, 7EMiniKube FEILUEIT A TSI TH:

$ minikube dashboard
Opening kubernetes dashboard in default browser...

Kubernetesf#yDashboardZs & th 2 i&id Deployment#{TEE Ay, F L] BT MiniKubetk 2| X ISR EEIALAYIPHh
ik

$ minikube ip
192.168.99.100

Bidkubectlin 21T TR, % ZFIDashboardX[zfyServicedI/MRENIRC, W TFIxR, kubernetes-dashboard@—1
NodePortZ B! fiService, HXIMRE T 30000i% 0

kubectl get service --namespace=kube-system

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kube-dns ClusterIP 10.96.0.10 <none> 53/UDP, 53/TCP 131d
kubernetes-dashboard NodePort 10.105.168.160 <none> 80:30000/TCP 131d

f£Dashbord®, AP AR EELSRISEPEITHMERIE, MREMEZRETIRE.

kubernetes Q  search + el
= Overview
=B Workloads

BEZE

Hm Workloads Statuses

BANEHEE

e

fedi 2
sai

FERESE - Deployments Pods Replica Sets Replication Controllers
Overview

HBE =

TfERs

S s SEZE i S84 e+ T

SiPiEe addonmanager kubernetes.io/mode: Re. gerio/google_containers/k8s-dns-kube-di

@ kube-dns kube-system 11 4B ger.io/google_containers/k8s-dns-dnsmat

e k8s-app: kube-dns version: v20 ger.lo/google_containers/k8s-dns-sidecar

5

wad aB4A =

RS

" BEEE B =S BERE 2one +

Elese2td

Kubernetes Dashboard

Kubernetes%iﬁ)&%%ﬁmﬁ, M UAFia =i EKubermnetes FEIXEBE— TN B 2F . KubernetesHEIBIIFTBHIR
A AE T YAMLI S #THR . SR, BIET —1 & Jnginx-deploymeht.ymI3X {4 :

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: nginx-deployment
labels:
app: nginx
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:



app: nginx
spec:
containers:
- name: nginx
image: nginx:1.7.9
ports:
- containerPort: 80

FEZRYAMLIHR, BITEN T RERIENERZEE NHDeployment, #Emetadatadf78F T iZDeploymentfJZ FRIA K AR
%, specHNIE X TiZDeploymentfI BAEE, ®idreplicasE X T iZDeploymentBliZFI84 B 51617231 Pod L,
IB1THIPod A K 1T @ T template i #1TE X o

EaAMTHER, WTwL:

$ kubectl create -f nginx-deploymeht.yml
deployment "nginx-deployment" created

EREEGBZENERT, kubectBRIAXEkdefaultin B8], HTFIXEBRHIEENamespace, ZDeploymenti§R7E
AL T Eldefaultp B, @iTkubect! getin 2 EE HiDeploymentfyEiE#E :

# TE&EDeployment B TR

$ kubectl get deployments

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-deployment 3 3 3 3 im

# BEIGITHIPodEH]
$ kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx-deployment-6d8f46cfb7-5fogm  1/1 Running 0 im
nginx-deployment-6d8f46cfb7-9ppb8 1/1 Running 0 im
nginx-deployment-6d8f46cfb7-nfmsw  1/1 Running 0 im

AT EEBILAPHEHERSAEBTADZINGInXSES], RXEBI—1 R Jnginx-service.ymIF S {4 TE X Service Zf -

kind: Service
apiversion: vi
metadata:

name: nginx-service

spec:

selector:
app: nginx

ports:

- protocol: TCP
port: 80
targetPort: 80

type: NodePort

ZIAER T, Service X R RAEEIT EBEM LR #H1TIHa) (type=ClusterlP), XE} T e85 HiEiha11%Service, EEIGE2E
IR ORI EIEMN L, HULLTE XiZServiceZEE HyNodePort,

BlEHEZEServiceRIR:

$ kubectl create -f nginx-service.yml
service "nginx-service" created

$ kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 10.96.0.1 <none> 443/TCP 131d
nginx-service NodePort 10.104.103.112 <none> 80:32022/TCP 10s



B nginx-serverBR§1E EHINAI320221% O, 7B LAEETHE)EINginxSEAIAY80IR 1 :

@ 192.168.99.100:32022 b4

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

NginxET1

MBETHE, MREENNGInXZHIBHTH R, PIUMER:

$ kubectl scale deployments/nginx-deployment --replicas=4
deployment "nginx-deployment" scaled

BT kubectl&s SRR AR IGHITIREN TR :

$ kubectl set image deployment/nginx-deployment nginx=nginx:1.9.1
deployment "nginx-deployment" image updated

$ kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx-deployment-58b94fch9-8fjmé6 0/1 ContainerCreating 0 52s
nginx-deployment-58b94fch9-qzlwx 0/1 ContainerCreating 0 51s
nginx-deployment-6d8f46cfb7-5fogm  1/1 Running 0 45m
nginx-deployment-6d8f46cfb7-7xs6z 0/1 Terminating 0 2m

nginx-deployment-6d8f46cfb7-9ppb8 1/1 Running 0 45m
nginx-deployment-6d8f46cfb7-nfmsw  1/1 Running 0 45m

URARGERSENFE, BARTNET U LN AHITEIR:

$ kubectl rollout undo deployment/nginx-deployment
deployment "nginx-deployment"

Kubernetestk}ETGoogle F ERVAMKRN AERAZR, BIEEEFRHIEN—TA—BAENEENT RIERSA, 0
BRAXMEERRBIETHHEE, #REENFEEBEIGRZE (Namespace) Feml, LM T XN AEEREEM
BapftE B EHEH,



f£Kubernetes FEBZ& Prometheus

7 E—/\5 BEAMB T SKubemetestIN FIEIRMER!, # BRI FBMiniKubeEA Hf&H T — /8 ¥ AKubemetes.
X— BRSBTS AT E T KubernetesZF Z Prometheus I,

{EF ConfigMaps &2 FAiC &

L{EMADeploymentEBMEEN BTN, BFRAIMAETXNNERITT SHERS, MMFEESPodEfFl, T EE
545 —E I X EPodiIEL BIE R, TEKubernetestIA] A{FFH ConfigMaps & IRE X I EIXLEE, FHBIMETE
EXHRAETN AL BRERXERE,

XE¥{EFConfigMaps & PrometheusiVECE XX, Bll#Eprometheus-config.ymiX, HEAUTRE:

apiversion: vi
kind: ConfigMap
metadata:
name: prometheus-config
data:
prometheus.yml: |
global:
scrape_interval: 15s
evaluation_interval: 15s
scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']

{EAkubectlis 21T LR, FEapR=T EldefaultBlEConfigMapsiiR:

kubectl create -f prometheus-config.yml
configmap "prometheus-config" created

{#FDeploymentEl&Prometheus

L ConfigMap BB EIZMING, HATMATBLEI Volumet EHIA R, JEPrometheustIECE XA IEHZITZT, XEHK
{13812 Deployment&B & Prometheus ServersZfl, Bl#prometheus-deployment.ymiXff, HEANTHES:

apivVersion: vi
kind: "Service"
metadata:

name: prometheus

labels:
name: prometheus

spec:

ports:

- name: prometheus
protocol: TCP
port: 9090
targetPort: 9090

selector:
app: prometheus

type: NodePort

apiVersion: extensions/vilbetal
kind: Deployment
metadata:



labels:
name: prometheus
name: prometheus
spec:
replicas: 1
template:
metadata:
labels:
app: prometheus
spec:
containers:
- name: prometheus
image: prom/prometheus:v2.2.1
command :
- "/bin/prometheus"
args:
- "--config.file=/etc/prometheus/prometheus.yml"
ports:
- containerPort: 9090
protocol: TCP
volumeMounts:
- mountPath: "/etc/prometheus"
name: prometheus-config
volumes:
- name: prometheus-config
configMap:
name: prometheus

XD BIE X T ServiceFDeployment, Servicez£EJgNodePort, XAEEHA TR LUET B IMALIPFIIROA1Z
PrometheusSEfill, 7T &E8%1LPrometheusSEfl{ERE ConfigMaph EREL B XM, XE@idvolumesEIR T — M E
%, FHEZvolumeMountst§iziiE E1EHE T Prometheus L ffl#Y/etc/prometheus B E T

ERANTHLEIERR, HEFRRNEIRER:

$ kubectl create -f prometheus-deployment.yml
service "prometheus" created
deployment "prometheus" created

$ kubectl get pods
NAME READY STATUS RESTARTS AGE

prometheus-55f655696d-wjqcl 1/1 Running c] 5s

$ kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 10.96.0.1 <none> 443/TCP 131d
prometheus NodePort 10.101.255.236 <none> 9090:32584/TCP 42s

ZItt, FHATAI B MiniKube B IATLAYIPHEE N7 1325841/ 8 BIPrometheus AR SS .

Targets

O Only unhealthy jobs

prometheus (1/1 up)
Endpoint state Labels Last Sorape Error

http://localhost:9090/metrics uP 14.145 ago

Prometheus Ul



Z8ZPrometheus
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Kubernetes FHIARSS &N

Baimlk, HIIELZ 857 Kubernetes TERE—Ma B2 AIPrometheus3Efl, T HEIRIREHARRERIEHLIRARN
YEF, BT Prometheus, ERNZBEAIMNGERERN. EHTER, HINNE T PrometheustIiRS AINEESH, EEE
BEBETSREREANRE, MNTISHRREEZRIZNEREA. mMiEKubernetes TPrometheusii 2B ES
KubernetesfIAPI#1T3ZE, MMAETSEIZSHK I Kubernetesth &l EHIFRA AT MR B AR 2R .

Kuberneteshi5a)15%iY

39 T BEGS1EPrometheushENS A B EILAIERIPAIKUbernetes API, BHATESLEEMME, XPrometheusiFH Tl
., 7EKubernetes R EFEFAET A EMIAEIEHIEE (Role-Based Access Control), FAF&IEKubernetes T &R
R, BEHIIEEEKubernetes TEXAE (ClusterRole) , FHENZABMFIMNALENIE, FATEIE
PrometheusFT{EFMINKS (ServiceAccount) , &RENRIFZKSSHEHITHE (ClusterRoleBinding) . XLEFTH
HIIRIEEKubernetesEI AN E—RIINETR, PTLUERYAMLX 4 THIAFH IR, XEIZEprometheus-rbac-
setup.ymiXt, HEAUTASR:

apivVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRole
metadata:
name: prometheus
rules:
- apiGroups: [""]
resources:
- nodes
- nodes/proxy
- services
- endpoints
- pods
verbs: ["get", "list", "watch"]
apiGroups:

- extensions
resources:
- ingresses
verbs: ["get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiversion: vi
kind: ServiceAccount
metadata:
name: prometheus
namespace: default
apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding
metadata:
name: prometheus
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: prometheus
subjects:
- kind: ServiceAccount
name: prometheus
namespace: default

HpEETENZClusterRole22 B, AEEREMREE ., MServiceAccount2 B FHEG BT BNER., BT
kubectl&p £ BlIERBACK M & N &R



$ kubectl create -f prometheus-rbac-setup.yml
clusterrole "prometheus" created
serviceaccount "prometheus" created
clusterrolebinding "prometheus" created

EERACRMRAFPNAEZRE, MeaiEEPrometheus(EAYFEIServiceAccountBIEEPod L, f
prometheus-deployment.ymIX {4, HiRhnserviceAccountName#IserviceAccountE X :

T

spec:
replicas: 1
template:
metadata:
labels:
app: prometheus
spec:
serviceAccountName: prometheus
serviceAccount: prometheus

BT kubectl applyxJDeployment#{TZEEFHK:

$ kubectl apply -f prometheus-deployment.yml
service "prometheus" configured
deployment "prometheus" configured

$ kubectl get pods

NAME READY STATUS RESTARTS AGE
prometheus-55f655696d-wjqcl 0/1 Terminating © 38m
prometheus-69f9ddb588-czn2c 1/1 Running (c] 6s

F87E ServiceAccountBll ZHIPodEfld, SBNEATIHEKubernetes APIFICAIE LA K X Bl = 33 R A3 8] < k8 ST 14
EHZIPodLFf/var/run/secrets/kubernetes.io/serviceaccountt B & T, BIABEUTHSHTES:

kubectl exec -it prometheus-69f9ddb588-czn2c 1ls /var/run/secrets/kubernetes.io/serviceaccount/
ca.crt namespace token

ARSS &1

TEKubernetes ™, Promethuesi@id 5Kubernetes APISERL BRI E B 1F5MARS RIELR, oFI2: Node. Service,
Pod. Endpoints. Ingress,

BT kubectl@s <17, FIMSERIAEREISRIEHFHMETRER
$ kubectl get nodes -o wide
NAME STATUS ROLES AGE VERSION EXTERNAL-IP 0S-IMAGE KERNEL -VERSION CONTAINER
-RUNTIME
minikube  Ready <none> 164d v1.8.0 <none> Buildroot 2017.02 4.9.13 docker://
Unknown

RT BEEIEPrometheusBEBZIRENEI MBI EER AT E T = BE R, EPromtheustIECE XS, FHALRINU T JobERE :

- job_name: 'kubernetes-nodes'
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node



BiTiEEkubernetes_sd_configh#&E = Jonode, Prometheuss HIMKubernetess & M ZIFRE Bnode T m 1A L a0
Job S ixMTargetsLfl, W FATR, XEBEEEIETE T ihoKubernetes APIfcald fztoken XX E812

33FIngress, Service, Endpoints, Podf{ERA XM, TEALE T —15TEPrometheustic &#IR 5 :

apiVersion: vi
data:
prometheus.yml: |-
global:
scrape_interval: 15s
evaluation_interval: 15s
scrape_configs:

- job_name: 'kubernetes-nodes'
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node

job_name: 'kubernetes-service'
tls_config:

ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: service

job_name: 'kubernetes-endpoints'
tls_config:

ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: endpoints

job_name: 'kubernetes-ingress'
tls_config:

ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: ingress

job_name: 'kubernetes-pods'
tls_config:

ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: pod

kind: ConfigMap
metadata:
name: prometheus-config

BEiiPrometheusfc BEX 1, HEEPrometheussEfl:

$ kubectl apply -f prometheus-config.yml
configmap "prometheus-config" configured

$ kubectl get pods
prometheus-69f9ddb588-rbrs2 1/1 Running 0 4m

$ kubectl delete pods prometheus-69f9ddb588-rbrs2
pod "prometheus-69f9ddb588-rbrs2" deleted

$ kubectl get pods
prometheus-69f9ddb588-rbrs2 0/1 Terminating © 4m
prometheus-69f9ddb588-wtlsn 1/1 Running ¢] 14s



Prometheus/E RN B X HER 2 /G, $TFPrometheus Ul, i&@idService DiscoveryTIEB] AE & FI XAl
Prometheusi@idKubernetes R NI B TR R T :

Service Discovery

+ kubernetes-endpoints
+ kubernetes-ingress
« kubernetes-nodes

« kubernetes-pods

+ kubernetes-service

kubernetes-endpoints
kubernetes-ingress
kubernetes-nodes

Discovered Labels Target Labels

[ instencee"mintace” i Joo="tubbematee-ncdee” |

_meta_kubernetes_node_snnotation_volumes_kubernetes_lo_controller_managed_sttach_detach="true"
_meta_kubernetes_node_label_beta_kuberetss_io_arch="amde4" [J]| _meta_iubernetes_node_label_beta_kubernetss_lo_os="linux"

kubernetes-pods
kubernetes-service

Service Discovery & IR B9

FIRfPrometheus= BEIEIZERRNETAEES, HBIMENFE AT ETargetl % £, WTER, EPromthuesiREXE!
BINode 1 REIIME(E R :

__address__="192.168.99.100:10250"

__meta_kubernetes_node_address_Hostname="minikube"
__meta_kubernetes_node_address_InternalIP="192.168.99.100"
__meta_kubernetes_node_annotation_alpha_kubernetes_io_provided_node_ip="192.168.99.100"
__meta_kubernetes_node_annotation_node_alpha_kubernetes_io_ttl="0"
__meta_kubernetes_node_annotation_volumes_kubernetes_io_controller_managed_attach_detach="true"
__meta_kubernetes_node_label_beta_kubernetes_io_arch="amd64"
__meta_kubernetes_node_label_beta_kubernetes_io_os="1linux"
__meta_kubernetes_node_label_kubernetes_io_hostname="minikube"
__meta_kubernetes_node_name="minikube"

__metrics_path__="/metrics"

__scheme__="https"

instance="minikube"

job="kubernetes-nodes"

BRiRlk, HEI1E£Z48E0%8IPrometheus B & IKubernetesEE B LT RIUREEARER, TF, MRME
EPromtheusiyTargetiASTIH, ERAERIEARAKHR:

I

Targets

O Oniy unheaitnyjobs
kubernetes-endpoints (8/15 up) [
kubernetes-nodes (0/1 up)

kubernetes-pods (5/12 up) [l

Endpoint state Labels Last Scrape Error

http://172.17.0.2:9090/metrics. up 2.649s ago

http://172.17.0.3:80/metrics DOWN 14.459s ago Get http://172.17.0.3:80/metrics: dial tcp 172.17.0.3:80: connect: connection refused

http://172.17.0.4:10053/metrics DOWN 14.387s ago Get http://172.17.0.4:10053/metrics: EOF

http://172.17.0.4:10054/metrics up 8.006s ago

http://172.17.0.4:10055/metrics up 9.9255 ago

http://172.17.0.4:53/metrics DOWN [ instance="172.17.0.4:55" | 21.061s ago context deadiine exceeded

http://172.17.0.5:9090/metrics. up 6.05s ago

http://172.17.0.6:80/metrics DOWN 2.309s ago server returned HTTP status 404 Not Found

http://172.17.0.7:80/metrics DOWN 8.318s ago server returned HTTP status 404 Not Found

http://172.17.0.8:80/metrics DOWN 7.896s ago server returned HTTP status 404 Not Found

http://192.168.99.100:80/metrics DOWN 13.347s ago Get http://192.168.99.100:80/metrics: dial tcp 192.168.99.100:80: connect: connection
refused

http://192.168.99.100:9100/metrics uP 10.022s ago

kubernetes-service (3/8 up) [



TargetfTTEIATS

EAPrometheusBEdS BN RIFTAMNRIRN R, HEGEENTarget I RETEIERE. EHAZMENERYRE
X F5Promethuest, HEARFXEFFENRIRELATEENEN. Eit, ELFREVRESR, FHIFEERH
HIEER, HENAEXRENRERIRRETRNBERES N,

TR, HATEF BPromtheustIARSE ZIMAES, TIMXKubernetesE BN E IR,



{EHPrometheusaiZKubernetest: £

E—\iidR, {1948 7 Promtheus7tKubernetes FRYRRSS R INEES, FEi@iTkubernetes_sd_configSEH T ¢
Kubernetes T & EZRNAMAM. EANTHR, BATEHIIEEFAPromethuest2tiIRRSS LINEESH, STMAT
KubernetesS£B AR E R E BN L LRI B L IEE,

THRA, METEITKubernetesEE B I & MEE DAUR I -

ARSS & g

— * 3
ERR TS 4] E2y = 15 =
#’?‘;? 215 SkubeletB KB T Skubeletf B AT TIAS AT node W\_; Kubelet
TIBMN miT
R : . SEEY A e om N
I};é\;;?i{_u'I?,mkubeletV\]EE’JCAdVlsorﬂF'iijX, TRAPIETHE RN node w\-; Vs
mITTAMN miT
B AN S &= 2R FITR a
}}é EREEIE T T =AINode Exporterd R & F .52 RIEXIZITH node EF node exporter
i miT
£ L ] n S AE = 2
?]‘?:?\];;ﬁ; PromthuesX2 #FHIN A, BEMPodEfIFREEBE s W\_; SV (36
TIBMN miT
API Server? J3k el itk FREXKubernetes£: . = .
sz:HS({_IHﬁI}EﬁE#FE‘MIﬂ thilt, FHMAFIREXKU LEEX endpoints HE api server
FRENEEREhServicefyiA a)tthit, FiBidBlackbox ExportersXEY i Za blackbox
KR NFEIR service Jlag:A] exporter
SREVER B IngressiifA)(E R, FHi@idBlackbox ExporteriREXW4E inar =23 blackbox
BENFERR Ingress Jlagza] exporter

MKubelet3REXTH RIB1TIAE

KubeletAHiz TEKubernetes B E N TR, EAREFPANEET S EPodiIETTIRS. kubeletHFRIIEREIEIT
HIEXRINZT AR EEESIE B KubermnetesEEREIE B {EH,

ETFNodet&z,, Prometheuss Bl &HlKubernetesHFiBNode s REYE R HIEN EIZAI B iTarget, MiXLTarget
B9TAa) L SORR_E R 2 Kubeletfip )it H B Kubelet3Lfx_ EEHIZFAE T XIPromtheusfz 35,

& prometheus.ymiBL &4, HRMU T RETSEE:

- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label (.+)

XE(FERANodetZ BEh &R MEREH T EKubeletF N B IR EIEREE 5, B @ZlabelmapP3g, YE§Node T s LAYAR
%, EARANTEREENERSSS,

E#n#promethuesfe B304, HEEPromthuesiIPodZflfS, Z&Ekubernetes-kubeletFEREIRTS, HKI1EEER
MTHEIRRRER:



Get https://192.168.99.100:10250/metrics: x509: cannot validate certificate for 192.168.99.100 because it doesn
't contain any IP SANs

XERTFYUBERNcail B, HAEE192.168.99.1008IHER . N THRIZOSE, E—MAE2EIEN S callP
WIITFE, BT 7Etls_configdiRE insecure_skip_verifyJtrueBla], X#EPromthues?E REEREARLIERT, EE BN
TcalEBHIRITTE, MTMKubeletsREER e in iz :

- job_name: 'kubernetes-kubelet'

scheme: https

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

kubernetes_sd_configs:

- role: node

relabel_configs:

- action: labelmap
regex: __meta_kubernetes_node_label (.+)

kubernetes-kubelet (1/1 up)

Endpoint State Labels Last Scrape Error

https://192.168.99.100:10250/metrics up beta_kubernetes_o_arch="ama64" | beta_kubemetes_lo_os="1inux" | instanliPRECENY

co="minlkube" | kubernetes_lo_hostname="minlkube"

HIER Ekubeletii I=18FT

FIMHR, FEEETkubeletfImetrics RS RELITEIE, MM@dKubernetesiapi-serverig I IEAPIE ) Z T
T & fRkubeletimetricsfRSE, S TERR:

- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label (.+)
- target_label: __address__
replacement: kubernetes.default.svc:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vil/nodes/${1}/proxy/metrics

sz N

@idrelabeling, % MKubernetesTREXZIRIERIAMELE  address_ i Jykubernetes.default.svc:443, [EIRT
& _metrics path__ Efyapi-serverfU{{ 1Bttt /api/v1/nodes/${1}/proxy/metrics,

kubernetes-kubelet (1/1 up) 2T

Endpoint State Labels Last Scrape Error

default pi up beta_kubernetes_lo_arch="ama64" | beta_kubernetes_lo_os="linux" | instanfiKXVCRYS
ce="minikube" | Kubernetes_lo_hostnames"minikube"

BT api-serverfEESK B kubeletia 25 4T

BT REE DT S Hkubeleth s 121647, AP AIDOTEEEPE T SA0MEEERIL, fIu0, @8R
kubelet_pod_start_latency microseconds®] LAFK1S 2 @i s I Pod B s [B1HE X AU SR iR .



kubelet_pod_start_latency_microseconds{quantile="0.99"}

Graph  Console

- m + o« until » | Res.(s) O stacked

Kubelet_pod_start_latency_microseconds{instance="kubermetes.default svC:443" job="kuberetes-apiservers", quantie="0.99"}

99%HPod3 =AY (8]

Pod B BIRE N42sEE (BEHRGETHEE) -

kubelet_pod_start_latency_microseconds_sum / kubelet_pod_start_latency_microseconds_count

Pod¥F 13 FahAt 8]

FRUEIASL, dsitEtmkubeletdocker R AT AR I Hikubelets Z R 13 mkYdockerARSZHIIEAIEIR, MR AR IR H docker
AERERFMKkubeleth M EERIE QI ,

MKubelet REXT m B 23 2R {ERAE)

T EfkubeletBEEHIR T B85 B BNKIRIEINMS BN, kubeletBH RN E T 3FcAdvisorfsZ$5, cAdvisorBEiSIRER
éFJ'J'I?,.\\J:Lﬁa’]}aﬁﬁ"éﬁ%ﬂ’];\ﬁfﬁﬁﬁ 157, Eidihalkubelethd/metrics/cadvisoritbiit /] LASKEN R cadvisorfi M35
¥5, EULCFIIREkubeletia IEIEIREM, XERHEEInodeR Bl &M B kubeletE 8, HIBITiE X Mrelabelid
2, BRERREASWEE., 5X&EkubeletE BEEEIRMEM, XEBhEFHHS N K Ecadvisor PSR g R

B—: EiFihgkubeletid/metrics/cadvisorithiit, FE T calEBIAILE:

- job_name: 'kubernetes-cadvisor'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- target_label: _ address__



replacement: kubernetes.default.svc:443
- source_labels: [__meta_kubernetes_node_name]

regex: (.+)

target_label: _ metrics_path__

replacement: /api/vl/nodes/${1}/proxy/metrics/cadvisor
- action: labelmap

regex: __meta_kubernetes_node_label (.+)

kubernetes-cadvisor (1/1 up)

Endpoint State Labels Last Scrape Error

hitps://192.168.99.100:10250/metrics/cadvisor uP beta_kubernetss_o_arch="amd4" | beta_kubenetes_lo_os="1inux" | instanjiikcK-EE Y

ce="mintkube" | kubernstes_io_hostnams="minlkube"

{E A api-serverf{ IR

B @idapi-serveriZ2 a9 Aa]kubeletdd/metrics/cadvisoritiiit :

- job_name: 'kubernetes-cadvisor'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: metrics/cadvisor
- action: labelmap
regex: __meta_kubernetes_node_label (.+)

kubernetes-cadvisor (1/1 up)

Endpoint state Labels Last Scrape Error
default. up m_mmuu Jo_arch="amde4" n-um-nuuu os="linux* | instanfiPXIECELY
cadvisor c Kubernetes_o_hostname="minlkube’
A
Bi#ih)kubelet

{EFANodeExporteria iR EE B R REFIE)

ATEBREEHFETITRNZRERER, RNEEEETRFEBE—TNode ExportersLfil, EREN EE
Prometheus™ VT3, FHA1ER T Kubernetes A& fI1Z 23 < —Deployment, DeploymentgEi%Hf{RPrometheusfyPod&E
GSIRERFRHARDIN SRR REPIGTT, MPodEAIRIREMNEITEER TR L. MS5PrometheustIEBEARENZ, XWTF
Node Exporterfi 5 8 ™ TR RAFEET— M HE—MIXE, LR, MEEFEAKubernetesty S h—FiztHlzs

Daemonset, E#&EX, DaemonsettIEER AN EKIUTIRIERRPHFIFHIE, DaemonsetSMREEHTME (2
AIMIEE) TR LEEBT—THE—IPodLHl,

Bl#Znode-exporter-daemonset.ymixXff, HEAUTAHES:

apiVersion: extensions/vilbetal
kind: DaemonSet
metadata:

name: node-exporter
spec:

template:

metadata:
annotations:



prometheus.io/scrape: 'true'
prometheus.io/port: '9100'
prometheus.io/path: 'metrics'
labels:
app: node-exporter
name: node-exporter
spec:

containers:

- image: prom/node-exporter
imagePullPolicy: IfNotPresent
name: node-exporter
ports:

- containerPort: 9100
hostPort: 9100
name: scrape

hostNetwork: true
hostPID: true

FFNode ExportermZHEFIHEA)TE LA, FILIXEBIEE T hostNetworkflhostPID, iEPodSEBIBETSAEHME MR R
FHIZALRITIT. RETYAMLX 4 th 83 T NodeExportertBRIfIService, iXH#iid Service i T A5 a3 R A9
NodeExportersLfi,

$ kubectl create -f node-exporter-daemonset.yml
service "node-exporter" created
daemonset "node-exporter" created

& ZEDaemonset kPodiJiE TIRES

$ kubectl get daemonsets
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
node-exporter 1 1 1 1 1 <none> 15s

$ kubectl get pods
NAME READY STATUS RESTARTS AGE

node-exporter-9h56z 1/1 Running 0 51s

HFNode Exporter@ MAEHNMEMNIFRIE1T, FELLEIZFHEMiniKubehEEIMALIPAN_EPod#is ORI 8] HF1 T s
i&1THINode ExportersLfi:

$ minikube ip
192.168.99.100

$ curl http://192.168.99.100:9100/metrics

process_start_time_seconds 1.5251401593e+09

# HELP process_virtual_memory_bytes Virtual memory size in bytes.
# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 1.1984896e+08

BrRiALE, BidDaemonsetfIfzzii§Node ExporterSf B2 7TEB PN RN T AP, E TR, HMNREFEET
PrometheusidpodiRZ & INES, HREIZHRIERHERERINode ExportersEfIEIA], HEFEHE, HTFKubernetesd
FHIEFTBHIPod#BIRIE T X PrometheusfZ 1, BLREER2—LRHBEMNAFKE, BT XD MLEPodSLHI2 AT A
Prometheusi# 1T &R, XEHK{1/Node Exporteriiil 7 A&

prometheus.io/scrape: 'true'

BT KubemnetesIPodAJBER B S 21 B4R, THEMAP BITEREERF RAMITERIRERO:



prometheus.io/port: '9100'

MBLIERT, PodRiBLEAIEEHEBERARING/metrics/E AN RIERER R, AN EREXITHAFIEE RERT

prometheus.io/path: 'metrics'

JPrometheus Bl IE X K E T FEkubernetes-pods, 1 TAIR:

job_name: 'kubernetes-pods'

kubernetes_sd_configs:

- role: pod

relabel_configs:

source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape]
action: keep

regex: true

source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
action: replace

target_label: _ metrics_path__

regex: (.+)

source_labels: [__address__, _ meta_kubernetes_pod_annotation_prometheus_io_port]
action: replace

regex: ([A:]+)(?::\d+)?;(\d+)

replacement: $1:$2

target_label: _ address__

action: labelmap

regex: __meta_kubernetes_pod_label (.+)

source_labels: [__meta_kubernetes_namespace]
action: replace
target_label: kubernetes_namespace

source_labels: [__meta_kubernetes_pod_name]
action: replace
target_label: kubernetes_pod_name

kubernetes-pods (1/1 up) [T
Endpoint state Labels Last Scrape Error

http://192.168.99.100:9100/metrics up O [Cr e [ 13.819s ago

‘it PodiE= Bl & ELNode Exportersefl

T M ErelabeliT 2 LIS Pod STHIRNIT NS, AR REMESHNEE, MMSSEII4EE Pod LIS IR IEARRREE
1 ABEY R kubernetes-podsH A2 R ¥INode Exporterfi s, S FHFEESSENPodIf), REHRHE T
Prometheusfz$, FAFARAIBUEIT APod I ERR R D EIRIN S IR IE R REMNZ .

Mkube-apiserversAEXE & 1z TR IZFEIR

EFBERAB ZHI, BIVBELT FE— TKubernetesHService 2N SLI A i8R, WM TEFMR, —AZEIR
ServiceER N EENERZS:

]



Service : Service

l l

Endpoints Endpoints
Pod Pod Pod External

ServiceTh Fit

o EXMERAEINAPodLAIAIERK: éiﬁJLServiceH'J!ZEI%at TE THREEIRFRER, KubernetesREsITEREFPATERY
Pod3ft1&)L, i@idEndpoints B sh4E s R IREEZ23HIPodEFIRYTAE)ER

o REXMERIMNIRSHNER: HelEServiceNMRAEEEMRIIREIEZEE, MWRTERF FahtlEService IR
AYEndpointZiR, BIa0, —RRKiR, ATHERBENZE, BIIEEHLEUEERSHBNERI. ZENTERE
AN ARERIBHIEENER, XEMAINET RS ALIEService, HigmIMIRIEIEERSS LA,

kube-apiserver#3&E 7 2B NKubernetes £ E IR ADNAR, HEREITIMREKuUbernetes API, kube-apiserverZB{4—
R RIMIENEBEERINY, N TREBILEEEEMHNMNA (kubermetesifft I E R NA) 8898 5kube-apiserveri
B, KubernetesEENAEMRATE TRIZE—1 B WkubernetesfiIiRSS, AN TAIR:

$ kubectl get svc kubernetes -o wide
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE SELECTOR
kubernetes ClusterIP 10.96.0.1 <none> 443/TCP 166d <none>

Mizkubernetes ik S IR fGim TPttt BT endpoints TR, W TFIR:

$ kubectl get endpoints kubernetes
NAME ENDPOINTS AGE
kubernetes 10.0.2.15:8443 166d

BT R AN BEE REENM A BABT SR N ERRIDNSE B kubernetes.default.svci B 2R E MERAY
kube-apiserverZfl,

Hitb, WRIHAVEEEIZTkube-apiserveriBXkiYiElR, REEETendpoints & iFEH Zlkubernetes i BT fGimit it B
ﬂo

WA, ﬁJE"’Tif"éf_jc“kubernetes-apiservers XEEE T RS AWME Hendpoints, Promtheuse & HRi&EREH
FrERendpointsfic &, Hi@idrelabeli#{T#IRT RS MapiserverSy B AU E) il :

- job_name: 'kubernetes-apiservers'
kubernetes_sd_configs:
- role: endpoints
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
relabel_configs:
- source_labels: [__meta_kubernetes_namespace, _ meta_kubernetes_service_name, _ meta_kubernetes_endpoint
_port_name]
action: keep
regex: default;kubernetes;https
- target_label: _ address__
replacement: kubernetes.default.svc:443



#Erelabel_configsfic & 55— F T HIlr L Elendpoints 2 & Akube-apiserversd AUt , 5544, BiglsinREhE
Flkubernetes.default.svc:443B07], EFMNBEEX Y, EEPromthuesiLffl, BSEINTER.

kubernetes-apiservers (1/1 up) [l

Endpoint State Labels Last Scrape Error

https://kubernetes.default.svc:443/metrics up Instance="kubernetes. default svc:443" 10.67s ago

apiserverfEEIRTS

XFfIngressHServiceH 1T IR

N7 BEBE I IngressF1Service TR, FAVBEEEEREEBEBlackbox ExportersEffl, W TFEAR, EliEblackbox-
exporter.yaml TR EEXNAS:

apiversion: vi
kind: Service
metadata:
labels:
app: blackbox-exporter
name: blackbox-exporter
spec:
ports:
- name: blackbox
port: 9115
protocol: TCP
selector:
app: blackbox-exporter
type: ClusterIP
apivVersion: extensions/vibetal
kind: Deployment
metadata:
labels:
app: blackbox-exporter
name: blackbox-exporter
spec:
replicas: 1
selector:
matchLabels:
app: blackbox-exporter
template:
metadata:
labels:
app: blackbox-exporter
spec:
containers:
- image: prom/blackbox-exporter
imagePullPolicy: IfNotPresent
name: blackbox-exporter

BiTkubectlén < EfEBlackbox ExportersLfl, iXEI§ERE— T Blackbox ExporterfJPodsLffl, [E1AT@IT AR5 blackbox-
exporterfr &£ B¥ A R Eif ettt blackbox-exporter.default.sve.cluster.local, XFE£B¥ AT R IR ER AT ABT IZAER
DNSig&i55]Blackbox ExportersLfl :

$ kubectl get pods
NAME READY STATUS RESTARTS AGE
blackbox-exporter-f77fc78b6-72bl5 1/1 Running 0 4s

$ kubectl get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE



blackbox-exporter ClusterIP  10.109.144.192  <none> 9115/TCP

3m

N T BEBE1EPrometheusBETS B 595 Service TR, FHMBEEIRSZ K BENIXEIFTENServicel5R., WA

R, fEPrometheusBIEDR & X4 iR INE kubernetes-servicesfy e iZ KEFSS:

job_name: 'kubernetes-services'
metrics_path: /probe
params:
module: [http_2xx]
kubernetes_sd_configs:
- role: service
relabel_configs:
- source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
action: keep
regex: true
- source_labels: [__address__]
target_label: _ param_target
- target_label: __ address__
replacement: blackbox-exporter.default.svc.cluster.local:9115
- source_labels: [__param_target]
target_label: instance
- action: labelmap
regex: __meta_kubernetes_service_label (.+)
- source_labels: [__meta_kubernetes_namespace]
target_label: kubernetes_namespace
- source_labels: [__meta_kubernetes_service_name]
target_label: kubernetes_name

TEZESEES, BiIfEEkubernetes_sd_confighiroleyservicefs E RS A MET :

kubernetes_sd_configs:
- role: service

AT XpERPEEHITIRNAIService LI, FHAVBITHT% prometheus.io/probe: true’s
BUFR7 Service 3L :

- source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
action: keep
regex: true

HATHIMR, M

TIREFERN

F RGBT ARS R IIRENEIAService SLEIMINE  address  HEIRFIREVGIZEIRANIERSE, B _address 4T

Blackbox ExporterSEGIRyThalitblt, FHES T #5ZinstancefIAR

- source_labels: [__address__]

target_label: _ param_target
- target_label: _ address__

replacement: blackbox-exporter.default.svc.cluster.local:9115
- source_labels: [__param_target]

target_label: instance

RE, NBEFRRINTHIMNIRERER:

- action: labelmap
regex: __meta_kubernetes_service_label (.+)

- source_labels: [__meta_kubernetes_namespace]
target_label: kubernetes_namespace

- source_labels: [__meta_kubernetes_service_name]
target_label: kubernetes_name



FFIngresss, tLE—METEMATTE, XEBLHA T T IngressimMfPromthuesFEEBIF NS S

job_name: 'kubernetes-ingresses'
metrics_path: /probe
params:
module: [http_2xx]
kubernetes_sd_configs:
- role: ingress
relabel_configs:
- source_labels: [__meta_kubernetes_ingress_annotation_prometheus_io_probe]
action: keep
regex: true
- source_labels: [__meta_kubernetes_ingress_scheme,__address__, meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${2}${3}
target_label: _ param_target
- target_label: __address__
replacement: blackbox-exporter.default.svc.cluster.local:9115
- source_labels: [__param_target]
target_label: instance
- action: labelmap
regex: __meta_kubernetes_ingress_label (.+)
- source_labels: [__meta_kubernetes_namespace]
target_label: kubernetes_namespace
- source_labels: [__meta_kubernetes_ingress_name]
target_label: kubernetes_name



E FPrometheusB38 4 {H43

SMEfR4E (AutoScaling) ZFEMN AR DAMRIE SRIMERERITR BT & RBEHIEES.



INGE

Kubernetes’5PromethuesB&+21BIUAFE, 192 BGoogleNEZ EMITHAE, FEBEMMCNCFEERIER
i, EM2IRERT SRAER TERFEHIMRISIRNEIRE,



9% Prometheus Operator

AE, BITBNBaE{ERPrometheus OperatorfEi{t, 7EKubernetes F 2B EIEPrmetheustIE 2 E
KENFERS:

o N AEE{FAPrometheus Operator

e Prometheus Operatorfy = EH2

o HN{aF] EPrometheus Operator & it & 4iPrometheus
o WN{al{EHPrometheus OperatorB st EIR M IREL &



f+/ ZPrometheus Operator

24 2Prometheus Operator

EE8EEH, T fEKubernetesBElS S BRI EIBFIEREPrometheus, F{1{EMAConfigMap 7 &I Prometheus XX

., BR3IPrometheusEEE X ITHRN, , BINEEFHBRELIZITIIPodLAE, MMmitKubernetest] LA{ER

BAMNELE X4 EIiEPrometheus, MR AUNBAIFINBEEZH, BEIFINARIBEMNHAKPrometheusiT T2 B
HEREMRT.

MAE _ERi#HPrometheusB T RARNBRSHA, MEFEET7T LESFENCHEBENREEESNX., XL
I E@IKubernetes RARMBIN A EEMIIMENN. AT EAXENAREFNERERE, CoreOSEHSIN
T Operatorfilt 2, FHEBESEL T H X EKubernetes FIE1THEEEEtcdiIEtcd Operator, F /G L T Prometheus
Operator,

Prometheus Operatorfi] T {EJRIE

M L SRiHOperatorifl @ 53 BT E N FATEFHI, 7EKubernetesEZRfYResourceFControllerfyifiz £, WA &
Kubernetes apit9f?z. FEIAF AR, REMERERNAIRSNARER ., MTSSIISENBRFIE RRIEURIE
= b

TEKubernetes1E 1 1{£ A Deployment. DamenSet, StatefulSetSKEIEN FHWorkload, {£FEService, Ingress3EEIRN
AriFEAR, EAConfigMapHlSecretREEN AR E . HNESREPXLERNGIE, B, BERNEHSE
A EM(Event), KubernetesiController Managerfi 33 la T IX LM H At L BN AES KB ERFERE, XM7
REMNEABER, ARPRBEXONARFNRERS, HENESEITKubernetes KRBT, BT XA
MAKBEHNANEEEEERE.

kR 7 X LR IResource FIRLASN, Kubernetesi® LA RINE SHIE E X IF (Custom Resource), HHiEIIE
I B E X Controllersk LI 3t KubernetestIi & .

W TFRR, =Prometheus OperatorfdZ2tREE:

Service 1

:

ServiceMonitor 2
:

Service 5

deploy

& manage <
Operator Prometheus Server

Prometheus OperatorZeit

234



PrometheustIZAERFE 2 —HAF B E X HICRD R I K& ControllerfSEH, Prometheus Operatorfi 3R M IFIXLEH E X
BRNTN, HEREXETRNEX BT IPrometheus ServerB 5 IARE BB ERTIE,

Prometheus OperatorgEffi{t+ 4

Z 7 fEPrometheus OperatorBEfifift4, HIFMEE 7 #EPrometheus Operator AE 14214 T MiLE B E X iKubernetes
%R, 5T Prometheus Operator B B3R 1t 9AE IR

o Prometheus: FHEA BIEFEIEPrometheus ServerLl;
e ServiceMonitor: ARFIANNEIRLINEE;

e PrometheusRule: ARFIRANERSERE;
Alertmanager: BRI AIBIEFEIEAlertmanagersLf,

=<, Prometheus OperatorBEiSE BN F B ot BIEIiE A K B Prometheus ServerlA R EENEE .

£Kubernetes&E &£ E8&E Prometheus Operator

7EKubernetesfi & 2&Prometheus OperatordEE BI&, A B IAMIA T i3S EPrometheus Operatorfiiag :

git clone https://github.com/coreos/prometheus-operator.git

X8, FHA1Promethues Operatorfl|iE— A a5 = = [Blmonitoring :

kubectl create namespace monitoring

BT FEXPrometheus Operatori#{TRBACIZAX, MEAIA#Ibundle.yamIH {7 defaultis B=(8], HLt, ERE
Prometheus OperatorZ Bl & 5t & — Tbundle.yamIX A ClusterRoleBinding A & ServiceAccountinamespace E
Y, BEET— TS LEPrometheus OperatorfiyDeploymentsE i :

$ kubectl -n monitoring apply -f bundle.yaml
clusterrolebinding.rbac.authorization.k8s.io/prometheus-operator created
clusterrole.rbac.authorization.k8s.io/prometheus-operator created
deployment.apps/prometheus-operator created
serviceaccount/prometheus-operator created

Prometheus Operatori&idDeploymenttIfZ X i#1TERE, 7T 85841 LPrometheus OperatorgEd ix I A1 EIEKubernetes
B RERthEIE T 8 ihaIServiceAccount A B X AU IE

&EFEPrometheus Operatorfi IR, UHBREERIET:

$ kubectl -n monitoring get pods
NAME READY STATUS RESTARTS AGE
prometheus-operator-6db8dbb7dd-2hz55 1/1 Running [¢] 19s



{EFH Operatorg&EPrometheus

Bll#&Prometheus=L

YEREDBE 2L LI Prometheus OperatorZfg, X FEBEPrometheus ServerSLHIFiZ R, T B BE—{PrometheusiX i,
WTFRR, FA#EMonitoring#p & == [8) T 8l —1Prometheus Ll :

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:

name: inst

namespace: monitoring
spec:

resources:

requests:
memory: 400Mi

B ERNBRFEIprometheus-inst.yamI3XX 4, Fi@idkubectiFH TaIER:

$ kubectl create -f prometheus-inst.yaml
prometheus.monitoring.coreos.com/inst-1 created

LteRY, B&Hdefaultdp &= [8) THstatefulsetsZ iR, AIAEZEIPrometheus Operator B i@ id Statefulsetfll i HY
PrometheusSEf :

$ kubectl -n monitoring get statefulsets

NAME DESIRED CURRENT AGE
prometheus-inst 1 1 im
BEPodXLHl:

$ kubectl -n monitoring get pods

NAME READY STATUS RESTARTS AGE
prometheus-inst-0 3/3 Running 1 im
prometheus-operator-6db8dbb7dd-2hz55 1/1 Running © 45m

1B3Z port-forwardij|a]PrometheusEfi:

$ kubectl -n monitoring port-forward statefulsets/prometheus-inst 9090:9090

HiThttp://localhost:9090 B LATE At B 44T FrPrometheus OperatorllZ2#IPrometheussEffl, EEEEER, AIUEE
B#iOperatorfilli£ T R B & E A & IPrometheus L :


http://localhost:9090

& C @ localhost:9090/config

Prometheus  Alerts  Graph Status +  Help

Configuration

global:
scrape_interval: 1m
scrape_timeout: 10s
evaluation_interval: 1m

{#FServiceMonitorZE 1B L i5fl &

B IZEL BTt EPrometheus N & RIRIGEIRIEZ—, N TEEB BN EEPrometheusiIBCE, Prometheus
Operator{f A T B E X &RZE A ServiceMonitor i A M IR R R,

XEHRNBEEEHPIE—OINA, BUTASREEexample-app.yaml, H{EHBkubectiin 21T T EAIRE:

kind: Service
apiversion: vi
metadata:
name: example-app
labels:
app: example-app
spec:
selector:
app: example-app
ports:
- name: web
port: 8080
apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: example-app
spec:
replicas: 3
template:
metadata:

labels:
app: example-app

spec:

containers:

- name: example-app
image: fabxc/instrumented_app
ports:

- name: web
containerPort: 8080

N A& 183 DeploymentlI#E#31MPodsEfl, HHiEidServiceRENRIHIEER.

$ kubectl get pods

NAME READY STATUS RESTARTS AGE
example-app-94c8bc8-127vx 2/2 Running 0 im
example-app-94c8bc8-1lcsrm 2/2 Running 0 im

example-app-94c8bc8-néwp5 2/2 Running 0 im



TEZ B4 T port-forward i a1 B Pod 3L

$ kubectl port-forward deployments/example-app 8080:8080

A Al A http://localhost:8080/metrics SL5I i FAFE & IR Bl A FREAEURE

# TYPE codelab_api_http_requests_in_progress gauge

codelab_api_http_requests_in_progress 3

# HELP codelab_api_request_duration_seconds A histogram of the API HTTP request durations in seconds.
# TYPE codelab_api_request_duration_seconds histogram
codelab_api_request_duration_seconds_bucket{method="GET", path="/api/bar", status="200",1le="0.0001"} 0

RT BETS1EPrometheusBES R EEBE fEKubernetes T AR IS IZEUIE, EREMPrometheusEcBANA, HAIE
PrometheusEe B XX E X 8 Job, R {EMAkubernetes sdE X BN IRSE KIIEFE, M7EPrometheus Operator
R, MR BAEEA a5 — 7 ServiceMonitorX &, 1 TFimR:

apivVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: example-app
namespace: monitoring
labels:
team: frontend
spec:
namespaceSelector:
matchNames:
- default
selector:
matchLabels:
app: example-app
endpoints:
- port: web

I 7E X selectord fIFR%EE iE SRR IR IZ BAREPodX %R, [ERf7Eendpoints 8 E port B FRawebBin . ERIAE)
ServuceMon|tor$tl}':’§}£5la‘5‘kaé\;ﬁz?’£$ﬁIﬁNamespace'FE’\Jo E$n_-\f§lJEPEE5':Prometheus%%’fi%EMonitorlngnn%EEIEH
T, FELbR T EEBXEdefaultin BT 8 T iexampleXt R, FEE{FAnamespaceSelectorE it E A AFS # & = 6] KBk
ServiceMonitor& iR, R7F_ERB Elexample-app-service-monitor.yamIX A, FHiBidkubectiBlE:

$ kubectl create -f example-app-service-monitor.yaml
servicemonitor.monitoring.coreos.com/example-app created

R FHEServiceMonitorA] AXEX RSB ZE THIMRE, MBIMTARENX

spec:
namespaceSelector:
any: true

MR B IZETargetX R E 7 BasicAuthIAIE, FRTERE X ServiceMonitorsd &, A LA{FERendpointstic & E X
basicAuth@ll ~Ffin :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: example-app
namespace: monitoring
labels:
team: frontend


http://localhost:8080/metrics

spec:
namespaceSelector:
matchNames:
- default
selector:
matchLabels:
app: example-app
endpoints:
- basicAuth:
password:
name: basic-auth
key: password
username:
name: basic-auth
key: user
port: web

E fhbasicAuthd1 8% T & Jybasic-authiSecretii R, AP EEFISIAILE R IR1Z2Secretd:

apiversion: vi
kind: Secret
metadata:
name: basic-auth
data:
password: dG9vcg== # base644RIBEHIZIE
user: YWRtaw4= # base64/RIBEMAF A
type: Opaque

*EXPromethues5 ServiceMonitor

Prometheus5 ServiceMonitor Z [B]fY x B4 % Z {§ FserviceMonitorSelector @ X, 7EPrometheus BT FRZ5 IR LEIE
E 51 ServiceMonitorif %, & prometheus-inst.yamlfiPrometheustdE XA FFR: T 8E#%iLPrometheus <

BXZlServiceMonitor, EE{EPormtheusE X H{EFserviceMonitorSelector, (18] LUBITHRE %1% L BPrometheus=E
EINRAYServiceMonitorid %, & prometheus-inst.yamlfPrometheusfE X 81 TR

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: inst
namespace: monitoring
spec:
serviceMonitorSelector:
matchLabels:
team: frontend
resources:
requests:
memory: 400Mi

E3IPrometheusf9 T & N ISR+

$ kubectl -n monitoring apply -f prometheus-inst.yaml

LEEY, WIREFPrometheuslitBEERE, BIISIZREHAMPrometheusPECEXHBEER T —%8H
monitoring/example-app/0idJobED & :

global:
scrape_interval: 30s
scrape_timeout: 10s
evaluation_interval: 30s



external_labels:
prometheus: monitoring/inst
prometheus_replica: prometheus-inst-0
alerting:
alert_relabel configs:
- separator: ;
regex: prometheus_replica
replacement: $1
action: labeldrop
rule_files:
- /etc/prometheus/rules/prometheus-inst-rulefiles-0/*.yaml
scrape_configs:
- job_name: monitoring/example-app/0
scrape_interval: 30s
scrape_timeout: 10s
metrics_path: /metrics
scheme: http
kubernetes_sd_configs:
- role: endpoints
namespaces:
names:
- default
relabel_configs:
- source_labels: [__meta_kubernetes_service_label_app]
separator: ;
regex: example-app
replacement: $1
action: keep
source_labels: [__meta_kubernetes_endpoint_port_name]
separator: ;
regex: web
replacement: $1
action: keep
- source_labels: [__meta_kubernetes_endpoint_address_target_kind, _ _meta_kubernetes_endpoint_address_target_n
ame]
separator: ;
regex: Node; (.*)
target_label: node
replacement: ${1}
action: replace
- source_labels: [__meta_kubernetes_endpoint_address_target_kind, _ meta_kubernetes_endpoint_address_target_n
ame]
separator: ;
regex: Pod;(.*)
target_label: pod
replacement: ${1}
action: replace
source_labels: [__meta_kubernetes_namespace]
separator: ;

regex: (.*)
target_label: namespace
replacement: $1

action: replace

source_labels: [__meta_kubernetes_service_name]
separator: ;

regex: (.*)

target_label: service

replacement: $1

action: replace

source_labels: [__meta_kubernetes_pod_name]
separator: ;

regex: (.*)

target_label: pod

replacement: $1

action: replace

source_labels: [__meta_kubernetes_service_name]
separator: ;

regex: (.*)

target_label: job



replacement: ${1}
action: replace

separator: ;

regex: (.*)
target_label: endpoint
replacement: web
action: replace

T, MRAOKIEEFGER AN, RAJDEEERT, {BEPrometheusfTargethHEBEFANBIENR, B
PrometheusfJPod I BiE, RIMBRNTER:

level=error ts=2018-12-15T12:52:48.452108433Z caller=main.go:240 component=k8s_client_runtime err="github.com/p
rometheus/prometheus/discovery/kubernetes/kubernetes.go:300: Failed to list *vi1.Endpoints: endpoints is forbidd
en: User \"system:serviceaccount:monitoring:default\" cannot list endpoints in the namespace \"default\""

B E X ServiceAccount

BT ERIALIZEAIPrometheusZFI{EARIEmonitoringds B =8 T HYdefaultlk =, 1ZIKS H 2B X REETSIREXdefaultds &
FE TREAEFRES.

RNTEBEXDEM, BIIFEEMonitoringdn & =8 T REIFE—1 % IPrometheusfiyServiceAccount, HH RS
FEN R EE BT AR .

apiversion: vi
kind: ServiceAccount
metadata:

name: prometheus

namespace: monitoring
apivVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRole
metadata:

name: prometheus
rules:
apiGroups: [""]
resources:

- nodes
- services

endpoints

- pods

verbs: ["get", "list", "watch"]
apiGroups: [""]

resources:
- configmaps
verbs: ["get"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding
metadata:
name: prometheus
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: prometheus
subjects:
- kind: ServiceAccount
name: prometheus
namespace: monitoring

B ERERFEIprometheus-rbac.yamIX 4/, F Bi@itkubectiBlIZ BN ZR :



$ kubectl -n monitoring create -f prometheus-rbac.yaml
serviceaccount/prometheus created
clusterrole.rbac.authorization.k8s.io/prometheus created
clusterrolebinding.rbac.authorization.k8s.io/prometheus created

ESE R ServiceAccountBliE /g, 1E2prometheus-inst.yaml, HiFbnServiceAccountil R

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: inst
namespace: monitoring
spec:
serviceAccountName: prometheus
serviceMonitorSelector:
matchLabels:
team: frontend
resources:
requests:
memory: 400Mi

{R7FPrometheusT B FI&ER

$ kubectl -n monitoring apply -f prometheus-inst.yaml
prometheus.monitoring.coreos.com/inst configured

ZfFPrometheus Operatorse N iIBEXEEELE G, ttARS&EEBPrometheus, Hf1MBEEZI HATPrometheusE &K EETSIEE
BISREESEI L FARITE RIS IRERIR T o



{EFOperatorZ &2

{$FAPrometheusRuleE X & Z#1 M

3t FPrometheusis, ERENEERAN L, BINFEFoEIEPrometheusfIEFE X, HHEB I EPrometheusBic B
FERARNEIINEL . Mm7EPrometheus OperatorfE i, HZHNtERIZ— MBI Kubernetes APl BRI BRI — R
IR, WTERR:

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: example
role: alert-rules
name: prometheus-example-rules
spec:
groups:
- name: ./example.rules
rules:
- alert: ExampleAlert
expr: vector(1)

B ERBRFNexample-rule.yamI> 4, H Bi@idkubectlds < SIRE N AR

$ kubectl -n monitoring create -f example-rule.yaml
prometheusrule "prometheus-example-rules" created

E2ZMNBIERING, Bid7EPrometheus®{#AruleSelectori®id it R EE X FEAIPrometheusRuleEl ] :

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: inst
namespace: monitoring
spec:
serviceAccountName: prometheus
serviceMonitorSelector:
matchLabels:
team: frontend
ruleSelector:
matchLabels:
role: alert-rules
prometheus: example
resources:
requests:
memory: 400Mi

PrometheusEFMEBELES, MUIFE(TTUNERZI@EiIPrometheusRule BN BIFESZERMNEE :



Prometheus  Alerts  Graph Status ~ Help

Rules

Jexample.rules Os

Rule Evaluation Time
alert: ExampleAlert 0Os

expr: vector(1l)

Prometheus&Z 1M

WIREFAertsTIH, HIIZBISTEELLTHRARTS.

{E£FHOperatorEEAlertmanagersL{§l

FEmINLE, HEIELEIPrometheus Operatorf B E X &R R EIE T PromtheusAYSLfl, WIRECLE R EZHN
EHR, B TPrometheus Operatori§ B AFHNE RN TEEHTMAEBXNEEER, AKEMH T Kubernetes ™
PrometheusiIZEEIENERE., E TR, H1TELrEEAPromtheus OperatorE X F1EEAlertmanagertfB xHAA .

jjT ¥ Prometheus Operator&IEAlertmanagersEffl, FBF AILUET BE X & RAlertmanagen# TENX, TR,
Bidreplicas ] LAIZ | Alertmanagerf SEHI%R -

apiVersion: monitoring.coreos.com/v1
kind: Alertmanager
metadata:
name: inst
namespace: monitoring
spec:
replicas: 3

Hreplicas A F 183, Prometheus Operators BohiBid 21975 I BliEAlertmanager, LA A FREFA XY
alertmanager-inst.yaml, FH@IMU TS aliE:

$ kubectl -n monitoring create -f alertmanager-inst.yaml
alertmanager.monitoring.coreos.com/inst created

BEEPodIE R TR, Fi1& &M AlertmanagerfdPodL{fl—E4bF ContainerCreatingfIR &

$ kubectl -n monitoring get pods
NAME READY STATUS RESTARTS  AGE
alertmanager-inst-0 0/2 ContainerCreating [¢] 32s

Bidkubectl describefip € EE1ZAlertmanagerfJPod LHIRZ, FIBRIRMUTFUTATHESZEE

MountVolume.SetUp failed for volume "config-volume" : secrets "alertmanager-inst" not found

X ZHFPrometheus Operatorilid Statefulsetfy 75 =\, Sl EZYAlertmanagersEffll, EEHANBER T, S8BT alertmanager-
{ALERTMANAGER_NAME} FUTR BRI EE K Secretfic B F ASUHEZHNA T, 41SecretE’J|7\]§1’E7‘JEB§$C1¢E*k 1
AlertmanagersEFl =, Fith, XEAXEFENAlertmanagerBll ZENMEEANS, W TR, ZEAlertmanagerfdiic &2
H:

global:
resolve_timeout: 5m



route:
group_by: ['job']
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: 'webhook'
receivers:
- name: 'webhook'
webhook_configs:
- url: 'http://alertmanagerwh:30500/"'

B ERBREFR X Falertmanager.yaml, 3 Bi@id AT a4 Rl R Halrtmanager-instiSecret iR :

$ kubectl -n monitoring create secret generic alertmanager-inst --from-file=alertmanager.yaml
secret/alertmanager-inst created

7ESecretBl}Z2MING, BEZHATAlertmanager PodLHRS, A TFimR:

$ kubectl -n monitoring get pods

NAME READY STATUS RESTARTS AGE
alertmanager-inst-0 2/2 Running 0 5m
alertmanager-inst-1 2/2 Running 0 52s
alertmanager-inst-2 2/2 Running 0 37s

{F A port-forward§Alertmanagerft 512l Zs th :

$ kubectl -n monitoring port-forward statefulsets/alertmanager-inst 9093:9093

Jhlahttp://localhost:9093/#/status, HEE LRIERRS:

Status

Uptime: 2018-08-12T14:05:57.356563078Z
Cluster Status

Name: 01CMQ7ACPYF32HM7T4HVEDOXNS
Status:

Peers:  Name: 01CMQ7ACPYF32HM7T4HV6DOXNS
Address: 172.16.2.180:6783

Alertmanagerf2 BEIAZS

TR, BIREEBUNEIIPrometheusFRENX, @italertingtsE{EHAYAlertmanager&RENA :

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: inst
namespace: monitoring
spec:
serviceAccountName: prometheus
serviceMonitorSelector:
matchLabels:
team: frontend
ruleSelector:
matchLabels:


http://localhost:9093/#/status

role: alert-rules
prometheus: example
alerting:

alertmanagers:

- name: alertmanager-example
namespace: monitoring
port: web

resources:

requests:

memory: 400Mi

Zf5Prometheus EFNF G, FHITTLAEEIPrometheus OperatorfEEL B XA T A TEE

alertmanagers:
- kubernetes_sd_configs:
- role: endpoints
namespaces:
names:
- monitoring
scheme: http
path_prefix: /
timeout: 10s
relabel_configs:
- source_labels: [__meta_kubernetes_service_name]
separator: ;
regex: alertmanager-example
replacement: $1
action: keep

source_labels: [__meta_kubernetes_endpoint_port_name]
separator: ;

regex: web

replacement: $1

action: keep

B ARSS R T MNIEPrometheus 5 Alertmanageri#t 1T 7 B ol X< X,



£Prometheus Operatorf{FFABE XL &

7E£Prometheus OperatorEf 1i@ i 7= AR FI B Z 2Prometheus, ServiceMonitoriX £t B E X RERISE B st S EME
EPrometheustIEXBHMUREE. ME—EFHNBERLT, ITHEPMS, JEEEH LN FohEEPrometheus
BB 4, mmIF@idPrometheus OperatorBEN5ER. M1t4A? SEfRLEPrometheus OperatorXdFJobHEE RERATF

EKubernetesPEREMNESENN BRER ., WNRIRELBERPrometheus BIZ—LLEHMANEETR, FISIAWSTHEZEHMESH
IERIR S E N, XLEH A 7EPrometheus Operatorf&E1SEEZ A,

N7 BEBE7E 1B Prometheus OperatorllEZfIPrometheusLHIPERBEXEEXH, HENRECE—TTEBEEAS
fic & XA SR HIPrometheus L4l

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:

name: inst-cc

namespace: monitoring
spec:

serviceAccountName: prometheus

resources:

requests:
memory: 400Mi

B ERBRTFEIprometheus-inst-cc.yamIX &/, F#F B iEidkubectIBli:

$ kubectl -n monitoring create -f prometheus-inst-cc.yaml
prometheus.monitoring.coreos.com/inst-cc created

WREEFEPrometheusfIPodEFIYAMLE X, 1A IAEEIPodh & EE—volumefit & :

volumes:
- name: config
secret:
defaultMode: 420
secretName: prometheus-inst-cc

PrometheusHY R & S 4SLFT £ R IRTFTER N prometheus-<name-of-prometheus-object> HISecretd, HFAFAIZER
PrometheusH X ExServiceMonitoriXE SR MACE X 4 ABHIE XA, Promethues Operators BaiEIE, MMHlR
PrometheusE XA B EEAS5EEEXNEN, BBASecrettIBEINRMZE THFECFH,

Bid gk prometheus-inst-cciIAZE, MMAIAILAF RILAMER BE X fIPrometheusBE EX 4, ERTRGI, FHAIGIE—
A prometheus.yamIXXEFHRMATRE:

global:
scrape_interval: 10s
scrape_timeout: 10s
evaluation_interval: 10s

AR XA B base64RIBEHNAS

$ cat prometheus.yaml | base64
Z2xvYmFs0gogIHNjcmFwZV9pbnR1lcnZhbDogMTBzCiAgc2NyYXB1X3RpbWVvAXQ6IDEWCWOgIGY2YWX1YXRpb25faW50ZXJ2YWw6 IDEwcw==

B2 Faprometheus-inst-ccidSecretAR, TN TFRR:



$ kubectl -n monitoring edit secret prometheus-inst-cc
# BREERS
data:

prometheus.yaml: "Z2xvYmFs0gogIHNjcmFwZV9pbnR1cnZhbDogHTBZCiAgC2NyYXB1X3RpbHVVAXQ6 TDEWCWOGTGY2YWx 1YXRpb25 Faks
0ZXJ2YWwBIDEwCcw==""

T port-forwardFE A E [ FT 2 AIPrometheusSEBI, WIERED & 4L BNAT -

kubectl -n monitoring port-forward statefulsets/prometheus-inst-cc 9091:9090
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Install & Configuration

e https://www.digitalocean.com/community/tutorials/how-to-install-prometheus-on-ubuntu-16-04

Storage

e https://coreos.com/blog/prometheus-2.0-storage-layer-optimization

Kubernetes

e https://docs.bitnami.com/kubernetes/how-to/configure-autoscaling-custom-metrics/
e https://github.com/kubernetes/kube-state-metrics

Others

e https://news.ycombinator.com/item?id=12455045

e https://github.com/digitalocean/vulcan

e https://github.com/coreos/prometheus-operator/blob/master/Documentation/high-availability.md
e https://github.com/katosys/kato/issues/43

e https://www.robustperception.io/tag/tuning/

e https://www.robustperception.io/how-much-ram-does-my-prometheus-need-for-ingestion/

e https://jaxenter.com/prometheus-product-devops-mindset-130860.html

e https://www.slideshare.net/brianbrazil/so-you-want-to-write-an-exporter

PromSQL

e https://www.youtube.com/watch?v=IrfTpnzq3Kw

Exporters:

e https://blog.csdn.net/zhaowenbo168/article/details/53196063
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