TEKERNRIZES - APCHLH

1 APCEYZA R

1.1 THEAPC

SRRRTERER. TF. MEH, LEERITHIHRECHIEACPU, RE—MRIENEF | IRTIER
APl RiRHPET, HRIERBALIRRE, LERKASACPU, ZREREECSHITREBRECER.

MRBNTEEEZFEENTH, RBFEREHAT—IHY, ILEBSERA, X EBRIZAPC
(Asyncroneus Procedure Call, EN®4312EA) -

1.2 APCPAF
KIEEMBROCHRIBNAIAGISE T — N5 _KAPC_STATE, ZEMEESTHA :

1 0: kd> dt _KAPC_STATE

2 nt!_KAPC_STATE

3 +0x000 ApcListHead : [2] _LIST_ENTRY // 2DAPCBAFI (2 WaEik, B8R
HASFT, 4FHiEAERL, 4FNiEAERE) , PRIREFAPC. AZAPC

4 +0x010 Process : Ptr32 _KPROCESS // 4&iZFRESNEPTIESRVHIE

5 +0x014 KernelApcInProgress : UChar // WZAPCREIEEHIT

6 +0x015 KernelApcPending : UChar // BEHELEESFFHITHIAKAPC

7 +0x016 UserApcPending : UChar // BEHELEESFHITHIAFAPC

B 5 ApcListHead B2 NAPCBAY, AR EENAER, ENRERAFENMKEBHLEERHENAPCEE, F18
IR MAAEE, MAATRE—DAPCREGEH X MNAFERA, E#HECZEEEEE—HNISEREX
MR, YUANMBERNEREFESEAAR, FEIReIUTEIREMNAPCERE P RITHIZIZNITH, YARENT
R BRITHESHITIRERNITHN,

B R ProcessRm HRTAIEFTB N EFTIESENHEE, MRYUNKIEREFESENHE, BLZBANES
ETHREADZE #{A0x2201R A2 i Ak R FYE —E

@: kd> dt _KTHREAD

nt! KTHREAD
+0x000 Header : _DISPATCHER_HEADER
+0x010 MutantlListHead : _LIST_ENTRY
+0x018 InitialStack : Ptr32 Void
+@x01lc StackLimit : Ptr32 Void __, ©: kd> dt _KAPC_STATE
+0x020 Teb : Ptr32 Void nt!_KAPC_STATE
+0x024 TlsArray . Ptr32 Void +0x000 ApclistHead : [2] _LIST_ENTRY
+0x028 KernelStack : Ptr32 Void +0x01@ Process : Ptr32 _KPROCESS
+0x@2c DebugActive . UChar +0x014 KernelApcInProgress : UChar
+0x02d State . UChar +0x015 KernelApcPending : UChar
+0x02e Alerted : [2] UChar +0x016 UserApcPending : UChar
+0x030 Iopl : UChar
+0x031 NpxState : UChar
+0x032 Saturation : Char
+0x033 Priority : Char
+@x@34 ApcState : _KAPC_STATE—
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1.3 APCL5H

FATRIAPCIASIFRIE ARIERER, MR F N NEE, TR— M APCEHIE, XMEMBEERELEE R, &
ERBox1cfRISAIM RANormalRoutine, %Ak R KITERARRERTIAFEBIE L BIR HAIAPCEEt

RETRNAE

ik,

0: kd> dt
nt!_KAPC
+0x000
+0x002
+0x004
+0x0038
+0x00c
+0x014
+0x018
+0x01c
+0x020
+0x024
+0x028
+0x02c
+0x02d
+0x02e

_KAPC

Type

Size

Spare@

Thread
ApcListEntry
KernelRoutine
RundownRoutine
NormalRoutine
NormalContext
SystemArgumentl
SystemArgument2
ApcStateIndex
ApcMode
Inserted

1.4 APCHTT

KiServiceExit ¥ ERARA. REXPINREIAF ZEINMKEZE, RitHEEEBAPL. BEREHIMREHF
#rBY st =B RAKiServiceExitEE, X SI0E L BTKTHREAD.KAPC_STATE.UserApcPending@ & 90, EIRR

EEERPZEER/APCIER, MRERIERSE THLEE, REKiDeliverApcE¥M T A TAEAPC,

. Ptr32

Int2B
Int2B
Uint4B
Ptr32 _KTHREAD
LIST_ENTRY
void
void
void

Ptr32
Ptr32
Ptr32 Void
Ptr32 Void
Ptr32 Void
Char

Char

UChar
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(R¥ER

F P Z2iB]AYAPCIE K 2 A9 TEKiDeliverApc BRE R 2 L S AL I AL ZE B RIAPCIAIG AL I R P ZEBIRYAPC, ERItEFK
MNAFBEBZRHAITHIE)

mov ebx, large fs:124h

mowv byte ptr [ebx+2Eh], ©

cmp byte ptr [ebx+4Ah], ©

jz short loc_406F87

mowv ebx, ebp

mowv [ebx+44h], eax

mowv dword ptr [ebx+58h], 3Bh ; ';°
mowv dword ptr [ebx+38h], 23h ; "#°
mowv dword ptr [ebx+34h], 23h ; "#°
mov dword ptr [ebx+30h], @

mov ecx, 1

call ds:__ imp_@KfRaiselrql@a

push eax

sti

push ebx

push 0

push 1

call _KiDeliverApc@l2

M e e s

FEBIKTHREAD
KTHREAD+8x2e -> Alerted

KTHREAD+8x4a -> KTHREAD -> KAPC_STATE -> UserApcPending
& UserApcPendingsi= & H0, BIETESH AP THEAAPCE X

NewIrgl
KfRaiseIrqgl(x)

HATARZAPC, HA R P TEMAPCHATIAT RS

APCHIAR - 2



TEKERNRIZES - APCHLH

2 {5 FAPCRAT

ELE—ETNESIFR, BIAEMNREZEFZIENTH, MEELTHAPCATEEE—TAPC, UHEESL
FRLEMER0x34RIBNLAL FiApcStateRI A B ApcListHead EFF—MNERFIE A, BRT ApcStatefi AN, TEL&IZLE
HAFEKTHREADFZE SAPCEH X HFERA LEX—Ab,

SN FFR7RKTHREADZEMI{AAR, BRT ApcState, EB4RESAPCE XM G, AERSERNABX/ITFENE
X, FEI—PHHAIR, EIEHAPCRAT,

1 0: kd> dt _KTHREAD

2 nt!_KTHREAD

3 .

4 +0x034 ApcState : _KAPC_STATE
5 .

6 +0x138 ApcStatePointer : [2] Ptr32 _KAPC_STATE
7 .

8 +0x14c SavedApcState : _KAPC_STATE
9 .

10 +0x165 ApcStateIndex : UChar

11 +0x166 ApcQueueable : UChar

12

2.1 SavedApcState

LLAZAPCRATI RRIAPCE I ER B 5 A2 4E X BXRY, QIAHIZRY1ZAZ PRI B APCEN B E S R BN 2 At
128, (BAIRERILUESRRIHMAHE, MAHENEELESEWRCrs, MYCBHENTIEREM, MM
RBHE A2, BIFTE#HIEESE,

HAHIER 1 LR ESEBHTEfS, APCRATREFMERIANIPARIRRIVAPC, ABAMNRETAPCEIEEIRER— ik
790x12345678HVEKHE, IRFIAVFEBHIZAVMINLZE(E], XEFBIERMEIR T o

RNTRGEE, 1B HESRBHEN, RIFApcStateFHEEN7ZMEISavedApcStated, Z[O)F|FHIZA
B, BIFAPCRABIIRE . FTIA, SavedApcStateX ¥ & FAAPCPAF,

MAEXHIZEFERTRT, BEAIUMLIZAPCATIHHEAAPCH), ApcStateIFRTFERIRLEBEHIZIE X AY
APCIEE (EESE#HTE) , MSavedApcStateFRTFERIFLZARIZIE XRIAPCIER (FRIR#ETRR)

2.2 ApcStatePointer

RNTAEIU, EKTHREADEMIARRTE X 7 — e EEHApcStatePointer , AR BRHE LR,
ZRRAEFENEREE2AmMTGR, PR ERI=MNESRTE .

/] EEZHE
ApcStatePointer[0] // #8M ApcState
ApcStatePointer[1] // #E8[ SavedApcState

/] ESos
ApcStatePointer[0] // #8[ SavedApcState
ApcStatePointer[1] // #8M ApcState

~No b wWwNBRE
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2.3 ApcStatelndex

ApcStateIndexFASRITIR HAI EEA FHARES, ERRETEER, EFERETZENL, BLRKITFZHKA
£5&ApcStatePointer, MAaZIM—MIZITHATIRI S,

TitRIEETR, T2ERTE, BHI1ERApcStatePointer[ApcStatelndex]FVAAE AT, HBATIAFKERE)
ApcState, BIZ&IZZHRIEAMAPCER,

2.4 ApcQueueable

ApcQueueable 3 TR B E AIUMATZAIAPCAATIRIEAAPC, HLARRIEEHITRHNALN, S/XMER
B0, fIRIEHRITEAAPCHINIS (ERZHP R EAKelnsertQueueApciliAAPC) , TEHEA BB SHIHHX
MERRT, AR FoMIHAKR M,
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3 APCHEEAITEE

TR EBREEREFRS, BEMTAPCIAT, —PEARKIMI, — P ERFPNII. S3EEA—TAPC
B, NERAKZEEEEAFZENEL, NREBEEE—MKAPCHBIEEN, HIRXMEMERIERBYAPC
FAZI R,

3.1 KAPCZEHg{&k

BB TBAPCEEATRE, KB THEKAPCXMEIELEN, MEBTCSTHANIER. WTAR, BTN ER
RYBRETRANERME X

1 0: kd> dt _KAPC

2 nt!_KAPC

3 +0x000 Type : Int2B // APCHYZEE! : 0x12

4 +0x002 Size : Int2B /] SEEHREBAI D 0x30

5 +0x004 Spare® : Uint4B /] ZRRKRER

6 +0x008 Thread : Ptr32 _KTHREAD // APCFRERILIZE

7 +0x00c ApcListEntry : _LIST_ENTRY // APCRTHEARIRATG, EHRHIEXNA
iR, 2 HIERRRIMIE

8 +0x014 KernelRoutine : Ptr32 void // IBE—1TEH, EXNEBEAER
T ExFreePoolWithTagREMAPC, HAPCHITREZE, AKERMRTARZMKRIETENEEuH
(BEETd

9 +0x018 RundownRoutine : Ptr32 void // ZRRAXRER

10 +0x01c NormalRoutine : Ptr32 void // WIRHFAPCHRAFZEER, Wi
BAPAPCHRALO, REABEIENRNZAPCEE, Fith@id T ol AEEEIHI TR REIAPCEE L

11 +0x020 NormalContext : Ptr32 Void // SARBHIAPCHAKAPC, MIZE
REENX, MRABFAPC, NZERNEIFAAPCEE

12 +0x024 SystemArgumentl : Ptr32 Void // APCEHEIHIBE

13 +0x028 SystemArgument2 : Ptr32 Void /] APCEEHIBE

14 +0x02c ApcStateIndex : Char /] XMESKTHREADEHIIRRY
Ox165RBMAME—E, ERANEXENXMTHEE4IME 0. 1. 2. 3

15 +0x02d ApcMode : Char // HBIAPCHIER | A%, BF

16 +0x02e Inserted : UChar /] RRAAPCEREBEEABT, EHEA

Biie, HAF:1

+ A JE=F3
3.2 BEAME
APCHEARBABIIT, NREHAF EMIERIEITQueueUserAPC - NtQueueApcThread, SARRINKE
KelnitializeApc — KelnsertQueueApc - KilnsertQueueApc,
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QUeueUserAPC(kernel32.dII)
I\iQueueAchhread(ntosker.exe) R
KelnltlallzeApc(ﬁa\Eﬂ * ] WIUA L KAPCES Fy1k)
KelnsertQueueApc 1R 2 % R 50

KllnsertQueueApc(Jfr KAPCHi A\ fi £ APC A 5])

BHRT2MLt, B2AKEEEABRSBEENEFBKelnitializeApc. KilnsertQueueApc, HEIARTEE XA
—NMEATRRET, RLBITEEELETRIEARE, MEE T HXHE I,

3.2.1 KelnitializeApc

KelnitializeApc BRE I ERE AT, HNTAIMUBREENS N ESREEARLEKAPCEMARE RMERN,
FLFR T KelnitializeApc BB TLE FB T B H 281t — APCHY,

1 VOID KeInitializeApc(

2 IN PRKAPC
Apc, /] KAPCEEMIAIEH

3 IN PKTHREAD
Thread, // BEFREEIE, XRKAPC.Thread

4 IN KAPC_ENVIRONMENT Environment, // DOFIRTE, IR
KAPC.ApcStateIndex

5 IN PKKERNEL_ROUTINE KernelRoutine, // FHSRKAPCHIBE AL, XHRY
KAPC.KernelRoutine

6 IN PKRUNDOWN_ROUTINE RundownRoutine OPTIONAL, // K{EF

7 IN PKNORMAL_ROUTINE NormalRoutine, /] R
KAPC.NormalRoutine

8 IN KPROCESSOR_MODE ApcMode, /] HEABAPCIET @ %, B
P, WRZKAPC.ApcMode

9 IN PVOID
NormalContext // FHRIKAPC.NormalContext

10 )

KelnitializeApc A B HIINREIR S 8, {BEXTKapc.ApcStateindexlIt(E, HITEETHR—T, BATCSE
KTHREAD.ApcStatelndex[@44, BEXATE—1F, RAHFZHRAEB4TE 0. 1. 2. 3, EfINEXWT :

1 0: JRIRIFIE
2 1: ESTE
3 2: YEIFE
4 3: HAAPCRIHIYHIIFE

BRI NFIERE, BR2ABHRNTMFTEREADTRIE T, MTERRENFHEE LT RIIFIEM T aIHIF
BELA—H (FIRER&ERES) , FIUAXBER#HITHIET, WREnvironmentBR2M AR —ARED, FHFI%
FEMApcStateindexMt{ELGDLE 1788, FHEKEIE 2 /B DLF FERIIEM LG KAPC.ApcStatelndex.
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TP EIRIEEIS - APCHLE!

mov edi, edi loc_4101B0: ; CODE XREF: KeInitializeApc(x,x,x,X,x,X,x,x)+1Ct]
push ebp mov dl, [ecx+165h] 3 JHKTHREAD. ApcStateIndexis BIDLEFTF3E
mov ebp, esp jmp loc_40F23D
mov eax, [ebp+arg_0] 5 KAPCESHfEdRH -
mov. edx, [ebp+arg_8] 5 Environment loc_4@F23D: l ; CODE XREF: KeInitializeApc(x,X,X,X,X,X,X,x)+F9Blj
cmp edx, 2 ; HERER S A2 mov [eax+8], ecx
nov ecx, [ebp+arg 4] ; Thread mov ecx, [ebp+arg C]
mov word ptr [eax], 12h ; KAPC.Type -> 0x12 mov [eax+14h], ecx
mov word ptr [eax+2], 36h ; "0° ; KAPC.Size -> @x30 mov ecx, [ebp+arg_10]
iz loc 4101BQ . ANEIENAPCEIFFIE (Environment) H2MIEEE  mov [eax+2Ch], d1 ; HBDLESFIKAPC. ApcStateIndex
mov. [eax+18h], ecx

B ERRIEMBILAPCEY, EEABAPCEAS—ERBLIE S ST HM AT,

3.2.2 KilnsertQueueApc

FHATFE T Environment{B2BMIER, HIZEN3RTHAAPCERIRY HEIIFE, HINMEERDHTIEAAPCHY
%, BlKilnsertQueueApc, ZEEERAERER, RE21088

1 VOID FASTCALL KiInsertQueueApc

2 (

3 IN PKAPC Apc, // KAPCIgE (BBE— 1P BLEYIALSERAIAPC)
4 IN KPRIORITY PriorityBoost

5 )

AT LUES IDARE—TF, 1,<|_|§Sza§3ﬁ‘*ﬁﬂ’é’\#uliﬁ, E— BT EKAPC.Inserted IEZEE 70, WRFA0
FIRBEESLEARINT R, BRFITEE,, RERET ; B NHIMTEKAPC.ApcStateindexBIER T /93, RN
3NFRT HBITEHEAAPCARYBYIF IR (’@E)Eze-mf—mnnsertQueueAchj‘E’J%f“) , MEBRH—RAE, FHaik
F2RIApcStateindexHBELADL, SATSHE@EIDLIEELKAPC.ApcStateindexo

mov edi, edi

push  ebp loc_44BA25: ; CODE XREF: KilnsertQueueApc(x,x)+121]

mov ebp, esp xor al, al

push ecx 5 KAPCHEET leave

mov. eax, ecx retn

emp byte ptr [eax+2Eh], © 3 HIHTKAPC+OX2E (Inserted) BMER T Ho

mov ecx, [eax+8]

mov [ebpevar 4], edx loc_44BA29 CODE XREF: KiTnsertQueueApc(x,x) H1Ct]

nz loc_448A25 ; KAPC.InsertedFo, WHIAREZ4EAAPCIZ, Shifgs | mov  dl, [ecx+l6Sh] 5 1TKTHREAD+0x165 (ApcStateIndex) B B EIDL
mov [eax+2Ch], dl 5 HEBITDLAFIKAPC . ApcStateIndex

cmp byte ptr [eax+2Ch], 3 ; HIBFKAPC+@x2C (ApcStatelndex) B EEE 13 Jmp loc_402C94

jz loc_44BA29 5 MEMBE, AR A APCE B L R

BERINATERERE, B5%I2HBTKAPC.NormalRoutine290, AA0MBKEE, EJKEZFWE‘&T IR,
HIBTDLAY{E, tEIKAPC.ApcNodeMIERE 0, MR ANOBMERTRHAERANNAKAPC, REHITHEE, ¥
APCHEA BT BIARXAPCIAT R, REBEERE ;

WMEDLAER 0, MEHETIZKAPC.KernelRoutine @ R 2PsExitSpecialApc, HIRE, MEHEIRAAPCEAT)
AFIHR, ZEBEEARRE, XBEEMTRETIR, BEAMIIZEIRFUserApcPendingf{EIE 1 ; 1R
2, BrETENNRE, FAFPAPCEATFMRIIAFAPCRASIR, &EBKEEARI,

EEH (1B Kapc.NormalRoutineF9E N0, UNRERAZNERTHER, B TEMBERENHFIAPCEARIX R
HIBAF R,
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loc_402C94: ; CODE XREF: KiInsertQueueApc(x,x)+ AED(BU

! 1oc_a1ece1 CODE XREF: KilnsertQueueApc(x,x)+371]
cmp dword ptr [eax+1Ch], @ 3 HHFKAPC+0x1c (NormalRoutine) B 5 - H i
movsx  edx, byte ptr [eax+2Ch] 5 HBKAPC. ApcStateIndexFEAX test  dl, dl ; #IBDLRE e, EF#J&&Aandeméﬁm?F‘t
push ebx jz short loc_410C12 5 DLAhe, A,
::i: :Z: cmp dword ptr [eax+14h], offset PsExitSpecialApc@20 ; /HKAPC+0x14(KernelRoutine) )i, EPFRMAPCHITHIEEZE H_PskxitSpecialipc
mov edi, [ecx+edx*4+138h] 5 Bl ERITIRSHTHR. jz loc_42E9C9 5 ANEREIENE{TBE
; Thread(KTHREAD)+0x138 -> AD(StatePn)nter
; ApcstatePointer + ApcStateIndex * [ApcstateIndex] .
H ai”‘?kﬂ]ﬁﬂﬁ']z%?‘)\mwd/dﬁu (Ap(State/SavedAp(State) ﬁAi\JEDI Loc_416C12 5 SODE XREF Klgvs‘ewtoueueApc(x 5 X)+DFO11j
mov. dl, [eax+2Dh] 5 1KAPC+0x2D (Apctiode) S5 EIDL Tovex eb%, dl 5 ¥4DL(Apchiode) 5 FIEBX
inz loc_410C01 ine ) oMHT BE lea edi, [edi+ebx*8] ARIBEBX (Apchiode), HFIEHE A HIAPC
= = mov. ebx, [edi+a) ; HiEDI+0x4, Eﬂiﬁzﬁiﬁ%%)zmiuéﬂgex TEDIA SR & KMtk
movsx  esi, dl ; DLAFIEST lea  esi, [eax+oCh] 5 A5KAPC+XC(ApcListEntry) HEIEST
lea  edi, [editesi®8] } IBITEST (Apctiode) 6 BIKAPC_STATE . ApcListHead, BDESAPCPABIEMZAPCRAS]  mov  [esil, edi 5 ;ﬁﬁ‘”;mﬁ” ﬂ‘*mﬁfﬁ?é"@ﬂ;ﬁ HRHAPCHRATIH NI &
mov esi, [edi+4] ; Bevleoxa, BIRUEHEEERMALTIEST, MEDIASRRFELY 5 Hfapch@ApcListentry MR ER A
mov  [esiva], ebx
mov  [ebx], esi
loc_402(B8: ; CODE XREF: KiInsert( Al +48DC8Y j mov [edi+d], esi
(:;’ esi, edi MR hE Quevepe G ’ (e jmp  loc_402(CF 5 BAAPCERUERNE
jnz loc_41A459 ; AATE
Joc 4269¢9: 5 CODE XREF: KiInsertQueueApc(x,x)+DFOAT]
loc_402CCO: 5 CODE XREF: KilnsertQueueApc(x,x)+177F14j movsx  ebx, dl
mov  ebx, [esi] ;5 TEOSBRFAPCHEA\FlApcListHeadh mov  byte ptr [ecx:dAn], 1
5 PBEHETTKAPC. ApcListEntry iR lea edi, [editebx*8]
lea  edi, [eax+@Ch] mov  ebx, [edi] . -
mov  [edi], ebx Tocawes T CO0E WREFT TTnser Qe neRoe (3, 48T lea  esi, [eax+ach] SRS, BENTIEAAPC
mov [edi+4], esi dhrd Pttt 0 mov [esi], ebx
mov  [ebx+d], edi e 3 mov  [esivd], edi ZIRAZIR
mov  [esi], edi 5w loc_a02cco mov  [ebx+a], esi
mov  [edi], esi
“—————t———————jmp  loc_402CCF
loc_402CCF: 5 CODE XREF: KilnsertQueueApc(x,x)+DFB6L]

GFA TR, HRIANLTICRAFEIERZAPCIEANIIZ G, RETEIXE, ENE—FTHEN
KAPC.Insertedi& 1, FTRHAIAPCERIEARITH ; RAEXBELE— A¥'J|5|fﬁ ¥ #TKAPC. ApcStatelndexf{E
B KTHREAD.ApcStateindexfV{EREEHEE ; &ARME, WEAEAAPCEIHINAE, £AALIRALE, BIRTIFKAPCLE
MRIE AL, SEHETMERT, AERMEEREE,

MNRER, RIBEIEKAPC.ApcMode I EHIMTIZAPCHR FAPCIEZRIZAPC ; HFFAPC, NIBkEEHax]
WTKTHREAD.State, KTHREAD.WaitModeFIKTHREAD.Alertablefd{&, HE XD NHIARBRSETHES. ¥

ETRE AP SENSFFURNNE G URELE.

EULRMTHE, WRHITKiUnwaitThreadEE#, FHALENSHERENY, ERMEERD, HR

BRAUAIEEWRE, TENIPITAPCHE ; EXREFHR, BAAPCHBREETINT, BATE—ME

5L, MNRHFAPCRRHRREMERERIT, BERECEBEZMTAPCIASIF, INRT—TAPCHEARY, e MEELL
RO, MBS HIETAPCIHRHITIIE .

RIZAPCS P APCELL, BRAFBYIIIXAZ, HERAKAPCIERITEIR A FApcState. KernelApcPendingi&
N1, REESFHITHAKAPC, HIFAMKIUnwaitThread EEIMREELLIZ, FFAPCREEREIMITERUE,
F&18RApcState.UserApcPendingfBE 1,

loc_402CCF: ; CODE XREF: KilnsertQueueApc(x,x)+DFB6Y] loc_402D1A: ; CODE XREF: KiInsertQueueApc(x,x)+711j

; KiInsertQueueApc(x,x)+2BD704] ; KiInsertQueueApc(x,x)+C88Ct]
movsx  edi, byte ptr [eax+2Ch] ; JFKAPCHOx2c (ApcStateIndex) i BIEDT ; KiInsertQueueApc(x,x)+C8964j
mov byte ptr [eax+2Eh], 1 ;5 JFKACP.Insertedi® ¥ 1, FFAPCEEM AR ; KiInsertQueueApc(x,x)+C8B54]
movzx  esi, byte ptr [ecx+165h] 5 BEAEEAADcStateIndex S FIEST ; KiInsertQueueApc(x,x)+E1964]
emp edi, esi ; B ApcStateIndex T HE ; KiInsertQueueApc(x,x)+E1A04]
pop edi ,- E ; KiInsertQueueApc(x,x)+1283Dij
pop esi 5 KiInsertQueueApc(x,x)+14AFBL]
pop ebx ; KiInsertQueueApc(x,x)+14804!j
jnz short loc_402D1A ;5 F-ApcStateIndex T #8317 Bk ; KiInsertQueueApc(x,x)+34F081]

5 .text:0044BAIFLj
test  dl, dl 5 H/BFDL(ApcHode) 2F ho ; -text:0044BA44L]
jnz loc_A10E04 ; Ahe, ARapc, B mov al, 1
leave

mov dl, [ecx+2Dh] ; JFKTHREAD+0x2d (State) I E4A DL retn
cmp dl, 2 ; HEipLEEH2
mov byte ptr [ecx+4%h], 1 ; JFKTHREAD+@x49 (ApcState.KernelApcPending)if 41
jnz loc_AQFAFB ,- DLA 20 B, X BHLIIFHSH PAPcA B L

; BEEEBKIUwaitThread®$]
loc_41@E@4: 3 CODE XRer: KiInsertQueueApe(x,x)+7513
cmp byte ptr [ecx+2Dh], 5 ; HEIKTHREAD. StateM1ERThsS
jnz loc_402D1A Z;‘: S5k
cmp byte ptr [ecx+59h], 1 ; FUBTKTHREAD. WaitModeHIE R E A1
jnz loc_402D1A ;5 AALEE
cmp byte ptr [ecx+164h], © ; HIEIKTHREAD. AlertablefEE % Ho
jz loc_437876 ; hedti
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loc_410E@4: ; CODE XREF: KiInsertQueueApc(x,x)+751]
cmp byte ptr [ecx+2Dh], 5 ; BIBIKTHREAD.StateHIEE & M5

inz loc_402D1A 5 AAsHkE

cmp byte ptr [ecx+59h], 1 3 FIHFKTHREAD . WaitModeBIE2E A1

inz loc_402D1A s oAk

cmp byte ptr [ecx+164h], © ; H|BFKTHREAD.Alertablef){EE T H0

jz loc_437B76 ; Mok

loc_410E25: ; CODE XREF: KiInsertQueusApc(x,x)+34FOEL]
mowv byte ptr [ecx+4Ah], 1 ; HAlertableBl1{E 40, MFKTHREAD. ApcState.UserApcPendingif A1
push 0

mov edx, BCBh

jmp loc_4@F51F

l

loc_40F51F: ; CODE XREF: KiInsertQueueApc(x,x)+E1BE}]
push [ebp+var_4]
call @KiUnwaitThread@l6 ; KiUnwaitThread(x,x,x,x)

XEBERITRR T UEHBI7RPE, BIKTHREAD.Alertable, ZFRRTHAIZIER S Al UMIRERE, X MERUUMH
SleepEx. WaitForSingleObjectExZFRELL L2 A FFPIRS I BREER.

DWORD SleepEx(

DWORD dwMilliseconds, // time-out interval

BOOL bAlertable /I early completion option
);
DWORD WaitForSingleObjectEx(

HANDLE hHandle, /I handle to object
DWORD dwMilliseconds, // time-out interval
BOOL bAlertable /I alertable option

):

APCHEATRE - 9
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4 RIZAPCHITIZFE

APCEHE B HITEBAH R RE—1NAZ, EALIEFMEBAIEHEA—TAPC, EARNEREAZIZPTEAMAY,
B 2BMERITURBLIZRE, FIUMZ ARG EREA. RRAPCEHES A A APCERERETHITIIEFMMANITA
XBBEXF, HNNEETEEFIAKAPCHHRITIE,

41 HiTR

4.1.1 LI

BINERMERARAPCREEB MMITARIT, B—THITRRBRERYIR, ESwapContextEAFIMES
RHIZAPC, TEKiDeliverApcEREIARITRIZAPCEIEL,

SwapContext Wiz 4 NIZAPC
fr(iSwapTh read

KiDeliverApc #1471 F4APC %1

BEENTIRE—TSwapContext, TEIZEHABT ¥, FIKTESI+0x49 (BD
KTHREAD.ApcState.KernelApcPending) R&E /90, tERIHIET HFIAKAPCIAG R EE FHRHAITAVAPCEIE,
MRAFNORER FTRUEI TR, , &RERET, HITAIUBNENH#HE
SwapContext < KiSwapContext < KiSwapThread » TESwapContextBZ{A, LR EEIFHIMTHILERLE] TAL, M
[&1EKiSwapThreadiA B FEKiSwapContextZ [5, JFALEFTT T LLER, HALBYEROBRTNHITHEES,

ARZAPCHITIZEE - 10
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loc_405F69: ; CODE XREF: SwapContext+E21j

mov
mov
mov
shr
mov
mov
inc
inc
pop
mov
cmp
jnz

eax, [ebx+18h]

ecx, [ebx+3Ch]
[ecx+3Ah], ax

eax, 16h

[ecx+3Ch], al
[ecx+3Fh], ah

dword ptr [esi+ACh]
dword ptr [ebx+61Ch]

ecx
[ebx], ecx B
byte ptr [esi+49h], @ ; HBFKTHREAD+@x49 (ApcState .KernelApcPending) 2% H0. A Aelli#iTEkE
short loc 485F92 1
loc_4085F92: ; CODE XREF: SwapContext+1151j
popf
jnz short loc_485F98
mov al, 1
retn
call SwapContext
mov ebp, [esp+1Bh+var_10]
mov edi, [esp+1@h+var_C]
mov esi, [esp+1@h+var_8]
mov ebx, [esp+l1@h+var 4]
add esp, 18h
retn 1
loc_48B1EC: ; CODE XREF: KiSwapThread()+5F1Flj
mov ecx, eax
call @KiSwapContext@d ; KiSwapContext(x)
test al, al
mov cl, [edi+58h] ; NewIrgl
mov edi, [edi+54h]
mov esi, ds: imp @KflLowerIrgl@4 ; KfLowerIrgl(x)

jnz loc_4164CB

BEERNE TEIALENL, BRREEE, MaERreaxBIER0, AREELKIDeliverApcENE, ZEBEIERR
RIRIESHIE, RHBTHITHNZEEBIAPCE .

loc_4164CB: ; CODE XREF: KiSwapThread()+467]

mov cl, 1 ; NewIrgl

call esi ; KfLowerIrql(x) ; KfLowerIrgl(x)

xor eax, eax ; TReRIE

push eax ; B3

push eax ; BH

push eax s B, HEHNeRTAIEMZarc, HEN1FHEAIEMZAPCIN B FAPC
call _KiDeliverApc@l2 ; KiDeliverApc(x,x,X)

412 RSEAR. RN ERE

FEIMITRERAAR. PRERE, RILHLRABAP. EFENRERPENHREHRF 2 EAR
KiServiceExitE#, ZHM AT HATKTHREAD.ApcState.UserApcPending@ B 70, IR TR ERF N
APCIEK, HNRAEMIEMEM THEE, BidKiDeliverApcBEHEHITAPC, ERAE— N2 N1, FRUSKEHRIT
AzAPC, ABHRITHFAPC, FIEEITBELE LA INREERAFAPC, HEARHITAKAPC,

ARZAPCHITIZEE - 11



mov
mov
cmp

jz

mov
mov
mov
mov
mov
mov
mov
call

push
sti

push
push
push
call

TEKERNRIZES - APCHLH

ebx, large fs:124h . FEHIKTHREAD

byte ptr [ebx+2Eh], © KTHREAD+8x2e -> Alerted

byte ptr [ebx+4Ah], © KTHREAD+8x4a -> KTHREAD -> KAPC_STATE -> UserApcPending
& UserApcPendingsi= & H0, BIETESH AP THEAAPCE X

M e e

short loc_406F87

ebx, ebp

[ebx+44h], eax

dword ptr [ebx+56h], 3Bh ;
dword ptr [ebx+38h], 23h ;
dword ptr [ebx+34h], 23h ;
dword ptr [ebx+38h], ©

PR

ecx, 1 ; NewIrgl

ds:__imp @KfRaiselrql@4 ; KfRaiselIrqgl(x)

eax

ebx

2

1 —_ —_ —_
_KiDeliverApc@l2 5 BATARZAPC, HAR P TEMAPCHAT#HTESR

4.2 KiDeliverApciEK£X

BATIE T Bt AR ARRAPCHIHIT, REERBIKiDeliverApc BERMITAPC, FLEFANTDITZEERL AT
WY B ATRIE A2,

BT IDATT R (Ntoskrnl.exe) $HEKiDeliverApcEIEFFEA D, BEABRITTUBEBNEF
KernelApcPendingi& /90, SREXAIZAPCRATMAL, HEHIMTBAS (8#R) BEHRE, NIRFAAZENRSRAT]H

BAPC, MABHITEEE,
mowv eax, large fs:124h ; BFS:0x124(CurrentThread [ KTHREAD] ) 5 2IEAX
mov esi, eax ; EAXASF|EST
mowv eax, [esi+134h]
mov [ebp+var 1C], eax
mov eax, [esi+44h]
mowv [esi+134h], ecx
lea ecx, [esi+BEBh] ; SpinLock
lea edx, [ebp+LockHandle] ; LockHandle
mov [ebp+BugCheckParameterl], eax
call ds:__imp_@KeAcquireInStackQueuedSpinLock@8 ; KeAcquireInStackQueuedSpinLock(x,x)
mov byte ptr [esi+49h], @ ; HFESI+0x49(KTHREAD . ApcState.KernelApcPending) %0
lea ebx, [esi+34h] ; JHEST+Ox34(KTHREAD. ApcState.ApclistHead). BPAIZAPCEA bt F X
loc_4063A9: ; CODE XREF: TopCompleteRequest(x,x,x,x,x)+21D4j
; IopCompleteRequest(x,x,x,x,x)+71564]
; -text:0844B9F51j
cmp [ebx], ebx ; FEHEERETE, AEATFASTETE. MeTFIWHEMMA, Bllebx] == ebx
; BEIER PR EZTAF, WRAAFNETRMIBFAPC
jnz loc_416444 ; AHAER B

EERHPEE, FITTUELIREEIKAPCRYE#ILE, ¥ A FiKernelRoutine. NormalRoutine.
NormalContext. SystemArgumentl. SystemArgumentlBXH, DRIEARSR, BFEENFER, EXRIECE
E—E¥HR, FETNormalRoutine2E N0, BIRTHFINKAPCHBMEENE, FRHENRTREFEAPCEHE,
MRHITEREE

ARZAPCHITIZEE - 12



loc_416444:

mov

mov
test
mov
mov
mov
mov
mov
mov
mov
jnz

eax, [ebx]

edi, [eax-0Ch]
ecx, [edi+14h]

[ebp-14h], ecx
ecx, [edi+1Ch]
ecx, ecx
[ebp-4], ecx
edx, [edi+20h]
[ebp-18h], edx
edx, [edi+24h]
[ebp-08Ch], edx
edx, [edi+28h]
[ebp-8], edx
loc_41D364

e M M M W W

CODE XREF:
BracPEMEIILER A, FEFENRE, HEHEMLHI2EHETRIL
H A TERE A APCRTES M bt 51 2 KACP . ApcListEnt ry Rl S fiz 1AL

B EAX-excH) A R FKapcE M E it 5P DT

T NATIES#FEtE 8 KernelRoutine . NormalRoutine

NormalContext- SystemArgumentl. SystemAr‘gumenﬂEﬂﬁ, FRZzATSR, @TEESER

TEKERNRIZES - APCHLH

KiDeliverApc(x,x,x)+571]

: HEfNormalRoutine 2 & A0

5 AheMitiT

YEZIRHABKEE, FATAIUBRNSHITHE LI, BN EAIREERRAPCEIESITUR YIRS RAT R
APC, HNREFBRNELEM TE, FFHIAPCMBATIPHITHEIR, JAKemelRoutineXt WAL, ZFLGRTE
AN ERMAPCHIERE, EESBHM—XNormalRoutine@&E A0, FAAOM A FKernelApcinProgressi& A
1, AEHITNormalRoutineXI B AIBE, BIARAZAPCEIRY, HfEA="ME : NormalContext.
SystemArgumentl. SystemArgument2,

loc_41D364: ; CODE XREF: IopCompleteRequest(x,x,x,x,x)+1DD1j
5 _unwind { // _ SEH_prolog :
cmp byte ptr [esi+48h], @ : HIBTESI+0x48(KAPC.KernelApcInProgress) & A0
jnz loc_4863BE ; 3Fe. FRIAFAEAEAPCIETEEIT, HE
cmp dword ptr [esi+@D4h], 0 : BIBTEST+xD4(KTHREAD. KernelApcDisable) 2% 40
jnz loc_4@63BE ; 3Fe. BRI THBAPCIFERT . BB
mov ecx, [eax] 3 HAPCEL T dh iE Bk M BT APC
mowv eax, [eax+4]
mowv [eax], ecx
mow [ecx+4], eax
lea ecx, [ebp+LockHandle] : LockHandle
mov byte ptr [edi+2Eh], @ ; HHEDI+0x2e (KACP.Inserted)i® A0
call ds:__imp_@KeReleaseInStackQueuedSpinlLock@d ; KeReleaseInStackQueuedSpinLock(x)
lea eax, [ebp-8] 5 HetRdESystemArgument2. SystemArgumentl
: NormalContext. MormalRoutine/E A %[
push eax
lea eax, [ebp-8Ch]
push eax
lea eax, [ebp-16h]
push eax
lea eax, [ebp-4]
push eax
push edi
call dword ptr [ebp-14h] ; A AKernelRoutine. BPFERIAPC
cmp dword ptr [ebp-4], @ : H#TNormalRoutineMI{E RS 40
jz short loc 41D3CF s ek
xor cl, cl ; NewIrql
mov byte ptr [esi+48h], 1 : HESI+0x48(KAPC.KernelApcInProgress)i® Al
call ds:  imp @KfLowerIrql@4 5 KfLowerIrgl(x)
push dword ptr [ebp-8] : FEASystemArgument2. SystemArgumentl- NormalContext
push dword ptr [ebp-0Ch]
push dword ptr [ebp-18h]
call dword ptr [ebp-4] ; MATNormalRoutine. EPFIIZAPCERE]

ARZAPCHITIZEE - 13
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LHITEAAPCEIEIET, N&¥FKernelApcinProgressi& 0, AEBHEITHEEREE F—1EEWZAPC, 10
REMEMES tENTE,

mov byte ptr [esi+48h], @ : 5 ESI+0x48(KAPC.KernelApcInProgress)i® e
jmp loc_4863A9

loc_4863A9: ; CODE XREF: IoplompleteRequest(x)x)x)x)x)+21D¢j
IopCompleteRequest(x,x,x,x,X)+71564]
_text:0044B9F51]

TETRETRE IR IR

cmp [ebx], ebx MEBEERRITE, AEHATISTFTE, MSFIRsEEMhil, Bllebx] == ebx
U A orpH TS B E4RE, MEAAENERA A APC

jnz loc_416444 TARE R B

lea ecx, [esi+3Ch] ; BE ik

mov eax, [ecx]

cmp eax, ecx

jnz loc 410C2D

&E, BT ERE8E—

1. P\J&Apcﬁéﬁﬁtﬂm’\]Ea‘ﬂ%ﬁt%#tﬁ, XWEEKE, REHRARZAPCRRMSHIT ;
2. ERITE P APCZBIRAHITHRRLAPC ;
3. AZAPCIERZZEEIIT, FAREEMREL, — MENR2EHRITRE,

ARZAPCHITIEIE - 14
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5 FAPAPCHITIZFE

WIBRPAPCELLRNIZAPCE 2#1%, RN APCHEET AR ZEEITH, XEFRIIKELATTIRIRZME
HEAREMNAPBREARKEN, BREFRISITHR, LN&THEEFSR, KOUESSF (Trap_Frame) , A
[EUIR AR, NRIEFERE, kS H%IFRENA,

BINREAFAPCERITHIE, MERELEERMEEIBIAFAZEENT, MERLBNUEFSLZEHFAN
RERUE, MSREBEMNUE, SAE— " HAFAPCHSS RIINKRZERS AR ZETIR, EiikE
IR E 2, MRBRNFERS T ELRREAT F REIEMR A P APCRINAHITAY.

5.1 KiDeliverApciK#X

AR EKiDeliverApcEEN, ZEHEAIERFAPCE, R IBRZAPC, FASEISREXEFAPCEASY, HI#T
AT T NZE, SR #HITHEE M IE,

mov eax, large fs:124h ; BFS:0x124(CurrentThread [ KTHREAD] )35 EIEAX
mov esi, eax ; EAX(SEIEST

mov eax, [esi+134h]

mov [ebp+var_1C], eax

mov eax, [esi+d44dh]

mov [esi+134h], ecx

lea ecx, [esi+@E8h] ; SpinLock

lea edx, [ebp+LockHandle] ; LockHandle

mov [ebp+BugCheckParameterl], eax

call ds:__imp_@KeAcquireInStackQueuedSpinLock@8 ; KeAcquireInStackQueuedSpinlLock(x,x)

mov byte ptr [esi+49h], @ : P EST+0x49 (KTHREAD. ApcState . KernelApcPending)i% 40
lea ebx, [esi+34h] : JFEST+Ox34(KTHREAD. ApcState . ApcListHead). EPPI3ZAPCEL 75 FeBx
loc_4063A9: ; CODE XREF: IopCompleteRequest(x,x,x,x,x)+21D4¢j

; IopCompleteRequest(x,x,x,x,x)+7156.]
; -text:0044BOF5]

cmp [ebx], ebx ; WEEEEITE, AFEATASTFTE, MeTImEENIt, BMebx] == ebx
; B ERpAERFE BTIEE, MREFRENFERII hEaPC
jnz loc_416444 ; TAEERNELE
lea ecx, [esi+3Ch] s BE AT, ESI+0x3c(KTHREAD.ApcState.ApclistHead + 0x8). BIF P A#ZEAT
mov eax, [ecx]
cmp eax, ecx s BT () EEAT
inz loc_410C2D 5 AATNEE

BRI R G, SHTRNEE, E— P HEEKiDeliverApc BN E— N SHMET L, MINRTELNIEFR
FAPC, MASBMEZALEETE ; B MHIETRUserApcPending2F N0, FHONFRRYFIEEFFRITHER
APC, MARBKEML M TIE ; FUserApcPendingi& 90, SAEHE T RAVIZIEMEBARAPCHITEIRREARZ T,
EXKAPCEMMEE ML, L T BREARNETELEER, BNERPIFHAIAPCHEMR, HE5AH
KernelRoutineSREEM H AIAPCAR S FAINTEZE(E] ; E X Z /G5 ARZAPCHATEIZR—ET, Sl
NormalRoutine @& N0, FNAMFRTAFAPCHEAOREEN, SR SystemArgument2.
SystemArgumentl. NormalContext. NormalRoutineZ35IEARNEARA, BAFELERKilnitializeUserApcE
HESRIT,
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loc_410C2D: ; CODE XREF: KiDeliverApc(x,x,x)+6413j

cmp [ebp+arg_8], 1 ; HEE— 1 2HEFEL

jnz loc_4863BE ; AEINEEE, R1REREALEA PapC

cmp byte ptr [esi+4Ah], @ ;5 HIBFESI+0xda(KTHREAD. ApcState.UserApcPending) 2540
jz loc_A063BE ; meMt¥HTIkE . TEedtm T AtdiE

mov byte ptr [esi+4Ah], @ ; FBEST+@x4a(KTHREAD. ApcState.UserApcPending)i o
lea edi, [eax-@Ch] 5 IRPMAZAPCERIRME—1F, HlkapcEHHL

mov ecx, [edi+1Ch] 5 BT RMEHarcEE) LRSI EATRN

mov ebx, [edi+14h]

mov [ebp+var_4], ecx

mov ecx, [edi+28h]

mov [ebp+var_18], ecx

mov ecx, [edi+24h]

mov [ebp+var C], ecx

mov ecx, [edi+28h]

mov [ebp+var_8], ecx

mov ecx, [eax] ; BERIRE, G HETAPC AT hiE kR

mov eax, [eax+4]

mov [eax], ecx

mov [ecx+4], eax

lea ecx, [ebp+lLockHandle] ; LockHandle

mov byte ptr [edi+2Eh], ©

call ds:_ imp_@KeReleaseInStackQueuedSpinLock@4 ; KeReleaseInStackQueuedSpinLock(x)

lea eax, [ebp+var_8]

push eax

lea eax, [ebp+var_(]

push eax

lea eax, [ebp+var_18]

push eax

lea eax, [ebp+var_4]

push eax

push edi

call ebx ; EAKAPC.KernelRoutine®f B H) F &, AT ETAPC

cmp [ebp+var_4], @ ; Hl#TNormalRoutine2 &0

jz loc_A4B9FA ; hellEE. HATER Aarc, NinormalRoutine A FAPCHLE A O
push [ebp+var_8] ; 13SystemArgument2. SystemArgumentl. NormalContext. NormalRoutine#BIFEAM (M, AFHEEE

push [ebp+var_C]

push [ebp+var_18]

push [ebp+var_4]

push [ebp+arg_8]

push [ebp+arg_4]

call _KiTInitializeUserApc@24 ; KiInitializeUserApc(x,x,X,X,X,X)

F tb7E X ENormalRoutine H A A FAPCEYHITERE, tZEE %E#Lﬁ, RAHFIFBERNKZEE, NRE
BWITT BPZEINAPCES, FMAIREFEER2MHE, HitbFEEIKilnitializeUserApcENEIRIR B F 22811
17, BATAILCROT— TR,

5.2 KilnitializeUserApcEKZ

KATHOIAEY, RRBVSITIME (FEEEEINE) RESTrap_FrameEMET, (NRERFHRERIFELIERRF
APC, FAUINBMEN Trap_FrameZ5ti{K, LbiN#oIF BRI EFETEEIPHR, IARRANRE], MERERHR
BERAME, MBSV NEENREIPHFANREIE, EHEZELNNIEAPCITREZNE (ESP) -

BALIBFEAPCIE, FREMEIZELNIE ? LR EKilnitializeUserApc BB H, EMHNE—EHIBERENERFR
Trap_FrameBVEE MR E)— M EMETR (_Context) , FBILEMAS Trap_FrameEMIAARRE—1E, BRI
;¥Ei§§___-1:o

BPAPCHITEEE - 16
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kd> dt _CONTEXT

nt! CONTEXT
+0x000 ContextFlags : Uint4B
+@x004 Dro : Uint4B
+0x008 Drl : Uint4B
+0x00c Dr2 : Uint4B
+0x010 Dr3 : Uint4B
+0x014 Dr6 : Uint4B
+0x018 Dr7 : Uint4B
+0x@1lc FloatSave : _FLOATING_SAVE_AREA
+0x08c SegGs : Uint4B
+0x090 SegFs : Uint4B
+0x094 SegEs : Uint4B
+0x098 SegDs : Uint4B
+0x09c Edi : Uint4B
+0x0a@ Esi : Uint4B
+0x0ad Ebx : Uint4B
+0x0a8 Edx : Uint4B
+0x0@ac Ecx : Uint4B
+0x0b0 Eax : Uint4B
+0x0b4 Ebp : Uint4B
+0x0b8 Eip : Uint4B
+0x@bc SegCs : Uint4B
+0x0cO EFlags : Uint4B
+0x0c4d Esp : Uint4B
+0x0c8 SegSs : Uint4B

+0x0@cc ExtendedRegisters : [512] UChar

AR MKilnitializeUserApcEE, AR ZIMEH IHEERHE F B KeContextFromKframesRFE Yo

BRPAPCHITEEE - 17



mov
mov
mov
mov
mov
mov
test
jnz

mov
lea

push
push
push
call

eax, ds:__ security_cookie
[ebp+var 1C], eax

eax, [ebp+arg 0]

[ebp+var 2F4], eax

ebx, [ebp+arg 4]

TEKERNRIZES - APCHLH

; Trap_Frame, {E 8%, Z#EFNEKiDeliverApcBiEE

[ebp+BugCheckParameter3], ebx

byte ptr [ebx+72h], 2
loc_410DE4

[ebp+var 2E8], 10@17h
ecx, [ebp+var 2E8]

ecx

eax

ebx
_KeContextFromKframes@l2

; FEBNCONTEXTE 944 EHhdlt
; FEACONTEXTZE 4 B it

; EA_Trap_Frame B it

; KeContextFromKframes(x,x,x)

BMRRZE, BIATEE—EIL_ContextEMAFE T LR ZEEIF, MM TENRBRAR, SNEFMESP
BAFTNTT, AERFER, BANSEEFR._ContextEHEMaNAPCRITATESEMIA/N, EEIHEFH
EMESPEEFEERKE KT, REEIEFIEDIF_ContextEHIER B ZEN & FIBI3ANERR, LIELF
_Context&EIfk 2 /g, FAIL S Trap_FramefIE#HITIERT o

and dword ptr [ebp-4], @
mov eax, 20Ch

mov [ebp+var_2F8], eax

mov esi, [ebp+var_224]

and esi, @FFFFFFFCh

sub esi, eax

mov [ebp+var_2EC], esi
push 4

push eax

push esi

call _ProbeForhirite@l2

lea edi, [esi+10h]

mov ecx, ©@B3h

lea esi, [ebp+var_2E8]

rep movsd

mov dword ptr [ebx+6Ch], 1Bh
push 23h ; '#'

pop eax

mov [ebx+78h], eax

mov [ebx+38h], eax

mov [ebx+34h], eax

mov dword ptr [ebx+50h], 3Bh ; ;'
and dword ptr [ebx+38h], @
mov ecx, [ebp+var_228]
test ecx, 20000h

jnz loc_44BF3C

L VP

[ T T

EANEBP+8x2E8 CONTEXTEA M A B Hbi, 268-224 - 4
P-u B RS EsPR R AR E, RT3 R AL
HEFEMHETH, FH2MIE5EE. ->1100

FE A& B INTERTe, HENT RiERATTAAMFT
BHEZECFAMETN, HiEexenc, AL

et 2 CONTEXTE W HEMF (ox2cC) +IB4TAPCHAA BB B4 5481 (ox10)
TEe i E BB B3I

Alignment

Length

Address

ProbeForWrite(x,x,x)

TE31T, HCONTEXTE &5 HIF 3 FFAIE

FiatE eI Trap_Frame®1{E, FSegCsIERTA0x1B

HardwareSegSs el A0x23
SegDs{E P ax23
SegEsiE BT Hax23
SegFsfZpilfiiax3B
SegGs &R N0

BIEER TENRS, MRRKIME R FFTrap_Frame.EipfESJIKiUserApcDispatcherB it HELEIE T R
[E3ERBSEYIAE, PATSRBITAPCRRRE R4 T BEIKRIETT RIS RIRA, X BV BIARL AT LU T 1%

TAIRIBEARR, HFHAIZEMZEEE I H eI U EAMOV+ADDIE TR T %A,

TR 8 BRI H,
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loc_41@D93:

mov eax, [ebp+var_2EC]
mov [ebx+74h], eax

mov ecx, ds:_KeUserApcDispatcher
mov [ebx+68h], ecx

and dword ptr [ebx+64h], @
mov ecx, [ebp+arg 8]
mov [eax], ecx

push 4

pop ecx

add eax, ecx

mov [ebp+var 2EC], eax
mov edx, [ebp+arg (]
mov [eax], edx

add eax, ecx

mov [ebp+var_2EC], eax
mov edx, [ebp+arg_ 18]
mov [eax], edx

add eax, ecx

mov [ebp+var_2EC], eax
mov edx, [ebp+arg_14]
mov [eax], edx

add eax, ecx

mov [ebp+var_2EC], eax

M W M e s

M e e s

El

TEKERNRIZES - APCHLH

CODE XREF: KiInitializeUserApc(x,X,x,X,X,x)}+34B36!]
FEFHFFAIETRELL

%%EUTPap_FPame.HardwaPeEsp! -2 F AR TR

Bl fntdll. KeUserApcDispatcherfl1Hilt

&5 Trap_Frame Eip, HLELE1Eer @ 3FFETHIHhHE

FhormalRoutiness B ECX
BT O B TAL B 2k

+4, T F

B T2 S B3I T SR TF o F AT IR

T ' HEEHEENormalContext - SystemfArgumentl. SystemArgument?2
HIREAH RIS, HAGR T 1245

; HERT TS ERBFETHE eI Atk +

EMRERITRRZ G, SRR DHAREUT !

& ESP

AP BERERME:

1. Bt {74%: SSDSFSGS
2. [ZMEFLAGS {74s

3. {ZMESP

4. {ZC4EIP

ntdll.KiUserApcDispatcher

REHIRERIFE, FiaBkETIKiUserApcDispatcherBiEIFF BT, FTEERA TSR EL TR,
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5.3 KiUserApcDispatcherK#

KiUserApcDispatcherBI BB EntdILAIIERF, FATAILUEZ IDARDT—TERTEAN. XTHHEESE,
Bt ZEXNormalRoutine, SATFTARINAVEEL, A BEEL ContextZEMIE, 45%zwContinue AAFIRF)&([El0
%,

;5 stdcall KiUserApcDispatcher(x, x, x, x, x)
public KilUserApcDispatcher@2e
_KiUserApcDispatcher@2® proc near

arg C= byte ptr 18h

lea edi, [esp+arg C] ; BYCONTEXTE5#e{F1hit

pop eax s HEIHRTAIEM A ENormalRoutine, FZ L SEET EAX
call eax ; WA NormalRoutine

push 1

push edi ;. EMCONTEXTH T15%&

call _ZwContinue@8 ; HE—TROeFAIFZR, A CONTEXTIIF R E oIt

FAFE B P APCBYNormalRoutine R RHIZ A FAPCEREMNEA D, AN AEFEBBAMAIUTIR, X2
N HE AP EFERAQueueUserApc BRERIEAAPCEY, AEEHRMNormalRoutine, X NESHETEQueueUserApc
RERIEE BIBaseDispatchApc, BIXNMNAL, ABRAREENBAFAPCEENTT, BRARNRITERMHEK
RIS HENT,

ZwContinueBEIEMI B XL B R BN, NRIEERFAPC, 8 FERRNITIRE ; IRREFEHNITHAR
APC, =FF_ContextZEMG{AIR{ELS Trap_FrameZEi9{R, XEMBEMIREESLI—1F, ZwContinue/SEHIHED
FE2HIT, SENBEHIFNIATMNBEERZE,
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