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2 BRRHFFE5MEE

BN EzafRZER 7 7 A8 SKMIGHREA R4 BWindows Blied, XAM[ES A RETLET EH
A“A_ﬁcﬁjgﬁ U:J:'I BY 2&*5]&]\%1%4*/@ NOo

—MBIE I Sleep KA, —MEBI 1L HRTRICPU R LI, EXRMEFFHNEE B[R :

1. @I Sleep BB ITEHRF, FHREANEHERMKEFRNE, ArEHNSFFHIKIIEIER ;
2. EIILCPUTZER“HTTER, RAEFHEMARENBRATFEEX, BNZEEIEEK, MHCPURIR
FiimE—MRE, HFEBRMNAXRESENIFRTEFE.

BRI LFARRT AR, EBERRTFHFROBTRA, PAFERNBR.

2.1 FRF5MEEF]

EwindowsH, —PMEEAILLEIEFRF—IHESNAIFFHR, NHAFTRS, Z—TEETUERE
A% MREE SRR LW RIEMATE, XUEWindowsHIEFRF5IRENLH.

..--'_r 1\_
LR FEA S HREB
WaitForSingleObject - " SetEvent
WaitForMultipleObjects ReleaseSemaphore

ReleaseMutant

2.2 AIEEFNR

FRBR SN RUBLEIE, MTR—LEEGE, RITAIUEWIndbgrhEEXELEMIE,
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EWindbg 1 & A i | 25 H0) 4 :

dt KPROCESS PR
dt KTHREAD 2
dt KTIMER I B
dt KSEMAPHORE (EReR:
dt KEVENT i
dt KMUTANT H R
dt FILE_OBJECT At

EWindbghEELEMER, HINSAIMXLELMERE—H R EE_DISPATCHER_HEADER, tFEIFRTE—
5 79_DISPATCHER_HEADERMYZEMIATL B Rl HREFM R,

kd> dt _KPROCESS
nt! KPROCESS

+0x000 Header : _DISPATCHER_HEADER
kd> dt _KTHREAD
nt! KTHREAD

+0x000 Header : _DISPATCHER_HEADER

BRTY XU, TEWindowsHiR B —EASFTRAVEMIE, MR AR EFIIR, G0_FILE_OBJECT, FH{TAIUBER
ZEMARIE— AL R FLA 2 _DISPATCHER_HEADER, {ERTEEMoX5CREMIKRE—T_KEVENTEHIHE, X
NERFER—NISEFNR, FIL_FILE_OBJECTHR— A ZEFR,
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kd> dt _FILE_OBJECT
nt! FILE_OBJECT

+0x000 Type : Int2B

+0xP02 Size : Int2B

+0x004 DeviceObject : Ptr32 DEVICE_OBIJECT
+0x008 Vpb : Ptr32 _VPB

+0x00c FsContext : Ptr32 Void

+9x010 FsContext2 : Ptr32 Void

+0x014 SectionObjectPointer : Ptr32 _SECTION_OBJECT_POINTERS
+0x018 PrivateCacheMap : Ptr32 Void

+0xB1c FinalStatus : Int4B

+0x020 RelatedFileObject : Ptr32 FILE OBJECT
+0x024 LockOperation : UChar

+0x025 DeletePending : UChar

+0x026 ReadAccess : UChar

+0x027 WriteAccess : UChar

+0x028 DeleteAccess : UChar

+9x029 SharedRead : UChar

+0x02a SharedWrite : UChar

+0x02b SharedDelete : UChar

+0x02c Flags : Uint4B

+0x030 FileName : _UNICODE_STRING
+0x038 CurrentByteOffset : _LARGE_INTEGER
+0x040 Waiters : Uint4B

+0x044 Busy : Uint4B

+0x048 Lastlock : Ptr32 Void
+0x04c Lock : _KEVENT

+0x05c Event : _KEVENT

+0x06c CompletionContext : Ptr32 _IO0 COMPLETION_CONTEXT

Hit, 4R EFRRERATRIEE RELHIEP R R _DISPATCHER_HEADER, S& &7 _DISPATCHER_HEADER
SGRRER, BB Z NTEFITR,

221 ER
BRI AR RS NS AN SR, EFEZENEEERN, SRS EREEmTED
S

LA VEABWaitForSingleObjectBIZIEY, ¥ ANKZEEANtWaitForSingleObject, X MR ELIFAF IR
HE R BIF XN RN ; AEHIRTSENRNE— B R ERE_DISPATCHER_HEADER, WIRZE
BIENEEMER ; MRFERE, WEFFHRPILB A R_DISPATCHER_HEADERFNR ., =/GEFHEBIN
MR MHER BB A KeWaitForSingleObject ¥, ZEEIZOBEREREETHFE S,
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WaitForSingleObject(3*4)

ﬁtWaitForSingIeObject( N1%)
1) JBIE3FH PR AR, R EBSSRe 0 RE AHLE .

2) & LL_DISPATCHER _HEADERJT3L, HEFEAH .

)izuM‘ .2l DISPATCHER_HEADERJT 3k ()5 %, I
A 7EHh i N1 DISPATCHER HEADERXH 4.

KeWaitForSingleObject( /N #%)
ZOThEe, Jamai

2.3 FFR

—MNEAIUFER I HZ IR, GESFHHRBUBRRTEETEFFR, RHITTLUENSEIERE—T

2.3.1 —PHEFF— TR
EERITETMIEXP BRI — D, RE—FT— I AREE— MROIER

1 #include <windows.h>
2 #include <stdio.h>
3
4 HANDLE hEvent[2];
5
6 DWORD WINAPI ThreadProc(LPVOID lpParameter)
7 {
8 ::WaitForSingleObject(hEvent[0], -1);
9
10 printf("ThreadProcEEHHIT.. . \n");
11 return 0;
12 1
13
14 int main(int argc, char* argv[])
15 {
16 hEvent[0] = ::CreateEvent(NULL, TRUE, FALSE, NULL);
17
18 ::CreateThread(NULL, 0, (LPTHREAD_START_ROUTINE)ThreadProc, NULL, 0,
NULL);
19
20 getchar();
21 return 0;
22 1

TiEFZE, EWindbgFlf—T, AEEIM TEFIERHRE HHERIEESFHFHARREIL
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Failed to get VadRoot

PROCESS 8903a8f@| SessionId: @ Cid: ©@73c
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Peb: 7ffd90@@ ParentCid: ©3a8

DirBase: ©a3c@340 ObjectTable: e24ed4a48 HandleCount: 16.

Image: Testl.exe

184 lprocess 00

THREAD 88fceB8e8| Cid @73c.@368 Teb: 7ffde@@@ Win32Thread: ©@000000 WAIT: (UserRequest) UserMode Non-Alertable

89122748 NotificationEvent
Not impersonating

DeviceMap eldeeed90
Owning Process 0000000
Attached Process 8903a8f0
Wait Start TickCount 146181173
Context Switch Count 4

UserTime 00:00:00.000
KernelTime 00:00:00.000

Win32 Start Address ©x@0401005

Image:

Image: Testl.exe
Ticks: 343 (©:00:00:05.359)
IdealProcessor: @

5% Iprocess 8903a8f0

Stack Init bl1ff200@ Current blfflca® Base blff2000 Limit blfef@ee Call ©00000RQ
Priority 12 BasePriority 8 PriorityDecrement 2 IoPriority © PagePriority o

BEERINULAREERENARNRALEUEE, HIBIoxCRBAIKRRE, BIFRHR

kd> dt _KTHREAD 88fce8e8
nt!_ KTHREAD
+0x000 Header
+0x010 MutantlListHead
+9x018 InitialStack
+0x01c StackLimit
+0x020 Teb
+0x024 TlsArray
+9x028 KernelStack
+0x02c DebugActive
+0x02d State
+0x02e Alerted
+0x030 Iopl
+0x031 NpxState
+0x032 Saturation
+0x033 Priority
+0x034 ApcState
+9x04¢c ContextSwitches
+0x050 IdleSwapBlock
+0x051 Spared
+0x054 WaitStatus
+0x058 WaitIrqgl
+0x059 WaitMode
+0x05a WaitNext
+0x05b WaitReason
+0x05¢c WaitBlocklist

X

1 nt!_KWAIT_BLOCK

N

3 +0x008 Thread

® R

+0x000 WaitListEntry

: _DISPATCHER_HEADER
: _LIST_ENTRY [ @x88fce8f8 - ©x88fce8f8 ]

Oxblff2000 Void
Oxblfef000 Void
Ox7ffded@O Void
(null)
Oxblfflca® Void
9 '

x5 "'

[2] "

g

Oxa
Nk
12 '
KAPC_STATE

[3] "
ono

E
1+

L

ex6 '

Ox88fce958 _KWAIT_BLOCK

FRE—T_KWAIT_BLOCKEZEM(EK, ERLESKEFGFHRKRIT—E, HNNEERE-TEHNRRS

/] TET#E
/] HEigigsit

_LIST_ENTRY
¢ Ptr32 _KTHREAD
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+0x00c Object : Ptr32 Void // SR (HFisRied
JJ_KEVENT)

+0x010 NextWaitBlock : Ptr32 _KWAIT_BLOCK // T—EfFHithit, X2—7
PEEFER, FENEEHKRE XN NEFFRED KM, NRIAG—DERRNZIE
BEEIEZSE Skl

+0x014 WaitKey : Uint2B /] HERNERE|, YsinE—
LR, EibZzERoe
+0x016 WaitType ¢ Uint2B /] ERFEE, EERREE—

FRNRTERMMAIUESLIZRRE, BLZERR]L ; WRIFFEFSINRUNEBHF SRS
FRILUBIGLAZWIREE, APAIZ(EO

kd> dt _KWAIT BLOCK @x88fce958
nt! KWAIT_BLOCK

+0x000
+0x008
+0x00c
+0x010
+0x014
+0x016

WaitListEntry : _LIST_ENTRY [ ©x89122750 - ©x89122750 ]
Thread : Ox88fceBe8 _KTHREAD

Object 1 ©x89122748 Void

NextWaitBlock : Ox88fce958 _KWAIT_BLOCK

WaitKey : 0

WaitType 01

g b, BHAAIUERN TERRT—TERESFH—THRIER !

KS

A ( DISPATCHER_J—[@AIDER)“ i

i (_KWAIT BLOCK)
1,_ B —————— e

232 —TEBEFHFZTHR
—PNEREFHSIWURNER, BIFERMABEHITESR, NTHBEHRR, FRITRMADAIEFERR, AN
WaitForSingleObjectE# gWaitForMultipleObjects, XIFFLAIUFER—PNEESZFZ IR,

S FEMZ, WaitForMultipleObjectsEIEIZ H TR MBI, D5I2E—1EHncCount (IEFHRIHKE)
MEBE = N BEbwaitAl (BIREEREERFHRFTEEN, ZERE T ESFRAWaitType RGEMNE, ZEN
FALSE, MwaitTypefEH1, RKZAH0) .

1

#include <windows.h>
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2 #include <stdio.h>
3
4 HANDLE hEvent[2];
5
6 DWORD WINAPI ThreadProc(LPVOID 1lpParameter)
7 {
8 // ::WaitForSingleObject(hEvent[0], -1);
9 ::WaitForMultipleObjects(2, hEvent, FALSE, -1);
10
11 printf("ThreadProcEEHIT.. . \n");
12 return 0;
13 }
14
15 int main(int argc, charx argv[])
16 {
17 hEvent[0] = ::CreateEvent(NULL, TRUE, FALSE, NULL);
18 hEvent[1] = ::CreateEvent(NULL, TRUE, FALSE, NULL);
19
20 ::CreateThread(NULL, 0, (LPTHREAD_START_ROUTINE)ThreadProc, NULL, 0,
NULL);
21
22 getchar();
23 return 0;
24 }

RRBZENSB—E, KB EESENAEN, ARRISERHRTES, RINSAUXNERRERNE
FRT

kd> dt _KWAIT_BLOCK ©x89052090 <
nt! KWAIT_BLOCK

+0x000 WaitlListEntry : _LIST_ENTRY [ ©x88ff2570 - @x88ff2570 ]
+0x008 Thread : @x89052020 _KTHREAD
+0x00c Object : ©x88ff2568 Void
+0x010 NextWaitBlock : Ox890520a8 KWAIT BLOCK
+0x014 WaitKey : e
+0x016 WaitType 01
kd> dt _KWAIT_BLOCK 0x89052038 <

nt! KWAIT_ BLOCK

+0x000 WaitlListEntry : _LIST_ENTRY [ ©x8975f658 - 0x8975f658 ]
+0x008 Thread : Ox89052020 _KTHREAD

+0x00c Object : Ox8975f650 Void

+0x010 NextWaitBlock : Ox89052090 _KWAIT_BLOCK

+0x014 WaitKey 01

+0x016 WaitType 01

BLEERIRE—TObject L RIBAMNFFHR, EIFBEBER— 1 _KEVENTEMIE, ZEHRERET— 6
5, HI_DISPATCHER_HEADER, [ IttE( 1l LARIEODbjectAItit A _DISPATCHER_HEADERLEMIIKHITE R,

NTEPR, HNS%AI, £_DISPATCHER_HEADERZEMIABIOXSIRIEALAY 53 2 —"WaitListHead, XE—1 %
=R, ZRREONEEYFIEFTUR_KEVENTHREAENEFR (BEE2E2S1EFR, URMRTESNEETR
EHFEFTHR, WSNXLEEFRETBEALERT) . BERNAUEHTEESFRIOE—TEA
WaitListEntry FIZfERIFE R WaitListHead VB, XHRITHTE2HERT FFREEFFNRZIEIR X B,
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kd> dt _KWAIT_BLOCK ©x890520a8
nt! KWAIT_BLOCK

+0x000
+0x008
+0x00c
+0x010
+0x014
+0x016

WaitlListEntry
Thread

Object
NextWaitBlock
WaitKey
WaitType

kd> dt _KEVENT
nt!_ KEVENT

+0x000

Header

: _LIST_ENTRY [ ©x8975f658 - 0x8975f658 ]
: @x89052020 _KTHREAD

. _@x8975f650 Void

. @x89052090 _KWAIT_BLOCK

1
1

: _DISPATCHER_HEADER

kd> dt _DISPATCHER_HEADER ©x8975f650
nt! DISPATCHER_HEADER

+0x000
+0x001
+0x002
+0x003
+0x004
+0x008

Type

Absolute

Size

Inserted
SignalState
WaitlListHead _

A~

D Axf3 !

: x4 '

: Px89 !

: 9no

: _LIST_ENTRY [ ©6x890520a8 - 9x890520a8 ]

g EFmd, FATUERMNTERRT— M ERES/HSIHRIBER

Ff s ( DISPATCHER HEADER)

& B (_DISPATCHER_HEADER)

2.4 FFM

MTEMT, XEBREMBIESSXRIEN—KEFEN XRBAEXER) , RITTUBERFAELT
FRHOREHLIE, LENNNEFTR, URREFHFNR, BUTEUNFSFM L,

..y KWAIT BLOCK

LREFHFERE - 9



BAEEIRIZEIR - EHER

7{F 4 (_DISPATCHER HEALI
EWAIT_BLOCK)

S { _DISPATCHER_HEAD
.
o 3 Lih (o ; {_EKWAIT_BLOCK)

EEPNLE—ESEAFFERTD (BKiwaitListHead) , EIfE—EMFHFFM L (BIKThread+5CHIAIE
AHZE) o

2.5 WaitfFotSingleObjectB#i 2 tfr

TICATEENRIMFSER, AI2E2@idWaitForSingleObject. WaitForMultipleObjectsEIEH A HRRE
1, XA EYEERAESTSRENBARO. RET, Hi1MAWaitForSingleObjectE# A%, #1150
M, RTREREFSMREBENHINAR,

WaitForSingleObject BHEAETAN T, M FHANTRHRE RB— 1 3FRIAPIEE, BRI RARAANAXHAMAT
ZEEANtWaitForSingleObject %K :

1 DWORD WaitForSingleObject(

2 HANDLE hHandle, // R

3 DWORD dwMilliseconds // #BESESE]
4003

NtWaitForSingleObjectBREE VAN T, ZEREU T MEE1E -

1. JAFHObReferenceObjectByHandleBE, @it 3 RAIRINEFHFX REM AL ;
2. WEHFHROMAERES, JABKeWaitForSingleObjectBE¥, # A X B1EIF,

1 NTSTATUS NtWaitForSingleObject(

2 [in] HANDLE Handle, /] AR

3 [in] BOOLEAN Alertable, // XR_KTHREADZEM{AMIAlertableElE, ZE
NIRFEABPAPC, KIZRWMER

4 [in] PLARGE_INTEGER Timeout // FBATAETE]

5 )

HZIEEFFE5MEE - 10
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Ak, SEFR_EKeWaitForSingleObject BT =%/ D INAERI S,
2.5.1 KeWaitForSingleObjectE%X

FIFRBVIETT

KeWaitForSingleObjectEZ BRI A D AR ER, BLMHNEETZEEMEPIMAZRFR, MIREIITEIEEL
AL EBEME T — N TE B FEESER, Bl_KTHREADRIOXTORFIEIA RWaitBlock, ZMGTIE 7410
SFRMIZEE], BNox4 * _KWAIT_BLOCKAIA/)N,

1 kd> dt _KTHREAD

2 nt!_KTHREAD

3 +0x000 Header : _DISPATCHER_HEADER
4

5 +0x05¢ WaitBlockList : _KWAIT_BLOCK

6

7 +0x070 WaitBlock : [4] _KWAIT_BLOCK

BATAIUE T — N EREFE— IR IRBAFRERT T ZA G, WTEFR, BATRINER4NFFRY

R, B PHEENMESFEATEFR, B— DB _KEVENTEFNR, MEEIMEHFLEEEN, ©
B ENER. EHAIFED, RINTUBLBEODNEFFHRAZERER (NextWaitBlocki i RENZE) , X
ERNEHMERWaitForsSingleObjectE Rt , BHHESMIGENT -1, RMFAZEERENEE, MREK
MigEA— P EBSE, WENSBREZHER.

HERSBEAN, FOMEHFFRINNextWaitBlockil AMAIEME— NS FRAMLE, FEHFE—FRRRHN
NextWaitBlock X A FL R FE R 56 T T F 1 ERAT AL
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kd> dt _KWAIT_BLOCK 8x89908028+0x70
nt!_ KWAIT_BLOCK

+0x008 WaitListEntry : _LIST_ENTRY [ ©x88fc7b4® - Ox88fc7b4e ]
+8x888 Thread ! Bx89968020 _KTHREAD

+0x00c Object : @x88fc7b38 Void

+0x018 NextWaitBlock ! Ox89908090 _KWAIT_BLOCK

+0x014 WaitKey : 8

+0x016 WaitType 11

kd> dt _KWAIT_BLOCK Ox89908020+6x70+0x18 KWAIT BLOCKEENI{RA /N FI0x18
nt! KWAIT_BLOCK

+0x000 WaitListEntry : _LIST_ENTRY [ ©x@ - ex0 ]
+0x008 Thread ! 9x89908020 _KTHREAD
+0x00c Object : (null)

+0x010 NextWaitBlock : (null)

+0x014 WaitKey : 9

+0x016 WaitType -

kd> dt _KWAIT_BLOCK OX89908020+0x76+0x18+0x18
nt!_ KWAIT_BLOCK

+0x000 WaitlListEntry : _LIST_ENTRY [ exe - exe ]
+0x088 Thread : Bx89968020 _KTHREAD
+0x00c¢ Object : (null)

+0x018 NextWaitBlock : (null)

+0x014 WaitKey : 8

+0x016 WaitType : 0

kd> dt _KWAIT_BLOCK OX89908020+0x70+0x18+0x18+0x18
nt! KWAIT_BLOCK

+0x0008 WaitListEntry : _LIST_ENTRY [ ©x89908118 - 0x89908118 ]
+0x0088 Thread : Ox89908020 _KTHREAD

+0x00c Object : @x899@811@ Void

+0x010 NextWaitBlock : (null)

+0x014 WaitKey : exle2

+0x016 WaitType 11

HFEXBEMRRNE T40EFFROZEE, FEEONEFRERHEEFERN, HIHENEFEH
WaitForMultipleObjectsB#EIBY, HERFMRBI3IN, MABHEFRAXENZEE, MESHF—IRFAIZE(E]
ERERR. TERR, B4aNEFNRINME, BfRox70IBANSEFHRZEMERT, BXhr LEoxschil
%2%2%%2?3;*%2 » Ox70fiIBMNFFRIbAEth H2E HIMTEoxs CH N FFRIRMN T —F SR tbht

A B o
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kd> dt _KWAIT_BLOCK ox8
nt!_KWAIT_BLOCK
+0x000 WaitListEntry
+0x008 Thread
+0x00c Object
+0x010 NextWaitBlock
+0x014 WaitKey
+0x016 WaitType

ox70fBENEFFRER

9012620+0x70©

: _LIST_ENTRY [ @xblc99bde -

: Ox8901a620 _KTHREAD

: ©x8901a814 Void

i ©x8901a69@ _KWAIT_BLOCK
: 8

1

8xb1c99b4e ]

—_—
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kd> dt _KWAIT_BLOCK ©x89060850

nt!_KWAIT_BLOCK
+0x000 WaitListEntry
+0x008 Thread
+0x80c Object
+0x010 NextWaitBlock
+0x014 WaitKey
+0x016 WaitType

kd> dt _KWAIT_BLOCK ©x890608

nt!_KWAIT_BLOCK
+@x000 WaitListEntry
+0x008 Thread
+9x00c Object
+0x010 NextWaitBlock
+0x014 WaitKey
+0x@16 WaitType

: _LIST_ENTRY [ ©x88fbd69s -
: ©x8901a620 _KTHREAD

: @x88fbd69e Void

: @x89060868 _KWAIT_BLOCK
H)

1
68

: _LIST_ENTRY [ ©x88fcf5ae -
: Ox8901a2620 _KTHREAD

: 0x88fcf598 Void

: Ox89060880 _KWAIT_BLOCK
1

1

0x88fbd698 ]

xS BREFHER

ox88fcf5a0 ]

kd> dt _KWAIT_BLOCK @x8906606880

nt!_KWAIT_BLOCK
+0x000 WaitListEntry
+0x088 Thread
+0x80c Object

: _LIST_ENTRY [ ex88ffeb6e -
: ©x8901a620 _KTHREAD
: ox88ffeb58 Void

ox88ffeb6o ]

+0x010 NextWaitBlock : ©0x89060898 _KWAIT_BLOCK
+0x014 WaitKey T2
+0x016 WaitType 1

kd> dt _KWAIT_BLOCK 6x89060898

nt!_KWAIT_BLOCK
+0x000 WaitListEntry
+0x088 Thread

: _LIST_ENTRY [ ex88fc4540 -
: ©x8901a620 _KTHREAD

+@x80c Object : @x88fc4538 Void

+0x010 NextWaitBlock : Ox89060850 _KWAIT_BLOCK
+9x014 WaitKey i3

+0x016 WaitType H

BEEE— MERESEREIINNRNIHE T, _KTHREAD+OX5CATIEMBYHLEREE _KTHREAD+0x70RbAE,

0x88fc4540 ]

x SETEIR

EERPRIVERMARZZS, KeWaitForSingleObjectfFE & A X BIEIFER 7o
AR NHITIAAE, AT IRAVEHITIRAR)

X BEMER D BIABGZAEM FAR, B AEENMEEXE, SignalStateBEIEE] T BUERMEIHIETTER,
FIEIRATE B IZEHHI S Mo

(TR L, BREMFZEIU

1  while(true) /] EREIEWEMEIZREE, WMWEHAXNDEIR

2 {

3 if (RAEEUESRM) /] BUEERMG 180T 2. FEFENRMSignalStateREARTO
4 {

5 // 1. {&&SignalState;

6 // 2. RHTER,

7 }

8 else // SignalStatefAAXTFo I RiEBH

9 {

10 if (B—RHIT)

11 {

12 // 1. MHEFLENSHFREISFHTRNER (WaitlistHead) A ;
13 /] 2. MECHEAFFRER (KiaitListHead) ;

14 // 3. UBRLIR. .. BHXRIRECPURY, NXEBEFIEHIT,

15 3

16 3

17 |}

18

19 1. KB BECoX5CHIEFO ;

20 2. BH_KWAIT_BLOCKFRHRTF.

{15k E— T _DISPATCHER_HEADERZEMEMZ TNRRA I X -

ZRREFHE5ME - 13
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1 kd> dt _DISPATCHER_HEADER

2 nt!_DISPATCHER_HEADER

3 +0x000 Type : UChar /] PIERRAFER

4 +0x001 Absolute : UChar

5 +0x002 Size : UChar

6 +0x003 Inserted : UChar

7 +0x004 SignalState : Int4B /] BEEES, 5ESEFX

8 +0x008 WaitListHead : _LIST_ENTRY // WA¥ER, FiENEFREEXE

BERNRE-TXRMABRRE

1. FHATEIR, HIMTHAIMERFNR (BlNEvent) BEEES (BIHIET_DISPATCHER_HEADER SignalState
HE) RESTEN (REFHEBUEERM)
a. MEHCESRMGES, {8 _DISPATCHER_HEADER.SignalStatef9{&, XBFR—EBAEE, KhHEMHE
FRREXNARF—, RERHER,
b. FHRRBERME, HIMERERE—XHIT,
i. MRBE—XRHT, NFUTRENEFERSFIRNGER ED
_DISPATCHER_HEADER.WaitListHead) =, LB AT EFM,
i. BEFECEASHER (KiwaitListHead) 1, H&AREBEHCIEBCEASFHRUE,
FAEE TR ECPUIERIM, FHFITEREVNIR ; IR EIFFHRITRI—3F, FXHUTE, B
oMU HEET,
i. HEERECEASHMNIIGE, SES/FS—TEENECKRE (REFFHRES
SignalState>0) , IAIXNEIERIRIEE] %E’J%ﬁﬁg@Wa|tL|stHead'fL§E|'J%ﬁ19%, 4
PR EFRNFE&RE— IR & BN e ; XN IR £ ERB X ELEMNEFTER
LR, ERMKIBFEESFFML, PRI 8 7.
iv. MENZEHARNSFNEENESN LR, XREFSNEZEESCHITHERR, Hit
HEFNEEBRRBCPUREIINE, 2T HCBECEAFFER
(KiwaitListHead) “[ERYfIE, HEHITRE, HEFMEABFHMHAL, BHEE
CREREBESRMN, MRFTEEIENEHKSignalStatelIE, FHRHTEF,
2. RHEENZGE, SIERTECEMRoCCRINIEF0, BN _KWAIT_BLOCKFRGNTE, AENECNERF
W _LiEkR, RINEE (RER) .

XERNMTAFHFNLERE CBE CNEFHFR L#H1THER, MA@ dMENAIERER, XERASHRE
FHGRTLEE—IEFFNR, HE—IFHEHNRESTELEEFHFNIR, NRBLRENLEERFUR
A EIRITHEE.,

WaiER, EERNZEE, FHNARERNEE, IBERTHERTEARR, IREIAE—FHR, B
LRNMERITERERMS, HREEN. EXEANEREER A, EH&T Signalstatel¥1E, SHEEIRRT
CPUZHIMMNERE (AFEFHEZNR) FHARERN, FHEFEDKiWaitListHead FHFiER Lo

MREBZSIERR, FHME-NEFHERE, UIEAFTEEERNE, BEEHFECER
KiWaitListHead £o BRLEW, RAB—TIRIFCPUEFIN, BRE—NEFHRNLIE, FHRRELEE, NG
B8 ENERE, EEMENEFRERL,

2.5.2 % FaBHInEEE

FEAPCETHRTET, HEIHEA—THEFAPCES (Alertable=1) , HRIAEEFIUKMEERN, BEHAZELEN
EE, KA, MRYUMNEEESEM L, RMITTAFAPCE, MABEHAEFRFRRS.
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3 FEXWR

EZENETZE IR T #ERIKeWaitForSingleObject EIER % BB AR, SHIMTERENEIERG, NRFE
SHMIENEFHRMSignalState B HEIF. FIRABUESRYT (SFRFHRMSignalState) BRFFIRAER
MWEBUREN, FRENFFHREABNHEBIFRBZHTIGRIMEEE, 41_KEVENTEMXR, ©XNERMIG
Eﬁgﬁ%;ﬂ%@&%SetEvento FRENEFR, TIRNREBHLGE L, URERFFHRBSignalstatefI5 B L&
SEER.

3.1 B

BIARE-TEHEE, SHNRILUBE CreateEventEBHITEIE, TRIEZENT :

1 HANDLE CreateEvent(

2 LPSECURITY_ATTRIBUTES lpEventAttributes, // JREREIFAFHIE oI LAHFIHIZ
YR, JINULL, MNIZAINRARBEMR LR

3 BOOL bManualReset, /] BIEREHIIRAER

4 BOOL bInitialState, /] FIRENESRE

5 LPCTSTR 1pName /] IBEEHXRIBIT

6 )3

EXEHNFE X EbManualResetHbinitialState T NEEL, binitialState BHURE 7 MIIALBIES RS, MR
ZAE FALSEMIZE 4315 BY_DISPATCHER_HEADER.SignalState{&0, R2zMA1, I TFEFR, HITEIMUk
DASSANLL, FbESREATRUER, RAEEFERRATT TENAE, MAFALSERN—ELTEFFIK
s, REHITAE.
DWORD WINAPI ThreadProc{LPUODID lpParameter}
¢ z:WaitForSingledbject(hEvent[ 8], -1);
printf (" ThreadProc@B FifT . . .\n"); CTy ro soft Visual Studio\NyProjects
return 9;
¥
DWORD WINAPI ThreadProc1(LPUDID 1pParameter)
¢ z:WaitForSingleObject(hEvent[1], -1);
printf("ThreadProc B EHFT. . .an);
return 8;
¥
int main(int argec, charx argu[])
hEvent[8] = ::CreateEvent{HULL, FALSE, FALSE, HULL);

hEvent[1] = ::CreateEvent{HULL, FALSE, TRUE, HULL};

z:CreateThread(NULL, 8, (LPTHREAD_START_ROUTINE)ThreadProc, NULL, @, HULL);
z:CreateThread(NULL, 6, (LPTHREAD_START_ROUTINE)ThreadProci, HULL, @, HULL);

bManualResetB#URTE T BN EH R RAER, ZENTRUENRTSYATBHAER MM SR, BHNRM
_DISPATCHER_HEADER.Typef{E R0 ; iZ{ENFALSEN|R R YT N RERIS BN R, FEHENRHN
_DISPATCHER_HEADER.TypefE A1, M TEFTR, HITHAIURINEEIXNLEIL,
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kd> dt _KWAIT_BLOCK ©x88feB6cS
nt!_KWAIT_BLOCK

+8x8088 WaitlistEntry : _LIST_ENTRY [ x88fc98f8 - @xBE8fcIsfe
DUORD WINAPI ThreadProc{LPUOID lpParameter) +@x8e8 Thread : @xB&fe8858 _KTHREAD
+@x@ec Object : @x88fc98e8 Void
::WaitForSingleObject{hEvent[8], —1); +0x@18 NextliaitBlock : 8x88feB6c8 _KWAIT_BLOCK
+0xa14 WaitKey ]
i " 3 2= oy +8x@16 WaitType Tl
E:;Eﬁﬁ(u:hreadpr06g@§&tnfT'"\n i kd> dt _DISPATCHER_HEADER @x8&fc28e8
' nt!_DISPATCHER_HEADER
+8x800 Type : @
_Meal Absolute Tex/l g
{Dul]RD WINAPI ThreadProci(LPUDID 1pParameter) +Ox@82 Size axd '
::MaitForsingleObject{hEvent[1], -1); e é;;:;§§Sate o9
. . Y . +0x@08 WaitListHead : _LIST_ENTRY [ ©x88fe86c8 - @xB8fe86c8
printf("ThreadProctEBENFT .. . An") 5 kd> dt _KWAIT_BLOCK @x898aac@s
return 8; nt!_KWAIT_BLOCK
¥ +8x088 WaitlListEntry : _LIST_ENTRY [ @x85@8493d8 - ©x858453ds ]
+8x008 Thread : 8x898aa598 _KTHREAD
+8x88c Object : @x898493d8 Void
int main{int argc, char= argu[]) +8x010 NextWaitBlock : @x898aa688 _KWAIT_BLOCK
{ +0x014 WaitKey o)
hEvent[8] = :-:CreateEvent(NULL, TRUE, FALSE, HULL); +8x816 WaitType i1
ld> dt _DISPATCHER_HEADER ©x898493de
hEvent[1] = ::CreateFuent{NULL, FALSE, FALSE, NULL); nt!_DISPATCHER_HEADER
=P 10x080 TEpe : ex1 "’
z:CreateThread(NULL, O, (LPTHREAD_START_ROUTIME)ThreadProc, NULL, B, NULL); +ax bsolute sax/l g’
z:treateThread(NULL, B, (LPTHREAD_START_ROUTIME)ThreadProci, HULL, @, HULL); +oxes2 size 1 ex4
- - +0x003 Inserted 1 9x89
+8x884 SignalState : @ne
+0x008 WaitlListHead : _LIST_ENTRY [ ©x898aac@8 - Ox898aa&e8 ]

BHEBEES XN EARNREEZEERN, ERFIMTESetbvnetBERS, FFPBMALNEHNRE
ESHRBARR TRITAL, MERFETSXENEFNRAEDALTERRS.

DWORD WINAPI ThreadProc{LPUDID 1lpParameter)

¢ ::WaitForSingleObject(hEvent[8], -1); :\Program Files rosoft ¥isual Studio\lByProjects
HH , H
printf("ThreadProcB 34T - . . \n") ;5
return 8; ThreadProcil

H -

DWORD WIMAFI ThreadProc1{LPUDID lpParameter}
{
z:WaitForSingleObject{hEvent[8], -1};
printf("ThreadProct B EFNFT - . .\n");
return 8;

¥

DWORD WINAPI ThreadProc2{LPUDID lpParameter)
{
::WaitForSingleDbject{hEvent[1], -1);
printf("ThreadProc2[BEHNFT .. .\n");
return 8;

¥

DWORD WINAPI ThreadProc3{LPUDID lpParameter)
{
t:WaitForSingleObject{hEvent[1], -1);
printf("ThreadProc3EIiT .- .\n");
return 8;

¥

int main{int argc, char= argu[])
{
hEvent[8] s:CreateEvent(HULL, TRUE, FALSE, HULL};
hEvent[1] c:CreateEvent(NULL, FALSE, FALSE, HULL};
::CreateThread(NULL, @, (LPTHREAD START ROUTINE)ThreadProc, NULL, @, NULL);
::CreateThread(HULL, 8, (LPTHREAD_START_ROUTINE)}ThreadProci, HULL, 8, HULL};
SetEvent{hEvent[8]};
SetEvent(hEvent[1]);

ZEIBENTT BRI FENEFR, FIREIIREEL X BB MENSSignalStateRBER, ELLENTRERAE
T SetEventBEEHIER, ZENEI MBI RLEE I KeSetEvent, T T XLEIF -
1. {&2KSignalState 1 ;
2. MR
a. BRIZEE, NREEFAEFHFZIREHLE, UHENEFERPIERXELE ;
b. FF AR, NERFRERPIHEE—DEENEFHR_KWAIT_BLOCK.WaitTypeBA1H4TE, HH
Il B R R,
i. MTERFR, FENMATMEIIEZER
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DWORD WINAPI ThreadProc(LPUDID 1lpParameter)
{

/¢ :z:MaitForSingleObject(hEvent[8], —1); B 3 oft Vizual St
z:WaitForMultipledbjects(2, hEvent, TRUE, -1); // 8 ThreadProc
printé( ThreadProciB 3T . ..\

return 8;

H
DWORD WINAPL ThreadProc1{LPUDID lpParameter)
{

#f ::WaitForsingleobject{hEvent[B8], -1);

z:WaitForMultipleObjects(2, hEventd, FALSE, -1); // 1
printf("ThreadProci HEINIT .. .\n");

return 8;

¥

int main(int argc, char* argu[])

{
hEvent[8] = ::CreateEvent(NULL, FALSE, FALSE, HULL);
hEvent[1] = ::CreateEvent(NULL, FALSE, FALSE, NULL);
hEvent1[8] = ::CreateEvent{HULL, FALSE, FALSE, HULL);
hEventi1[1] = ::CreateEvent(NULL, FALSE, FALSE, HULL);

z:CreateThread(MULL, B, (LPTHREAD_START ROUTINE)ThreadProc, NULL, 8, NULL);
z:CreateThread(HULL, 8, (LPTHREAD_START_ROUTINE)ThreadProci, NULL, B, HULL);

.. SetEvent(hEvent[8]);

Il. SetEvent({hEvent1[0]);

BERINFEDHT— TKeWaitForSingleObjectB#, RE TFEXMRAEMNEHMNRAERMNRRELIE, BEiZIDAYT
FFNtoskrnl.exeBNal, dNTFEFAR, HITTUB R B EGHITRETypeHoBY (BIBFIFEREHIIR) ,
WaitForSingleObject BN TE MRS H AR 2 {EDK SignalState, FLENFF XM RIHIZE T UM EZMHHE
BR, MMIREELIZMRSEHITNRD ; BEENRMNType N1ES (BIES HKBEHITR) , WaitForSingleObjectEH
WELEN €K SignalStaten0, EtRBE—PMEIEEEBFEIRIT,

mov edi, edi 5 KelaitForMutexobject
push  ebp
mov ebp, esp
sub esp, 1h —e e
push  ebx Toc_4116CD: ; CODE XREF: KeWaitForsingleObject (x,x,x,x,x)-32A51
push esi and dword ptr [ebx+4], @ ; 14 _DISPATCHER_HEADER.Signalstateif ho
push  edi jmp loc_462689
mov eax, large fs:124h
mov e:X’ [EED*S;'TE":H —b10c_402667: ; CODE XREF: KeWaitForsingleObject(x,x,x,x,x)+D5)j
Liei s £0X, levpribjec cmp dword ptr [ebx+4], @ ; #B7_DISPATCHER_HEADER. 31gnalstateﬂd{é%7ﬁa
mov Esi’ ez" [esivsah], 0 jle loc_A05A@F 5 ITEToe. HBBEHEE, NHTE
cop byte pir [esiieahl, i kTo. BHEIEE, HEMTHI
iea edi, ks?*égga mov al, [ebx] ; ¥4 _DISPATCHER_HEADER. TypefSElAL
ea eax, [esi+@Bsh] mov cl, al ; ALBREICL
. s and cl, 7
mov.  edx, [ebp+Timeout] 5 REEIT ap ol 5 HERCLEE N1, BINMREEH A ERNEHHE
jz loc AllBCD ; MEERFERNESRTHE
loc_4859E8: 5 CODE XREF: KellaitForSingleObject(x,x,x,x,x)+3FC574] 15 . B ALZE 5, BIEE DISPATCHER HEADER. TypelBh5
cmp byte ptr [esit4oh], @ . HIMF_KTHREAD.ApcState .KernelApcPending /a7 e ;';P Endy— : j],]ﬁwﬁ;ﬁ - B - TypeRER
5 BDHIER 2B IZAPCEIFIT, B MERHFEIT - l ’
j loc_432118 :
nz 06 dec dword ptr [ebx+4] ; B_DISPATCHER_HEADER.SignalStatel Bl
Fm) loc_402689
loc_4859F2: 5 CODE XREF: KellaitForSingleObject(x,x,x,x,x)+2C7FEL]
cmp byte ptr [ebx], 2 5 HEFEF S 2R (B)_DISPATCHER_HEADER.Type) 2552
5 BIFIEREEZE FAAA
in loc 40266 i JEE FEAERIHAT B

EEHEIFE( T IUE R — B TypeE RSB R T 2XISignalStateFVEFHTTRL, XETypeI5BY LT
LTEFHNRNEEREETET, EF—ETNEIFRITAEERTHRESE.

32 8=
F—ENEIh, BNHNEEFEFEHNRNEEEHAIRRX 281218 A AWaitForSingleObjecta &
WaltForMultlpleObJectsﬂ%#ULﬁ‘_—LlFJUE'J%#FTJ‘%Q% 5B155 (BlsignalStateRIEATF0) , /\ﬁé$ﬁ:ﬂg€ﬁﬂ=?
B, FRIUHAIGRX, FEHBNE, XBENRAXEBHER X ENERAX, BIRRTF—PEEHABES
BHM—EREE (REEREnterCriticalSectionHLeaveCriticalSectionE M EMIRRX) , XERITAILIA
FFE B WaitForXXFSetEvent B EFRTZ
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£42a 45428

v WaitFor. .. : WaitFor. ..

SetBvent SetBvent

EEE5FEHHNERTTIERDFZNEIZER AT #H A B WaitForXXFReleaseSemaphore BB VIR R X, =
HFIUESNMEERERNN— 2R TEHTOENBTER, BEREIE—TERESWEBITHIE, VBT
ZEBATIBHN DL

#iza ES s #izc

v WaitFor. .. : WaitFor. .. : WaitFor. ..

\EeleaseSemaphore

EEERTHEAESESEHBRENTE, UHMEEErF R RS EEERETIHENERAT, ZUAIHREER
P, WTET, BINEFEZIE, STAUEFHINERR, WRENEHEELZRE, EERIIFAE21M%
ERIEHZEITRR,
ERE LR HBEEE

s

HEB AR

B E LR

HEEHEES

EXMERT, NRBNEASHNREEFLEZNED MAALNEM, SERBENRE. FNRIMERRY
RKEMESHWR, HTFEGHXNRMSignalstateEREENOHEL, FRUE—RERE—MEBEELKEATURE
AR, HERER ; MIREABNEENEHNR, BN RBENLIZ, THA
KeWaitForSingleObjectf X $B1EIf [, A&k SignalStateFV(E, FRASIEEER BT SWIEER, X AT I
NEFTINER, FIURER MRS,
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g A, HAAIUEBES 2N RRKEAX N, MESEMNFRKEF LMENTESENRN

T

N

5
6

SignalStatefEMER, BHNEALRE—TUALIEESE, FERIEKEE CreateSemaphore, ERIEEEIN

HANDLE CreateSemaphore(
LPSECURITY_ATTRIBUTES 1lpSemaphoreAttributes,

LONG

1InitialCount, /] #A1EBISignalstatefd
LONG

1MaximumCount, /] RRPHE

LPCTSTR 1lpName
)3

ESEXMMMEMAIT, ZLEMKRE_DISPATCHER_HEADERFILImitA AR, SIEESERRMBEFTX
LEMIMK, CreateSemaphoreB#HlInitialCount¥EF5_DISPATCHER_HEADER.SignalState, [MaximumCountiE7%

Limits

co~NOoOUL S~ WNH

O

kd> dt _KSEMAPHORE
nt!_KSEMAPHORE
+0x000 Header : _DISPATCHER_HEADER
+0x010 Limit : Int4B // MaximumCount
kd> dt _DISPATCHER_HEADER
nt!_DISPATCHER_HEADER

+0x000 Type : UChar /] ESENNIENS
+0x001 Absolute : UChar

+0x002 Size : UChar

+0x003 Inserted : UChar

+0x004 SignalState : Int4B // lInitialCount
+0x008 WaitListHead : _LIST_ENTRY

S S EXN RV ZReleaseSemaphore, ERVEEBINAT :

1
2
3
4
5

BOOL ReleaseSemaphore(
HANDLE hSemaphore, // EEENTMR
LONG 1ReleaseCount, // BMB#HE
LPLONG lpPreviousCount // HHIEN&EINE=
)5

K EIE0IRFL EKeReleaseSemaphore, BITNERTR, HENAILUEIIDADHER, ZEHETRHE
SignalState5 |ReleaseCountBY{EARNN, AIGEMNELSSignalState, HEBIBLKIELEMENA, HH
WaitListEntry$ R AIFlink, Blinki#{TIBH, MMM SEFERDBERYUMNLRE (ERMNERI1ZHIAPC
BT HIREAIKIUnwaitThread X)) o
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esi, [ebp+Semaphore]

mov  ebx, [esi+SignalState]
mov  cl, al

mov  eax, [ebp+Adjustment]
lea edi, [eax+ebx]

emp edi, [esi+16h]

mov [ebptvar_1], cl

e loc_448353

cmp edi, ebx

31 loc_a48353
loc_41393C:

test  ebx, ebx

mov [esi+d], edi

nz short loc_413954

lea eax, [esi+g]

cmp [eax], eax

jz short loc_413954

mov  edx, [ebp+Increment]
mov  ecx, esi

call  @KilaitTest@s

BRT X MBELSN, TEWaitForSingleObjectBE A, HATHAUER, ZFRIUES
R ARt SignalStateERERANERL, XIFES

lea ebx, [esi+s]
__mov  eax, [ebx]
mov [ebp+var_8], edx
mov [ebptvar_C], ecx
mov [ebp+var_10], ecx
jle short loc_40ADBA
push  edi
3 EhEHE loc_40AD56:
; SignalState + lReleaseCount#5FIEDT cmp eax, ebx
5 BitEIFAISignalStateS KSEMAPHORE. Limit# AT thi: jz short loc_4BADA9
5 KFLimitdthes cmp word ptr [eax+16h], 1
mov  ecx, [eax+8]
5 BHEIFNSignal State5 FSignalStateitiT i mov  [ebpsvar_4], 100h [
5 T EsignalstatedtBiis
mov  edx, [ebp+var_4]
lea eax, [ebprvar_10]
5 CODE XREF: .text:0044B3624j push  eax
;5 HBFSignalstate 2 EH0 push  [ebprvar_g]
5 BitEITMsignal StateliE _DISPATCHER_HEADER.SignalState call  @KiUnwaitThread@le
5 RAellEkE mov edi, edi
push  ebp
5 T_DISPATCHER_HEADER.WaitListHead mov  ebp, esp
5 HEEREE LT push  ecx
I B push  ebx
— push  esi
mov [ebp+var_4], edx
mov  esi, ecx
5 KilaitTest(x,x) call  @iUnlinkThread@8
mov  eax, [ecx+66h]
mov  edx, [ecx+64h]
mov [edx], eax
mov [eax+4], edx

RS HAELENERENF,

> CODE XREF:

5 MEFHEEER,

BAEEIRIZEIR - EHER

; B0 _DISPATCHER HEADER.MWaitListHead
3 B_KWAIT_BLOCK

KiWaitTest(x,%)+75}]

5 HIET_KWAIT_BLOCK.WaitType@#& A1
; B_KWAIT_BLOCK.Thread, .§tRLIEEM Atk

5 KiUnuaitThread(x,x,x,x)

5 KiUnlinkThread (x,x)

_KTHREAD.WaitlistEntryHFlink#1Blink33ik

Er] U REFHERI-,

EMFI LS HZEFIEA IR R X EZNHE, NMKIE

—
Toc_4116(D: ; CODE XREF: KeWlaitForSingleobject(x,x,x,x,x)-32451]
and dword ptr [ebx+4], @ ; 45 _DISPATCHER_HEADER.SignalStatei /10
jmp loc_402689

—loc_402667: ; CODE XREF: KeWaitForSingleObject(x,x,x,x,x)+D54j
cmp dword ptr [ebx+4], @ ; #l8f_DISPATCHER_HEADER. slgnalstatem{é Ehe
jle loc_405A0F s NTFETo, HREHES, MWTHE

5 ATe WHFES. HBMTHAT
mov al, [ebx] H % DISPATCHER_HEADER. TypefS FIAL
mov cl, al H3lcL
and cl, 7
cmp cl, 1 5 HlECLEE AL, BESLEE N A AN EH AR
iz loc_4118CD ; MEERLSEBM BT
cmp al, 5 5 HIERALRE M5, BP¥IBT_DISPATCHER_HEADER.TypeZ2 & A5
jz loc_4138FC lr 5 MsmIBEE
dec dword ptr [ebx+4] ; f6_DISPATCHER_HEADER.SignalStateRIE {1
jmp loc_482689

mov edi, edi 5 KeWaitForHutexObject

push ebp

mov. ebp, esp

sub esp, 14h

push ebx

push esi

push edi

mov eax, large fs:124h

mov edx, [ebp+Timeout]

mov. ebx, [ebp+Object

mov esi, eax

cmp byte ptr [esi+5Ah], @

mov [ebp+var_4], edx

lea edi, [esi+70h]

lea eax, [esi+@Bsh] I

mov edx, [ebp+Timeout] 5 RRHEF

loc_4959E8: 5 CODE XREF: KeWaitForSingleObject(x,x,x,x,x)+3FC5743

cmp byte ptr [esi+49h], 0 ; H#F_KTHREAD.ApcState. Ker‘nelApcPendngE?‘J
5 EDHERRTH A ZAPCE AT, BHNERRERT

jnz loc_432118

loc_4059F2: 5 CODE XREF: KeWaitForSingleObject(x,x,x,x,x)+2C7FEL]

cmp byte ptr [ebx], 2 5 SR AR (B)_DISPATCHER_HEADER.Type) Z&E A2
5 ENHERET 20 AT

in, loc 40266 . AEE A AEEAT B

3.3 BERFK

BRFE (Mutant) 54 (Event) mES
LB, FTARRTE

BEFE X

£ (Semaphore) —#¥, #BRILAAN#H
S‘C‘tbi]‘g%_ﬂ,(# TESHIZM IR 24,

ERXRZ

HEREH Y 2RE

BARJRER B —ERIEIER, MRBHIZRIVEAIEE

THAENRSEH, RAX

RERERIABESSignalState FIEREL (FIa0SetEvent)

MEET, BLAFGNRIGBER, XUAUBREXLIEFKITFTE, AT BEXFRIR, FITATU

ERERFAERR,
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BRY MRFEFINA, BRFEFEIUBREASHOSEHIRM, WTEFR, BFREI&ITHE=R, F
WaitForSingleObjectZFFAM R, AEBRIBXIAAE T WaitForMultipleObjectsFFAN R, XMERBIFAEA
o HiFAR—XWaitForSingleObject/s, AXfHRAISignalStateZT AT 0, WIEBEEREEST, HiAA
Wz;_iﬂtiForMultipleObjectsEi, HTFHEFHRARREESHN, RIRIERKTREZEAAE, XHERUMS
72 8

WaitForSingleObject(A)

SetEvent/ReleaseSemaphore

BE
ERFNEHINTRHT, BiTANERE—#E4 1M

o

1 kd> dt _KMUTANT
2 nt!_KMUTANT
3 +0x000 Header : _DISPATCHER_HEADER
4 +0x010 MutantListEntry : _LIST_ENTRY // ¥E_KTHREAD+Ox104H—1
MutantListHead®E%, 1EMBERkK, BREBMEZLERENERAENSR, ZEMRTEEER
HfIE
5 +0x018 OwnerThread : Ptr32 _KTHREAD /] BEBERFNLEE
6 +0x01c Abandoned : UChar /] EEEEWMBFFRA
7 +0x01d ApcDisable : UChar /] BEZERARRAPC
8 kd> dt _DISPATCHER_HEADER
9 nt!_DISPATCHER_HEADER
10 +0x000 Type : UChar /] BRFENTypefEN2
11 +0x001 Absolute : UChar
12 +0x002 Size : UChar
13 +0x003 Inserted : UChar
14 +0x004 SignalState : Int4B
15 +0x008 WaitListHead ¢ _LIST_ENTRY

HF{AEE T CreateMutex EEBIER, BRENEZERIAWT

1 HANDLE CreateMutex(

2 LPSECURITY_ATTRIBUTES 1lpMutexAttributes,

3 BOOL bInitialOwner, /] BRRYUMCIENERFERE BT YA
%32, HREERFEMRMNOwnerThread i EHEIRE

4 LPCTSTR lpName /] REGHR

5 );

CreateMutex®|0MF B 1TKelnitianlizeMutantE#, ZHBNERAMENBILERE, FEFUT/LITHE .

1 MUTANT .Header .Type=2;
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MUTANT .Header.SignalState=bInitialOwner ? 0 : 1;
MUTANT.OwnerThread=bInitialOwner ? HFIZ&IE : NULL;
MUTANT.Abandoned=0;

MUTANT .ApcDisable=0;

if(bInitialOwner==TRUE)

{
// BEEEFAEARHFILENE AR
// BN_KTHREAD+0x10 -> MutantListHead

HF o OWo~NoOuhbhwN

[y

}

BEARNEENBIR TG, BIAERE-—TAFLEFEAUEA, BEFFEE— 1R E0wnerThread, TR
EBRREBANXE. E—"EFFHOIEN, EROwnerThread FERFAZE, BIREMNLIZENNERARNE
22, MY, LRI ERF{ASignalState FERRIRE N0, MELEREBES, XTIMRAINLER R EAEAX

TEREE, BREBTHARZMARILUER, FEAUEES #/MH0x8000000%, XthENHLEFAETUE
%?’\J%iﬂﬁ%@?E’\Jé%%EEJLXE‘}QEE%E’\J‘%}R'FEﬁHEJ%TZIS, ETHABENLETEREREES
YER T BRI AER,

eI LUKkE|WaitForSingleObjectE— T, W1 TEFTR, REHMEFHNRER, ERERFME, HEH1T; BE
RFfMrsignalstateM(E, EIBRTEES, WIRBES, Mk UREBEES, HWYKESERFEAFRBE
BEESERE, MRERE, MR MEESN—HFMMA, BELREES, ERFMIUETCHFBLIERE
B, X, W FEEERENEE, AIUEAZERE,

B HEERIBESEHRE, XIMERAEYESignalState VB R E 50x80000000/HE, RERET
0x80000000, FERIMALEHIT, HMITRIEEHEMNIR, RLASignalStateMIEREl, XBEEHHMIE R ¢

1. SignalStateHf§% : SignalStatefBAT0, FEAEXEBEAIUFFHAXTEFAMR ;
2. SignalStateX{5% : SignalStatelBI/NFFTF0, WMEAHFILIE—ERWMBZERM, LtESignalStatefl
KRR, =ZAELURAZE0x80000000, tEFLZRINAILAE A 08000000,

g, BAVNEEEFENRT, BIEEFEFFZRILE, JFERRESignalState XTF0, HE
BERFAFBEAZAILAE, BETARRIESRMS, RIEHMRT EASERME,

loc_4059E8: ; CODE XREF: KeWaitForSingleObject(x,x,x,x,x)+3FC57]
cmp byte ptr [esi+49h], © ; ;E‘JWT_KTHREQD..&pcState.Ker‘pelﬁpcPending%E“Zﬂ@
; BRHETREE MizAPcEFIT. BEEABE AT
jnz loc_432118
loc_4@59F2: ; CODE XREF: KelWaitForSingleObject(x,x,x,x,x)+2C7FEL]
cmp byte ptr [ebx], 2 s BB ESTE A2 (B _DISPATCHER HEADER.Type) =&H2
; BIHETR SR B FREE
jnz loc_402667 ; IEE FHENHT R
mov eax, [ebx+4] ; HisignalState
test eax, eax : H#rsignalStateE & H0
je loc_402626 5 el B
cmp esi, [ebx+18h] ; HETERHESE T YWEIE
jz loc_402626 ; MEET. Mk
cmp eax, 80000006h ; Hl#rsignalstatef){E 2 E 11 0x80000000
jz loc_44B1AE ; EEIEN AT B
dec dword ptr [ebx+4] ; BsignalstateddiEl )
; WEEEH e, MULEHIER T oxFFFFFFFF
jnz short loc_48265F
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ETRMNE—TERGSNABREFHNREEFNAZ, TREEFHFUREFNFERNBRERFENHED
5, BlMutantListEntryflAbandonede H—PMEXRERE ‘AT N, RAERRAKELE
MmUnloadSystemimagebIBfEE, ERIBIE “FETLE” oxiofiiBismBvERk, KB EMBABENFAEBEER
X, [FXLHFEIAbandoned  REIRE L, FHITENTAABKeReleaseMutant(X, Y, Abandon, Z)Ei#{
(ReleaseMutantBIARZEKE)

_KMUTANT
+0x000 Header : _DISPATCHER_HEADER
+0x010 MutantListEntry : _LIST_ENTRY
+0x018 OwnerThread - Ptr32 _KTHREAD
+0x01c Abandoned : UChar
+0x01d ApcDisable : UChar

MutantListEntry:

A TR AL FE(KTHREAD+0x010 MutantListHead ) /&N 7¢ 3k 18135 B 5 Hw 1A
Abandoned:

e DA A H

KeReleaseMutantEIZ IE & A AT ¢ Signalstate B381, MNREIME FAFRBELEZATTTHIER (B
Abandonf{ RAfENL) , ZEEETSignalStateBRRIRE N1, HENERAMBELIZIREANULL, AREAD
MECEKENEREHERPRRR, XEEFAEIBAETCEEFREH, MNTRRT FHENREEFIN,

Elt, TEFRERMHE—THRRENATE (BlApcDisable) , BXNTHANGFERERANERED A, B
BFR. IR TERANERE, SfIRX3I0TF

> ARERE
+ ZEMJ% D Mutant (FE3HF#BIER)
+ MRS  NtCreateMutant
+ ApcDisable : 0

> ARERE
+ ZEMJ% D Mutex (TEOIF#EEIEE)
+ MRS © NtCreateMutex
+ ApcDisable i 1

RAPRERGESAKEREENSRTR, BREMEER, FEMXFITETApcDisablefiR. AR EREERGT
ARAPCHITIY, BERNZEFERRAIFAKAPCHITHITH. TEKeWaitForSingleObjectByftEA, FH{1XNE
©iB#EApcDisableFI{E{E2X_KTHREAD.KernelApcDisable (BNE7EfERERIANLEIZ) , EApcDisablefE})
0, MiKernelApcDisableBJERSK4ENE ; FApcDisablefEf91, NMKernelApcDisableBIENFSB1, LAY
KernelApcDisablef¥ 2 — TR HONE, NKAPCHRWER (IRIENZAPCIITIZRE, HKernelApcDisableR
BFRN0, ARAPCRIEWER) »

OCoo~NoubhwWNRE
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loc_402626:

BAEEIRIZEIR - EHER

; CODE XREF: KeWaitForSingleObject(x,x,x,x,x)+E@4]
; KelWlaitForSingleObject(x,x,x,x,x)+E94]

cmp eax, $0000000h ; HlBfsignalstateR)E 2% ) 0x20000000
jz loc_44B1AE s ERIENIHAT R
dec dword ptr [ebx+4] ; #signalstatedifiEl )
: MEREE R, MIEIEE ST 0xFFFFFFFF
jnz short loc_40265F
ovzx eax, byte ptr [ebx+1Dh] ; _KMUTANT.ApcDisable
ub [esi+@D4h], eax ; _KTHREAD.KernelApcDisable -= _KMUTANT.ApcDisable
mp byte ptr [ebx+1Ch], 1 ; HIBT KMUTANTA.Abandoned®) 2% A1
ov [ebx+18h], esi ; WwE KMUTANTA.OwnerThread

jz

loc 43209F

; ERINETEFHENRIEER, AIBE
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