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BIAFETICES, FENHMRECETHAIN, BEASXW LRSS, XERIZHL,
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TEANZ | MEE = Pt & (R 5) FRED,

BIZEEB S ANVBIPHIIF] FREIERITE -

BCE IPv4: {EFIDHCP
IPithilt: 192.168.8.117
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2 11111111.11111111.11111111.00000000

BATHITRUSEE, ERmE !

1 11000000.10101000.00001000.00000000
2 C0.A8.08.00
3 192.168.8.0

BAEXE192.168.8. 0B HME S, EHFRNTAILARIEFMBIERANENS, HsBMAMNZ : ==IP
Uil &(F2(1 5) ~ (AR )F PR

1 ~ 11111111.11111111.11111111.00000000 // EUxFMi#EH
2 00000000.00000000.00000000.11111111

3 & 11000000.10101000.00001000.01110101 // &S

4 00000000.00000000.00000000.01110101

5 Dec -> 0.0.0.117 // T#HEIER

RALERBAAET HEHS0.0.0.117,
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2 TCPE P imfl RS 28 imsmiEZo

2.1 4 ZTCP

TCP, X EFNETransmission Control Protocol, X AEHEERIMN, ERITFFARNAEBREE LEESR
F, TCPEREF MR

SNTFERTR, AMBETFTCPIMNEHITRMIER], XMV AT LURRI T i e i RIE LI 12 PRV EE 2 E b
B :

A B

2.2 MEAEEE

ZaTEA TR B TCPIMY AT LURIEE T 2P SRR IEAMN, XERNE EEBEENME N
NTEFTR, ERPIEMNIRSSIFEETTCPHITERESES, BARFHERERSS N (AXER) REBRR#H
TEE, EXRSHIHERN (AXFIEFR) AFEPWEHITEE, METPEFSEAEX—EREREE,
Xt =B FE S,

Client Server

HEERR

bRy, O

HEFP MRS SRImELERG, FREIHALR,

TCPE P imAlBRSS B im 4RIz SR - 8
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2.3 RSB AR IHIRTENESS
TRTIECEREMETEH, TRRNERIINRSBHES t S BER

~No b~ WwN B

1. DIBEEF

2. BEEEF

3. BREET

4, H5EE

5. AR

6. BrFFERE (#5h)
7. XHEET

XEHERIME —FHNARE, REERT, XERKLINTALFH, (RAILUEEXEME@EIIE T s~ AR
&7, MERRFREERRS SN, RFE—NEEY, —NBTERSSE, —DSTER PG ; NRE]
RERRBMNET R, XK, EEMRREPRUIERER.

2.3.1 RIRFREBERE
EHERNTOEB— A Win3 28 AR FANTE, ERIEEBaaAFERD :

1
2

#include <WINSOCK2.H>
#pragma comment(lib, "ws2_32.11ib")

EERNMFERRINFERENN, BAE—TEEERT, XTFERAR— 1 E#socket, HiEEM

T

w N =

4

5
6
7
8
S

SOCKET socket(

int af, // HOALFRHE - BB IPve (AF_INET6) T IPv4 (AF_INET)

int type, /] EEFHR . RIAE#EFSOCKET_RAW CHEBMEE RN ERESAB], Hia
IP. ICMP#HY) . SOCK_STREAMEMERE (TCP/IPWMY) . SOCK_DGRAMEATLIERE (UDPH
)

int protocol // FERMIMY | XEERITATUEEEF, XIFRERAMRSIBIETIERIED
HERT H RAE AV Y
)

// RIS

SOCKET sSocket = socket(AF_INET, SOCK_STREAM, 0);

ETRENOMFEHEERT, ERAKMKbInd, HEENT :

1
2
3

int bind(

SOCKET s, /] EEF  MIENEEFTELFELE
const struct sockaddr FAR *name, // MEHHHER @ S BEMFENHEXER,
ZEBHMNIZE— " sockaddr &K, EEMKESHEME, SRZEMENTZAsockaddr_infERXE

R1EIE X FER

TCPE FiRMIBR S5 2R IR ML - 9
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int namelen // sockaddr_inZMAEMNKE
)

sockaddr_inZE/{ARENX IO ¢

0o~No U~ WN B

S

/*
* Socket address, internet style.
*/
struct sockaddr_in {
short  sin_family; // HHLFERUE | SEIEERFIMRPAERN—KENE
u_short sin_port; // im0
struct dn_addr sin_addr; // IPiiiit
char sin_zero[8]; // THFHHHEX, RRAT Esockaddr&EME—, EAR
ELAEERT P EEMEMINEHMERERDbindEE, EFWSHaiBsockaddr_ingMAikLA
sockaddrZE¥g{k
};

HMNIAFBEX TH=TREREAA, RE—1MTAE, AUBERPHAXZ—TEME, FIEEEFIn_addrd

Myfk

O~NOoO U~ WN B

/*
* Internet address (old style... should be updated)
*/
struct in_addr {
union {
struct { u_char s_bl,s_b2,s_b3,s_b4; } S_un_b;
struct { u_short s_wl,s_w2; } S_un_w;
u_long S_addr;
} S_un;
#define s_addr S_un.S_addr
/* can be used for most tcp & 1ip code x/
#define s_host S_un.S_un_b.s_b2
/* host on dimp */
#define s_net S_un.S_un_b.s_b1l
/* network x/
#define s_imp S_un.S_un_w.s_w2
[* dimp */
#define s_impno S_un.S_un_b.s_b4
[* dimp # %/
#define s_1h S_un.S_un_b.s_b3
/* logical host */
}s

XTMEMFEEAXZ— KGR, REFENESHEEERSH, KETRSHERTESERMENKETE

=ER

HEBRMBEBIHETUFERXAE—Tu_longZEBLATthIE, F(RTLUER R inet_addrRIRRMEF T FHE

i

TCPE iRl AR S5 2atmimAZ ot - 10
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inet_addr("192.168.1.1");

&2, BIERENNREREERRXTRAZME, ABRIT (REIERNE, XEMPHIERR A

AEMNHRE

N =

U

B e R ITEE Mt TUIREAHAYIPitbit)

sockaddr_in sockAddrInfo = {0}; // #afk
sockAddrInfo.sin_addr.S_un.S_addr = dinet_addr("192.168.1.1"); // it
sockAddrInfo.sin_port = htons(2118); // WMOEBRBMKRFTRE, FRUEEMSEH
htonsE

sockAddrInfo.sin_family = AF_INET; // HuhbiEiisE

bind(sSocket, (sockaddrx)&sockAddrInfo, sizeof(sockAddrInfo));

B URRREET, FAEMlisten, HiBEWNT ©

0o~NoO U~ WN R

int listen(

SOCKET s, /] EET  HUBENEEFTERLFTELE

int backlog // FEEBEMIINRAKE | RWIIFRZSEREZOMNEREKR
)3

// RIS

listen(sSocket, 1);

BT ERIER, ERAEMaccept, HiEENT :

SOCKET accept(
SOCKET s, // E#F MUIENEEFTERFELE
struct sockaddr FAR xaddr, // HHESE, BEHFEA—"sockaddrEE Ryt
int FAR xaddrlen // HiHBH, FEEA—"sockaddrEMAKERMIIE

)

/] KRBAE, acceptiREINHBRE—SOCKET, HNFEME—T

sockaddr_in acceptSockAddrInfo = {0}; // At

int acceptSockAddrLen = 0;

SOCKET aSocket = accept(sSocket, (sockaddrx)&acceptSockAddrInfo,
&acceptSockAddrLen);

BRTWREE, BRENE TREE, ERAREKrecy, HEENT !

~No b~ WN B

int recv(

SOCKET s, /] EBEF  FMacceptiREMNEBRFT=LFELE
char FAR xbuf, // HHEBH, HIBEEASAX, BHKEIVEIE

int len, /] XK

int flags // EEEBARNIGE, XMEITMEES RN

)

TCPE P in#l AR SS SR imdmizoRm - 11
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// RIS

char buf[100] = {0};
recv(aSocket, buf, 100, 0);
printf("Recv data: %s\n", buf);

EERNETREIE, EAEKsend, HiEANT !

© OWoO~NOULA~WNR

=

int send(
SOCKET s, /] BT FacceptiREINERFLELFELE
const char FAR xbuf, // REHIENEHX
int len, /] R KN
int flags // EBERARBARINE, XTEITMEZESRR
)3

// RIS

send(aSocket, buf, strlen(buf)+1, 0);

ENTURFER, RIVERshutdownE#y, HIEEMT :

w N =

BT HER

0o~NOoOUh WN R

int shutdown(

SOCKET s, // EEF ! FacceptRRINEEFTELFELE

int how /] BTFFEENF I | SD_SENDARBAZXEIE. SD_RECEIVERBEZHURE.
SD_BOTHABY A #iE
)

// RIAHE

shutdown (aSocket, SD_SEND);

F—%, XAEERF (XEB2MHEXH) , EAEMclosesocket, HIEEMNT :

int closesocket(
SOCKET s // EETF ! HacceptREMNEEFTEXLFELE
)3

// RIS

closesocket(aSocket);
closesocket(sSocket);

XEHRERELER, EEFEHERBWSAStartup#fTWinsock9#Ia1t, EIEERIVAT ©

int WSAStartup(
WORD wVersionRequested, // hRAS, IEEFHEMIWindows SocketshRA, FATAILUEFR
MAKEWORDZE BIE— " h A=

TCPE A iRl AR S5 atmimAZ oot - 12
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AT
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22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

mr
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LPWSADATA 1pWSAData // ISMEWSADATAXIRZMAVIEET, ATFHEWWindows SocketsILHL

RIS
)

WORD wsVersion = MAKEWORD (2, 2);
WSADATA wsaData = {0};
WSAStartup(wsVersion, &wsaData);

AR5 2RIRAIINAE, FERABEMT -

int main(int argc, charx argv[])

{
// 0. gk
WORD wsVersion = MAKEWORD (2, 2);
WSADATA wsaData = {0};
WSAStartup(wsVersion, &wsaData);
// 1. BIEERT
SOCKET sSocket = socket(AF_INET,
if (SOCKET_ERROR == sSocket) {

printf ("EEFEOIEELK ! \n" );

}
else {

printf ("EEBFEOIERIN \n" );
}

/] 2. BEEERT
sockaddr_in sockAddrInfo = {0};

sockAddrInfo.sin_addr.S_un.S_addr =
sockAddrInfo.sin_port =

SOCK_STREAM, 0);

/] #aft
inet_addr("172.16.176.5");
htons(2118); // imH

sockAddrInfo.sin_family = AF_INET; // Huhtp&iise

int bRes = bind(sSocket,
sizeof (sockAddrInfo));

if (SOCKET_ERROR == bRes) {
printf("SFELRM ! \n");

}
else {

printf ("SEMIN!\n") ;
}

/] 3. BREEF

int 1Res = listen(sSocket, 1);

if (SOCKET_ERROR == 1Res) {
printf ("EHERKI\n");

}

else {
printf("YHSITRLINI\n") ;

}

/] 4. FFRFERE

sockaddr_in acceptSockAddrInfo = {0};

(sockaddr=*)&sockAddrInfo,

/] 5t

TCPE F inflAR S5 2atmimAzoaty - 13
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39 int acceptSockAddrLen = sizeof(acceptSockAddrInfo);

40 SOCKET aSocket = accept(sSocket, (sockaddrx)&acceptSockAddrInfo,
&acceptSockAddrLen);

41 if (INVALID_SOCKET == aSocket) {

42 printf ("IR|BHHFFERELK I \n");

43 }

44 else {

45 printf ("IRSBHFFEZEHRII I \n") ;

46 1

47 /] 5. WARHIE

48 char buf[100] = {0};

49 // &

50 while (true) {

51 int ret = recv(aSocket, buf, 100, 0);

52 if (ret == 0) {

53 // WRrecviREINOMRTEFIHERFIERE, FBL BT &R

54 break;

55 }

56 printf("Recv data: %s\n", buf);

57 send(aSocket, buf, strlen(buf)+1, 0);

58 memset (buf, 0, 100);

59 }

60

61 // 6. BRFFIESE(#K5h)

62 shutdown (aSocket, SD_SEND);

63 /] 7. XHAEEF

64 closesocket(aSocket);

65 closesocket(sSocket);

66

67 WSACleanup();

68 return 0;

69 }

Rfa, MRATMERTENY BB EFEAWSACleanup B ELRILER ; BELIRMEEIED, NiZSHE

BHREHETF TR MBI

2.4 B IngRIEIES
B InREEEN S BREE T —L, JETTE

. BEEERT

. BEEERTF

. EERSES

. REE

. BFFERE (EH)
. XHAEERF

TR RSHERNARE, TREEHRTMEER, SSIMABMT

oOuh WNBRE
o b~ WN

1 int main(int argc, charx argv[])

TCPE F inAIARSS SR imimAZoRt - 14
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2
3 // 0. ¥k

4 WORD wsVersion = MAKEWORD(2, 2);

5 WSADATA wsaData = {0};

6 WSAStartup(wsVersion, &wsaData);

7 /] 1. BIEEEZF

8 SOCKET cSocket = socket(AF_INET, SOCK_STREAM, 0);

9 if (SOCKET_ERROR == cSocket) {

10 printf ("EEFEIEIELXK ! \n");

11 1

12 else {

13 printf ("EZEFBEICIEKIN \n");

14 1

15 /] 2. BEEET

16 sockaddr_in sockAddrInfo = {0}; /] Mt

17 sockAddrInfo.sin_addr.S_un.S_addr = inet_addr("172.16.176.12");

18 sockAddrInfo.sin_port = htons(2119); // iwH

19 sockAddrInfo.sin_family = AF_INET; // Hihti&E#lse

20

21 int bRes = bind(cSocket, (sockaddrx)&sockAddrInfo,
sizeof (sockAddrInfo));

22

23 if (SOCKET_ERROR == bRes) {

24 printf ("EXRK!\n");

25 }

26 else {

27 printf ("FEMINI\n");

28 }

29 /] 3. EERSSE

30 sockaddr_in serverSockAddrInfo = {0}; // #afk

31 serverSockAddrInfo.sin_addr.S_un.S_addr = dinet_addr("172.16.176.5");

32 serverSockAddrInfo.sin_port = htons(2118); // iwH

33 serverSockAddrInfo.sin_family = AF_INET; // Huliti&E#ise

34 int cRes = connect(cSocket, (sockaddrx)&serverSockAddrInfo,
sizeof (serverSockAddrInfo));

35 if (SOCKET_ERROR == cRes) {

36 printf("SRSBIJEHZELM I\n");

37 1

38 else {

39 printf("GARSEREERTIN! \n") ;

40 }

41 /] 4. WEREIE

42 printf("Input: ");

43 char sendData[100];

44 scanf("%s", sendData);

45 send(cSocket, sendData, strlen(sendData)+1l, 0);

46 char buf[100] = {0};

47 recv(cSocket, buf, 100, 0);

48 printf("Recv data: %s \n", buf);

49 // 5. BRFFERE(EH)

50 shutdown(cSocket, SD_SEND);

51 /] 6. XAEEF

52 closesocket(cSocket);

TCPE F inAlAR S5 2atmimAZ oot - 15
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53

54 WSACleanup();
55 return 0;

56 }

ERZSF[IGEARNE, BERHEEEERSSN, FFEHEREsockaddr_inZEM{K 18 E RS2 23im AVt Al im
d, FERAT —NHE S connect, ZEREGEENT -

1 int connect(

2 SOCKET s, /] EEF:

3 const struct sockaddr FAR *name, // sockaddr Z5HJ{AR
4 int namelen /] EWEKE

5 )3

Recv data: ClientData
Press any key to continue

\Program Files'Bicrozoft ¥isual StudiciByFProje

Input: ClientData
Hecv data: ClientData

Pressz any key to continue

td&fs h E Clien

2.5 FEHFTHE RN
AT RAIRT LR T RS IENA, IR, XERTEI S,

=

FhF: FOSEFEUBERNXR
N FHERF TR fEfERntit

Kis: FF2FFHEEECHtit

O uh WN R

TCPE FIRFIIRZ 2RIm4RIZEH - 16
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7 WEFER: HRBXUEME LNFHF

BNFBEERNEMEFTF, HFREXMEMNE LNFTF, iR — P EEEIREmN EEFERR/ R
fi, MrAIREEMBEERIIHRMEBARERIN, PRMUIRMEE IR R EFER BRI,

TCPE iRl AR S5 2atmimAZ ooty - 17
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3 TCP=RIEFSIMA D

EARARNELX THRITCP=MEFRIMZ, BEREEEANAT, RITHATHR, TEXLEATHEETH
ERANT BTCPIN AR R R S TR T3 (£ RYIB) o

Client Server

PEERAR

GrH, SOVE

EXE, TEAWiresharkXMNMNEITE, THEMUE ¢ https://www.wireshark.org/

ETRENEBRaVBEANRSHHENZ G, £V EZREWiresharkRFEITINE, MNTE (ER
Saim, G

n
L

Wireshark E3Z{MM-ERVREENR], BB EFRTIE—T : (ip.
(ip.src==172.16.176.5), 172.16.176.5tt RS ESIHATIPHILE, 172.16. 176 121mi1t73%)t' ﬁa“-ﬁE’JlPi’étho

INFERR, BFAT—HMBT =12, X=1ER2RNPRN=IBFH N,

TCP=RIEFSIMEB oM - 18
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M TETERIX EthernetO — O X
M)  REE) MEV) BEEG) RO HIA) &S EBEY) RLEW) TEM  #HEH)

Amg® R Ie=2F IS = QRAQAQHE

W] (ip. dst==172.16.176.5 and tcp. port==2118) or (ip. src==172. 16. 176.5) -]+

No. Time Source Destination Protocol  Length Info
! 3 0.000356 172.16.176.12 172.16.176.5 TCP 54 2119 > 2118 [ACK] Seq=1 Ack=1 Win=2102272 Len=0

BARINTUBHE—E, MERPHAERSEZSRIHAESYN (BFFIES) &, HRINTUEBREE—
seq=0, XRT~—TF5, =MV ;

EEIRS IR IZIBERK, RE]TSYN+ACK (BIAFR) S@RTATFEE, BELE—Tseq=0, FEZHT
—ack=1, FEIHFXEMseqEMENFTRE, MackllZHFE—1NBHseq=0XME+1MVER ;

REEFPHEEIEIAER, BINARSBRHIIERRTERRL, ZXTACKE, seqEfIMARET, XEBack
MEREE N EMseq=0X ME+1HER,

TCP=RBFSIME 1T - 19
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4 TCPEUREFESIMB R
4.1 TREMXIEF

ZEBAF T B =BT, BEBILERNE, MBANEREETENXEF, WEERAERNS ;
RAURZE—THAFLAEXEERNTE=XEF, MEHTERN, NFELREFRE?

BATFIUERANTE, RIZRSHHENZAIHER TEFEZNZRA, ERIEREBRRSHSmDF, FER
FIRSIRIRAVEAIA, MARNERAFENDF, RS[IHEHRRBBEFHEDF, TRHBEBIN BaRft
LrTBEXFER ?

Client Server

e HEIFFAR e
)

YFHY, JUVE

7N

— IRy, SIS

ZE W NESEAHEK. ...

XEHEFNFE T BEEPH=FEFERN

1. BT ! AMBHITRE, R —HAX, —H#ER, RE—FKEELKR;
2. T AMIBHITE(S, WA AMURNEELXER, ARRBELR ;
3. AENT : AMIBHITIE:S, WARAIMERLXEY, BFRFIURNET, RE—FBELK.

FEEEMPRAT XN THNBERI, Pl =8 P inta iRSS fsin il BRI @ERIE, KPR ERERAF T —
FEfELE, T —SRBEABFERSSRIRAE A IHRERTEEF .

ITERFR, RXETFFERRBIRAEFING, FREXN A KIXACKSERT

TCPILRIEF SIMEB T - 20
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ACK

\>

HATRAILCRE T TCPEILER. BI5. BiAEEER !

TCPEWRIBEF SME 1T - 21
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SYN
SYN+ACK - @Y
BHr B

ACK

Wk #
DATA F EmE

FIN
ACK

i
FIN e
ACK

4.2 MBI

EMaza, HMFBER—TIRSHmIING, ERLRBIEN, FRIINEZE— RN, ARHErecvEiEEY
REEZEN0, NONRTEFIREZEFER, MPKHETFATmHEARFERFAS

TCPEWRIBEF SIMEB 21T - 22
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/7 5. R AR

char buf[188] = {@};
1/ B
while {true) {
int ret = recu{aSocket, buf, 188, A8);
if (ret == 8) {
/4 WAFrecuiR O oM FTRE Fim BT TR, FLE BRI R
break;

b

printf("Recv data: %sun", buf);
cend{asocket, buf, strlen{buf)+1, B});
memset{buf, @, 108);

¥
=®5, FEBWiresharkiIZMiXA—TFTEEX LR -

M ETEX EthernetO - o X
XEF) REE MEV) PG IR0 HFA gte) IRy EgW) TAM  BEH)
AN 4 ©® IR Rex>EZF I = QQQHE

-+

(W tcp. port==2118
No. Time Source Destination Protocol  Length Info

454 1685.760629  172.16.176.12 172.16.176.5 TCP 54 2119 » 2118 [ACK] Seg=1 Ack=1 Win=262656 Len=0
476 1701.123739  172.16.176.12 172.16.176.5 TCP 57 2119 » 2118 [PSH, ACK] Seq=1 Ack=1 Win=262656 Len=3
477 1701.124282  172.16.176.5 172.16.176.12 TCP 60 2118 » 2119 [PSH, ACK] Seq=1 Ack=4 Win=64237 Len=4

479 1701.125416  172.16.176.5 172.16.176.12 60 2118 -» 2119 [ACK] Seq=5 Ack=5 Win=64237 Len=0 B

481 1701.125483  172.16.176.12 172.16.176.5 TCP 54 2119 -» 2118 [ACK] Seq=5 Ack=6 Win=262656 Len=0

AILLE W RIAMNIRA IR T BRI E BT A E B M BHME R X T FINIMARACKEL, X EMseqiE M ackmES A 1ZRIFR
WHR—EH, seq2FENIAY, {BackBI{ERIRIE E—%MseqfIE+1PT1FH KA,

TCPEWRIBRF SIMEB 21T - 23
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5 UDPE Fim#l AR 23 imm iz St

51 4 2UDP

UDP&ZUser Datagram Protoco WNB FREEE, EIEIRKMEMRAFRHERMNIN. UDPEEREFEREH
W, NBFLEXRE, TCPEERHER], MUDPERAFEIER, HLWRLWEA T UDPIHNH RS EIEHIE .

5.2 ERTIEE

HALEE, MEFTAEARRSHELFTITFLERE, MRERELAD, ERMAIREXBIET .

Client Server
SRR R B
SRR R B

<€

XIFMETFAMERERY, BRANRMNERIEEERS EMEETET,

5.3 BRSSZFIHIMIENELS

FEUDPHIN AR SS AR infl & P IRBIBLRWSSL T, BEREZFIHSRSR, FRU—AREUDPIYE, (1R
LURRSS 2atmAn % A I BER RIS, TR AR X M=,

EENERS IR IRRIZIESR

1 1. fEEET
2 2. YIEERET
3 3. WEREE
4 4. XHAEEF
KRR ¢
1 int main(int argc, char* argv[])
2 {
3 // 0. gk
4 WORD wsVersion = MAKEWORD (2, 2);
5 WSADATA wsaData = {0};
6 WSAStartup(wsVersion, &wsaData);
7 // 1. BIEEET
8 SOCKET sSocket = socket(AF_INET, SOCK_DGRAM, 0);
9 if (SOCKET_ERROR == sSocket) {
10 printf ("EHEFECIEKK \n" );

UDPE FinI AR S5 2R imamAZ ot - 24
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16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
38
40
41
42
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}
else {

printf("EEFECIEMI\n" );
}

/] 2. BEEERT

sockaddr_in sockAddrInfo = {0}; // WAt
sockAddrInfo.sin_addr.S_un.S_addr = dinet_addr("172.16.176.5");
sockAddrInfo.sin_port = htons(2118); // imO
sockAddrInfo.sin_family = AF_INET; // Hihti&E#lse

int bRes = bind(sSocket, (sockaddrx)&sockAddrInfo,

sizeof (sockAddrInfo));

}

if (SOCKET_ERROR == bRes) {
printf ("EXRK!\n");
}
else {
printf ("S8ERINI\N");
}
/] 3. WEHIE
char recvBuf[100] = {0};
while (true) {
recvfrom(sSocket, recvBuf, 100, 0, NULL, NULL);
if (strlen(recvBuf) != 0){
printf("Recv Data: %s \n", recvBuf);
}
memset(recvBuff, 0, 100);
}
/] 4. XAEEF
closesocket(sSocket);
WSACleanup();
return 0;

FRLERTCPIMNFRND TIRZ MRS, HAELIEERFHIIMERSH M T SOCK_DGRAM, FATEFE T #—1
i recvfrom, XTERBZARKEEN, HEEOT

O wNRE

int recvfrom(

SOCKET s, /] EEF

char FAR* buf, // B, BEREBIERNEHRX

int len, /] BHAXKE

int flags, // EBEBERARINE, XNERITMEZEERR

struct sockaddr FAR *from, // HHBEH (A%, FHTTUEHEENULL) , sockaddr
LEMA

int FAR xfromlen /] WARHERASE (A%, BiTTUEZEENLL) ,

sockaddrEMERAN, FEXEREEALFIIAN

)

UDPE FinMl AR S5 88 tm4mi=oR g — 25
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5.4 B IRRIEHESE

THT, REHERERCERINBREZFHSLI, ENTEEMESR .
1 1. fEEET
2 2. WEREIE
3 3. XHEET
KRR ¢
1 int main(int argc, charx argv[])
2 {
3 // 0. ¥k
4 WORD wsVersion = MAKEWORD (2, 2);
5 WSADATA wsaData = {0};
6 WSAStartup(wsVersion, &wsaData);
7 // 1. BIEERET
8 SOCKET cSocket = socket(AF_INET, SOCK_DGRAM, 0);
9 if (SOCKET_ERROR == cSocket) {
10 printf ("EEFEIEEXK \n" );
11 }
12 else {
13 printf ("EHEFEICIZERII!\n" );
14 }
15 /] 2. AR
16 printf("Input: ");
17 char sendBuf[100] = {0};
18 scanf("%s", sendBuf);
19 sockaddr_in sockAddrInfo = {0};
20 sockAddrInfo.sin_addr.S_un.S_addr = inet_addr("127.0.0.1");
21 sockAddrInfo.sin_port = htons(2118);
22 sockAddrInfo.sin_family = AF_INET;
23 sendto(cSocket, sendBuf, 100, 0, (sockaddrx)&sockAddrInfo,
sizeof (sockAddrInfo));
24 /] 3. XAEET
25 closesocket (cSocket);
26 WSACleanup();
27 return 0;
28 }

ERSmEX, XEE—THEsendto, HiBAMT :

int flags,

// HEERABAIMNE, ZTEATMERT RN

1 int sendto(

2 SOCKET s, !/ EEF

3 const char FAR *buf, /] RENEIE

4 int len, /] RENEIEKE
5

6

const struct sockaddr FAR x*to,

// sockaddr ZEMIK, RNEXHBIBLIE

UDPE Fimll iR 2 23 imsm T2 4o - 26
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int tolen // sockaddr ZEHIKKE

5.5 TCPFIUDPHEYLLES
N TELETCPIMYFIUDPIMY iR =, FATRILURIESSFRIFEE R, HIRER MY R IEFEESY

GUEZE4: 1N
%
TCP
ubpP

= TR
(3 EIEE 18, B, RIEEH
(K3 Ve (K3 NI

5.6 SSIMim A s B AHWUR

HNNBEMET , FUDPHAFARFHMRSHER IR, FIEERERRN RN, FaX57, WERK]
KR in EABMUR B, H BER HEEREIBIERN A N closeRIBT & X HIEH

o~ UL WNBKE

int main(int argc, charx argv[])

{

// 0. ¥t
WORD wsVersion = MAKEWORD(2, 2);
WSADATA wsaData = {0};
WSAStartup(wsVersion, &wsaData);
/] 1. BIEEEF
SOCKET cSocket = socket(AF_INET, SOCK_DGRAM, 0);
if (SOCKET_ERROR == cSocket) {
printf ("EEFECIEEXK!I\n" );

3
else {

printf("EEFECIEMAII\n" );
3

/] 2. BEEERT

sockaddr_in sockAddrInfo = {0}; // Mt
sockAddrInfo.sin_addr.S_un.S_addr = dinet_addr("127.0.0.1");
sockAddrInfo.sin_port = htons(2119); // imH
sockAddrInfo.sin_family = AF_INET; // HhtF&EHISE

int bRes = bind(cSocket, (sockaddrx)&sockAddrInfo,

sizeof (sockAddrInfo));

if (SOCKET_ERROR == bRes) {
printf ("HEXK!\n");
}

else {
printf ("S8ERMINI\n");

UDPE FinMl AR S5 88 tmdmi=oRig — 27
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}

/] 3. WERHIE

char recvBuf[100] = {0};
char sendBuf[100] = {0};

sockaddr sockclient = {0};

sockaddr_in sockAddrInfoS = {0};
sockAddrInfoS.sin_addr.S_un.S_addr = 1inet_addr("127.0.0.1");
sockAddrInfoS.sin_port = htons(2118);
sockAddrInfoS.sin_family = AF_INET;
while (true) {
printf("Input: ");
gets(sendBuf); // XEFERT getsEHBEBEMRT scanf#l, RBENscanfEBIER

BEIENIHRIBE T 218, MASBEEEREENBIET, BATEERT

sendto(cSocket, sendBuf, strlen(sendBuf)+1, 0,

(sockaddr*)&sockAddrInfoS, sizeof(sockAddrInfoS));

recvfrom(cSocket, recvBuf, sizeof(recvBuf), 0, NULL, NULL);
if (strlen(recvBuf) != 0){
printf("Recv Data: %s \n", recvBuf);

}
if ((strcmp(recvBuf, "close")==0) || (strcmp(sendBuf, "close")==0)
{
break;
}

memset(recvBuf, 0, 100);
}
/] 4. FAEEF
closesocket(cSocket);
WSACleanup();
return 0;

UDPE Fim iR 2 23 imsm T2 4o - 28
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6 ZIEEZZEIERRAAE
6.1 BEEEIRRER

BERNTEMTRIS— M ERENRSHETESHN, BEEPmMEERHFA, RORE— 1 BEMs, (RE
—TEAXARAZRLERA, AEBMLL, AEBIE, SMX—RIEETMZERIEEZ/LVNREE
T BABEMREERRZE T FEXAJLNNEHIAMES ? XBE Y FEAEIGHNER.

Server

ClientHEBA

Client

6.2 L% ERE
ZIEEM AR EEFTEIENEE, FESINEPIEAURNE— RS S HITES,

DERCBEIZRRAE - 29
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mAY )
SEERMBR T ZEPIRSRSZEEHANRE, ERFEIEIFHNEE, SZ0EPmERIRE, RS

6.3 ZEEATEI

N IZSTLAIEL & ? XEMERMSE — M ZER R,

PSR
[B]5?

Server

Client Client

6.4 ZLATERTTEE

AT RS ERFEIENEE, XMRUFEERIZSEAIEZENBRARE, ISTEFRERFA 14, T4E
REMTREREFRERBR, MEEATBENESERXATFLRE,

SEEBEIZRRAE - 30
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EHFE— " ARAELIEFEER, EXESARERRAENIEHEE, ERSEFBERS.
R I BNEEIFERR, RELIKEFHENES
RR D SARARBRATE, TRHERELAR—EREE, FZ2ENRAREE ERAXT) -

6.4.1 SEPRURBRE

FdWin32BNERIZ 7 B L BABTH— N HIENEE, REAEA—IEE (BNREVRE— 4
), BLRIAUBIMERIEN AR, ARMFEFRRERER, BAZHFI3MCreateThread T
YRFMITIELERARERS (KEED .

1 DWORD WINAPI ThreadProc(LPVOID 1lpParameter);

2

3 int main(int argc, charx argv[])

4 {

5 // ©. ¥k

6 WORD wsVersion = MAKEWORD(2, 2);

7 WSADATA wsaData = {0};

8 WSAStartup(wsVersion, &wsaData);

9 /] 1. BIEEEF

10 SOCKET sSocket = socket(AF_INET, SOCK_STREAM, 0);

11 if (SOCKET_ERROR == sSocket) {

12 printf ("EERFEIGIEKXK ! \n" );

13 }

14 else {

15 printf ("EEFECIZERI\n" );

16 }

17 /] 2. BEEET

18 sockaddr_in sockAddrInfo = {0}; // a1t

19 sockAddrInfo.sin_addr.S_un.S_addr = dinet_addr("127.0.0.1");

20 sockAddrInfo.sin_port = htons(2118); // imH

21 sockAddrInfo.sin_family = AF_INET; // Husibi&#ISE

22

23 int bRes = bind(sSocket, (sockaddrx)&sockAddrInfo,
sizeof (sockAddrInfo));

24

25 if (SOCKET_ERROR == bRes) {

26 printf ("ZPEXRM I\n");

27 }

28 else {

29 printf ("EMINI\n")

30 }

31 /] 3. BREET

32 int 1Res = listen(sSocket, 1);

33 if (SOCKET_ERROR == 1Res) {

34 printf ("HITEKI\n");

35 }

36 else {

37 printf ("MSFAIAI\N") ;

38 }

39

BERCSHIEMARASR - 31
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/] 1B
while (true) {
/] 4. ERPEE
sockaddr_in acceptSockAddrInfo = {0}; // Mt
int acceptSockAddrLen = sizeof(acceptSockAddrInfo);
SOCKET aSocket = accept(sSocket, (sockaddrx)&acceptSockAddrInfo,

&acceptSockAddrLen);

if (INVALID_SOCKET != aSocket) {
HANDLE hThread = CreateThread(NULL, NULL, ThreadProc,

(LPVOID)aSocket, 0, NULL);

}

CloseHandle(hThread) ;
}
}

/] 7. XAEEF

closesocket(sSocket);

WSACleanup();
return 0;

DWORD WINAPI ThreadProc(LPVOID 1lpParameter) {

int ret = 1;

SOCKET aSocket = (SOCKET)lpParameter;

char buf[100] = {0};

/] WREE

do

{
ret = recv(aSocket, buf, 100, 0);
if (strcmp(buf, "close") == 0) {

break;

}
printf("Recv data: %s \n", buf);
send(aSocket, buf, strlen(buf)+1, 0);
memset (buf, 0, 100);

} while (ret != 0);

/] BTFERE (WD)

shutdown (aSocket, SD_BOTH);
/] RHAEEF
closesocket(aSocket);
return 0;

SEECBHIZRRAE - 32
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\Program Files\Bicrosoft ¥isunal Studioi\ByProje

Recv data: 123

Input: cloze Input: ccc
Recv data:
Input: _

DERCBEIZRRAE - 33
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7 ZiEE ZselectiREY

LERBREAZURENANERRE, ERAFUERT HEPHMERRENA—ERE, MESBIARS
HRAITE, FRABANTIUERselectiERR S RBEZER, HTNERAER.

7.1 T2 @selectiz Y

7.1.1 selectiREHYA R

selectiIF P X B RRIER, UMRTEMNELERAPREFACHEN, WTEMT, AR TtA A HKE
#, R, JERNH, EXRMEFENERNNEREFTIM (SOCKET) -

NFEEBIER, selectA NIEZEFEDIRNHEIIEMN (accpetE®y) , UMBREMMEVER ; BATLIMNIES
EEDERNEEIERN (recv. sendBi®) , tREBAIUEXHBRERE,

A AU

A 5 e v
select . . . .

7.1.2 selectiEfY 845
selectiRELZHESBEINT !

1. JSFRBE M socketZE# — Nk
2. BidselectEIBEFsocketH, BRREBME (A%, AJF) Bsocket/BliH S — 1A
3. MFEABMRAYsocketEEE 401

7.1.3 selectB#k
selecti@ B PR LR 2 IAR T selectX Nk, HiEZEMT -

1 int select (

2 int nfds, // B0

3 fd_set *readfds, // WAREHEESE, KE/HHOI%ENsocket
4 fd_set *writefds, // WARHEEASE, KE/MHEATENsocket

ZiEREZselectiERY - 34
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5 fd_set *exceptfds, // HWABEEESE, KE/HHsocket LR EEIR

6 const struct timeval *timeout // struct timeval&EMiE, HRAZEEIE,
socket’REMMNEY, EEFHHYE

7 )

ZERHNERMERNHER. AJERNsocket, ERNREERXLE :

1 0: IEEHFREANEEsocketlf, continue{T F—X&E
2 AF0: Hsocketli
3 SOCKET_ERROR (2) : KiZFHEiR

BT FBETBXNEEUN, BNTUBERERRR—Md_setEME, HINERETB—TXNEMEFIL
TERANR.

7.1.4 fd_set&5¥9{k
fd_set@ PR socket VSR, ERINBER T, ©EILAZE647 socket :

1 #ifndef FD_SETSIZE

2 #define FD_SETSIZE 64

3 #endif /x FD_SETSIZE x/

4

5 typedef struct fd_set {

6 u_int fd_count; /] SFitHEE

7 SOCKET fd_array[FD_SETSIZE]; // T#MISOCKETHY%KLH
8 } fd_set;

INR(RABET Z Msocket, FJLLBTEwinsock2.h3kEFIERE, L— 1 EANE :

1 #define FD_SETSIZE 128
2 #include <WinSock2.h>

select R MERILN, HZBIsocketTHERMBIE, ERFHEA, FAMURXMRERES/NAFEERD
[, MiZzBESEFE—1TEERNK/).

7.1.5 PAMRVEd_sethIR 1R

BER {EF (R¥]

FD_ZERO & FifsocketEESER FD_ZERO(&clientSockets);

FD_SET ﬁ‘xﬂﬂ_/l\SOCket(ﬁﬁgfﬂﬁj(/J \;FE' FD SET ( socketListen 5
RIF) -

&clientSockets);

ZiEEselectiER - 35



#IER 1Em

MEEFRIBRIEER socket—E &
close, FEhFEM

FD_CLR

EiflsocketeBEESH, FEER
Elo, FER[EIFE0

FD_ISSET

7.2 EFRBRE
Hffselect B ALTIBET RFBENA] :

EAEEIRIZEIR - MERE

(¥

FD_CLR(socketListen,
&clientSockets);

closesocket(socketListen);

FD_ISSET (socketListen,
&clientSockets);

1 int main(int argc, charx argv[])

2 {

3 // 0. ¥k

4 WORD wsVersion = MAKEWORD (2, 2);

5 WSADATA wsaData = {0};

6 WSAStartup(wsVersion, &wsaData);

7 // 1. BIEEET

8 SOCKET sSocket = socket(AF_INET, SOCK_STREAM, 0);

9 if (SOCKET_ERROR == sSocket) {

10 printf ("EEFEIEEXK ! \n" );

11 }

12 else {

13 printf("EHEFEICIZERII!I\n" );

14 }

15 /] 2. BEEET

16 sockaddr_in sockAddrInfo = {0}; // Rt

17 sockAddrInfo.sin_addr.S_un.S_addr inet_addr("127.0.0.1");

18 sockAddrInfo.sin_port = htons(2118); // ImH

19 sockAddrInfo.sin_family = AF_INET; // HilbFeiIsE

20

21 int bRes = bind(sSocket, (sockaddrx)&sockAddrInfo,
sizeof (sockAddrInfo));

22

23 if (SOCKET_ERROR == bRes) {

24 printf ("4EEXM ! \n");

25 }

26 else {

27 printf ("EBERINIAN") ;

28 }

29 // 3. BREET

30 int 1Res = listen(sSocket, 5);

31 if (SOCKET_ERROR == lRes) {

32 printf ("HEIFEKI\n");
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}
else {

printf ("SIFEINI\N");
}

fd_set fdSocket; // EX
FD_ZERO (&fdSocket); // #Aa1L
FD_SET(sSocket, &fdSocket); // FHHmIRFEZHREIEN socket IAEEH

while (true) {
fd_set readfds = fdSocket; // EXFEMES
fd_set writefds = fdSocket; // EXAIEMES
// fd_set exceptfds = fdSocket;

/] FKElselectEEAVKEE
int iRes = select(0, &readfds, &writefds, NULL, NULL);
// WIRREERFoNMRARFELMN. $FRMNER, BEAT
if (iRes > 0) {
/] BATIEES, B8 socketkixHello
for (u_int i = 0; i < writefds.fd_count; 1i++) {
send(readfds.fd_array[i], "Hello", 6, 0);
}

/] BAEEES
for (i = 0; i < readfds.fd_count; 1i++) {
// tRsocket HEHFIRS AR EIEN scoketM#H AacceptERFER
if (readfds.fd_array[i] == sSocket) {
sockaddr_in s = {0};
int 1 = sizeof(s);
SOCKET aSocket = accept(sSocket, (sockaddrx)&s, &l);
if (INVALID_SOCKET == aSocket)
{
continue;
}
FD_SET (aSocket, &fdSocket);
// inet_ntoaIREXIP
printf("Accpet Client IP: %s \n",
inet_ntoa(s.sin_addr));
/] MARFZE, MHABBER
1} else {
char buf[100] = {0};
int iRecv = recv(readfds.fd_array[i], buf,
sizeof (buf), 0);
// FIErEBCE RANRENE, KFoMRRZFVRKI.
if (iRecv > 0) {
printf("Recv: %s \n", buf);
/] BURXAERE. XHAEET
1} else {
SOCKET tSocket = readfds.fd_array[i];
FD_CLR(tSocket, &fdSocket);
shutdown (tSocket, SD_BOTH);
closesocket(tSocket);

ZIEEZ selectiE )
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84 }

85 }

86 } else {

87 continue;
88 }

89 }

90

91 closesocket(sSocket);
92

93 WSACleanup();

94 return 0;

95 }

L

Accpet Client IP: 127.8.8.1
Accpet Client IP: 127.8.8.1
laccpet Client IP: 127.8.8.1

5
Input
Recv data: Hello

Input:

Recv data:
Input:

Hello

EAEEIRIZEIR - MERE
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8 BHYIIEMN+

INRIREBHMLEZH S, BRRBENEREMZNZWIMF, BAMRRBIEXTWFREXER, FIUEE
TRLEHYIEMFHREUE X 2.

HAEBAEEWiIndowsiBFRF L, BATRBENEERERFEGTROARA, RAXMSRIEHAKT, K
MNEEERRIERFEEZEIWindows R EIFHIE, EXERIMERRIBFWinPcapE,

8.1 WinPcap/T48

WinPcap(Windows Packet Capture)@Windows¥F& F—1MREN. NHIE, FEWinPcapXPNIEBE T
FAWin32 ApptREin IR MK EFERIEE .

8.1.1 FHIhEE
WinPcap & FRYTHEEM] TR -

1. HRRGEEES, TLERARROVRN, EEEEMIREHEEN) LEITIRE ;
2. ERIRSRXERENAREFA, RIEAFPEENRNTIEEIES ;

3. FERHIEETMELXHE ;

4. WEHFITMERERE R,

8.1.2 THESME

WinPcapFEH R EWindowsRZEBHH, MERANNHALERLIFH, FHNTAIMUMX MHIUEETE | https://
www.winpcap.org/archive/4.0.1-WpdPack.zip, BIR{REETFVC6eEERIIIE, 5EHFE>=4.0.19hRA,

THTRZER—TESRESE, TENMZLbMIncludeXFE N MR :
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docs
Examples-pcap
Examples-remote

Include

Lib

WS

TN G K IZREF, 7EVC6HFTHTools-Options, EAR N ERPAIERE :
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Tools Hindow Help
Sowrce Browser. .. ALt1F12

[lese Seurce Browser File

)1 ¥isual Component Manager

A Register Control

A Error Lookup

A hetiveX Control Test Container
A% OLE/COM Dbject ¥iewer

A Sprt

A MFC Tracer

Customize. . .

ﬂ Hacro. ..

Becord Guick Macre Ctrl+Shift+R
Flay Buick Macro Ctrl1+5hift+P

8.2 LIRLIERE
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21x]

Editor | Ta

bs | Debug | Compatibility | Build | Directories | Suurcr‘; EE

Platform: Show directories for:
|win32 | | |Library files =
Directories: FI S S 2

C:\Program Files\Microsoft ¥isual Studio\¥C98\LIB
| C:AProgram Files Mlcrusuﬂ Vlsual StudiCSBMFCLIB

Editor | Tabs | Debug | Compatibility | Build Directories | Source ]3]

Platform: Show directories for:
[win32 = | [include files =
Directories: Hi M I 2

C:\Program Files\Microsoft V¥isual Studio\VC98\INCLUDE
C:\Program Files\Microsoft ¥isual Studio\VCIB\MFCAINCLUDE

CADocuments and Settiy

£ E\WinPcaplinclude]

rgsiadministratory

0K I Cancel

ETRENMEERAZXNY BESEHREYIEMNFOEXER, BARNEELTLHMEXH

A OWN PR

#include <WINSOCK2.H>
#include <pcap.h>

#pragma comment(lib,
#pragma comment(lib,

EERINEEETHEFMNER S pcap_findalldevsEFEWIEMEE R, H
www.winpcap.org/docs/docs_412/html/) :

"wpcap.

int pcap_findalldevs (

pcap_if_t x* alldevsp,

Yy /) BATRIREG, KKuE[E]-1

T EFIRRX N

Mk, FIAIUER, K EMREM IR REZER,

"ws2_32.

1

2 /] WESH, XR— 1 "4H&IsH,
3 char x errbuf // WHBH, WITRKVEIR n,uﬁﬁﬂlﬂlﬁ?qﬂ:
4

lib™)
Lib")

BEENT (BEEAFM : https://

E X ER— R

— MBI EInextAk

G, — 1B IMEXRAaddressesil ATEFHInextpl & :
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peap_findalldevs (_out pcap_if t *+)iEE—-MgFELIE4H

b d= Bl
TAT RT3

ZE0. REGEE-1

HEIR ik

pcap_if_t >pcap_:i.f_1: chap_:i.f_t

peap_if #next ———— pcap if ¥next ———  peap_if *next[NILLESETEE]
S RESUEIRE— ¥ char name char #nsze char e
1. ALIFEREMER

char *description char *deseription char *description

pcap_addr *addresses peap_addr *addresses peap_addr *addresses

bof_u_int32 £lhes bpf_w_int32 flacs bof_u_int32 flaes

A4 v

pcap_addr pcap_addr pcap_addr

S FEERI L HIESZ IR, 7 £ pcap_addr *nemt; pcap_addr *nemt;

F—HE— M IPEP T IR
— i E1alF, RUFIRBEXER

poap_addr #naxt; pcap_addr ¥next; pcap_addr *next;

sockaddr sockaddr sockaddr

BABATAILARIEX M AR ERERNFHER

O owo~NOUuh WNBE

I
= o

12
13
14
15
16
17
18
19
20
21
22
23
24

int main(int argc, char* argv[])

{

pcap_if_tx alldevsp NULL;
pcap_if_t* tmpdevsp = NULL;
char errbuf[PCAP_ERRBUF_SIZE] = {0}; // $HiREE
int iRet = pcap_findalldevs(&alldevsp, errbuf); // FEUE[EE
if (iRet == 0) { // 2SO
tmpdevsp = alldevsp;
/] BHREMF
do {
printf("Name: %s\nDesc: %s\n", tmpdevsp->name, tmpdevsp-
>description);
pcap_addr* tmpaddr = tmpdevsp->addresses;
// TBEHE
do {
sockaddr_inx 1dipaddr = (sockaddr_inx)tmpaddr->addr;
printf("IP: %s\n", inet_ntoa(ipaddr->sin_addr));
} while (tmpaddr = tmpaddr->next);

printf("===================================\n\n") ;
} while (tmpdevsp = tmpdevsp->next);
1} else {
printf("pcap_findalldevs error: %s \n", errbuf);
}
pcap_freealldevs(alldevsp); // BRER
return 0;
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9 FRIGEHE L RIIREN S FTH]

RisgiEe R Eicss (B, ELM-FEaI LR AERER) #E), RESIEMLENS,

9.1 FRELERCER ERIEHED

REGEECE: LIRS, —HBWT/INTE !

. BHERRES, HEIFEHIANERRS (pcap_findalldevsEE)
. FIFHEERIERDLRS (pcap_openiEE)

. XHANERCES, BHAIR (pcap_freealldevsi#)

. IRERNAERK T REREIES (pcap_loopE#)

. RELHARFH TN RS I8

a ph wWwN =
a p»h WN

pcap_openEFHEE :

1 pcap_tx pcap_open(

2 const char xsource, // EHTHBEEHRRF

3 int snaplen, // HWHFEEHKE (TCPENRAKER1460FT, UDPENIE65535FT)

4 int flags, // XEMBIREMVEEFERX, HINFEMSTEREREMESER, 51
HEtruefaILL

5 int read_timeout, // EEUEBEIEYE, XEAUEZEENILL, FEE

6 struct pcap_rmtauth *auth, // 3AIE, pcap_open

7 char xerrbuf // $iREE

8 )5

pcap_loop EEIE L

1 int pcap_loop(
2 pcap_t *, // pcap_openiZ[EfIiEEt
3 int, // 1o
4 pcap_handler, // EIEKEK
5 u_char % // 1ENULL
6 )
-
8 int pcap_loop (
9 pcap_t * p, // pcap_openiZ[EfIiEEt
10 int cnt, // 1BO
11 pcap_handler callback, // [EIAE#
12 u_char * user // AFEEXAR
13 )
ElERRE

1 typedef void(x pcap_handler) (u_char *user, const struct pcap_pkthdr
*pkt_header, const u_char *pkt_data)

[RIREIECIRVIRER S4THD - 44
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3 void pcap_handler(

4 u_char *user, // APEXWEE, S THRIENWIRES, EXNNTF pcap_dispatch
# pcap_loop E#HIuserBE

5 const struct pcap_pkthdr xpkt_header, // £M{AIgs, RS EIESE X BX
Bk (REWEk)

6 const u_char *pkt_data // 5%, EEELSUEEHKIE, SIEMNk,.

T

XEEE-—TEGE, HNFBREE-—TENRRZAZMA

1 struct pcap_pkthdr {

2 struct timeval ts; /] BIRSHEIRAAT B2
3 bpf_u_int32 caplen; /] WRBEWKE

4 bpf_u_int32 len; /] ENTEHKE

5 };

B—THRR— M EMKtimeval, BITT#, XEABIR, B5B=1TK5, BIENZE—HFHKR), B
BRREHRRIBIESNKES KGN RKESHA (BIEEX)

9.2 EHECARAVESIRI
B%, SEBWEMDESHIEES, RENEAEXYE, TLUKFERELTMENMED, e
FRELECH.

9.3 L IBREE
ELFAERBZE, BIRBESSpcap kX HZHE—NE

#define HAVE_REMOTE

#include <WINSOCK2.H>

#include <pcap.h>

#pragma comment(lib, "ws2_32.11ib")
#pragma comment(lib, "wpcap.lib")

XERENBANEFEERE pcap_openXNEH, RBEXTRNER, FRAFTEX T X PNEBEIKAXHE, X
MEATAI U M pcap. h kX HHEEF]

aua b wnN =

[RIEIECIRVIREN S 4THD - 45



/* Includes most of the public stuff that is needed

EAEEIRIZEIR - MERE

HAVE_REMOTE

for the remote capture */
#include "remote-ext.h
#tendif  /* HAVE_REMOTE| */

4P remote-ext.h pcap.h

414

#®E, iR

17
18
19
20

21
22
23
24
25
26
27
28
29

pcap_t |( char *source, int snaplen,

int flags, int read_timeout, struct pcap_

auth, char *errbuf);
RIRRFZS KRB AR

rmtauth

void Mypcap_handler (u_char *user, const struct pcap_pkthdr xpkt_header,

const u_char xpkt_data);

int main(int argc, charx argv[])
{
pcap_if_tx alldevsp = NULL;
pcap_if_tx tmpdevsp = NULL;
char errbuf[PCAP_ERRBUF_SIZE] = {0}; // FBIZER
// 1. BHiEkes

int iRet = pcap_findalldevs(&alldevsp, errbuf); // FEUR[EE

if (iRet != 0) {
printf("pcap_findalldevs error: %s \n", errbuf);
}
tmpdevsp = alldevsp;
do
{
printf("Name: %s \nDesc: %s \n================\n\n",
>name, tmpdevsp->description);
} while (tmpdevsp = tmpdevsp->next);

/] 2. FTFIEEREHACER
pcap_tx pcap = pcap_open("\\Device\

\NPF_{C7CO5FAA-6043-4EB3-9059-329655AC6FBO}", 65535, 1, NULL,

errbuf);
if (!pcap) {
printf("pcap_open error: %s \n", errbuf);
}

/] 3. XHAEECER
pcap_freealldevs(alldevsp);

/] 4. HEIREHES

tmpdevsp-

NULL,

[RIGEIECIRVIREN S 4THD - 46
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46

47
48
49
50
51

52
53
54
55
56
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59
60

61
62
63
64
65
66
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pcap_loop(pcap, 0, Mypcap_handler, NULL);
return 0;

}

void Mypcap_handler (u_char *user, const struct pcap_pkthdr xpkt_header,
const u_char xpkt_data) {

/] 5. REETERLH

struct tm xltime;

char timestr[16] = {0};

time_t local_tv_sec;

// TR R BE IR A AT IR AN AR

local_tv_sec = pkt_header->ts.tv_sec;

ltime = localtime(&local_tv_sec);

strftime(timestr, sizeof timestr, "%H:%M:%S", 1ltime);

printf("Time: %s, Caplen: %d, Len: %d \n", timestr, pkt_header-
>caplen, pkt_header->1len);

/] RIESH, BIZMBESNEIANFHIAEBMACHILE, S NFHRELDFHIUR
TREIMACHINE, PRATEX B

u_char dstMac[6] = {0};

for(int i = 0; i < 65 i++) {

dstMac[i] = *(pkt_data+i+0);

}

printf("Dst Mac: %02x:%02x:%02x:%02x:%02x:%02x \n", dstMac[0], dstMac[1]
, dstMac[2], dstMac[3], dstMac[4], dstMac[5]);

u_char srcMac[6] = {0};
for(i = 0; i < 6; i++) {
srcMac[i] = *(pkt_data+i+6);
}
printf("Src Mac: %02x:%02x:%02x:%02x:%02x:%02x \n", srcMac[0], srcMac[1l]
, srcMac[2], srcMac[3], srcMac[4], srcMac[5]);

// pkt_data GHERTFEZIENAGFEMLL, RIMRIESLFFHRAKE BRI REGTE
iR
printf("\nData:\n----------—-———-———-———- \n");
for(i = 0; i < pkt_header->caplen; i++) {
printf("%x", pkt_datal[i]);
}
printf("\n-----—---—--——-————————- \n");
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1
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AAGEEIRIZELR -

PrLiLry vsL rdu . Ja
for{int i = B8; i < 6; i++)
i ﬂZ:?%TTEWmEUE?Mﬁ“Id hnRiBiE T ) 2

printf{%ezx",

} “Device \NPF_{C?CASFAA-6A43-4EB3-920859-3292655AC6FBA>

printf({"\nSrc Mac: UMware Accelerated AMD PCHet Adapter (Microsoft’s Packet Scheduler>

Ford{i = 6; i € 12;
printf(%02x", “Device“NPF_{23FAD81D-n2BA—4CES—9BEB-7678174552E8>

3 Microsoft

/4 pkt_data #5H-EF
pr1ntF("\nData \n—— Time: 21:48:33. Caplen: 73. Len: 73

8; i < pkt Dzt Mac: 3e22fh3c?864

for{i =
ISrc Mac: PBBRc29c@3f57

printf{"%x", p

printf{"\n-—-----—-
3e22fb3c?064B0c27cB3f 578045003 baf63008011d326ac18bB5aclBhB

-

J LY Captrustdapter.cpp |Eﬂ Dis:

gned

+ L g

TR S\syste 32

#@8-ac-29-CA-3F-57
Yes
Yes

Physical Address.
Dhcp Enabled. . . .
Autoconf iguration Enabled

= ERETE

IP Address. . . . . 172.16.176.5

Subnet Mask . . .
Default Gateway -

aee6 86874 AC 18

OORAGOFF OA OO0

255.255.255.8
172.16.176.1 | ‘l‘“

M LRiZ
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10 MACTIZERY S MACEBYBET

10.1 MACTHZE#:

FL—E, FNARBSFREE T REEIESFEBRENBIMACIEANRENBIMACHLE, X725 56F
T, BE2FHRTER, MEXRMZ14FT, HAIFZAIMACHILEH

6 Byte 6 Byte 2 Byte
DestinationMAC SourceMAC Type

M?CE%ﬁiﬁﬁéﬁﬁ)EE@ﬂﬁ¢¥)%z—, N EERB2 N FER RS HFHIETE FTH—FHMEE NI 2EE
BI40 : 1P, ARP) o

BATAI LU IREGEACER L RIn RS, AR MIMIERBIMACIEEY, K2R AN UEZMNMER
BEHMEBMINHIES, XMEEINZZRRER—E—EEMR, PRUAMACHIEEAIN 27T & ImHvfL
B

10.2 Wireshark3\a f24fr

FATAI LB WiresharkEHel, FEEEZFE—T 2 BAMAIUERXFH— 1L

4 Ethernet II, Src: IntelCor_af:18:0c (8c:a9:82:af:18:0c), Dst: Hiwifi 30:d5:7c (d4:ee:07:30:d5:7c)
b Hiwifi 30:d5:

5 5"-_{?.':"3 ar:loelidc
0 -
0

dd ee @7 30 A5 7~ 8c a9 82 af 18 Oc 98 ©c 45 0
00 28 21 12 40 00 40 vo dl bY cb ao c/ 68 Be d
bl 25 2e 92 01 bb 95 78 88 6d 94 84 4f 22 50 1
10 0a 26 72 00 06

MACHIIZEM) EMAC S BIRRAT - 49
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11 IPMIZ5HE 5 1P B ARAR

ETRENFEEMIPMEN, MBNVEEMXTEGNIE, REMEMINHIERNZITMMACHTRE :

6 Byte 6 Byte 2 Byte
DestinationMAC  SourceMAC Type HAth #cdg

AU RERIPE, AT REZARPH,
A R AR R B B

IPv4: 0x0800
ARP:0x0806
PPPoE:0x8864
802.1Q tag: 0x8100
IPv6: 0x86DD
MPLS Label:0x884

N EEFR, FANIBIPMEEEMEIED, FHIARIEMACHIAY R 525 TIHERT H EL R T B9 mIx K 2 b,

11.1 IPMRZEAS
N TEFEIPIEY, B2 RHEMNN, RNEBITA -
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. A | sfupsRE 166 B K ETHER
MUIRRT [ ot e (TOS)
164i#RIR %ﬁz 13(ER BT
B{X‘ZEﬁE{“\E—J -‘-, MY a M5O
(T1L) 8NLtMY 164U & SRR 38 F0

32 (EIPHENE

323 B HIPHE4E

®IN (ARA)

HIHE.

HARRRMOTF ©

1.

2.

w

R © BRAR G T 400, BARFJAIZMMYEBHEIB—TRARNIP, HEMRANIPFEEHITEE, —MRIta
HIEH4, RRIPV4 ;

BELKE | ZFERAOAMRT, RABNPIRXILHNKE, XENKERTESVDDNEA, 178
fIB4F T, MKENNRTFZIPIRXALA/NAIFT ; BFCEEIZ#E1200000-1111 (+3##H1EK
0-15) , HPF—PBRNKERNIET, SAKERNOFET, —#RFHLIAMEN0101, RTFLEERN20
FH

REAER (Tos) : ZFERASMIERT, ZFER—MBERLTAER ;

SEEFTH | ZFERRTENMNPRXHKE, XBENKEURTEZONEM, 1MNEMNRIFET, &
RANRKFTHA2M6-1=65535FT1, FTHTHEEENMTURRSI, Bid1480FRHEMamoE (UK
MIMTUA1500091ER T, FRE20FT[RIEK)

iR | ZFERERIPREHRMNMRBEEFEN, ZFERNENARATEZHFNERFESM&EN, m
REIPHEUE, BRIFMRABE—ERDERN, AEIPHERNESR ;

& ZFRESIPHERE XN, ERE=1, BERERMEBENRN, 25/AMF. DF. MF ; MFRT~GE
HEEXEERER, N1k, RAEEEEDE ; DFRTNEGREDER, NORTAUDE ;

BRE . ZFRESIPHERE, HNMNIPERESNIPERNALIE ;

47E00E (TTL)  ZFERRTEEFEAE, ZEL80, IPPREEYT— 1 KRHSZER—, EWENZE
ATBHIERREBIFE, BREHTEAIMNE, WindowRFAEIAS128 ;
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9. ¥ : ZERTLEMNMIN, &8fiI, EFIRRICMP. 2KRRIGMP. 6KRRTCP. 17XRTUDP. 89FKR
OSPF ;

10. BEPREN | ZERNENMIBESNELH#ITHRE, Hi16fI ;

11. RMEHERD B AOdbhl | RRAXIPERRGRIBEMIP, 2353211 ;

12. ANERERS | —ERHHNERSMEXTED, —RERTERARIEXNFEN ;

13. #dRE.

RELT #—TEIA], HIEBXENEEFR

1. hR&

2. BEKE
3. BKE
4, iy

5. JRIP

6. BEyIP

AR MKERNFRNFNRENASNFIFEARA—FN, FAUERRIMEREIE—T.

11.2 Wireshark3T G &4
BATRILLUE E WiresharkE=INE, HEEEFE—TEERFRAIUERIXEN—NER -

4 Internet Protocol Version 4, Src: 192.168.199.104, Dst: 61.144.175.17
0100 .... = Version: 4 ]
. 0101 = Header Length: 20 bytes (5)]
» Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 50
Identification: @x165f (5727)
> Flags: ©x00
Fragment offset: ©
Time to live: 64
Protocol: UDP (17)
Header checksum: @xefa9 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.199.104

0000 07 30 d5 7c 8c a9 82 af 18 Oc 08 00 45 O
0010 16 5f 00 00 40 11 ef a9 cB a8 c7 68 3d 9
0020 30 39 76 fe 00 1le 18 95 ed 17 f4 67 a@ de
0030 ee 64 58 36 9c 91

B, BATRILAREMNAIAL, RERFEEN.

11.3 LB ERE

KIRRERENT, EREABHNIEPAETIEREE14FRIPRXHER !

1 void Mypcap_handler (u_char *user, const struct pcap_pkthdr xpkt_header,
const u_char xpkt_data);

2
3 int main(int argc, charx argv[])
4 {

IPMiZER) 5 1P RVERAT - 52
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pcap_if_tx alldevsp = NULL;
pcap_if_tx tmpdevsp = NULL;
char errbuf[PCAP_ERRBUF_SIZE] = {0}; // $HiRER
// 1. BHiEkes
int iRet = pcap_findalldevs(&alldevsp, errbuf); // FEUR[EE
if (iRet != 0) {
printf("pcap_findalldevs error: %s \n", errbuf);
}
tmpdevsp = alldevsp;
do
{
printf("Name: %s \nDesc: %s \n================\n\n", tmpdevsp-
>name, tmpdevsp->description);
} while (tmpdevsp = tmpdevsp->next);

/] 2. FIFHEENEECEE

pcap_tx pcap = pcap_open("\\Device\
\NPF_{C7CO5FAA-6043-4EB3-9059-329655AC6FB0O}", 65535, 1, NULL, NULL,
errbuf);

if (!pcap) {
printf("pcap_open error: %s \n", errbuf);

}

// 3. XRHAEECES
pcap_freealldevs(alldevsp);

/] 4. FREUES
pcap_loop(pcap, 0, Mypcap_handler, NULL);
return 0;

}

char* MyStrCpy(char* oStr, int index, int number) {
char* tmpStr = oStr;
char*x resStr = (charx)malloc(number);
for (int i = 0; i < number; i++) {
*(resStr+i) = x(tmpStr+(index+i));
}
return resStr;

}

void Mypcap_handler (u_char *user, const struct pcap_pkthdr xpkt_header,
const u_char xpkt_data) {

/] 5. REETERLH

struct tm xltime;

char timestr[16] = {0};

time_t local_tv_sec;

// TEEEIEFE IR AL R IR A IS T

local_tv_sec = pkt_header->ts.tv_sec;

ltime = localtime(&local_tv_sec);

strftime(timestr, sizeof timestr, "%H:%M:%S", ltime);
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printf("Time: %s, Caplen: %d, Len: %d \n", timestr, pkt_header-

>caplen, pkt_header->1len);

pr'i ntf("::::::::::::::::MAC::::::::::::::::\n") ;

u_char dstMac[6] = {0};
for(int i = 0; i < 6; i++) {
dstMac[i] = *(pkt_data+i+0);
}
printf("Dst Mac: %02x:%02x:%02x:%02x:%02x:%02x \n", dstMac[0], dstMac[1]

, dstMac[2], dstMac[3], dstMac[4], dstMac[5]);

u_char srcMac[6] = {0};
for(i = 0; i < 6; i++) {
srcMac[i] = *(pkt_data+i+6);
}
printf("Src Mac: %02x:%02x:%02x:%02x:%02x:%02x \n", srcMac[0], srcMac[1l]

, srcMac[2], srcMac[3], srcMac[4], srcMac[5]);

u_char type[2] = {0};

for(i = 0; i < 2; i++) {
type[i] = *(pkt_data+i+12);
}

printf("Type: ");
if (type[0] == 0x08) {
if (type[l] == 0x00) {

printf("IPv4\n");
printf("\n================]P================\n") ;
u_char versionAndHeaderLen = *(pkt_data+14);
u_char version = versionAndHeaderlLen >> 4; // hR#&
u_char headerLen = versionAndHeaderlLen << 4;
headerLen = headerlLen >> 4; // BEKE
u_char realHeaderlLen = headerLen * 4;

if (version == 0x04) {
printf("Version: IPv4 \n");
}
printf("HeaderLen: %d(%d Byte) \n", headerlLen, realHeaderlLen);

u_char allLen[2] = {0};
for (i = 0; i < 23 i++) {
allLen[i] = *(pkt_data+i+14+2);
}
/] FohFTEREIR
u_short resLen = 0;
u_charx tmpLen = (u_charx)&resLen;
tmpLen[0] = allLen[1];
tmpLen[1] = allLen[0];
/] BT B
// u_short resLen = ntohs(x((u_shortx)allLen));
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103 printf("AllLen: %d Byte \n", reslLen);

104

105 u_char protocol = *x(pkt_data+14+9);

106 switch (protocol) {

107 case 1:

108 printf("Protocol: ICMP \n");

109 break;

110 case 2:

111 printf("Protocol: IGMP \n");

112 break;

113 case 6:

114 printf("Protocol: TCP \n");

115 break;

116 case 17:

117 printf("Protocol: UDP \n");

118 break;

119 case 89:

120 printf("Protocol: OSPF \n");

121 break;

122 }

123

124 u_char srcIP[4] = {0};

125 for (i = 0; i < 4; i++) {

126 srcIP[i] = *(pkt_data+i+14+12);

127 }

128 printf("Src IP: %d.%d.%d.%d\n", srcIP[0], srcIP[1], srcIP[2],
srcIP[3]);

129 u_char dstIP[4] = {0};

130 for (i = 0; i < 4; i++) {

131 dstIP[i] = *(pkt_data+i+14+16);

132 }

133 printf("Dst IP: %d.%d.%d.%d \n", dstIP[0], dstIP[1], dstIP[2],
dstIP[3]);

134 printf("\n================JP================\n\n");

135 } else if (type[l] == 0x06) {

136 printf ("ARP\n");

137 }

138 }

139

140 }

IPIZER) 5 IPELAYERRT - 55



, Pz |

EAEEIRIZEIR - MERE

Hiht (oo |£_$L| http:fwww. microsoft

.comfizapifredir. dl17prd=iedpver=Fdar=msrhome

BHISEE:

#F b4

& HEom @ F-nw -

|»

LIZ\ E oiNg”

P B AR HE SRt

Hek 1232k
BRERESE
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BANETRIPAREHR, RMMACEHAR, BABEHN]TRTCPEBFRENPE LR, BRKNMEED
BENPaZRBUERMATCP/UDPE, BAEX M IERRE T AN, MEEIIPMEHINNFER, &
EFETCP/UDPEHIENIA/), MBEED S KEREEHKERIG
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e | 408 | stmsxm 16 KEFTH
WIBF Vi | (Tos)
16fiLi7IR o 13RLERRHS
B A1) . o
(T1L) 8LtIX 163 & B IR
32fiRIPHEhE
32fir B HIPHt

®EI (ARA\)

...

12.1 TCPHniZE#s
TCPIZEMI AN FEFAR «
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5% 0 (source port) H#% O (destination port)

%)% (sequence number)

#\ 5 (acknowledgement number)

(data offzet) (reserved) % 5 z z 2 5 # £ (windows)
¥e3eH (checksum) % 28§ (urgentpinger)
%I (option) K% (Padding)
$iE (data)

XEHIMTES, BRITKENIE, HNRTE-T/LTERR :

RimO L RXS N AR N NSO

BrvRO | BN ARERMN MO ;

FHS ¢ ITENEEXER 7L T, MR seq ;
HiAS @ XTENETHEIT, mERHIPRTack ;

"% | XPORELTFRNNPHEEFREEKE, 1T BM4FT ;
6. HO : BMKEONA/), RRERIHRHZEZNFH.

MK LR EERFERINT ¢

1. RO
2. BRYIwO
3. R%

o=

12.2 WiresharkiMa 554

AT LGB WiresharkEH e, FEEEZFE—TLBRAMAIUBRXFN—PEN -
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| 4 Transmission Control Protocol, Src Port: 10270, Dst Port: 443, Seq: 2, Ack: 1, Len: @
Source Port:}1027

en: 0]
Sequence numbgr: 2 (relative sequence number)
number: 1 (relative ack number)
1 20 bytes
> Flags: 0x014 (RST, ACK)

Vlalelell g value: @

00 28 5: ea 40 00 40 06 9d d8 c@ a8 c7/ 68 e d

0e2e
I 0ese

12.3 SEPRfCEERE

1 int main(int argc, charx argv[])
2 {
3 pcap_if_tx alldevsp = NULL;
4 pcap_if_t* tmpdevsp = NULL;
5 char errbuf[PCAP_ERRBUF_SIZE] = {0}; // $HiRER
6 // 1. BHEACE
7 int iRet = pcap_findalldevs(&alldevsp, errbuf); // JKEUE[EE
8 if (iRet != 0) {
9 printf("pcap_findalldevs error: %s \n", errbuf);
10 }
11 tmpdevsp = alldevsp;
12 do
13 {
14 printf("Name: %s \nDesc: %s \n================\n\n", tmpdevsp-
>name, tmpdevsp->description);
15 } while (tmpdevsp = tmpdevsp->next);
16
17 /] 2. FIFHEENEACEE
18 pcap_tx pcap = pcap_open("\\Device\
\NPF_{C7CO5FAA-6043-4EB3-9059-329655AC6FB0O}", 65535, 1, NULL, NULL,
errbuf);
19
20 if (!pcap) {
21 printf("pcap_open error: %s \n", errbuf);
22 }
23
24 /] 3. xHALBEECER
25 pcap_freealldevs(alldevsp);
26
27 /] 4. FREEES
28 pcap_loop(pcap, 0, Mypcap_handler, NULL);
29 return 0;
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}

char* MyStrCpy(char* oStr, int index, int number) {
char* tmpStr = oStr;
char*x resStr = (charx)malloc(number);
for (int i = 0; i < number; i++) {
*(resStr+i) = x(tmpStr+(index+i));
}
return resStr;

}

void Mypcap_handler (u_char *user, const struct pcap_pkthdr xpkt_header,
const u_char xpkt_data) {

/] 5. REETERLH

struct tm xltime;

char timestr[16] = {0};

time_t local_tv_sec;

// TR R BE IR A AT IR AN AR

local_tv_sec = pkt_header->ts.tv_sec;

ltime = localtime(&local_tv_sec);

strftime(timestr, sizeof timestr, "%H:%M:%S", ltime);

printf("Time: %s, Caplen: %d, Len: %d \n", timestr, pkt_header-
>caplen, pkt_header->1len);

pr'i ntf("::::::::::::::::MAC::::::::::::::::\n") ;

u_char dstMac[6] = {0};
for(int i = 0; i < 6; i++) {
dstMac[i] = *(pkt_data+i+0);
}
printf("Dst Mac: %02x:%02x:%02x:%02x:%02x:%02x \n", dstMac[0], dstMac[1]
, dstMac[2], dstMac[3], dstMac[4], dstMac[5]);

u_char srcMac[6] = {0};
for(i = 0; i < 6; i++) {
srcMac[i] = *(pkt_data+i+6);
}
printf("Src Mac: %02x:%02x:%02x:%02x:%02x:%02x \n", srcMac[0], srcMac[1l]
, srcMac[2], srcMac[3], srcMac[4], srcMac[5]);

u_char type[2] = {0};

for(i = 0; i < 25 i++) {
type[i] = *(pkt_data+i+12);
}

printf("Type: ");
if (type[0] == 0x08) {
if (type[l] == 0x00) {
printf ("IPv4\n");
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80
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87
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89
90
91
92
93
94
95
96
97
98
99
100
101
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104
105
106
107
108
109
110
111
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113
114
115
116
117
118
119
120
121
122

123
124
125
126
127

128
129

srcIP[3]);

dstIP[3]);
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u_char versionAndHeaderLen = *(pkt_data+14);
u_char version = versionAndHeaderlLen >> 4; // hR#&
u_char headerLen = versionAndHeaderlLen << 4;
headerLen = headerlLen >> 4; // BEKE

u_char realHeaderlLen = headerLen * 4;

if (version == 0x04) {
printf("Version: IPv4 \n");
}

printf("HeaderLen: %d(%d Byte) \n", headerlLen, realHeaderlLen);

u_char allLen[2] = {0};

for (i = 0; 1 <25 i++) {
allLen[i] = *(pkt_data+i+14+2);

1

u_short resLen = ntohs(x((u_short*)allLen));
printf("AllLen: %d Byte \n", reslLen);

u_char protocol = *x(pkt_data+14+9);

switch (protocol) {

case 1:
printf("Protocol: ICMP \n");
break;

case 2:
printf("Protocol: IGMP \n");
break;

case 6:
printf("Protocol: TCP \n");
break;

case 17:
printf("Protocol: UDP \n");
break;

case 89:
printf("Protocol: OSPF \n");
break;

}

u_char srcIP[4] = {0};
for (i = 0; 1 < 4; i++) {
srcIP[i] = *(pkt_data+i+14+12);
}
printf("Src IP: %d.%d.%d.%d\n", srcIP[0], srcIP[1], srcIP[2],

u_char dstIP[4] = {0};
for (i = 0; 1 < 4; i++) {
dstIP[i] = *(pkt_data+i+14+16);
}
printf("Dst IP: %d.%d.%d.%d \n", dstIP[0], dstIP[1], dstIP[2],

printf("\n================]P================\n\n") ;
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130 if (protocol == 6) {

131 printf("================T(CP================\n") ;

132 u_char srcPort[2] = {0};

133 for (int x = 0; x < 2; x++) {

134 srcPort[x] = x(pkt_data+l4+realHeaderLen+x);

135 1

136 u_short resSrcPort = ntohs(*(u_shortx)srcPort);

137 printf("Src Port: %d \n", resSrcPort);

138 u_char dstPort[2] = {0};

139 for (x = 0; x < 23 x++) {

140 dstPort[x] = x(pkt_data+l4+realHeaderLen+x);

141 1

142 u_short resDstPort = ntohs(*(u_shortx)dstPort);

143 printf("Dst Port: %d \n", resDstPort);

144 u_char offsetAndReserved = *(pkt_data+l4+realHeaderLen+12)
3

145 u_char offset = offsetAndReserved >> 4;

146 printf("Offset: %d\n", offset);

147 printf("================T(CP================\n") ;

148 1

149

150

151

152 } else if (type[l] == 0x06) {

153 printf ("ARP\n");

154 1

155 1

156

157 1

TINDO¥S\system32\icad. exe

Active Connections

Proto Local Address re i 3 State
22:07:87. Caplen: 54, Len TCP 9.0.8.08:135 -8.8.8: LISTENING
TCP 9.8.9.0:445 .6.9.8: LISTENING
3e:22:fh:3c:70:64 TCP 127.0.0.1:1829 .0.9.8: LISTENING
: BB:0c:29:c@:3F:57 TCP 172.16.176.5:139 -8. LISTENING
: IPv4 TCP 172.16.176.5:1116 .89. ESTABLISHED
TCP 172.16.176.5:1117 -246.3.126:80 ESTABLISHED
TCP -16.176.5:1118 -225.34.203:80 ESTABLISHED
i TCP -16.176.5:1119 -89.233.1008:80 ESTABLISHED
HeaderLen: 5(28 Byte)> upp .0.0.0:445
AllLen: 48 Byte upp =580
Protocol: TGP upp :1825
Src IP: 172.16.176.5 upp :4500
Dst IP: 18@.191.49.12 upp .0.0:8099
upp 127.8.8.1:123
upp 127.8.
uDp 127.8. :1980
uop 172.16.176.5:123
upp 172.16.176.5:137
upp 172.16.176.5:138
upp 172.16.176.5:1900

5
5
5
5

a:
-8
-8
-8

a

5]

a.

8.

Xk K K X X ¥ X X X ¥

C:\Documents and Settings\idministrator>
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13 1215360/QQE RIABNMIR

FANEBAE360EQQER, E—MREETEFNED, ARKEHNERIFOETITME, HilmELFES
AYENIRSR LI IX NI RE,

13.1 FhERIENX
—ERBY[B) A T HEUIRBIAR/NBRLIFEBT K EMIR : speed =len/time
AR 80_E N TCAREY T EHEERAY AN FNIFSE K A0 IREIE ? ARt @it 2 RIPTE SIBIE1A R E B pcap_pkthdr

LA RIREL

13.2 LRIERE

14

/] 5. wREEIAZRK

/] ha1L BT Bl A4 R AT 8]

/] XEFERstaticxBIRABATEAREE M8t
static timeval tBegin, tEnd = {0};

/] IR CEIRKE

static DWORD datalLen = 0;

/] ZERBTEI AT 8]

tEnd = pkt_header->ts;

/] BURKE®E

datalLen += pkt_header->caplen;

[/ ITERH AR EIR KA RET A

DWORD fTime = tEnd.tv_sec - tBegin.tv_sec + (tEnd.tv_usec -

tBegin.tv_usec) / 1000000;

// SEEIRFIFE, TEMER

if (fTime > 1){
float speed = datalLen / fTime;
printf("Speed: %f K/S \n", speed/1024);
/] HFREEIREIEREE, RET—RITE
tBegin = tEnd;
// #haltEdE
datalLen = 0;

1 15360/QQE

void Mypcap_handler (u_char *user, const struct pcap_pkthdr xpkt_header,
const u_char xpkt_data) {
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\Program FilesiBicrosoft Fismal StudioillyFrojec

“Device “\NPF_{C7CASFAA—6A43—4EB3—9857-329655AC6FEAY
UMuware Accelerated AMD PCHet Adapter (Microsoft’'s Packet Scheduler?

“Device “NPF_{23FAD81D-A2BA—4CEE—9BEB-7678174552E8
: Microsoft

Speed: O.008088 K-S

Speed: 231.237385 K-S
Speed: 65.292767 K-35
Speed: 13.268555 K-S
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14 RSAINZEREARRIE

14.1 AL EENE

M LEARNBIRRA ZEIMNE, WRAME, MEBIERREZHE, BNAF R, BEXERRIES—
BER, HREMRBARIHIR.

14.2 SHENMEB AN

1. XNFEINE © ImAMBESERE—TER AR IEREIREE, 3% RR : B—AET,
MEMNMEMKET B

2. FERFNE : MESNERAERAENES ; R | #ENWIBTERMEBENRAREER, BENS
ARBHTERLRE, RAXTEARENE, MEERE, AUMESTZ2M ; RS | BERLER
BT, IRLRED,

RSAZLIE TIFXMME, MR ERETFRFE,

14.3 FBIELR

1L ¥ BEEATINBEZAYS, [RTINEASUNTEE MRS B AR,
2. BARY . — 5 ERE, BERBARFERN—ER, IRTHSTBENARKRIEINEETEA
#Ho ARHEHBINATIFTEAY, WHERE.

14.4 RSANNZRZEARIFREY
RSANNZR 2 $AFREN B NAR -

1. FEVLERR MR p. q CHEREREBEMY) ;
BRAANAFIREY - n=p*q, EN"HHUMEZHAKE ;
BREEANIREN © g=f(p,q) = (p-1)*(g-1) ;
FEi1flgz B EE— N e (RNFHEH, #HEl<e<g)
He*dmodg=1 X RS HFKd F BB

NFFEER = (e, n) BRI

FERA = (d, n) ARBER

NouosAwDN

14.5 RSAINEREBE

RMAEFZNMERAXEIE, MBEES | Encrypt_Message = MAe mod n
IRDNFERENE IR, BERIEN | Decrypt_Message = DAd mod n
I AR LAfEBHRSA-ToolFBig Integer Calculator T &,
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15 RSAEERY{EH

I TEEEBEIRSAETERIS LEMINB SRS, X PEIOPENSSL,

15.1 BESHIE

NRMREB L THER THRNRE, FEECEEIFITAE, MWinPcapZE—1F, FXNEBEIEER|VCH
BERE

Editor | Tabs | Debug | Compatibility | Build  Directories | Suur(:ﬂ; EE
Platform: ﬁhﬂﬂ directories for:

{win32 x| |Library files ~|
Directories: E O S 4

CAProgram Files\Microsoft Visual Studio\¥C98\LIB
C:AProgram Files\Microsoft Visual Studio\VCI8\MFCA\LIB
CADocuments and SettingstAdministrator.E H\WinPcapiLib
- CAProgram Files\OpenSSL-Win32\lib

Tools Hindow Help

Source Browser. .. Kt1F12

Clo=e Source Browser File Captruehdapter. bse

)1 ¥izual Component Manager
A Register Control
A Error Lookup

P hetivel Control Test Container 7]

OLE/COM Obj ¥i
2% OLECON Object Yiever Editor | Tabs | Debug | Compatibility | Build Directories | Source [»)

A Sprt
A% WFC Tracer Platform: Show directories for.

Custonize . [win32 x| {include files ~|
[ Options. .. -

Directories: E i S 4

$: Macra. .. N - " o

T — B ER C:A\Program Files\Microsoft Visual Studio\WVCI8\INCLUDE

SRR [LEREES L0 b C:\Program Files\Microsoft Visual Studio\VC98\MFCYNCLUDE

[Pl (il Hasr Dbl i C:\Program Files\Microsoft Visual Studio\VCO98\ATLYINCLUDE

OK | Cancel

15.2 RSAJZE Z RSAZEFI{E Kz API
RSAZEMIMAGIT -

1 struct RSA

2 {

3 BIGNUM *n; // public modulus

4 BIGNUM xe; // public exponent

5 BIGNUM xd; // private exponent

6 BIGNUM *p; // secret prime factor
7 BIGNUM xq; // secret prime factor
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11
12

HIINRYAPI
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BIGNUM *dmpl; // d mod (p-1)
BIGNUM *dmql; // d mod (qg-1)
BIGNUM *igmp; // q*-1 mod p
/1

}s

/] #IR{E—"RSALEH
RSA * RSA_new(void);

/] BEB— 1 RSALH
void RSA_free(RSA xrsa);

15.3 RSAZEZ BIGNUMMAPI

Pointer to an array of 'BN_BITS2' bit

Index of last used d +1. x/
keeping for bn_expand. x/

Size of the d array. x/

one if the number is negative */

BIGNUM&E AL -

1 typedef struct bignum_st BIGNUM;
2

3 struct bignum_st

4 {

5 BN_ULONG *d; /%

chunks. x/
6 int top; /*
7 /* The next are internal book
8 int dmax; /*
9 int neg; /*
10 int flags;
11 };
HIfRAIAPI

1 /] HER—TBIGNUMZH

2 BIGNUM *BN_new(void);

3

4 | /] BHR—1BIGNUMZH

5 void BN_free(BIGNUM *a);

6

7 /] TF16@HIFRT R ALE

8 int BN_hex2bn(BIGNUM xxa, const char *str);
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15.4 RSAEZ N RZR BN

15.4.1 RNEAMNZERBE

1 int RSA_public_encrypt(

2 int flen, // EMEEEKE

3 unsigned char *from, // ENFEER

4 unsigned char xto, // HWHBH, MEEHER

5 RSA xrsa,

6 int padding // EEWEIINEAZE, 979: RSA_PKCS1_PADDING.

RSA_PKCS1_OAEP_PADDING. RSA_SSLV23_PADDING. RSA_NO_PADDING
7 )5

15.4.2 FLERRRE L

1 int RSA_private_decrypt(

2 int flen, // BREENERKE

3 unsigned char *from, // BEZEMNER

4 unsigned char xto, // HHBH, BEENER

5 RSA xrsa,

6 int padding // REBIEESZE, 5979 1 RSA_LPKCS1_PADDING.
RSA_PKCS1_OAEP_PADDING. RSA_SSLV23_PADDING. RSA_NO_PADDING

7 )

15.5 SLERfURSRE
HERNBEQE—MAERAMEX

1 #include <openssl/rsa.h>
2 #pragma comment(lib, "libeay32.1lib")
3 #pragma comment(lib, "ssleay32.lib")

AETEENXE. D N, XNEANEIERSA-ToolERBVIEE # AR :
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& RSA-Tool 2 by tE! Lo S

Number Base —
16 -

32 65537

Keysize (Bits) Public Exp. (E) —
el |

—Random data generation

Start | | 100%

Prime (P):
116AB -

Prime (Q):
AS43 -

Modulus (N): Exact size: 32

-

Private Exp. (D):
8008AA4D 3

‘Generate ‘ Test Factoring info (Prime factors): 0

J Calc.D ' Factor M

Hep | | Exi

[T Use MPQS method only |~ No time checks et
Done. You can test your keys right now. tEl

1 #define E "10001"
2 #define D "8OO8AA4D"
3 #define N "B83FD1C1"

EENEEECHMBRY, MERSEERARS

=

void MyRSAEncrypt(const unsigned charx pOrgData, int datalLen, unsigned
charx pEncryptBuf) {

// WAt — P RSAZH

RSA *pRsa = RSA_new();

// W1BA{EBIGNUMEER:

BIGNUMx pbn_e = BN_new();

BIGNUMx pbn_n = BN_new();

O U WwN

RSAERIERA - 69



7

10
11
12
13
14
15

16
17
18
19
20
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22
23
24
25

/] TF163H]FRFERIZBAEL
BN_hex2bn (&pbn_e, E);
BN_hex2bn (&pbn_n, N);
// RSALEMIER GAMR(E
pRsa->e = pbn_e;
pRsa->n = pbn_n;

/] RIBMEEE
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int iRet = RSA_public_encrypt(datalLen, pOrgData, pEncryptBuf, pRsa,

RSA_NO_PADDING) ;
if (iRet == -1) {
printf ("RSA_public_encrypt Error!\n");
}

/] BERIBIGNUMZSHY
BN_free(pbn_e);
BN_free(pbn_n);
/] TERRSALH

RSA_free(pRsa);
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