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1.1.1 434TReadProcessMemoryEil

AT LB IDASKE — T ReadProcessMemoryTEDLLX FHREYEI, HEkernel32.dIIX 4, FIDAFTH, 1E
Functions O Ctri+FIRIEFRIE R A ¢
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| 7] Functions O & x

Function name

7| ReadProcessNenory(x, x, 1, X, x)

f| Toolhelp32ReadProcessMenory(x, 1, X, X, X)

L4 >
#® | ReadProcess
Line 1 of 2

NE S, FEIDANRCRE OFRNTAIUERIZEBN R RET
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; Exported entry 679. ReadProcessMemory

|_ReadProcessMemory@2@ proc near

hProcess= dword ptr 8
1pBaseAddress= dword ptr
1pBuffer= dword ptr 10h
nSize= dword ptr 14h

ech

; Attributes: bp-based frame
; BOOL _ stdcall ReadProcessMemory(HANDLE hProcess,
public _ReadProcessMemoryid2@

LPCVOID lpBaseAddress,

1pNumberOfBytesRead= dword ptr 18h

mowv edi, edi

push ebp

mov ebp, esp

lea eax, [ebp+nsize]

push eax ; NumberOfBytesRead Q)

push [ebpenSize] ; NumberOfBytesToRead

push [ebp+1pBuffer] ; Buffer % o R N . 3
Dush  [ebpslpbaseAddress] - BaseAddress AR, Ui SN #FINtReadVirtualMemory i 41
push [ebp+hProcess] ; ProcessHandle

call ds:_ imp_ NtReadvirtualMemory@2@ ; NtRea Py (X, %, X, X, X)

MoV &Cx, |ebp+lpNumberUTByLesnead]

test ecx, ecx

jnz short loc_7CB8@21F9

LPVOID lpBuffer,

SIZE_T nSize, SIZE_T *1pNumberOfBytesRead)

©)

IR EME A1

Waw= ]

loc_7C8021F9:

Imov edx, [ebp+nSize]
Imov [ecx], edx
Jmp short loc_7C8821EE

loc_7CB021EE:

Q)

HIi7IR [l {5

S F0, T NEEE Flloc_7C802200

test eax, eax )tli
i1 short loc_7cse22eef A~ T W & 1% Bk (o
L
L]
i
eax
Noc_7C802200: ; Status 9
push eax ‘)
icall _BaseSetLastNTError@4 ; BaseSetlLastNTError(x) ﬁ;{” i 4‘Ul L,Hj‘
xor eax, eax
Gmp short loc_7C8021F5 ietLast[llEr[r{Erlwﬂ}é[gim
| ReadProcessMemory@2@ endp e

loc_7C8021F5:
pop
retn

14h

ebp B

(4)

%,
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® | NiReadVirtualNemory

BAHEEERIDATTFntdILAIRE—TZEE, TATEAX—NME (BITLEERAZ— RS, AU
ARGERS) , FELTEDX—TRF L, ZRFURE— TR, HHEHAMFR KR

il e =]

; Exported entry 276. NtReadVirtualMemory
; Exported entry 1085. ZwReadVirtualMemory

;5 stdcall NtReadVirtualMemory(x, x, x, X, X)
public _NtReadVirtualMemory@2©
_NtReadVirtualMemory@2® proc near

mov eax, B@BAh 5 NtReadVirtualMemory
mov edx, 7FFE@300h

call dword ptr [edx]

retn 14h

_NtReadVirtualMemory@2@ endp

FRXAERNTMB I UG 4SS, KBRS Windows APIFVEIERIETE0IFRY, 3 REZ— 1T HEER,

1.1.2 SEIReadProcessMemoryBHEK

HITB LB Windows APITEIMFIIRMAZN, PAUBANTIUB S A EADLLMER FTE— 1 EEH

ReadProcessMemory i,

AT LUE R FBIDAT kernel32FIntd I FGCARBEES—T, W1THRE, EFREARANSUBIESEENE
Windows APIES AR PR EMRCALLIESH, E—RCALLIESRIZRTNEFA x4, HEAFAT—ITIESH
ht, FIAERE—/RBICALLARAN, F{1EFIEhProcessIEESP+AI(IE, TIFBESPHNIE, TREMCE

BN PN EF IR E BIRKAXINALE
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1 void MyReadProcessMemory (HANDLE hProcess, LPCVOID lpBaseAddress, LPVOID
lpBuffer, SIZE_T nSize, SIZE_T x1lpNumberOfBytesRead)

2 {
3 _asm
4 {
5 // ReadProcessMemory
6 lea eax, [ebp+0x14]
7 push eax
8 push [ebp+0x14]
S push [ebp+0x10]
10 push [ebp+0xC]
11 push [ebp+0x8]
12
13 // NtReadVirtualMemory
14 sub esp, 0x4
15 mov eax, OxBA
16 mov edx, Ox7FFEQ300
17 call dword ptr [edx]
18 add esp, 0x18
19 }
20 }

ERBREIRER, MIhHT, SR0OTF -

int main{int argc, char= argu[])

{
int a = 8x123;
int buffer = 8;
HyReadProcessHemory{GetCurrentProcess(), &a, &buffer, 4, HULL);
printf{"%x wn™, buffer);
return 8;
?

et "C:\Frogram Files\Bicrosoft ¥isumal Studio\ByFrojectsiTe

123
Press any key to continue

1.2 3IF#HIRER D
ENELR T EAPITEIMIEIL, HBRIUFMNERE—PEIIRHNAAPL, BE1HFARMEIFHOIFRE K

A7, AETMR—RRR.

1.2.1 _KUSER_SHARED_DATA

ENEAMAZEDIEN T —1_KUSER_SHARED_DATAZ®MI(R, FAFMAMAZEN—LEHIELEEZ, eI 1EA
N EEHUHERRET, Z4EWXKIRTER P MRZERIE5 5179 @ 0xTFFE0000. 0XFFDF0000, MIIIERE,
EiARE— &M, BXR_EIERNBER—IER, THAFBEXMNZYIENRE RiENE, BEERZEES
E. BRR,
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FLE—ZWhEKIERIWindows APIEF BRI F90x7FFE0300,
73, FATTUTEWindbg E R ZLE MK E0x300RIBHIRL A -

@: kd> dt _KUSER_SHARED_DATA

ERETF_KUSER_SHARED_DATAZEHI{ARY—IR

nt! KUSER_SHARED_ DATA
+0x000 TickCountLow : Uint4B
+0x004 TickCountMultiplier : Uint4B
+0xee8 InterruptTime _KSYSTEM_TIME
+0x014 SystemTime _KSYSTEM_TIME
+0x020 TimeZoneBias _KSYSTEM_TIME
+8x82c ImageNumberLow : Uint2B
+0x02e ImageNumberHigh : Uint2B
+8x030 NtSystemRoot [260] Uint2B
+0x238 MaxStackTraceDepth : Uint4B
+8x23c CryptoExponent : Uint4B
+0x240 TimeZoneld : Uint4B
+0x244 Reserved2 [8] Uint4B
+8x264 NtProductType _NT_PRODUCT_TYPE
+0x268 ProductTypeIsValid : UChar
+0x26¢ NtMajorVersion : Uint4B
+0x270 NtMinorVersion : Uint4B
+0x274 ProcessorFeatures [64] UChar
+0x2b4 Reservedl : Uint4B
+0x2b8 Reserved3 : Uint4B
+0x2bc TimeSlip : Uint4B
+0x2c8 AlternatlveArchltecture : _ALTERNATIVE_ARCHITECTURE_TYPE
+8x2c8 SystemExplratlonDate : _LARGE_INTEGER
+@x2d@ SuiteMask Uint4B
+8x2d4 KdDebuggerEnabled : UChar
+0x2d5 NXSupportPolicy : UChar
+0x2d8 ActiveConsoleId : Uint4B
+@x2dc DismountCount : Uint4B
+0x2e® ComPlusPackage : Uint4B
+0x2e4 LastSystemRITEventTickCount : Uint4B
+0x2e8 NumberOfPhysicalPages : Uint4B
+@x2ec SafeBootMode : UChar
+0x2f@ TracelLogging : Uint4B
+0x2f8 TestRetInstruction : Uint8B
+0x300 SystemCall : Uint4B
+0x304 SystemCallReturn : Uint4B

SystemCall

Ox7FFE03007k 2_KUSER_SHARED_DATAZEMI{ARIEY & SystemCall, ERERAFEEH AR, MEMHEAFNA
RMEHCPURTE, EHCPUSZRFSYSENTER. SYSEXITIESNEABEntdllKiFastSystemCallA=,, FNNIZE
ntdll!KilntSystemCall 5,

APIEERYIEFEEAE - 6



EAEEIRIEER - KGR

MRENESEBHEM AR, FTLUEIRERCPUIDIES, HEAX=1FEMACPUIDIES, MIBSSAVHIEER
HREAFRITECXFEDXS288H, HEAPEDXAE T —NSEPL (F1111) , ZAIA1NFRRCPUZIEESYSENTER,
SYSEXITIE®D, HMONFRIRAELR.

HATRIUFEODEHIT—FCPUIDIES -
o] e =EFW MEQ e ERo BOa) BB [+ RS Tels Bresfeint-> BF‘I PI = | Notepad ICa|C|
=i

(i Slx| vl wi{4] 2[4 4] M 1lelm|¢t|w/h|c|p[k|b]r|.|sT2=El7T

8oas4D3D E3 «| #2522 (FPU)
0845 4D3F| .

agasubLy B

aeas4DY1 | .

aeasuDa2( " E9 17FEFFFF ﬂmﬂ Udd_Clea.B80454B5E

PITZEHATRILLE TEDXYE 111, EFSENL, BRI CPUZIFSYSENTER, SYSEXITIESD :
[e] ey HEFw EE@ e EE@ FOo MEH0D [ ERENE Teols BreskPoint—> BPI Pl " | Natepad ICaIc
=]

Sldx| vju] il 4] 2U[ ] | 1]elm|¢fwihc|P|k[b]r].[sTzr7]

8945 4D3F
Gau5L4D LB

aeu54Dy1 |
8eu54p42| " E9 17FEFFFF m Udd_Clea.@@454B5E

FRUATESAICPUT, _KUSER_SHARED_DATAZEMI{ARY0x300/RIE NI TZEHIFL E ntdIl!KiFastSystem Call BN
3k,

1.2.2 HAMFHWAR

EZEERTYHESRE, BB HITRERUIRE (3IF#0IF) , CS. SS. ESP. EIPFEFEHRMELET
te BT XLERBMRIRT#, FI1EE—TKintSystemCallFlKiFastSystemCalliXFNi# A 0B A o

KilntSystemCall
AT LB WindbgiTHEE—TPEXH, SARHEIKiIntSystemCallEEK :

@:00e> u KiIntSystemCall
ntdll!KiIntSystemCall:

77065030 8d542408 lea edx, [esp+8]
7760650a4 cd2e int 2Eh
770650a6 c3 ret

778650a7 cc int 3

778650a8 cc int 3

778650a9 cc int 3

778650aa cc int 3

778650ab cc int 3

BIMNEZMENAERER, BRFArSBNEHEFEIEDXEESRT (RAFASEAFTERT) , AR
ERAPHTIH AR (FRBEIAPHER RN, ERNPES (DTRPRGIE) #ROx2E) .

BREREDH
BATRFEN I —TINT 0EFHOIFAIFE, BEFEIIDTR, AERIEOXERS B MAIMHERIFE
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@: kd> r idtr
idtr=80083T400
@: kd> dgq 8ee3f400+(0x2E*0Ox8)

8003570
8003f580
8003590
80031520
8003f5be
8003f5cP
8003f5de
8003f5e0

8054ee00°

80881441

8054800
80548e00°
80548e00"
80548e00°
80548e00"
80548e00"
80548e00"

20080bo0o
eeesebla
©0080b28
©0e80b3c
©0080b50
0ee80b64
00080b78

80548e00°
80548e00"
80548e00°
80548e00°
806e8e00’
80548e00°
80548e00"
806e8e00"

©ees847de
eeesebea
eeeseble
eeeseb32
eeos4364
eeesebsa
©0880b6e
8ee85e2c

BAEEIRIZEIR - KRR

ZMHR TS 32IRESMI N0, WRRTIZHEIT AP B MHR AT, BRI HERRFRITAE T cs (32
fINE16 =311, HMBEERF) MEIPFESR (B320IMFE16E 311N HE320MNFoF 150, HHEER
REE) , SSHESPHFRBIERE T TSSIKEA,

BAIBRHEIP, MEAMER—TAKIZIRAIELKiSystemService, ELLIRNTRART 82 7 REI#0IFRTE
BRiE

@: kd> u 86541441

nt!KiSystemService:

86541441 6ae8 push e
868541443 55 push ebp
80541444 53 push ebx
80541445 56 push esi
80541446 57 push edi
808541447 ofae push fs
88541449 bb3ee6ooee mov ebx, 38h
8054144e 668ee3 mov fs,bx

KiFastSystemCall

W1 EKiFastSystemCallE#, FITAIUEEIEEBEKilntSystemCall/ZEEEEX ], H2
HRBfT, MEfERA T SYSENTERIES !

9:900> u KiFastSystemCall
ntdll!KiFastSystemCall:

EHAMNARFZET

773b5e86 8bd4 mov edx,esp

773b5682 ef34 sysenter

773b5684 8da42400000000 lea esp, [esp]

773b508b ebe@3 jmp ntdll!KiFastSystemCallRet (773b5€90)
773b508d cc int 3

773b588e cc int 3

773b508f cc int 3

ntdll!KiFastSystemCallRet:
773b5696 c3 ret
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KA B E PR MO EEIRHFFAICS, SS. ESP. EIP, CSHIEIPTEIDTERA, MSSHIESPERTETSSH, XFLE
BEBRET, REAXNKRIRSEIE, PRIUEXECPUIRMEL T SYSENTERIES, IERITIZIESIRERAESIRA]
PFCS. SS. ESP. EIPHYETFETEMSREFEH, ZIESHITNCPUSIIMSREESRTHNEEREEARMEXEFE
22, MARETENAENERE, A THAANZRE, BRI Rz HERA,

BREREDH

EMSREF2RPE = MERICSERIERF. ESPHIEIPE1ESS, HI(1IBICSIERFIME, FFEMuENNoxSEIATIR
BSSIERF, HUAXLEIREER BB EETHA, EERMATEIUEZ Intel AR FBE ZEHSYSENTERIESHIA
Bo

MSR ot

IA32_SYSENTER_CS 0x174
IA32_SYSENTER_ESP 0x175
IA32_SYSENTER_EIP 0x176

FRERZ L, FRITILLEITIRDMSR/WRMSTHR W MSREZE0HTIRE -

@: kd> rdmsr 6x174
msr[174] = 00000000 00000008
@: kd> rdmsr @x175
msr[175] = 00000000 bacdeeee
@: kd> rdmsr @x176
msr[176] = 66000000 80541510

HEBRNTAILERHEIP, (RRIaAMSYSENTERIE R # AOFMITHIEL R AIEIRAIKiFastCallEntryERIE -

©: kd> u 88541518
nt!KiFastCallEntry:

8054151e b923000000 mov ecx,23h

80541515 6a30 push 36h

80541517 ©fal pop fs

80541519 8ed9 mov ds,cx

8054151b 8ecl mov es,cx

8054151d 648bod40000000 mov ecx,dword ptr fs:[46h]
80541524 8b6104 mov esp,dword ptr [ecx+4]
80541527 6a23 push 23h

==

moN=0

APIEE B3 A 0IF B — N EE BB = BN0x2E, CS. EIPEHABIMEMRATIRME, ESP. SSHTSSIEM, #HA0
I ERITHIRZEEUEnt!KiSystemService,

APIEITSYSENTERIE A OIF, CS. ESP. EIPHHMSREFasiefft, SSHCSHYENNoxSITEFH, HAMZE
PATHI AR EE nt!KiFastCallEntrys

ARZBEFRTERRIR A | ntoskrnl.exe (10-10-123TURTN FEA) . ntkrnlpa.exe (2-9-9-123TUHRR TFEA) o
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1.3 R1EFENF

APIH A Z IR BEREINHNFEZRERT, XIFEMRITUIREFHN T FaamITm/aRIZRHE Y
AEIR & RN T FRERNY, BLHFERNERRFEWEN, MEAERIFTEZAINREILS.

1.3.1 MK

EERXNEI eI BHENEEL T X =4EMIK | _Trap_Frame, _ETHREAD, _KPCRo

_Trap_Frame
EWindbgHREATRIAERIN TR EER _Trap_FrameZBia Ak !

1 dt _KTrap_Frame

SMEFHNR RN NNERL TEFNX TR, ZEWGARREREFIGEERDINGHE
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©: kd> dt _KTrap_Frame
nt! KTRAP_FRAME
[+0x000 DbgEbp : Uint4B]
+0x004 DbgEip : Uint4B
+0x008 DbgArgMark : Uint4B
+@x00c DbgArgPointer : Uint4B
+0x010 TempSegCs : Uint4B
+0x014 TempEsp : Uint4B
+0x018 Dreo : Uint4B
+@x01c Drl : Uint4B
+0Xx020 Dr2 : Uint4B| @) if455 J0AhfF 1)
+0x024 Dr3 : Uint4B
+0x028 Dré6 : Uint4B
+0x02¢c Dr7 : Uint4B
+Ox038 SegGs : Uint4B
+0x034 SegEs : Uint4B
+0x038 SegDs : Uint4B
+@x03¢c Edx : Uint4B
+0x048 Ecx : Uint4B| &)
+0x044 Eax : Uint4B|
+0x048 PreviousPreviousMode : Uint4B
+@x04c ExceptionList Ptr32 _EXCEPTION_REGISTRATION_RECORD
+0x058 SegFs : Uint4B
+@x054 Edi : Uint4B
+0x058 Esi : Uint4B
+@x85¢c Ebx : Uint4B
+0x060 Ebp : Uint4B
+0x064 ErrCode : _Uint4B
+@x068 Eip : Uint4B o d R A I, AR AE B T
H+OX06c SegCs : Uint4B| = G0 BUM b 22 EFlags %7 77 2% -
+Ox070 EFlags : Uint4B
FOX ardwareEsp T U1n o R A, AR R AR D)
+0x078 HardwareSegsSs . UintaB| 2 JWRFELRATIOAYHEER.
+@x87c V86Es : Uint4B
+0x080 V86Ds : Uint4B
+0x084 V86Fs : Uint4B|
+0x088 V86Gs : Uint4B

_ETHREAD

B 128 X FVEMEFLE_ETHREAD, TEWindowsAZHPE—NEHENE—TRIZEEE — 1 _ETHREADLEHY
X, EEHEZTEEXNER, BIYUERN THSEWIndbg P EFZLEMIE ¢

1

dt _ETHREAD

APIEERRYIEBEEEE - 11



@: kd» dt _ETHREAD
nt!_ETHREAD
+@x888 Tcb

KTHREAD

+8x1lc@ CreateTime
+8x1c@® NestedFaultCount
+@3x1c® ApcHeeded
+8x1c8 ExitTime

+@8x1c8 LpcReplyChain
+8%1cd KeyedWaitChain
+8x1de ExitStatus
+8x1d@ Ofs=Chain

+8x1d4 PostBlockList
+8xldc TerminationPort
+8x1ldc ReaperlLink
+@x1ldc KeyedWaitValue

+8x1e@ ActiveTimerListLock
+Bxled ActiveTimerListHead

+8xlec Cid

+@x1F4 LpcReplySemaphore
+@x1F4 KeyedWaitSemaphore
+@8x288 LpcReplyMeszsage
+8x288 LpcWaitingOnPort

+8x28c ImpersonationInfo :

+@8x21@ IrplList

+8x218 ToplLevellrp
+@%21c DeviceToVerify
+8x22@ ThreadsProcess
+3x224 Starthddress
+8x228 Win325tartAddress

. _LARGE_INTEGER

Pos @, 2 Bits
Pos 2, 1 Bit
_LARGE_INTEGER
_LIST_ENTRY
_LIST_ENTRY
Int4E
Ptr32 void
LIST_ENTRY

: Ptr32 TERMINATION_PORT

Ptr32 _ETHREAD
Ptr32 Void
Uint4B
: _LIST_ENTRY

. _CLIENT_ID
: _KSEMAPHORE

1 _KSEMAPHORE
Ptr3z void
Ptr3z void
Ptr32 _PS_TIMPERSOMATION_IWFORMATION
_LIST_ENTRY
Uint4B
Ptr32 _DEVICE_OBJIECT
Ptr32z _EPROCESS
Ptr32 Void
Ptr32 Void

+@%228 LpcReceivedMessageld : Uint4B

+8x22c ThreadlListEntry
+@8x234 RundownProtect
+8x238 ThreadlLock

+@8x23c LpcReplyMessageld
+8x24@ ReadClustersSize
+@x244 Grantediccess
+@8x248 CrossThreadFlags
+8x248 Terminated

+@8x248 DeadThread

+8x248 HideFromDebugger

. _LIST_ENTRY
: _EX_RUNDOWN_REF
i _EX_PUSH_LOCK

Uint4B
Uint4B
Uint4B
Uint4B
Pos 8, 1 Bit
Pos 1, 1 Bit
Pos 2, 1 Bit

+@8x248 ActiveImpersonationInfo ; Pos 3, 1 Bit

+@x248 SystemThread

Pos 4, 1 Bit

+@%248 HardErrorsAreDisabled : Pos 5, 1 Bit

+8x248 BreakOnTermination
+@8x248 SkipCreationMsg

+@%248 SkipTerminationMsg :

Pos 6, 1 Bit
Pos 7, 1 Bit
Pos 8, 1 Bit

+@x24c SameThreadPassiveFlags : Uint4B

+8x24c ActiveExWorker

+8x24¢ ExWorkerCanWaitUser

+@x24c MemoryMaker
+@8x258 SameThreadApcFlags

Pos @, 1 Bit

Pos 1, 1 Bit
Pos 2, 1 Bit
Uint4B

+8x25@8 LpcReceivedMsgIdvalid : Pos @, 1 Bit

+8%258 LpcExitThreadCalled

+@x258 AddressSpaceOwner
+@8x254 ForwardClusterOnly

Pos 1, 1 Bit
Pos 2, 1 Bit
UChar

+@%255 DisablePageFaultClustering : UChar

AAEEIRIEER - RAEA

ENE—THRBRE—TEMIA_KTHREAD, FAIEHEEIUEWiIndbgREF XL :
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@: kd> dt _KTHREAD

nt!_KTHREAD
+hotd Header o _DISPATCHER _HEADER
+hed1d MutamtlistHead o _LIST_ENTRY
+8w81E InitialStack © Ptr32 vioid
+8wllc StackLimit © Ptr32 vioid
+iedze Teb o Ptr32 Void
+wd2d Tlsarray © Ptr32 void
+8w82E KernelStack © Ptr32 vioid
+8wd2c Debughctive : UChar
+iwdzd State : Uchar
+wize Alerted : [2] uchar
+hel38 Lopl © UChar
+8831 NpxState © UChar
+8w#32 Saturation : Char
+wd33 Priority : Char
+IeB34 ApcState 1 _KAPC_STATE
+wddc ContextSwitches : UIntdB
+iwdsd IdleSwapBlock © UChar
+wHS1 Spared : [3] uchar
+8wB54 WaitStatus o IntdB
+8B5E Waitlrgl © UChar
+w#59 WaitMode : Char
+iheliba Waithext : Uchar
+8wBch WaitReason : UChar
+etsc WaitBlockList o PEr3i _KWALT_BLOCK
0060 WaitListEmtry @ _LIST ENTRY
+heBE8 SwaplistEmtry @ _SIMGLE_LIST EMTRY
+IBEE Waitlime © UintdB
+8BBc BasePriority : Char
+8wd6d DecrementCount @ UChar
+iwtie PriorityDecrement : Char
+8wBEf Quantum : Char
#8709 WaitBlock 1 [4] _KWALT_BLOCK
+iwtdd Legolata © Ptr3z vioid
+wtidd KerneltpcDisable : UintdB
+8wBdE UserAffinity o UintaB
+8Bdc SystemdffinityActive : UChar
+8wddd PowerState : Uchar
+wide NpxIrgl © UChar
+8wBdf InitialNode : UChar
+iwded ServiceTable : Ptr3z void
+Bad Queus 1 PR3z _KQUEUE
+wtlel Apclueuelock © UintaB
+eify Timer © _KTIMER
##x118 QueuelListEmtry : _LIST ENTRY
+held SoftifFfinity © Uint4B
+w124 AFFinity © UintaB
+8x128 Preempted : UChar
+8x129 ProcessReadyQueue : UChar
+8x12a KernelStackResident : UChar
+helZh NextProcessor : Uchar
+8w12c CallbackStack © Ptr32 vioid
+8x138 Win3zThread © Ptr32 void
#134 TrapFrame 1 PR3z _KTRAP_FRAME
+h138 ApcStatePointer @ [2] Ptr32 _KARC STATE
+8x148 PreviousMode : Char
+#x141 EnableStackSwap @ UChar
+8x142 LargeStack © UChar
+held3 Resourcelndex : Uchar
+8x144 Kernellime o UintaB
+8x148 UserTime o UintdB
#ldc SavedipcState @ _KAPC STATE
+ieled Alertable : Uchar
+8x165 ApcStatelndex : UChar
+x166 ApcQueueable © UChar
+Hx167 sutosligrment © UChar
+ihel6E StackBase © Ptr32 Void
+8x16c Suspendipc o _KAPC
+8x19c SuspendSemaphore @ _KSEMAPHORE
#x1b8 ThreadListEntry @ _LIST ENTRY
+helbE Freezelount : Char
+8x1b9 SuspendCount : Char
+8xlba IdealProcessor @ UChar
+8x1bb DisableBoost : Uchar

_KPCR
B CPUBIE E ISR, XBIERIX IR IIZ IKPCR, 1REICPUREJLIZEEE JL NI RZAIKPCR,
AT LGES M0 FHE S EWindbg I EEKPCRIEXKIER ©

1

3

dt _KPCR // EEKPCREMIK
dd KeNumberProcessors // BTEKPCREE
dd KiProcessorBlock // ZEKPCRfIE

AAEEIRIEER - RAEA

APIEREHYIE SR - 13



@: kd> dt KPCR

nt! KPCR prp AL
+0X000 NTTiD : NT_TIB
+0x@1c SelfPcr Ptr32 KPCR
+0x020 Prcb Ptr32 KPRCB
+0x0824 Irql UChar
+0Xx828 IRR Uint4Bs
+0x82c IrrActive uint4p
+@x@3e IDR Uint4B
+0x@34 KdVersionBlock Ptr32 void
+@x838 IDT Ptr32 KIDTENTRY
+@X@3c GDT Ptr32 KGDTENTRY
+@xe4e TS5 Ptr32 KTSS
+0x844 MajorVersion uint2e
+0x846 MinorVersion uint2e
+0x0848 SetMember uint4p
+0x@4c StallScaleFactor : Uint4B
+0x@5@ DebugActive UChar
+0x@51 Number : UChar
+0X@52 Sparee : UChar
+0x@53 SecondLevelCacheAssociativity : UChar
+0x0854 VdmAlert uint4p
+0X@58 KernelReserved : [14] uint4B
+0x0@9@ SecondLevelCacheSize : Uint4B
+0x@94 HalReserved [16] Uint4B
+0xed4 InterruptMode uint4p
+0xed8 Sparel UChar
+0x@dc KernelReserved2 [17] uint4B
+0x12@ PrcbData KPRCB

@: kd> dd KeNumberProcessors

80555360 |0eeRer02|eeeerees6 eeeesddel aeal3fff
80555270 806CCecd 0PPONEO0 EPPEPERE eeeeeesd

i

88555a9@
8@555aa@
80555abe
8@555ace
80555ade
@: kd> dd

gegeeeel cogegeee eeeeeeel eveveaoa
gegeeeee CUEeeaerer eEeRREe QBeeeEea
gegeeeee CUEeeaerer eEeRREe QBeeeEea
gegeeeee CUEeeaerer eEeRREe QBeeeEea
gegeeeee CUEeeaerer eEeRREe QBeeeEea

KiProcessorBlock

8055c580 [ffdff12e][bab3s12e] 24>KRCRIEREIIAHE
8055c590 000P00OO 0OOOEDRD PEERRERE VPEREEOR

JBIZ KiProcessorBlockF I 1EB FIFIKPCRNIE L Pr L 215 MKPCREMI{A0x12000B AL, FRUAMNIRF(TETE
HNEEEXNEMERBEEX L EiRZR0x120 :

AAEEIRIEER - RAEA
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@: kd> dt KPCR exffdffl2e-ex12e

nt! KPCR
+0x000e
+@x081c
+0xX020
+0x024
+0x028
+@x82cC
+0x030
+0x034
+0x@38
+0x03cC
+@x040
+@x044
+0x046
+0x048
+0x04c
+@xX050
+0x051
+@x@52
+0x053
+@x054
+@xX058
+0x090
+@x094
+@xeda
+@xeds
+@xedc
+0x120

NtTib : NT_TIB
SelfPcr : exffdffeee
Prcb ! exffdffi2e
Irgl r e "

IRR H
IrrActive )

IDR !oexfffffff
KdversionBlock ! 0x8054d2b8
IDT ! 9x3ee3faee
GDT ! Ox8p03feee
T55 : OxXBoeA2000
MajorVersion |
MinorVersion : 1
SetMember 11
StallScaleFactor : 8x900
DebugActive - B
Number te "
Spare@ r e "
SecondLevelCacheAssociativity :
vdmalert )
KernelReserved [14] o
SecondLevelCacheSize : @
HalReserved [16] @
InterruptMode )

Sparel te "
KernelReserved?2 [17] o
PrcbData : KPRCB

AAEEIRIEER - RAEA

_KPCR
_KPRCB

Void
_KIDTENTRY
_KGDTENTRY
_KTSS

ERIX120fRIBAEIEAMNER N —NEME_KPRCB, RITAIMIERATCE— N BHKPCR,

1.3.2 KiSystemServicel®R 717

7 BT RANGMECE, FITAIUFEIRDT— TEFEKiSystemService, B—TFEREZMNARET
e, ZEBRFIHIEES R LR EITTrap_FrameSM{ENEE,

A1 LU IDAFTFFC:/Windows/System32/ntoskrnl.exe X {4, TEBEIEFIFRF T _KiSystemServiceEEK :
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TP EIRIEEIL - RAEIER

.text:00406030 _KiSystemService proc near
.text:00406D36
.text: 008406036
.text:00406D36
.text:00406D36
.text: 008406036
.text:00400D360
.text:00406D36
.text: 008406036
.text:00400D360
.text:00406D36
.text: 008406036
.text:00400D360
.text:00406D36
.text: 008406036
.text:00400D360

.text:00406036 arg 0= dword ptr 4
.text: 00406036
v _text:00406D36 6A 00 push )
.text:00406D38 55 push ebp
.text:00406D39 53 push ebx
.text:BR406D3A 56 push esi
.text:00406D3B 57 push edi
.text:00406D3C AF AR push fs
.text:00406D3E BE 30 00 00 00 mov ebx, 30h ; '8’
.text:00406D43 66 8E E3 mov s, bx
.text:00406D46 64 FF 35 00 00 00 08 push large dword ptr fs:0
.text:80406D4D 64 C7 85 00 00 00 8@ FF FF FF+mov large dword ptr fs:8, @FFFFFFFFh

FAVEEIE DR A OB % [EASS. ESP. EFlags. CS. EIP, i@ XEIEFTETrap_ Frame‘ii%i"iil‘les
, PRUATE_KiSystemService BB ITE — 1T S Z Rl =X Trap_FrameZH{kox68iRIENL, ERFLHRTIER
TR EMRESR T XS MEUNEAENME, ElTrap_FrameZH{EFHIErrCode, FRIAN T (EEHELT
87, TE_KiSystemServiceEIEE—1TIEDFEAT —DOX0EKXTF, XEHERFATFA Foxesmieir, EEMIB MK
JRIEAEBP. EBX. ESI. EDI. FSo

64 00 push 5] : _KTrap_Frame +8x964 ErrCode {Fi%3f3F
55 push ebp ; _KTrap_Frame +8x060 EBP

53 push ebx ; _KTrap_Frame +@x@5C EBX

56 push esi ; _KTrap_Frame +8x@858 ESI

57 push edi ; _KTrap_Frame +8x@54 EDI

OF A@ push fs ; _KTrap_Frame +8x850 SegFs

PEIFAIT, FLRMEBXTEA—T0x30, FEELOX0NERIEIFR FEGDTR P E ERAE R INE B FSER S 1788
/1,

BB 30 00 00 80 mov ebx, 30h ; '@’ ; Hex3elfEi5ERX
66 8E E3 mov fs, bx s IEERHE AT ErS TS

BATRIUFERE-TNHBRERTIERE, BAFIRERFIEIZEBISMUIFARS], BEERRSIE
GDTER A+ B BAE T

=

// 0x30 FR

0000 0000 0011 0OOO

Z38|: 0110 -> 0x6

EEIRRT: ffco93df f0000001

A WDN B

APIEEHYIEFETE - 16



@: kd> r gdtr
gdtr=8003feee
Px8003f000+(0x6*0x8)

©: kd> dq
8003f030
8603f040
86031050
8003f060
8003f070
86031080
86031090
8003f0a0

ffce93df’ feeeeeol
0000f200 e400ffff
80008955 17000068
00009302 2f30ffff
ffoe92ff 700003ff
80009240 eeROTfff
©00PRR0 OLRORe.
890089e2" 8000068

0040300 eeeeefff
00000000 0000000
80008955 17680068
©000920b " 80003 fff
80009240 eRRRTfff
00009200 00000000
©00PR0R0 " BOLRORe.
9000000 OLLLROR

BAEEIRIZEIR - KRR

EERIBIEEREIATTHIBase, Bloxffdff000, EISMMTE LAICPURIKPCREEHY !

@: kd> dt _KPCR exffdffeee

nt! KPCR
+0x008 NtTib : _NT_TIB
+8x01c SelfPcr : exffdffeee _KPCR
+@x020 Prch : exffdffl2e _KPRCB
+8x824 Irql e "
+6x028 IRR . e
+0x@2¢c IrrActive 1 @
+0xe3e IDR : Bxffffffff
+8x@34 KdVersionBlock : ©x8054d2b8 Void
+0x038 IDT : ©x80@3f400 _KIDTENTRY
+0x83c GDT : ©x8083feee _KGDTENTRY
+0xe4e TSS : ex3ee42eee _KTSS

RETLREAFSERBIOXORBMUNANE, HItEIEMAIKPCREMOXORIB NI 5 _NT_TIB->ExceptionList, &&
B Y AIfYExceptionListi€ f9-1, BIIEZE,

.text:00406D46 64 FF 35 90 00 00 00

.text:00406D4D 64 C7 @5 60 0@ 6@ @0 FF FF FF+mov

©: kd> dt _KPCR

nt! KPCR

+0x000 NtTib

push

large dword ptr fs:0

; ¥ BMExceptionListiRTF

large dword ptr fs:@, @FFFFFFFFh ; BT MExceptionlistiz?-1. BIET

: _NT_TIB

@: kd> dt _NT_TIB
nt! NT_TIB
+0x000 ExceptionList

Ptr32 _EXCEPTION_REGISTRATION_RECORD

BH#EATE,

HERICPURITIVAIZE RLAE

| T ESIZ 73S, BIFSERMIox124RBNMIAMANE, tHFLE_KPRCBL:

MIERBIOx 4RI ALK B CurrentThread ; B 2—NEM{A_KTHREAD, EBEAZEHENOx140RFBAKRE,
MELFHEK PreviousMode :

.text:00406D58 64 8B 35 24 @1 90 00
.text:08406D5F FF B6 40 @1 00 00

mov
push

esi, large fs:124h
dword ptr [esi+140h]

5 BEwcPulATEIRIE B4 T EsT
; EAPreviousMode

APIEERRYIEBEEIE - 17
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+0x128 PrcbData : _KPRCB
@: kd> dt _KPRCB -
nt!_KPRCB
+@x088 MinorVersion : Uint2B
+9x0082 MajorVersion : Uint2B
+0x004 CurrentThread : Ptr32 _KTHREAD
+0x008 NextThread : Ptr32 _KTHREAD
+@xeec IdleThread : Ptr32 _KTHREAD
+0x138 ApcStatePointer : [2] Ptr32 _KAPC_STATE
+0x140 PreviousMode : Char
+0x141 EnableStackSwap : UChar
+0x142 LargeStack : UChar
+0x143 ResourceIndex : UChar

BEEETENRE, BhiRAMRETrap_FrameEWATNES, WEERTEWENE— I RA, ARMIF
R CSHI{ERNTrap_Frame+0x6C+arg_0(0x4)45 FIEBX, TERFCSHNILHITESITE Y WTIE B oM I BIKIERGRE, 1
FLEBCPL, ARG TEMNERAT)EME_KTHREADBYSCHTIE I PreviousMode, X MHE X EBREABELER%
B OTUABBE. oifEH, BERFRENARFUBITHRAER—F, BREEILRERRRAERT
AR, BETRUISEREREAZRMNAE, WHEE S| Trap_FrameSEMAENE— T RAME, BT
_KTHREADR M Trap_FrameZ5M A3t BN, IIGRBYFRE H i Trap_Frame&E#{RBI0x3CIRFENI, HF
Trap_FrameMRNBRETEL, BEEIBYNAIBETNTrap_FrameZ (At Z A _KTHREAD I Trap_Frame
SRENIE (Blox134@BNAI) -

0406D65 83 EC 48 sub esp, 48h ; BHHEAEZETrap_FrameTNE, BPE— 1 ARARE
0486D68 8B 5C 24 6C mov ebx, [esp+68h+arg 0] s I ESEMCSHIE (Trap Frame+oxsC) (5FIEBX
0406D6C 83 E3 01 and ebx, 1 ; Boshntit5EE

0406D6F 88 9E 40 @1 80 00 mov [esi+146h], bl ; Wt{E#PreviousMode

04086D75 8B EC mov ebp, esp s BRI . HIEAFIRTrap FrameBIBE— kB E
0406D77 8B OF 34 @1 00 00 mov ebx, [esi+134h] ; & _KTHREADH Trap_FramefE 445 F it B 4 B A EBX
0486D7D 89 5D 3C mov [ebp+3Ch], ebx ;5 WEATTEHIZE Trap_Frameflex3CiRTEf

0486080 89 AL 34 01 00 00 mov [esi+134h], ebp s B Trap_FramelZA_KTHREADH HITrap Framefi®E

IOTCEERLLLEREI R Y , 3IFHYEBP. EIP. 3MMEBISHTF ATrap_FrameZEMAEINE X R Y, HIBTrS
AARREARTIHIRNAS, MRABMNHTHEE, BRI EZERIF EHBRIET T Trap_FrameZSH{AFRBYIEIR
B XBIR R

8496D37 8B 5D 60 mov ebx, [ebp+6@h] ;5 B3FFAYEBPR A EBX

8406D8A 8B 7D 68 mov edi, [ebp+68h] ; H3FFAYEIPTLA EDD

0406D8D 89 55 OC mov [ebp+dCh], edx ; EDXBI3ER{E£M)3EH, 7 ATrap_Frame+8xC -> DbpArgPointer
0406090 (7 45 08 00 oD DB BA mov dword ptr [ebp+8], @BADBED@eh  ; BIERFAEIEI— 47 ATrap_Frame+8x8 -> DbgArgMark
9406097 89 5D 00 mov [ebp+8], ebx ; 3FFHIEBPTE A Trap_Frame+@x@ -> DbpEbp

0406D9A 89 7D 04 mov [ebp+4], edi ; 3IFHIEIPTE A Trap_Frame+@x4 -> DbpEip

0406D9D F6 46 2C FF test byte ptr [esi+2Ch], OFFh ; FI#F KTHREAD+0x2C (BPDebugActive) EFHM-1

0406DA1 @F 85 85 FE FF FF jnz Dr kss_a 5 MHEDebughctive MR- 1T LA BFEEE, NEEHE
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text:00406C42 loc_A86C42: ; CODE XREF: Dr_kss_a+71j
text:00406C42 OF 21 (3 mov ebx, dr@
text:00406C45 OF 21 (9 mov ecx, drl
text:00406C48 @F 21 D7 mov edi, dr2
text:00406C4B 89 5D 18 mov [ebp+18h], ebx
text:804086CAE 89 4D 1C mov [ebp+1Ch], ecx
text:00406C51 89 7D 20 mov [ebp+20h], edi
text:00406C54 OF 21 DB mov ebx, dr3
text:00406C57 OF 21 F1 mov ecx, dré
text:80406C5A BOF 21 FF mov edi, dr7
text:00406C5D 89 5D 24 mov [ebp+24h], ebx
text:00406C60 89 4D 28 mov [ebp+28h], ecx
text:00406C63 33 DB xor ebx, ebx
text:00406C65 89 7D 2C mov [ebp+2Ch], edi
text:00406C68 @F 23 FB mov dr7, ebx
text:00406C68 64 8B 3D 20 90 90 00 mov edi, large fs:28h
text:00406C72 8B 9F F8 02 00 00 mov ebx, [edi+2F8h]
text:00406C78 8B 8F FC 02 00 00 mov ecx, [edi+2FCh]
text:804086C7E @F 23 (3 mov dr@, ebx
text:00406C81 BF 23 (9 mov drl, ecx
text:00406C84 8B 9F 90 03 00 00 mov ebx, [edi+3006h]
text:00406C8A 8B 8F 04 03 00 00 mov ecx, [edi+3@84h]
text:080406C99 @F 23 D3 mov dr2, ebx

BEERERRIE NI, BEX MR IRRET_KiFastCallEntryBEKEA, FRIMUMAR EFHRBNEERE
MEERE— M, TIEREBPREHMARSEASNMERBREMPAEARAFREEAXSIME -

text:00406DA8 E9 F5 00 00 00 Jmp loc_4@6EA2
|text:@0406EA2 loc 486EA24 ; CODE XREF: _KiBBTUnexpectedRange+1871j
text:80406EA2 ; _KiSystemService+721j
text:00406EA2 8B F8 mov edi, eax
text:@0406EA4 C1 EF @8 shr edi, 8
text:@0406EA7 83 E7 30 and edi, 36h
text:@0406EAA 8B CF mov ecx, edi
text:00406EAC 03 BE EO 00 00 08 add edi, [esi+@EGh]
text:00406EB2 8B D8 mov ebx, eax
text:00406EB4 25 FF @F 00 00 and eax, OFFFh
text:80406EB9 3B 47 08 cmp eax, [edi+8]
text:@0406EBC OF 83 20 FD FF FF jnb _KiBBTUnexpectedRange
text:00406EBC
text:00406EC2 83 F9 18 cmp ecx, 16h
text:00406EC5 75 1B jnz short loc 4A@GEE2
ext: _KiFastCallEntry proc near

text:00406E0F
text:00406EQF

Eiib, IR T#T RERZHIEE,

1.4 RAEARSE R

RN VFESRAPIRI AR B A AR B EE, AARFRARMARBERFAR SHBIBAITH NG,
XMBERNR T BE—TRARS X

1.4.1 SystemServiceTable

MTERRARS KNG, EBUN K25 EServiceTable. Count. ServiceLimit. ArgmentTable,
ServiceTable BFERIE—MES, EAT RAFEMNEREsEL, RANSIERRKXIVNR4
F1; CountBERNZ HAIRFARS RWIARRIREL ;5 ServiceLimit BFEX R R A RS RAF BT
# 5 ArgmentTablee BFEME—MES, 1EMTRHESHER, RNERNZHHSHN T, ENRAURT
™, RANSTHRRKX/NAHIFT,

R R AFENHARFANRKELY, MEENEEEANAKER, EEhIRNEHSHRE
MR XK, AHBSHIRER 1SRN BRI SHBRMR 1.
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EWindows XPRFH, RFARSZKRETK, TEHFEZE. HEERINEN, SINSHBE—FHN, RA2EFMEN
‘lﬂ§ (7’5%&*-&5 FIEFHNERERNAKEE (Ntoskrl.exe) , BEGFHNESEGRERAFRREAXH
B Win32k.sys) o

ERE i ZE Ntoskrl, exe
| FE A e |EED
B [ LR
ZaEEE - B o
S EEEEE AL
ServiceTable " N SEA .
Count _"%‘?H\?ZZ
Servicelimit - ’ o i,
ArgmentTable ’ ZH N X
(FRBFRSRS)
Servicelable s, . FRET b ZE Win32k. sys
ot FEIRIE o S
Servicelimit ERE bl 2 R B EN2
ArgmentTable ., .. e [
. (FoEEm L
el "
ZEEe
S Em a0
(SERE U ER P RERXNRSERS)
KRB

FET7RREFNZARN, FATXEEWIndowsAKHE—THZNE—MIZEHE — T _ETHREADLITIE,
EFEEALERXNER, EXTENEERE SN — TSI _KTHREAD, ZEMERIOXERIS AL SARL7FiE
BRGIRS R,

+8x86f Quantum : Char

+0x070 WaitBlock : [4] _KWAIT_BLOCK
+0xede LegoData : Ptr32 Vvoid
+0xed4 KernelApcDisable : Uint4B

+0xed8 UserAffinity : Uint4B

+@xedc SystemAffinityActive : UChar
+0x@dd PowerState : UChar

+8x8de NpxIrgl : UChar

+@xedf InitialNode : UChar

+0xBe® ServiceTable : Ptr32 Void
+0x@e4 Queue . Ptr32 _KQUEUE
+8x8e8 ApcQueuelock : Uint4B
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_KTHREAD

B
.
»
*
0
.

AAEEIRIEER - RAEA

Ntoskrl. exe

' FREL3
FERFE o
ServiceTable
Count
Servicelimit p ..
|ArgmentTable i | R
(FRMRHEHRS)
ServiceTable "~ PR E A SE Win32k. svs
Count R P ERERL
Servicelimit RS Bk
ArgmentTable . noe R EN3
R [ E R ] ..
-, MEISEE
by 4l
S Ee
| SE 8N [

142 RGARASEREE

SFMAPHEAM B IRIERARASHINMBEER, BRARKRAASEMN (4FT) BREECFBANREAE
E13fi, X13WHMEMERSD : BL2AENONAE—HKER (Ntoskrlexe) , ENIMNE KR
(Win32k.sys) ;€121 (LoEZE11fi) MENMNANEHHUE, BHRKSI,

=T
(5EFERIRR R RERXBRERS)
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31 12 0

=
2

Tlﬂ i&iﬂ:ﬁ Ntoskrl. exe
ERETIHhAEL I [ 1
| B

AAREE BN .
1241=0 >|Servicelable S EN e

Z

A"

¢ [Count - oS8 Ee
: |Servicelimit e »
ArzmentTable [ E5 4 BREN
1247=1 i,
Servicelable T — FRET b FE Win3Zk. svs
Count FRZHbAEL e 2 RE
ServiceLimit [RET b2 N =5
ArementTable .. D [T
T | RN ' ..
. FBIE -
S d o+
2EE2
2EEN RN
31 12 0

| Hfizfy |

FET I ZE Ntoskrl. exe

A CRET b1 e |ERERL

RGREE R 7 N

: S IHEEE s

124i7=0 > ServiceTable . é—"ﬁ“’l\ﬂl
¢ [Count | B

: |Servicelimit .
: |ArgmentTable el PRI

124i=1 &

A

“y

ServiceTable N PRI ZE Win3Zk. svs
Count LT e T
ServiceLimit PREhE2 e |ERE2

ArementTable 1nc ) BREN3
RAEAY L

F

AR "
e N
EXTUT0
T e
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(ASEbax i)

EREFMZNZE SN E T8 EKiSystemServiceilF B KiFastCallEntry /5 AR A EB = E B KiFastCallEntry B
ANER, X—RABMERATEARASEHREEIRE, RITRIHFT—T.

BRI EANRAIABSAEIED, AERARKABSHNEMFERNR G130, HMu#tEo, X
SIEDIARESLZ IGFAIARIT50L, BEXSNNXO30HITSTE, MR ELERI G, Blox108%

0x0o BEEFHTEENERATIECK, EREZEIMIKiISystemServiceEREIHESIFEEAYZE_KTHREADLEHIE, P
LLESI+OxEOIEMMNMEB RS RS FMtE, 5 SHERMNAGRSTULAAN, IRTRIVRARSRES
—KIERE K (RARSZSENEEMRZLI6FT, Hlox10) , FItHENTUMEXEMITEARZSERTEN,

.text:00406EA2 8B F8 mov edi, eax
.text:00406EA4 C1 EF @8 shr edi, 8
.text:00406EAY B3 EV 30 and edi, 36h
.text:00406EAA 8B CF mov ecx, edi
.text:00406EAC @3 BE EO 00 00 00 add edi, [esi+BEBh]

HEXBHRRAEBESAIEBX, AEHTZE&Ed FrA1RBAMIHRE T XMNNR, FRUNRGEEBESH
OXFFFI#1T 5558, WA TIRA12MAM0870, BEEDHSSEAXHITHLEIR, BIRSARSZFTMServiceLimiti 57
ER%IARS, LUIRYEEENERSNERS | 2EHR, NRERNBE R ENIE,

.text:00406EB2 BE DB mowv ebx, eax
.text:00486EB4 25 FF OF 00 00 and eax, OFFFh
.text:00406EB9 3B 47 08 cmp eax, [edi+8]
.text:@8486EBC @F 83 20 FD FF FF jnb _KiBBTUnexpectedRange

BEEMENZINEERERMox10:#17HER, UMEHIMRA AR SMMNER, NR5EEERE0x10M)
M TF2IABE_KeGdiFlushUserBatchB#l (BITERFM) , MRS ZHEHLE R Z0x0N BkEE,

.text:00406EC2 83 FO 10 cmp ecx, 18h
.text:00406ECS 75 1B jnz short 10c_4@6dE2
.text:08406ECS

.text:00406ECT7 64 8B @D 18 00 00 00 mov ecx, large fs:18h
.text:00406ECE 33 DB Xor ebx, ebx

.text:00406ECE
.text:00406EDS

.text:00406EDA loc 4@6EDO:

.text:00406EDG @B 99 70 OF 90 @9 or ebx, [ecx+@F70h]
.text:00406ED6 74 0A jz short loc 4@6EE2
.text:00406EDG

.text:PP406EDE 52 push edx

.text:00406EDY 50 push eax

.text:00406EDA FF 15 48 C5 48 @@ call ds: KeGdiFlushUserBatch
.text:00486EDA

.text:00406EEQ 58 pop eax

.text:00406EE1 S5A pop edx

WM TE, H_KPCREJOx638REAIAIALRMENML, tWELE_KPRCBAYOXS18/RIEHIAL FiKeSystemCalls, A
EDX (BM3IFBEEIIEE) LAFIESI, BENRARSRISAMWEBBEFRArgmentTableRIHIAELATIEBX, RE

XOR/AZEECX, EEREMBRIERAERASNERS  RREEAANRESHNFHHATICL, BRRARSE
BBV BB R ServiceTableAYithiE44 BIEDI, AEBBIBERARBASHZRS I RNEERAANEH (XBERU
AREAFENRBMA EE R4FT) LFIEBX.
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Jtext:
text:
Jtext:
Jtext:
Jtext:
Jtext:
text:

08466EE2
BB406EED
BB406EEB
@8486EEE
00406EF0
BB466EF3
B0406EFS

64
3B
3B
33
A
8B
3B

FF @5 38 06 00 oo
F2

5F 8C

9

ec 18

3F

1C &7

inc
mov
mov
Xor
mov
mov
mov

AAEEIRIEER - RAEA

large dword ptr fs:638h
esi, edx

ebx, [edi+@Ch]

ecx, ecx

cl, [eax+ebx]

edi, [edi]

ebx, [edit+eax®4]

SAETHELIRECX BN HF DROH1TIRA, XHEEN T EONRBHNSH E ik, BHEFECKEES
HFTRABANEREFURESHNNY, ANETENREPIESTEXEHB4F T, HEZESHE
ORBUBECXAVE, FRUFRIERMU4, HERESPLREDIZNIRBENEF & KINV B aItll, JAEHIRT3IRSHt
HSEEBEREHUR, WHEB /B AT _MmUserProbeAddress, BIRMA T M#ITEK, &5, HITSTREPIE
TR AEBX LR NI

text
text
text
text
text
text
text
text
text
text
text

: 0B406EFS
:00406EFA
: 0B4BGEFD
: 0B406EFF
: 00406Fa5
: 00406FA5
: 00406FaB
: 00406FaB
: 00406F0B
: 00406FaB
:00406FaD

1.4.3 SSDT

E EEMZE S A IFE R LOBIE_KTHREADEMMARIOXEORIE RS HBIRFARSE R, BRT XA NUANEA]
A LLEE BA—MA KA, FBFEESSDT (System Service Descriptor Table, RARZIRATR) o

SSDTHE 5K . KeServiceDescriptorTable. KeServiceDescriptorTableShadow. KeServiceDescriptorTable@™

BXHSER, 1A UTERZI M Ntoskrnl.exeRIF HFRFHE,

2B
C1
8B
3B
aF

F3
FF

El

ES @2

FC

35 B4 1E 49 @@
83 A8 @1 ¢0 oo

A5
D3

sub esp, ecx

shr ecx, 2

mov edi, esp

cmp esi, ds: MmUserProbeAddress
jnb loc_4@70B3

loc_AB6FaB:

rep movsd

call ebx
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w' CFF Explorer VIl - [ntoskrnl - &7 exe]

File Settings ?

B S

ntoskmil - Mk _exe

BAEEIRIZEIR - KRR

Bl [ File: ntoskml - FiZ exe
— (2] Dos Header

2l Nt Headers
&l File Header
.=l Optional Header
2] Data Directories [x]

— (2] Section Headers [x]
— 3 Export Directory

— |2 import Directory

|2 Resource Directory
— 2 Relocation Directory
— |2 Debug Directory

— @, Address Converter
— 4, Dependency Walker
— A, Hex Editor

— 4, Identifier

— A, import Adder

— %, Quick Disassembler
— A, Rebuilder

— ’-},Remce Editor
L— & UPX Unility

Member Offset Size Value

Characteristics 001AOEOD Dword 00000000

TimeDateStamp 001AOEO4 Dword 41107FAA

MajorVersion 001AOE08 Word 0000

MinorVersion 001AOEOA Word 0000

Name 001A0EOC Dword 001BCA16

Base 001A0ET0 Dword 00000001

NumberOffunctions 001AOE14 Dwaord 000005CB

NumberOfNames O01AOE18 Dword 000005CB

Ordinal Function RVA Name Ordinal | Name RVA Name

N/A 001A179C 001A413A 001A2E90 001A7C6B

(nFunctions) Dword Word Dword szAnsi

0000025B 0002B15F 025A 001BFE2B KeRundownQueue
0000025C 00026C9D 0258 001BFE3A KeSaveFloatingPointState
0000025D 00061627 025C 001BFE53 KeSaveStateForHibernate
0000025E 0008C500 025D 001BFEGB KeServiceDescriptorTable
0000025F 000442C9 025E 001BFE84 KeSetAffinityThread
00000260 000267F0 025F 001BFE98 KeSetBasePriorityThread

FATAITEWindbg FEREEX KR, XKKRE—HBITHEL, BTHRHE—1MRARSK, FALSSDTHY
BIEBE N64F 11, ERFZMNTHEWIndows XPRAER T MIKRARS KR, BRIHERR—KRARSK, B

KeServiceDescriptorTable

THRKRIEEEN ¢

@: kd> dd

8055c6e@ 80504734
8855c6f@ ©oeeBese
8655c768 ©oeboeee8
8055c71e ©0ooooee
8055c720 ©600B60082
8855¢73@ badalage
8055c740 ©0bboeoe
8055c750 904c¢533b

oeooeeee
geoeeeee
eeoeeeee
oeoeeeee
oeee271e
ba2f3%e0@
oeoeeeee
01d8dc76

eeeevllc
©oeeeeee
oeeeeeee
©ooeoeee
bf8eda4s
898c0@a%e
509f92fb
©00eeeee

80504bas
eoeooeee
eoooeeee
©oooeeee
eooooee0
806f5e4e
eoeeeenl
8eoeeeee

XRRANEZKRFARS RIEERIESSDTH, MEMIE T SSDT Shadow (BP
KeServiceDescriptorTableShadow) 2, HTALUEZWindbgEBXHKFRH BEBRIBEMB2HKRSFRSEK, B
EXKRERSHNRITEESRANIE, BEXARFERNA KRB,
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@: kd> dd

8055c6a0
8055c6bo
8055c6co
8055c6de
8055c6e0
8055c6f0
8055c760
8055c710

SEEL DT

RITERTSSTDRGE, tWatEET

KeServiceDescriptorTableShadow

80504734
bf997600
e0000800
800000800
80504734
ee0eee8eo
e0oeeBee
eeoeeeeo

eooeeeee
eooeeeee
eoeoeeee
eoeeeeee
eooeeeee
eooeeeee
eoooeeee
eooeeeee

8eveellc
0000029b
eooBoeeee
eoeoeeee
000e011c
eooeeeee
eoooeeee
eooeeeee

80504ba8
bf998310
eooooeee
eooooeee
80504ba8
eeoeoeee
eooeoeee
eeooeoeee

il e =]

5 Exported entry 276. NtReadVirtualMemory
; Exported entry 1085. ZwReadVirtualMemory

;5 stdcall NtReadVirtualMemory(x, x, x, X, X)
public NtReadVirtualMemory@2e
_NtReadVirtualMemory@2@® proc near

mov eax, @BAh 5 NtReadVirtualMemory
mowv edx, 7FFE@388h

call dword ptr [edx]

retn 14h

_NtReadVirtualMemory@2® endp

BAIRFAH—T, THBEKRAIRSRIZ 5L

A OWN PR

ServiceTable (& iﬁliﬂ!ﬁtﬁi{ﬂiﬂ:)
Count (RHARBFRIARRE)
ServicelLimit (RARSKRAZHEHHINTE)
ArgmentTable (BIB#aRMLL)

EAEHITIRG -

. 80504734
: 00000000

1 80504ba8

$ 0000011c

AAEEIRIEER - RAEA

RARSRNEARRRE, TURIERAERS B S RN— TRZEE.
WNEAZ B9 HTEIReadProcessMemoryBKE, T©RIRSIE A SR E0xBA,

EE RSt R AR E B SIHEAZEHEtE, 0 TFERTRETEIXE] T ReadProcessMemory

R BN EINtReadVirtualMemory, SHLCHRRBEITE—F R :

APIE
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©: kd> dd
8e5e4alc
80504a2c
80504a3c
80504a4c
80504a5c
80504a6¢
805e4a7c
80504a8c

80504734+ (OXxBA*0xX4)

8@5b3c52
80577b638
805a4f10
8@5c7e7e
8060eles
805d4148
885a3788
80644cbe

©: kd> u 865b3c52
nt!NtReadVirtualMemory:

805d1f26 80616744
80642006 8062236e
865a5ed8 865a58e0@
805a3246e 885a3279a
80521776 80621450
80621412 80621582
8061581le B8061581le
80613boa 8060fc50

805b3c52 6alc

805b3c54 68c8ae4d8P
805b3c59 e8127ff8ff

push
push
call

885b3c5e 64al24010000 mov
805b3c64 8bf8
885b3c66 828746010060 mov
805b3c6c 8845e0
805b3cef 8b7514

EFRMNEAIUERZRBNSHEFTY, hriRoxi4 (20)

mov

mov
mov

@: kd> db 80504ba8+8xBA
80504c62 14 e4 e8 ec 14
80504c72 ©8 ©Oc Oc 04 @8
80584c82 10 e8 e4 e4 e4
80504c92 @4 e4 1o ec es
80504ca2 10 04 04 04 @8
80584cb2 10 ©8 88 10 14
80584cc2 10 ee oee eo ee
8e5e4cd2 ce b8 40 ee ee

es
o8
14
14
18
Bc
ee
ee

1ch

8061411le
80624c28
805a51fa
885¢c7c8Bc
805d4266
8062164e
8es5def26
806104c2

AAEEIRIEER - RAEA

offset nt!MmClaimParameterAdjustDownTime+@x9@ (8@4daec8)

nt!_SEH_prolog (8653bb78)

eax,dword ptr fs:[@000124h]
edi,eax

al,byte ptr [edi+l4@h]
byte ptr [ebp-26h],al

esi,dword ptr [ebp+14h]

e8
ec
14
ec
08
e4
cc
ef

@c-es8 1e
@c-24 @8
le-1e 1e
@c-e8 es
©8-08 @0
e4-24 24
CCc-CcC ccC
2b-41 ee

14
o8
1@
1lc
10
18
(ol
ef

es8
o8
18
ec
10
14
(ol
2b

AN

" F1>

e4
ac
18
e4
o4
ee
cc
41

e38
e4
o8
18
e4
18
cc
10

ec
es8
14
14
es8
ec
ef
ef

BRENBRWFTR, A8
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