TEKERNRIZEIR - R A

1 X%
1.1 IFERLE

1.1.1 FERIFE

ERERhiEFZE, BRIFELRBHFAAIFE, BETEFVSIDE (XEECEEFERE) , EXERAREINS
B L2 EELZEWDK (WDK‘F%}ZiHJiJJ: https://docs.microsoft.com/zh-cn/windows-hardware/
drivers/other-wdk-downloads) , TEFA1LEWDKIHMERE FREIRALN 5 SDKHARA—, TR LUBIS
HIER-TERFENE, IEIHFIVS IDEREMSDKIRA, TR, HAIRS LSDKRIMRAR1L7763 !

‘A Windows Software Development Kit - Windows 10.0.17763.132 Microsoft Corporation

Microsoft Corporation =2EF7 10.1.177632.132
#\: 2.34 GB

?%E{’T ST IEWDKAY FE It PR NN RGN R ES, EE?Lﬁéaunszdows 10 21H2RRAS, B TIEPFHF
BEMNMNBRRAERE, FRIUERIBFRAEWindows10MWDKEZ G E FE TR T -

Windows i WDK FItEX T
Windows 11 kR 21H2 Windows 11 jRZs 21H2 WDK =
Windows Server 2022 IEFATF Windows Server 2022 i WDK &
Windows 10 k4~ 2004 JEFAT Windows 10 higds 2004 i WDK &
Windows 10 kfZZk 2004 JEFT Windows 10 R 2004 (10.19041.1) B WDK* &8 R 5"
Windows 10 kfgZk 1903 JEFTF Windows 10 ki 1903 {9 WDK &
Windows 10 kfZZ 1809 J&EFTF Windows 10 kg4 1809 [ WDK =
Windows 10 kfizs 1803 ST Windows 10 Bk 1803 9 WDK e
Windows 10 kfZZ 1709 J&FT Windows 10 kg 1709 B WDK =
Windows 10 ks 1703 J&FT Windows 10 kg 1703 §Y WDK =
Windows 10 kiR 1607 JEAT Windows 10 figZs 1607 Y WDK &
Windows 8.1 E5f WDK 8.1 S ((NEHEIR) - EHTI A

WDK 8.1 =¥ ((RE) - ZRArTA

WDK 8.1 73~:f5l 2
Windows 8 WDK 82 ({XEHE)

WDK 8 DI TRt ({WEE)

WDK 8 7=l

Windows 7 WDK 7.1.0

RRAMCKITH, MIE)T 5SSO MARANWDKE Fel, HERSRLENA !
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ﬁ@ Windows Driver Kit - Windows 10.0.17763.1 - >

Specify Location

® Install the Windows Driver Kit - Windows 10.0.17763.1 to this computer
Install Path:

C:\Program Files (x86)\Windows Kits\10\ Browse...

* Windows Kit common installation path used

1.1.2 ME&E

REGF R EZ EEA1FTFVS2017, FHEW B HiEFEVC+H TFHIWimdows Drivers, BJEEmpty WDM DriverIil
g :

I ? X

EE(Ctrl+E) R~

.
“ = G% Empty WDM Driver Visual C++ 28 Visual C++
b Visual C# An empty project for creating a WDM
b Visual Basic driver
4 Visual C++
Windows =&
Windows iEH
b ETE
MFC/ATL
k=
Hif

4 Windows Drivers

2 =3 S HERiREE: [BUAE -

Applications
Devices

Legacy -
FHRIUFEERRRE?
FTFF Visual Studio =R

BIR(N): MyDriver1

r=(L): \C:\Users\kid\source\repos - | FEE(B)...
BRRTIEEERR(M):  MyDriverl SRR EAEERD)
[ ] smnshRrmetEu)

s

tIZTmB e, EARTMBREY, RO TEmRHTERE !
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BIE(C):  i&sh(Debug)

v SES(P):  EEI(WIn32)

EAGEEIRIZER - WA

ELEEEER(O)...

4 BREETE
it
VC++ BR
> R
I> Driver Settings
I> Driver Install
I Rkt
I> Stamplnf
I Inf2Cat
I> Driver Signing
I» Message Compiler
I» Counters Manifest Prepro

b AR

BIE(C): iEENDebug)

4 BESEE
=0
R
VC++ BS
I fEiERE

I> Driver Settings

I> Driver Install

b SRt

I» Stamplnf

I> Inf2Cat

I> Driver Signing

I Message Compiler

I> Counters Manifest Prepro

b ARG

4 BESE
=0
i
VC++ B
> iR
4 Driver Settings
General
Driver Model
Network Adapter Drive
Mobile Broadband Adg
USBE Connector Managy
USB Role Switch Driver
USE Device Emulation
USB Type-C Port Contr
I» Driver Install
b HERESHt
> Stamplnf
I Inf2Cat
I» Driver Signing
I» Message Compiler
> Counters Manifest Prepro

P ST

v Bl

BinFE Windows 10

Windows SDK A $(LatestTargetPlatformVersion)

BHES $(SolutionDir)$(ConfigurationName)\,

FEEF $(ConfigurationName)\,

Birsiits $(TargetName.Replace(' *,"))

|EfmritrES sys

ERERERT RS *.cdf;*.cache;*.obj;*.obj.enc;®.ilk;*.ipdb;*.iobj;*.resources;* tlb;*.tli;*
g HRESE $(IntDiN$(MSBuildProjectName).log

FESTESE WindowsKernelModeDriver10.0 l

EEEERELA =

v InHZRME
g Driver ]

MFC B9 {EAtE Windows

FHE

LHESIETHTS FAHESIETHET

NET BtRESRRA v4.5

SEFMRAL TTEEFMIL

Windows W FERSER =S =

v EEP): |EHWin32) EEETRE(0)...

rarget OS Version Windows 7 |

Target Platform Desktop

“NT TARGET VERSION

Build Package

Override default Runtime Library

3 v

Windows Version List
Include Page Hashes
Add PE Attribute
Add Drm

Verbose

No Catalog

Use Local Time

7 _$(DDKPlatform)
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EEE(C):  §&EN(Debug) v EE(P):  FEEI(WIn32) ~ BIEEIERR(O)...
BH Test Certificate
Lo Cross-Signing Certificate
VC++ BR Production Certificate
b EEEE TimeStampServer Verisign

I> Driver Settings

Disable Warnings
I> Driver Install

Enable Diagnostic Verbosity

I 04 1Y

b SR Minimal Build For Production Signing
P SEraplid] File Digest Algorithm
I> Inf2Cat

I> Driver Signing

I Message Compiler

I Counters Manifest Preprol
P ST

Eiit, BIFAENEETEMBE T
1.2 Hello Driver

1.2.1 IXehIEF1CES

HENEEFReALIMERIMB /G, FAIUEIEAREXE, EFEZIENEHNERIMRIMERINAIDX
HERCGES, XHERFBUFTIHATAZHMN, BETHNFRL :

HRINEALE - MyDriver1 ) %
4 BB HERERIE: [BAE -] EE(Ctrl+E) p-
4 Visual C++ Ij' C++ ST#(.cpp) Visual C++ 28 Visual C++

ﬁﬁ- . £ SIEEE C++ RAERSIE

EEE E Az h) Visual C++

ATL

2R ‘g C++ 3% Visual C++

Web n Package Manifest Visual C++

THTE

Bt

HLSL

Test

B

b &AL
BFR(N): [MyDriver.d |
u=E(L)y: ‘C:\Users\kid\sour(e\repos\MyDriveﬂ\MyDriver1\ '| HES(B)...

L
EERITRRBERBNESEKEER—T !
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4 FLEEH =R $(IntDir);%(AdditionalincludeDirectories)
il EAfif #using 8%
W EREERER EEEEREE (/Z0)
VC++ BF SF NG =
PEEEARISS
B %@%ﬁ . {FF Windows IE{TH1 &
P Driver Settings BEEE R iint *E (/nologo)
I> Driver Install === W
& s=m s & (JWX.) |
I> Stamplnf P
=0
> In‘F.2Cat o L HTET &8 (/diagnostics:classic)
I> Driver Signing SDL %
> Wpp Tracing 5,&@%1\%
> Message Compiler =
> Counters Manifest Prepro
P RS SAT

REFHNFREE CHBE— M Rei2FRE, REANRIMEZEntddkh3kXXH, UKREFREER AL

BEI¥DriverEntry :

1 #include <ntddk.h> // HABTEHILIHF

2

3 /] BEXBIRNTERENE I

4 VOID DriverUnload(PDRIVER_OBJECT DriverObject)

5 {

6 DbgPrint("Bye. \n");

7 }

8

9 /] REhFER AR

10 NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING
RegistryPath)

11 {

12 DbgPrint("Hello Driver. \n");

13

14 /] RBE— R, HIRohELERRE

15 DriverObject->DriverUnload = DriverUnload;

16 return STATUS_SUCCESS;

17 }

REHINRZFENS,

FEUE BIDebug B R LB sysXfF, KRBT HRIEHRAVIRENIZT
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HER

MyDriverT
% | MyDriver1.inf
& MyDriver1.pdb
MyDriver1.sys

1.2.2 FRIRIER

FHRIFIFHIIRTNFER . KdmManager. DebugViewEZIXPEEMNAR (BB ERIXIREILESHAEN A
&) , EAKdmManagerilE RGN, R TFEFARTBAOXEHTT, FLtRtEITHDebugView, BEEIFEENT
RIIZAYIEIN -

i

I C:ADocuments and SettingsWdministrators S E yDriver] . sys

ﬁﬂ?@ m@rm |—r About..

| Unregister | Exit
\ A
Drivé@| Dperation | Statuz '@Aast Errar

£ Debug¥ier on \ACHER-4BSTSD12FF (local) B ] [

File Edit | Capture UOptions Computer Help
| & E & v Captore tiniz Coltt B EL T | | 4

# I Time Capture Kernel Ctrl+E I

Faz=— 01

v Capture Event=z Ctrl+E

Loz Bonot

IRShF&E - 6
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HEAMEIOGHIT IR, 5B17. FLE. HE, FILUEMBYTEDebugView IR BIFRATREHIZFFARIHAIRNS, 3
BERIMBAE T RBATHME | S [RERuniZHN#EARIEF AR, YodiStoptRHEiT#EABENXH
IRThiz FeEN S EREY

¥ Eernel-Bode Driver Manager M |w| S| | = Debug¥iew on \\CHEF-4BSTS =101 x|

File Edit Capture 0Options Computer Help

| |E:\D ocuments and Setingsiadministrator EE MyDriver] sps |:| |

| Register |— I_—| Bun |—|
Code

el 140 Contral | —T— 247011726 Eye
|

=~ W EET 9F |

Diriveer | Dperationl Statuz | Lazt Errar

MyDriverl  Fegister  Success  ERFERETHISRR.

MyDriver]  Start Success | BRTEREINSCRE.

MyDriverl | Stop Success | BRTEREINSERE.

MyDriverl  Urregister  Success  ERFERETHIERE.

< | ol

1.3 JEIREIER

1.3.1 AAfE

BAREEFTMENAREF—HEE (EEEoDZENFRIERTR) , BREREDIZEFUNERER
AR, EERBHAEITRMER, EEAY EERIFEIRE (WrZEwWinDbg) #ITIEI.

ZEBNTHITONIAREEN, BEFMBERAXHFAGER, XTTBERIFLLRED, HATTLLET
VirtualKD (FFRIBLB#4E © https://github.com/4d61726b/VirtualKD-Redux) FEFERELENTE,

NTEPRTRENMEFHE REN, target32/64B R THNHMERIBRELNIRIERFRIZERIEFH & HHE
LB, vmmoné64.exeFt B EEF, BEZELMAFTH ¢

RopF&E - 7
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SR

target3Z
targetod
] kdclient32.dIl
% kdcliente4.dll
] VirtualBoxIntegration.exe
s VKD-Redux CA.cer

|@ vmmonbd.exe |

‘'mg vmxpatch64.exe

EH BN ZRFRWindows XP 321, PRl Ftarget32 B RBMAERINIT, FHEZRM TS BIRE
W5 Tvminstall.exe-m EInstalliRH- = T “ B "-RA E B - 1K VKD-Redux /B B

| . -
F kdbazis. d11 .53 wvminstall. exe
"'ﬂ-h_-‘ 2022.1.0.0 @ ¥irtualEl-Redux ... o_/'
¥ | Eermel Debugger ... VirtualKI-Eedux

'?_f_}Install ¥irtualED-Redux Z02Z.1 on ¥irtunal Hach _IDIEI

Thig program will prepare your guest 05 for debugging with Yitualk.D-Redux. The boot manager configuration wil
be updated accordingly. To start kermel debugging with WirtualkD-Fedus, you will need to restart guest 05,

@ [Create a new boat entry:

Question |

VirtualEI-REedux was succeszfully installed Fleaze do mot forget to run VMMOH EXE on the host machine, or uze VisualDDE for debuszing.

\._"/ DIo you want to restart your computer now? 9

& W

I" Irstall ]@ Cancel |

IREhFF & - 8
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FILFEIEHFTFvmmon64.exe, HEFEFHNAIWindbgi2FERE (—MRIER T EF S FHEIUWindbgi2F iR
%)

A VirtualKD-Redux Virtual Machine Monitor 2022.1 - [m] X
PID VM type Uptime CPU Pipe name Packets Resets 0S Debugger Poll rate Bytes recei... 255K
@ 6836 VMWare x64 03:10... 0% kd Window... 1214/1... 1 ... yes 63 Bytes send 100K

Packets rec... 1214
Packets sent 1211
IN packet rate 0fs
OUT packet ... 0fs
Reset count 1
Send rate 0fs
Receive rate 0fs
Max. send r... 72K{s
Max. recv. r... 230K{s
CPU usage 0%
Avg. CPU us... 0%

Debug message Patcher debug messages v Clear log Cleanup VM List

#VirtualKD-Redux patcher DLL successfully loaded. Patching the GuestRPC mechanism...*

Searching patch database for information about current executable...

No information found.

Analyzing VMWARE-VMX executable...

Building list of EXE sections... 29383K of data found.

Scanning for RPC command name strings...

Finished scanning. Found 56 strings.

Searching for string references... v

[ Start debugger automatically WinDbg Preview Sideloaded WinDbg Preview path...

Run debugger

5 © WINDBG.EXE
[ stop debugger automatically Ir WinDbg/KD debugger path... il
DbgBreakPoint]) on start O KD.EXE
TraceAssist params... O Custom: cmd.exe Jc "$[toolspath)| cmd" $(pip ) pEstore i spahoy jnstenthvest
Unpatch process Close

O Log all sent and received packets to kd_<YMNAME>.html files (useful for analyzing debugger protocol

REHEARRMER, E8EE ERBITFWindbgizfF :

REpFF&E - 9
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l}] Kernel 'com:pipe,resets=0,reconnect,port=\\.\pipe\kd_Windows_XP_Professional.vmwarevm' - WinDbg:10.0.17763.1 AMD&64

File Edit View Debug Window Help
=l =) BN RE: ST R Ve

[ DEEE0EE 00 E5] A

Command

You are seeing this message because you pressed either
CTRL+C (if you run console kernel debugger) oz,
CTRL+BREAR (if you run GUI kernel debugger),

® on your debugger machine's keyboard.
®

THIS IS5 NOT R BUG OR & SYSTEM CRASH

* If you did not intend to break into the debugger, press the "g"
* press the "Enter" key now.

* does, press "g" and "Enter" again.

nt!RtlpBreakWithStatusInstruction:
8052b5d8 cc int 3
kd> g

ERROR: DavReadRegistryValues/RegQueryValueExW(4). WStatus = 5
ERROR: DavReadRegistryValues/RegQueryValueExW(5). WStatus = 3
ERROR: DavReadRegistryValues/RegQueryValueExW(€). WStatus = 3

watchdog!WdUpdateRecoveryState: Recovery enabled.

Break instruction Exceptlun - code f 03 (flIst cdancﬂ

* ¥ou are seeing this message because you pressed either
® CTRL+C (if you run comsole kernel debugger) or,
CTRL+BRERE (if you run GUI kernel debugger),
on your debugger machine's keyboard.
THIS IS NOT A BUG OR A SYSTEM CRASH
* If you did not intend to break into the debugger, press the
* press the "Enter" key now.

* does, press "g" and "Enter" again.
x

1.3.2 PDBX 4

g" key,
This message might immediately reappear.

444444444444444444444444444444444444444444444444444444444444

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

"yt key,
This message might immediately reappear.

--------------------------------------------------------------------------------------------------------------------------------

R R R R R R L R R R L R L

then
If it

uuuuuuu

xxxxxxxxxxxxxxxx

then
If it

xxxxxxxxxxxxxxxx

ZIEBODERWindbg, HHEEFG ST RELRNRGIESHES, AIUIFBODERREFNE

B UER—EWindows APIZ UM BN R FE T RICEER, i

QERRCHEEERREL, RAER T2 NERF N
BHIENHA] £ X 4 iFaIIE T2 F 85 B R TR A X R AIPDBX fFo

PDBX BRI S X, FlERIFREFE,
B9 B R EIPRRIFIZF BYPDBX R,

MyDriver
= | MyDriver1.inf
IEI‘ MyDriver1.pdb I
] MyDriver1.sys

BATEZBEWindbgPIFIRIKNIEFFLTH
4R, RATHI=R:

XANPDBXfE, BEZ

XS XHEsER.

EXZARNRELERREAE ERECT

IRshFF& - 10
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/] EFFEFFANOREY
NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING RegistryPath)

{

asm

int 3
mov eax, eax

}
DbgPrint( Hello Driver. \n");

/] EE—NEIEEREL, ZIRANEIEET AR
DriverObject->DriverUnload = DriverUnload;
return STATUS SUCCESS;

Y
IR SISO BRI, MURTEWindbgBEF S, A0 FERIEEAPDBY 4 AL AN :

'.;l Kernel 'com:pipe, port=\\\\pipe\com_1,baud=1
Edit View Debug Window Help

@ Open Source File... Ctrl+O
Close Current Window Ctrl+F4
Symbol Search Path X
Symbol path: @
Symbol File Path ... Ctrl+S | C:\Users\kid\source\repos\MyDriverl\Debug
Source File Path ... (2) Ctrl+P e_)) Cancel
Image File Path ... Ctrl+] =l
Help
Open Workspace... Ctrl+wW
Save Workspace Browse..

Save Workspace As... |! Reload l 9)

Clear Workspace...
Delete Workspaces...
Open Workspace in File...

Save Workspace to File...

Map Network Drive...
Disconnect Network Drive...

Recent Files >

Exit Alt+F4

EETEEBWFAKdmManagerMBFHIEITIRENIER, B1T8Y (KdmManager R R R &iRuniZHll) MATE
WindbgHR B 3R, M FEEWiIndbgPFHET —MED (MINEN) BrHaEsiZFixiiE, HAE
RWFEABEARTARNYN, IMBRERIERENBIZFIRVSE—#H !

IRshFF & - 11
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c\users\kid\source\repos\mydriver1 \mydnver1 \mydriver.c = -

* If you did not intend to break into the debugger,
* press the "Enter" key now.
% does, press "g" and "Enter" again.

press the "g" key, then
essage might immediately reappear. If it *

DbgPrint ("Byes. \n");

nt!RtlpBreakWithStatusInstruction:

IR = [ I 8052b5d8 cc int 3
/r IEENFRFEA O RS kd> g
TTSTATUS DriverEntry (PDRIVER_OBJECT Driver Object, PUNICODE_STRING RegistryPath) ERROR: DavReadRegi sceyialues/ReglueryalucBsi(2) . FStasus = 5
ERROR: DavReadRegi es/Regl ExW (5). WStatus = 5
ERROR: DavReadRe. g as/geg ExW(6) . WStatus = 5
asm

nabled.
3 (first chance)

{

- SzEak instruction ExcEpt.\.Dn - cu\:{E 2

mov sax, esax

1

. You are seeing this message because you pressed either
DbgPrint ("Hello Driver. \n"); g g you p:

CTRL+C (if you run console kermel debugger) or

fen * CTRL+BRERK (if
SEEIEIRUR AR on your debugger ma

Unload = DriverUnload;

return STATUS_SUCCESS;

's keyboard
THIS IS NOT A BUG OR A SYSTEM CRASH
* If you did not intend to break into the debugger, press the "g" key, then

* press the "Enter” key mow. This message might immediately reappear. If it *
* does, press "g" and "Enter” again. *

nt!RtlpBreakWithStatusInstruction:

8052b5d8 ce int 3

0: kd> g

Break instruction exception - code 80000003 (first chance)
MyDriverl!DriverEntry+0x3:

babc9003 cc int 3

1.4 BEHAS

1.4.1 RZAPIBY{EFE

£ AR RZR BT LLEE 2 FWindows. hiX Pk XA RAEAWindowsie (£HIAPI, {ERERZEENFIIR
_IJ—/(FFHF‘_FHFE’JAPI, MEBFEARZERNAP, FAURNBZETSHEXHEFRER T ntddk.h (EEREL
WDK) o

1 |le#include <ntddk.h> // HAESSHILIE

#include <windows.h> // FTGiZE&

Foizd T3 iR 32 "windows.h"

uviopbBowp

ENAERFELA—F, BRITEEETHEEINAHNZAPINGEER, UEETRNY, BIRANWIKEZEZERBF
NHEER, BHi—aWDKAEBES, BINEEEEMESE | https://docs.microsoft.com/zh-cn/windows-
hardware/drivers/ddi/

B¥ Microsoft | Docs X Llean JANE QaA RESFH BE B BR L BR
Windows BEFFEAR s~ Ta- =6 56 w8 [ oo |
© FEBNHSWETHLENBATN, LB R R RSN, A, HERRREE. &
% ] Docs / Windows / Windows s / ® 7

- . . A
e, i&EAF Windows IRENiZRFTEE/ API &

E3RY (WDK)

Windows BXFHERF API 25 M ENNEGRR, EERT, HEE—HIAUEES
ZIREEFRAERA) AP AL FEE, 30, iR —MRAEERIRLPHIFTE APl
#EHE API BT, BRBINIEENZ AP BIRASEERE.

142 RFHEBHIEAR

WDKXHEHERTZ T SHIRBER, WFRSHNEHESEAREEX BN (FEMEAILUFEMZ AR
HCEE) o RFNVEEARSHIE, FEEX—DEHIET, FENRBIETHREERREHI
AIUERT . RS H BRI AT LOET RAED 23R, ﬂ*ﬁW&EgPDBK#EEﬁZEIJO

IRGhFF & - 12
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1.4.3 EAXRPUEIEBIER

EARREN R, BREETWDKIIRIESIR, AT REAEERAEIN L X RiFunsigned, MEE
BEWDKE 2SRy FER :

WDKHYEE REWER
ULONG unsigned long
UCHAR unsigned char
UINT unsigned int
VOID void

PULONG unsigned long *
PUCHAR unsigned char *
PUNIT unsigned int *
PVOID void *

WRMMBEEERES, EFRANTE LBERETEISBBERERR, 2ENREREEMFEERMND,
MIRWDKEY B AR A LUB D XM A B B BB o

1.4.4 R[EE

REBDAKEBELERIERBENTSTATUSER, EXRR—IER, EEAFHEEERS, IT=THEEN
YR [ElE

LA TR SCRR{E aX
STATUS_SUCCESS 0x00000000  F¥If
STATUS_INVALID_PARAMETER = 0xC000000D E#TK

STATUS_BUFFER_OVERFLOW  0x80000005 ZEFAXKERIE

LRI B BRI 45 R 2STATUS_SUCCESS, ARRLIRBEEETEHRITRNBE) T, EARpin@ el iR
R EETEntstatus. h kKPR EIH :

IRGhFF & - 13
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= ntstatus.h = ]2 C:\Program Files (x86)\Windows Kits\10\Include\10.0.17763.0\shared\ntstatus.h
163 /7
164 // MessageText:
165 //
166 7/ STATUS_SUCCESSl
167 !/
168 #define STATUS_SUCCESS ((NTSTATUS)@x00000000L ) // ntsubauth
169
17 =/
171 // MessageId: STATUS_WAIT_ 1
172 //
173 // MessageText:
174 //
175 // STATUS_WAIT_1
176 !/
177  |#define STATUS_WAIT 1 ((NTSTATUS)@xe0000001L)
178
179 =/

180 // MessageId: STATUS_WAIT_2

B R BIHEERE N AEE, MRMATIERFENZ X, SIUEHIRBIWDKIAE R EIERE X BB

145 AZFHIZELE

ERKF—MIVNEEIRE P BESRIER, AINENERE— M ERREFE I, 7T iLB SHAKIEFEM
@, EREAREFNECRIIRELIE,

fEWindows MR T MR ELIENG], FiFREEERZS, WTHEAEERGE !

1 __try

2 {

3 // EARREEHENLE
4 }

5 __except (filter_value)

6 {

7 /] BEALERERITHREG
8 }

o0 _ERBIFEYfilter_value, FiRHAKIEF HIFEE N RERFIARITE, —REX=MFER
p/re 2L a1 SCRR{E aX
EXCEPTION_EXECUTE_HANDLER 1 i# A exceptXATRHTT
EXCEPTION_CONTINUE_SEARCH 0 A BERE, HE—FEARRBLE
EXCEPTION_CONTINUE_EXECUTION -1 PEFERITEHIZB BT

IRGhF & - 14
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1.4.6 HRARRNRATFERE

WEARIEFRTAREERREAEN, NAFENERETERZHE. RE. #01. BN, EANAKEEN
T (NAESAKRENIL)

W FR %

malloc ExAllocatePool
memset RtlFillMemory
memcpy RtIMoveMemory
free ExFreePool

1.4.7 RZFRF BRI

ERARPEINFZRTREMAET LT, HCHAR. WCHAR. ANSI_STRING. UNICODE_STRING, BIFN#tEcharfl
wchar_tERZNE X, BR—RABINERAXMELMEREHE D (EREDEIFHEDHALKR) , RAER
KHPERREEEERIVON, NREAFRNEEFRHESREEFKERN, BFRTHRE]0x03, N 0x0FLEL
b, BUIREEFRFENZEERIMMANIREER T M2 SHER,

ANSI_STRINGERFRHIENXINTF :

1 typedef struct _STRING {

2 USHORT Length;

3 USHORT MaximumLength;

4 #ifdef MIDL_PASS

5 [size_is(MaximumLength), length_is(Length) ]

6 #endif // MIDL_PASS

7 _Field_size_bytes_part_opt_(MaximumLength, Length) PCHAR Buffer;
8  } STRING;

9
10 typedef STRING ANSI_STRING;

UNICODE_STRINGERTERIENXIT :

typedef struct _UNICODE_STRING {

USHORT Length;

USHORT MaximumLength;
#ifdef MIDL_PASS

[size_is(MaximumLength / 2), length_is((Length) / 2) ] USHORT =*
Buffer;
#else // MIDL_PASS

_Field_size_bytes_part_opt_(MaximumLength, Length) PWCH Buffer;
8 | #endif // MIDL_PASS

a b wN PR

~N O
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S } UNICODE_STRING;

BTN NS ARRIE XL AT AR RIMIN SR Z—1F0, HEREFF RN A UIRIEBUffer+LengthiX
A SIAEIAEIREF T &R, 8o H PR EE SR S BUE R BV ).

1.4.8 NXFREEHERK
TRREIRIERE . B4, k. iR, EhFEBEEERKDNE RENERESL ;

ANSI_STRINGZRF &8 UNICODE_STRINGZERFEB aX
RtlinitAnsiString RtlinitUnicodeString SIEF R &
RtlCopyString RtlCopyUnicodeString FRER 8
RtlCompareString RtlCompareUnicoodeString FRIEBLR
RtlAnsiStringToUnicodeString RtlUnicodeStringToAnsiString {mBD AR

1.5 Ni%ZE B SRR

1.5.1 RN#%ZE(g]

FEZABF S RERAR & 22— #HIZH4BA/NHRNTFZEE, E2GEEFHCH, S26EHER, HMER
ZZEE, MARNBELENE— N ERNRHIZF N LESSITHRE, IUB— P RERICIEB26EHE
B9

HNAUERE T RHIEF, TEFAREX—T2REE, ARSTHEmHEMIE
9 ULONG a = ©x12345678;

10

11 // EEIERALRE]
12 NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject,
= PUNICODE STRING RegistryPath)

13 {

14

15 DbgPrint ("%x \n", &a);

16 /] RE—NEEREL, ZIRENEIEETRRR

17 DriverObject->DriverUnload = DriverUnload;
18 return STATUS_ SUCCESS;

19 }
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BEERNEEMPBTZEIEFRRE /T EML

i
File Edit Capture Options Computer Help
‘ IC:'\Documents and Settings\administrator\ I\ yDriverl sys B | - =
eHddE | | Z=-|@R | BB T <P | i
| Register I—I_—lFiunl | [Dptions... I # |1‘j_me ebug Print |
1 0. ooooooon babA3000
[C}Eai']a [ | o Coniel [—1 ||| gbout. |
| Uriregigter I—I-—| Stop I | Exit I
Drivver | Dperation| Status | Last Error
MyDriverl | Register  Success | HRFEREIHSSRE.
fyDriver] | Start Success | BRYEREThSERE.

B3} 0xBAB63000, FASTEWindbgHfE B process 0 OFBEINMER, HAECHNAEFEEE, BEFZRNEFEE
18] R 9331k 0xBAB63000AI A

Failed to get VadRoot
PROCESS 898125f8 SessionId: @ Cid: @598
DirBase: @a3c@36@ ObjectTable: el197e67@ HandleCount: 59.
Image: Dbgview.exe

@: kd> .process 898125f8
Implicit process is now 8981258

Peb: 7ffdseee ParentCid: @7d8

WARNING: .cache forcedecodeuser is not enabled
@: kd> dd BABE3eee

bab63eee 12345678 2067c305 df983cfa ©o0e0eee
bab63@le ©eeeeeee 220LEEEE PPOLEEEE PLBERBe.
bab6302@ ©PCEEEEE COPLEREE PoCeeEeoe ©eLeeReee
bab63@3@ ©000BEOE B0OEOOEO ©DBOBEEe ©0VLLBee
bab6384@ ©oE0EEEE COPLERED OoEEeEeLe ©eLeeRee
bab6365@ ©000EEEe E0PEEOEO ©OR0EELe ©OVe0Bes
bab6366@ ©0EOEEEE COOEOREO ©OEOeELe ©OLeoBee
bab6387@ ©Q0CEEEEE 20OLEREO 0OEOeEee ©oVeoBee

RARLRI FFUR, FBEITEDbgview.exeHIZMAFZEEIH, HitiitoxBAB63000A B FESE Fl1IKENTZR
EXHAR, WHMIEKT46BEEFR2EHEN, XE26HZE BRI ZE(E.

1.5.2 ARxIER

ATEFHNMERS, SBRAAKTETERAMEINE, FRUMRREHRTED, AR ASRAERI
IREWNIZF K F B gl ; XERNEFS—PRNEBAIUEER— MR, WRIATNUTIR 2 ARZIRR
» ENNERPESEN, HERLUNHBINZT,.

B2 iR EREFHNMEANEBEEFH Y, — T AORE, —PNEHHEY, EAOXKT, G
NMz£, 3 EPDRIVER_OBJECT. PUNICODE_STRING.

HA12RE—TPDRIVER_OBJECT, ER—TEMIEK, FKF <z HRENFTER, BILUEZVSHEWiIndbgEERXT
SEMERIR R -
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©: kd> dt _DRIVER_OBJECT
nt!_DRIVER_OBJECT

+0x0e8 Type Int2B

+0x002 Size Int2B

+0x004 DeviceObject : Ptr32 _DEVICE_OBJECT
+0x008 Flags : Uint4B

+@xeec DriverStart : Ptr32 Void

+0x01e DriverSize : Uint4B

+0x014 DriverSection Ptr32 Void

+0x018 DriverExtension
+0x01lc DriverName
+8x024 HardwareDatabase
+0x028 FastIoDispatch

Ptr32 _DRIVER_EXTENSION

: _UNICODE_STRING

: Ptr32 _UNICODE_STRING
Ptr32 _FAST_IO_DISPATCH

+0x02c DriverInit Ptr32 long
+8x030 DriverStartIo Ptr32 void
+0x@34 DriverUnload Ptr32 void
+0x038 MajorFunction [28] Ptr32 long

EAGEEIRIZER - WA

XTENFETEASEHIEFN—LEMER, BEARETNEN IR

1 typedef struct _DRIVER_OBJECT {

2 CSHORT Type;

3 CSHORT Size;

4 PDEVICE_OBJECT DeviceObject;

5 ULONG Flags;

6 PVOID DriverStart; // ZEMAXNEVIREhFEFENZZEEAIE

7 ULONG DriverSize; // &MENNEYIREIFERBIA )N

8 PVOID DriverSection; // 15%t, #8ME_LDR_DATA_TABLE_ENTRYZEHI{K
9 PDRIVER_EXTENSION DriverExtension;
10 UNICODE_STRING DriverName; // (A NAIREHTEFRIGE
11 PUNICODE_STRING HardwareDatabase;
12 PFAST_IO_DISPATCH FastIoDispatch;
13 PDRIVER_INITIALIZE DriverInit;
14 PDRIVER_STARTIO DriverStartIo;
15 PDRIVER_UNLOAD DriverUnload; // &ENXIRohiZEIEEE AL
16 PDRIVER_DISPATCH MajorFunction[IRP_MJ_MAXIMUM_FUNCTION + 1];
17

18 } DRIVER_OBJECT;
19 typedef struct _DRIVER_OBJECT *PDRIVER_OBIJECT;

FATAI RS — M IR Eh T2 Fr 4 i R AR B3 REHIE R E T XL AS -

1 NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject,

RegistryPath)
{

DbgPrint("%x \n", DriverObject);

/] RE—NEEEE, HIEEEEE AL
DriverObject->DriverUnload = DriverUnload;
return STATUS_SUCCESS;

co~NoO Ul b~ WN

PUNICODE_STRING
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i

‘ IC:'\Documents and Settings\administrator\ B H \MyDriverl ays |:| ‘

| Feqister I—I_—l Bun | | Ophintis... I
| | voconol |— ||| abou. |
| Uriregigter I—I-—l Stap | | Exit I
Drivver | Dperation| Statuz | Last Error

MyDriverl  Reagister  Fail EERES BT

MyDriver] | Start Success | BRERETHTERE.

EAGEEIRIZER - WA

% Debug¥iew on WWCHER-4B5TS5D12FF (local)

File Edit Capture Options Computer Help

EEHE | L EF-#A BB D

EWindbgPEAMN TRA BRI UREMNEREMERE T HRINVHIAE :

1 dt _DRIVER_OBJIECT IRZhXIZRithit

©: kd> dt _DRIVER_OBJECT 8949f7e@
nt!_DRIVER_OBJECT

Bx8667c258 _UNICODE_STRING "\REGISTRY\MACHINE\HARDWARE\DESCRIPTION\SYSTEM"

+8x000 Type . end

+8x002 Size : enles

+@xee4 DeviceObject (null)

+@x808 Flags Toex12

+0x00c DriverStart : Oxbac8800@ Void

+0x010 DriverSize : Bx6000

+0x014 DriverSection : @x896d3730 Void

+@x018 DriverExtension : €x8949f888 _DRIVER_EXTENSION

+@xelc DriverName : _UNICODE_STRING "\Driver\MyDriverl"

+0x024 HardwareDatabase :

+8x028 FastIoDispatch (null)

+8x02c DriverInit : @xbac8ceee long MyDriverl!GsDriverEntry+@
+@x030 DriverStartlIo (null)

+@xe34 DriveruUnload . exbacgoese void MyDriverl!DriveruUnload+e
+8x838 MajorFunction [28] ©x804f5282 long

nt!IopInvalidDeviceRequest+0

A1 AT LAF) A DriverSectionig MV MR IV E N IZERIE R, RATERNE
_LDR_DATA_TABLE_ENTRYZEMIK, 7EZLEMERNE— 1A RInLoadOrderLinks@ iR, TidRE&— 1 HE
— NARAEIRAY_LDR_DATA_TABLE_ENTRYZSMI{AMhIIL :
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©: kd> dt LDR DATA TABLE ENTRY @x896d373@
nt!_LDR_DATA_TABLE_ENTRY
+@x000 InLoadOrderLinks : LIST ENTRY [| @x896clba8 |- ©x897112e8
+8x888 InMemoryOrderLinks : _LIST_ENTR T - exffffffff ]
+0x01@ InInitializationOrderLinks : _LIST_ENTRY [ @x630869 - &x@ ]

+0x018 DllBase : @xbac88eee Void

+@x@1lc EntryPoint : @xbac8ceee Void

+0x020 SizeOfImage : Bx6000

+8x024 FullDllName : _UNICODE_STRING "\??\C:\Documents and Settings\Administrator\4|i|\MyDriverl.sys"
+8x082c BaseDllName : _UNICODE_STRING "MyDriverl.sys"
+0x834 Flags : Bx%1e4eee

+8x038 LoadCount t 1

+0x@3a TlsIndex : Ox49

+@x@3c HashLinks 1 _LIST_ENTRY [ exffffffff - exlees7 ]
+8x@3c SectionPointer : exfFffffff Void

+0x04@ CheckSum : @x1ees87

+@x044 TimeDateStamp 1 exfffffffe

+0x844 LoadedImports 1 Oxfffffffe Void

+0x048 EntryPointActivationContext : (null)
+@xe4c PatchInformation : exee79ee4d Void

©: kd> dt LDR DATA TABLE ENTRY 8x896clba8

nt!_LDR_DATA_TABLE_ENTRY
+@xeee InLoadOrderLinks : _LIST_ENTRY [ @x8055d7@@ - @x896d373@ ]
+0x088 InMemoryOrderlLinks : _LIST_ENTRY [ ©xbll5975@ - exl ]
+0x01@ InInitializationOrderLinks : _LIST_ENTRY [ @x@ - exe ]

+@x@18 DllBase : @xblls54eee Void

+8x01c EntryPoint 1 Oxbll7be85 Void

+0x020 SizeOfImage : Bx2ae00

+8x824 FullDllName : _UNICODE_STRING "\SystemRoot\system32\drivers\kmixer.sys"
+8x82c BaseDllName :  UNICODE STRING "kmixer.svs"

1.6 NARAESIRENERE

ARERNEE T BT EENF LRIV A B SROBEFHITBEN, ERXZAENBELF I —LHBR
KA2FIERR.

1.6.1 REXWR

BINEFABEONBEFN, HEMHER—NEREMSG, TEFXAKREFN, HEMHERSH—
£ZEMJIKIRP (1/0 Request Package, HIATMMHIERE) o

EHEONBRERET, EBEERMSCGEENREREONR, EAKRMERFF, BEBEZIRPEENREERIL
BFHIR,

I
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1.6.2 BE3EI

BIBIRE MR

EBBERT, —MRENKRENN—MKEN, 1 Bif. #2. ERRENREAUZR— TR,
MW B EARNES, WRmERMTAIUERN TRBEEZE—MEENR.

/] CIBIKERIR
UNICODE_STRING DeviceName;
Rt1lInitUnicodeString(&DeviceName, L"\\Device\\MyDevice"); // &&%&M
PDEVICE_OBJECT pDeviceObj = NULL;
/] BIERIGEHEWR
NTSTATUS +ioCreateDevRet = IoCreateDevice(
DriverObject, // JARAWHIEFMR
0,
&DeviceName, // 1&&FFR
FILE_DEVICE_UNKNOWN, // &&ZHEE, SFEARESENTEMREEEN, FRUZEEIJIUNKNOWN
FILE_DEVICE_SECURE_OPEN, // &&EM, KREHRMEF{IEE
FILE_DEVICE_SECURE_OPEN EM, XAHARMIERNEZSIZENADIZENm%ZEEHBIER
FTFBIER
12 FALSE, // BBEBWNREERTMLHIEE, NREATINLZENIRLIAR, W—rREEITHILE
B— A
13 &pDeviceObj // BIEMIEEXSR, FEMZBEWIEEFEIEN DEVICE_OBIECT ZEMIRVIEETHY
RU=Tioki~tay
14 )
15 // ¥lBrIoCreateDeviceEME T HITHIN
16 if (ioCreateDevRet != STATUS_SUCCESS)

HF O OWoo~NoOubhwWNRE

[Er—

17 {
18 DbgPrint("IoCreateDevice Error, code: %s\n", ioCreateDevRet);
19 return ioCreateDevRet;
20 }
BURZMRECE

BBIFIRENRZE, MBEBREFNBHMEENTIN, BUT=M:

1.

2.

Z&HXRE (DO_BUFFERED_I0) , BRIERGINAREFREEPXHBIEER & FIZIAREX TR
HkeR

E#%E5 (DO_DIRECT_I0) , BRERAZHAFL R THEAXBIE, ARIRIERIIFXREAXIE
ARIRTCHIL R IRSY —&, X5 AP IR PR ARR RN A XIS R E R — XIS ER
7, RRmeERIRSHAYERm ;

. Efi2E, £iAAloCreateDeviceFN N BIRIRF R MKBEMBIRRIRIRIA N EM A INRE, EfER

HthAiREREN, RERNKEERENAREFRENS XM, FREFT, EERMENAE
FREAKMREAERN (FEER) , REERMERFSNAEFRSITEERERE L TXHER
T, FREEAXMIII

BATAILOEIT & B I RAFlags ik BRI B RIEHBIBI A
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1 /] RERIRHIES
2 pDeviceObj->Flags |= DO_BUFFERED_IO; // EHKIEE

KRBTSR

£ LRSI RIRERINEL N ERN, WREBENNFEIREMTERIATSHERE, KiATLUE
BACHME—TRENG, MRAXFIRBENENEL AN PZIRERN, BlIrTEd
loCreateSymbolicLinkENEUKRBIZFT SHEE, EERERIT—F, LEHNRIFELUNICODELRIE,

/] BIERSHEE

UNICODE_STRING SymbolicLinkName;
Rt1lInitUnicodeString(&SymbolicLinkName, L"\\??\\MyTestDriver");
IoCreateSymbolicLink(&SymbolicLinkName, &DeviceName);

FEIRNE, EARERNTRHSHEENAMENU\2\"FX, BREAFPEINTUEU\\\"FFX, FAUES
HABS T S RN 59\ \MyTestDriver”s  (IE{SESLPRAUIB AL AT S)

A OWN PR

OB B

ETRAEREIRPEENVANRERK T, EXZaiENOM—TEORFIERME, YREHENRRS
EMSGHR, WHEREXAEONR, AEONKRARRIEESFSHEINNAMIERLEHITHIE, FE, &
RepizFH, HREMERTETHBMITERPHER, WHERELIREWR, FRENKRARBIEER
RN N BB BRI,

FAVIRPAEEL 5 H 3 W HY3IR N RV BB EF N AR :

IRPIER! SRR EHBEF
IRP_MJ_CREATE CreateFile IS &
IRP_MJ_READ ReadFile Mig & HPIREEE
IRP_MJ_WRITE WriteFile MigEREARE
IRP_MJ_CLOSE CloseHandle X HigE
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IRPERY FREE E#ER

IRP_MJ_DEVICE_CONTROL DeviceloControl REEES, R, BAREE
MRE

IRP_MJ_POWER X IR ERG IR H B4
%R

IRP_MJ_SHUTDOWN X X HRFARI R EZ IR

FEEENITRPE— P RAMajorFunction, ER—TNEB28THGNEA, MEEZ28THRPAR

#define IRP_MJ_CREATE 0x00
#define IRP_MJ_CREATE_NAMED PIPE ox01
#define IRP_MJ_CLOSE 0x02
#define IRP_MJ_READ 0x03
#define IRP_MJ_WRITE 0x04
#define IRP_MJ_QUERY_ INFORMATION 0x05
#define IRP_MJ_SET_INFORMATION 0X06
#define IRP_MJ_QUERY_EA 0x07
#define IRP_MJ_SET_EA 0x08
#define IRP_MJ_FLUSH BUFFERS 0x09

#define IRP_MJ_QUERY_VOLUME _INFORMATION ©x@a
#define IRP_MJ_SET_VOLUME_INFORMATION  @x@b

#define IRP_MJ_DIRECTORY CONTROL ox0cC
#define IRP_MJ_FILE SYSTEM_CONTROL oxed
#define IRP MJ_DEVICE CONTROL ox0e
#define IRP_MJ_INTERNAL_DEVICE CONTROL @xef
#define IRP_MJ_SHUTDOWN ox10
#define IRP_MJ_LOCK_CONTROL ox11
#define IRP_MJ_CLEANUP ox12
#define IRP_MJ_CREATE_MAILSLOT Ox13
#define IRP_MJ_QUERY SECURITY ox14

FRIABA TR EM T NIRPEE B X W Y RE B BB R AT AE A AN RS X

1 DriverObject->MajorFunction[IRPHEHE] = JRERHKS;

TRERBEEE — T EEMA

IRGhFF & - 23



TEKERNRIZEIR - R A

NTSTATUS MyDispatchFunction(PDEVICE_OBJECT pDevObj, PIRP pIrp)

{
// LEHHE

1
2
3
4
5 /] ‘REREIRE
6 pIrp->IoStatus.Status = STATUS_SUCCESS; // Get'Last()BEIHNHMEXME
7 pIrp->IoStatus.Information = 0; // J&IEIé RS /DEIRE, BRAENE
8 IoCompleteRequest(pIrp, IO_NO_INCREMENT);
9 return STATUS_SUCCESS;
10 1

AR ASCE X fF CreateFileFCloseHandleFYRE B EN (SEPRMNIRAMBHNBEE X, BUTEITHIZE)

1 /) ERER
2 DriverObject->MajorFunction[IRP_MJ_CREATE] = CreateDispatchFunc;
3 DriverObject->MajorFunction[IRP_MJ_CLOSE] = CloseDispatchFunc;
4
5 NTSTATUS CreateDispatchFunc(PDEVICE_OBJECT pDevObj, PIRP pIrp)
6 {
7 DbgPrint("CreateDispatchFunc ... \n");
8 // RBEREIRE
9 pIrp->IoStatus.Status = STATUS_SUCCESS;
10 pIrp->IoStatus.Information = 0; // @@2635475’”‘?5(?}3, HENE
11 IoCompleteRequest(pIrp, IO_NO_INCREMENT);
12 return STATUS_SUCCESS;
13 }
14
15 NTSTATUS CloseDispatchFunc(PDEVICE_OBJECT pDevObj, PIRP pIrp)
16 {
17 DbgPrint("CloseDispatchFunc ... \n");
18 // REREIRTS
19 pIrp->IoStatus.Status = STATUS_SUCCESS;
20 pIrp->IoStatus.Information = 0; // Llﬁléﬁﬁ?‘yd‘?ﬂl?}ﬁ, =10
21 IoCompleteRequest(pIrp, IO_NO_INCREMENT);
22 return STATUS_SUCCESS;
23 }
RBEE

ATERENEE, FHNTAIUGERDeviceloControlE#y, ZERBENABEFER, JUARSAREEEEIE.
BONARABNT, RIEAEIRERIANEZHENSHIER, EHRERRITEILIERAR—TED,
AREMNE XIRIFRD, RIBRIEDRIITARAES !

#include <windows.h>
#include <winioctl.h>
#include <stdio.h>

HANDLE g_hDevice;

o uUlh WN K
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7 int main(int argc, charx argv[])

8 {

9 /] BEGSHEETHSE

10 g_hDevice = ::CreateFile("\\\\.\\MyTestDriver", GENERIC_WRITE|
GENERIC_READ, 0, ©, OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, 0);

11 DWORD errCode = ::GetLastError();

12 if (errCode != 0)

13 {

14 printf("Error: %d \n", errCode);

15 exit(0);

16 1

17 // BIRoh#ITIEE

18 DWORD dwInBuffer = 0x11112222;

19 DWORD tcOutBuffer = 0;

20 DWORD dwlLength;

21

22 ::DeviceloControl(

23 g_hDevice, // &R

24 /] 1&1ERS

25 CTL_CODE(

26 FILE_DEVICE_UNKNOWN, // I8%3§5!

27 0x800, // AALUEAOXx0-0xTFFXNEE, ReJLAFERH0x800-0xFFF

28 METHOD_BUFFERED, // #U3ERIRHIA R

29 FILE_ANY_ACCESS // ARz

30 )

31 &dwInBuffer, // HIAZHXHE

32 0x10, // WMAZHPXKE

33 &tcOutBuffer, // R HEHbiE

34 0x10, // WEEHRXKE

35 &dwLength, // SEFREEHKE

36 NULL // $8MAOVERLAPPED, IkabAINULL

37 )3

38

39 printf("%x \n", tcOutBuffer);

40

41 CloseHandle(g_hDevice);

42 return 0;

43 }

AZBRBIT, TEREEEDeviceDispatchFuncH, A BT S plrpIRENRPEIE, FHIBHEIR(ERDH AJ5EX
BIE. BEABIERES .

#include <ntddk.h> // SAEESHILIH

/] BIFEENX
#define OPER CTL_CODE(FILE_DEVICE_UNKNOWN, 0x800, METHOD_BUFFERED,
FILE_ANY_ACCESS)

A WDN B

// BRENXBIIREHIZ R ENE L
VOID DriverUnload(PDRIVER_OBJECT DriverObject)
{

O 00 ~N o U»

DbgPrint("Bye. \n");
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11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
38
40
41
42
43

44
45

46

47
48
49
50
51
52
53
54
55
56
57
58
59
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NTSTATUS CreateDispatchFunc(PDEVICE_OBJECT pDevObj, PIRP pIrp)

{

DbgPrint("CreateDispatchFunc ... \n");

// RBEREIRE

pIrp->IoStatus.Status = STATUS_SUCCESS;
pIrp->IoStatus.Information = 0; // REIEINZVHIE, ZENIE
IoCompleteRequest(pIrp, IO_NO_INCREMENT);

return STATUS_SUCCESS;

NTSTATUS CloseDispatchFunc(PDEVICE_OBJECT pDevObj, PIRP pIrp)

{

DbgPrint("CloseDispatchFunc ... \n");

// RBEREIRE

pIrp->IoStatus.Status = STATUS_SUCCESS;
pIrp->IoStatus.Information = 0; // REIEINZVHIE, FENIE
IoCompleteRequest(pIrp, IO_NO_INCREMENT);

return STATUS_SUCCESS;

NTSTATUS DeviceDispatchFunc(PDEVICE_OBJECT pDevObj, PIRP pIrp)

{

DbgPrint("DeviceDispatchFunc ... \n");

ULONG uWrite;
ULONG uRead;
NTSTATUS retStatus;

// IREXIRP#IE

PIO_STACK_LOCATION pIrpStack = IoGetCurrentIrpStackLocation(pIrp);
// IREUR(FED

ULONG uIoControlCode = pIrpStack-

>Parameters.DeviceIoControl.IoControlCode;

// FREEA. HHBIENKE
// ULONG uDataInlLength = pIrpStack-

>Parameters.DeviceloControl.InputBufferLength;

// ULONG uDataOutlLength = pIrpStack-

>Parameters.DeviceloControl.OutputBufferLength;

// REERAXME A, BHNEAXETZE—)
PVOID pIoBuffer = pIrp->AssociatedIrp.SystemBuffer;

/] FIETRIERS

switch (uIoControlCode)

{

case OPER:
// DbgPrint("Size: %d \n", uDataOutLength);
/] MEHXIEEEE
memcpy (&uRead, pIoBuffer, 4);
DbgPrint("uRead: %x \n", uRead);
/] BEABIEEZAHX
uWrite = 0x22334455;
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61
62
63
64
65
66

67
68
69
70
71
72

73
4
75
76
7
78
79
80
81
82
83

84

85

86

87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
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memcpy (pIoBuffer, &uWrite, 4);
pIrp->IoStatus.Information = 4; // REIEINZDHIE, FENIE
retStatus = STATUS_SUCCESS;
break;
}
// REEREBIRTS
pIrp->IoStatus.Status = retStatus == STATUS_SUCCESS ? retStatus :
STATUS_SUCCESS;
IoCompleteRequest(pIrp, IO_NO_INCREMENT);
return STATUS_SUCCESS;
}

// IEshiZF A OEE
NTSTATUS DriverEntry (PDRIVER_OBJECT DriverObject, PUNICODE_STRING
RegistryPath)
{
/] BIEI&EFRIT
UNICODE_STRING DeviceName;
RtlInitUnicodeString(&DeviceName, L"\\Device\\MyDevice");
PDEVICE_OBJECT pDeviceObj = NULL;
/] BIBRIGER
NTSTATUS ioCreateDevRet = IoCreateDevice(
DriverObject, // WERAREFISR
0,
&DeviceName, // &&EHTR
FILE_DEVICE_UNKNOWN, // i&&ZH, HEIARSENEMRIGEEN, AR
UNKNOWN
FILE_DEVICE_SECURE_OPEN, // &&EM, KREHRmIZEF(UETE
FILE_DEVICE_SECURE_OPEN EM, XAARMNIERNEZSIZENARILEINm%ZEEHRIER
FTFEIER
FALSE, // BBXNREBERTMLHIEE, MREATINZ&EMIRLSIAR, M—XRHREEHT
Fig&EN— 1R
&pDeviceObj // BIEANISEWR, IBEZBEWIEEFEIEN DEVICE_OBJIECT Z5HIHY
BRI EIEFT
)

/] HIBfIoCreateDeviceEEEHITHRIN
if (ioCreateDevRet != STATUS_SUCCESS)
{

DbgPrint("IoCreateDevice Error, code: %s\n", joCreateDevRet);
return joCreateDevRet;

}

/] BRI AR
pDeviceObj->Flags |= DO_BUFFERED_IO;

/] BIERSHEE

UNICODE_STRING SymbolicLinkName;
RtlInitUnicodeString(&SymbolicLinkName, L"\\??\\MyTestDriver");
IoCreateSymbolicLink(&SymbolicLinkName, &DeviceName);

/] TEMRE B
DriverObject->MajorFunction[IRP_MJ_CREATE] = CreateDispatchFunc;
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106 DriverObject->MajorFunction[IRP_MJ_CLOSE] = CloseDispatchFunc;

107 DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] =
DeviceDispatchFunc;

108

109 /] B EEERE, HIREHENERALE

110 DriverObject->DriverUnload = DriverUnload;

111 return STATUS_SUCCESS;

112 }

SKERE T, ZIMENTTURIRFIEIFR S0 H#ITEE -

BJslE3] [ “C:\Program Files\Nicrosoft Visual StudieMiyProjects

22334455
Press any key to continue

| IC “Documents and S ettings\Administrator S \MyDriver! . sps D |

| Register | —_ l_—| Bun | | ptiors. |
B | [vogowd |[— [ abow. |
| Unregister | — l_—| Stop | | Exit |

iwver | Operation | Status | Last Error

MyDriver] | Fegister | Success  ERTERRIOZERE.
MyDriver]  Start Success | BRTERETHTERE.

=10ix]

& Edit Capture Options Cc o
EHE X @=-#| BET| 9E
# |T1me |Debu Print

1 0. 00000000 CreateDispatchFunc ...
2 0.01072885 DeviceDizpatchFunc ...
3 0.02128443 uRead: 11112222

4 0. 03230727 ClozelispatchFfunc ...

1.7 HookF AR

1.7.1 SSDT Hook

SSDT Hook#t@1R#ESSDT (BlKeServiceDescriptorTable. KeServiceDescriptorTableShadow) 1XE|RFARSZ K,
HBEERRFARS ROV HUERNE D EREOHIE, RiAXB HookiEEHHMNBM, (X FSSOTHABEIIE
KERFARNEIRTHET)

IBIESSDTIRENR AR SZ =R

ARERFHEN AN EBE KR AIRS ROHBOEITER, PAIAFA T LA BEKeServiceDescriptorTableZE EIREX
RARS RV, MTRIEBFAR, BB ALHWEE XIFRFARSKRMSSDT, HASH

KeServiceDescriptorTable,

/] EXRGRSREN
typedef struct _KSYSTEM_SERVICE_TABLE
{
PULONG ServiceTableBase;
PULONG ServiceCounterTableBase;
ULONG NumberOfService;
PULONG ParamTableBase;

~No b wNRE
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S
10
11
12
13
14
15
16
17
18
19
20

EAGEEIRIZER - WA

} KSYSTEM_SERVICE_TABLE, *PKSYSTEM_SERVICE_TABLE;

/] TEXSSDTLM

typedef struct _KSERVICE_TABLE_DESCRIPTOR

{
KSYSTEM_SERVICE_TABLE KrnlFuncTable;
KSYSTEM_SERVICE_TABLE Wind32KTable;
KSYSTEM_SERVICE_TABLE NotUsedTableA;
KSYSTEM_SERVICE_TABLE NotUsedTableB;

} KSERVICE_TABLE_DESCRIPTOR, *PKSYSTEM_SERVICE_DESCRIPTOR;

// SHERAKIERASHEISSDT
extern PKSYSTEM_SERVICE_DESCRIPTOR KeServiceDescriptorTable;

EEBATRILORIKED A O B BBt R AL, SRH BT EA( SRR 2 5 1R ¢

1

DbgPrint("Address: %x\n", KeServiceDescriptorTable-
>KrnlFuncTable.ServiceTableBase);

T ERR, HABAEBY BRI RIE SWindbgBRHIZE—ER, FbXEHAMT@E I SSDTIRE Y RSt

RS
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o0
File Edit Capture Optiont Computer Help
‘|E:\DocumentsandSettlngs\.&dmlnlstratnr\iﬁ\M_I,JDrwer'I.sys Ij| |ﬁ n ﬂ | Q‘ | 5} - |ﬂ | B B w | =
Regster |— I —[(_Fun ] [ Oniors. | C |DTiDmDeDDDDDD lfﬁug BT
i | 1/0) Contial | —1~ : o
| Unregister |—|-—| Stop |
Diriver | Operation | Statuz | Lazt Ermor
MyDriverl  Register  Success  BEEREThSCRE.
MyDriver] | Start Success | BRTEREThSERE. LA
@: kd> dd KeServic scriptorTable
8055c6e@ 805084734 00EOEOO0 PBEEL1lc 80504bald
8055c6f@ ©OPEOOP0, 00000000 OOEO0ED B0CPEOEe
8855c708 0©Pbeeeo|oetoeoel 20E00REE BeeoBLee
8855c716 ©ebeceee|eeboepee 0ee0bpee beeeteee
8055c726 ©0oeee02|oeen2710 bf8edads ©0000000
8055¢73@ badala80|ba2f39e0 898c0a%0 80615040
8055c740 ©00EOO00|00000ee0D T4618cb2 00000420
8855c758 348&4Cf2’61d8&156 8eeeoeee eveeoves
@: kd> dd 80504734
80504734 80524054 805f02d8 805f3bee 805f030a
80504744 805f3b48 8e5fe340 805f3b8c 805f3bde
80504754 806l4adc 8061581le 885eb67a 885eb2d2
80504764 805d430c 805d42bc 80615102 805b593a
80504774 8061471e 805a84de 805affSe 885d5dde
80504784 80501c00 808615810 808576900 80538bbc
80504794 8068dd26 8e5bbebd 8854048 80622c1l8
805047a4 805f853a 805a4742 80622e6¢c 885a3ff4
AEBE MR

EAESEBMNEHSCR, HNEHRTEERM Y, HESRIIHERH U ROUE, XBRITEE—ME
BB Z BB OpenProcess, B H i 17Ekernel32.dIRBIZEE, &KIIZBETPREIEBntdILAITEY
NtOpenProcessBIZwOpenProcess, RFEAS /0xTA !

.text:7C81EBBS 89 75 F4

.text:7C81EBBC FF 15 ©C 11 8@ 7C

mov
call

; Exported entry 21+. NtOpenProcess
; Exported entry 1020. IwOpenProcess

;5 _ stdcall ZwOpenProcess(x, x, X, X)
public _ZwOpenProcess@lé
_ZwOpenProcess@lé proc near

mov eax, 7Ah ; 'z7°
mov edx, 7FFE@300h
call dword ptr [edx]

retn 18h

~ ZwOpenProcess@le endp

; NtOpenProcess

[ebp+ObjectAttributes.SecurityQualityOfService], esi

ds:__imp_ MtOpenProcess@lé ; NtOpenProcess(x,x,x,x)
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AT ATERECt AR PR FIE, Elox805CAC46 :

@: kd> dd 80504734+7A%4

8050491c B8O5cac46 805ecflo 885ecblé 805a9%el2
8050492c 80613136 885c47c6 80B5caed2 8@5ecfle
8050493c B80@5ecc86 88615e7e 80644128 805c8d34
8050494c B8O5f72e0@ 805f2f28 805f3114 8@5b7da2
8050495c B806Q@df2e 80576cfo 8061581le 806158le
8050496c B8053fbat 8060fbo0 80610760 88579c3e
8050497c 805bdeda 88579f8c 8060dffe 808576e28
8050498c 80614fba 80657a7f8 805d53ec 8052408

EAGEEIRIZER - WA

EEBATPIUTEHo kR Ao RIFX Ml , XAF HENH KB E TR R

/] BFREFHHook I B £ tht

ULONG OldFuncAddr;

/] RIFHHook B BEE
OldFuncAddr = KeServiceDescriptorTable-
>KrnlFuncTable.ServiceTableBase[0x7A];

BEERINMEF L EzZwOpenProcessBIME T BE X — 1, FHEE X IFNtOpenProcesstIEEBIEHTERE
XHIERE N RZ R REE

a b wWN B

1 // EEEREREIEE

2 typedef NTSTATUS (*NTOPENPROCESS) (

3 PHANDLE ProcessHandle,

4 ACCESS_MASK DesiredAccess,

5 POBJECT_ATTRIBUTES ObjectAttributes,

6 PCLIENT_ID ClientId

7 )

8

9 | /] HEHEH

10 NTSTATUS MyNtOpenProcess(PHANDLE ProcessHandle, ACCESS_MASK DesiredAccess,
POBJECT_ATTRIBUTES ObjectAttributes, PCLIENT_ID ClientId)

11 {

12 // BECHIES

13 DbgPrint("Hooking... \n");

14 /] BRAETZEBEIEMNtOpenProcess

15 return ((NTOPENPROCESS)OldFuncAddr) (ProcessHandle, DesiredAccess,
ObjectAttributes, ClientId);

16 }

BETERZASENOOXFZWXXXIERLE 8K, HNERE TR TXE M aENXS  EAFRAETHEH®E
ﬁ'.ﬂ]ZFJ'JT'_ntdll.dIIEF'E@JEI'JNtOpenProcessﬂlZWOpenProcessETf]Kﬁ%ﬂ%—ﬁE’\J, ZwOpenProcess H 2
NtOpenProcessBd—"1N3l%, ENRZERIEEE—THAE ; HEARZAE TZwopenProcess F Y2
NtOpenProcessB3)4, FITAIUEBIM TR, ZwopenProcessSEiF EtHR— RS E AT R A MRS
ZwOpenProcessi#ft4 X3, AL TAINtOpenProcessMIBEIFESLIMAERLE, PAIUEIE LEHKIBEER
&R 2 LANtOpenProcess Rena @A 7 FSESH—1t .
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@: kd> u nt!ZwOpenProcess
nt!ZwOpenProcess:

868500228 b87aeee000 mov
80500a2d 8d542464 lea
80500231 9c pushfd
865600232 6a88 push
805002334 =8080a20400 call
80500a39 c2l1eee ret
nt!ZwOpenProcessToken:

80500a3c b87beeeeee mov
88500a41 8d5424084 lea

©: kd> u nt!NtOpenProcess
nt INtOpenProcess:

805cac46 63c4e00000 push
805cac4b 6898b44d8e push
805cac5@ e8lbeff7ff call
805cach5 33f6 xor
805cac57 8975d4 mov
885cacSa 33c@ xor
805cac5c 8d7dds lea
805cac5f ab stos

e Pt R bt

EAGEEIRIZER - WA

eax,7Ah
edx, [esp+4]

8
nt!KiSystemService (86541441)
16h

eax,7Bh
edx, [esp+4]

ec4h

offset nt!ObWatchHandles+@x25c (804db498)
nt!_SEH_prolog (8053bb70)

esi,esi

dword ptr [ebp-2Ch],esi

eax,eax

edi, [ebp-28h]

dword ptr es:[edi]

BAVES T 7 BRIRARE, BEMS SRR, EEERRARATHN, BARRIRSRAEN
WETRRIEN, NREEIWEIANAR, MRELELARENAE.,

EMETURE RN ANERM, B—MAEASRIENBRK. TREUINTIPDE. PTEERER/WALEN
1, MAMNLYENERIRERY (X FEANKIBLMAIUESE RR D TR THIMmIsAddressValid E#K)

1/ ESEETE S

2 NTSTATUS ChangePageAttr (ULONG attrValue)
3 {

4 ULONG RCR4 = 0;

5 // IR1BCR4ZFZHRHE

6 _asm

7 {

8 _emit OxOF

9 _emit 0x20
10 _emit OxEO

11 mov RCR4, eax

12 }

13 // TRIECRAZTZIRHIPAENTHIMT S TUER

14 if (RCR4 & 0Ox00000200)

15 {

16 DbgPrint("2-9-9-12 \n");

17 // 3KEXPDE. PTE, F{EHR/W

18 * (ULONG64+*) (0xC0600000 + (((OLdFuncAddr >> 21) << 3) & Ox3FF8)) |=

attrValue;
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19 * (ULONG64*) (0xCO000000 + (((OLdFuncAddr >> 12) << 3) & Ox7FFFF8))
|= attrValue;

20 }

21 else

22 {

23 DbgPrint("10-10-12 \n");

24 // 3REXPDE. PTE, F{EZXR/W

25 * (ULONG*) (0xC0300000 + ((0ldFuncAddr >> 20) & OxFFC)) |=
attrValue;

26 * (ULONG*) (0xC0000000 + ((0ldFuncAddr >> 10) & Ox3FFFFC)) |=
attrValue;

27 1

28 return STATUS_SUCCESS;

29 }

30

31 /] EHR/WAHL
32 ChangePageAttr (0x2);
33 | // 1EERR/WHO
34 ChangePageAttr (0x0)

B EMREI BRCROGFERMIWPAL, FEIZIORLEI X A ERIPTAYIE DT R PR#HITIRE, X
BN ERARREESRNER TERESTIMEERRMEFERNE, UREERNRS —FHEE !

1 VOID PageProtectOn()
2 {
3 __try
4 {
5 _asm
6 {
7 mov eax, croO
8 or eax, 10000h
) mov cr@, eax
10 sti
11 }
12 }
13 __except (1)
14 {
15 DbgPrint("PageProtectOnfifTaIK ! ") ;
16 }
17 }
18
19 VOID PageProtectOff()
20 {
21 __try
22 {
23 _asm
24 {
25 cli
26 mov eax, cro
27 and eax, not 10000h //and eax,OFFFEFFFFh
28 mov cr@, eax
29 }
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30 }

31 __except (1)

32 {

33 DbgPrint("PageProtectOffHITERM ! ") ;
34 1

35 1

EERAER RS R PRI ARIEN ]

// Hook

NTSTATUS HookFuncAddr (ULONG FuncAddr)

{
ChangePageAttr (0x2);
KeServiceDescriptorTable->KrnlFuncTable.ServiceTableBase[O0x7A] =

FuncAddr;

ChangePageAttr (0x0);

return STATUS_SUCCESS;

a b wnN B

[ONelNo BN e)}
[

HookFuncAddr ( (ULONG)MyNtOpenProcess) ;

TEMAL
BEANFAERBIRANL—THATENR, TE2AHEINT

1 #include <ntddk.h> // HABTEHILIHF
2

3 /] EXRGRSREN

4 typedef struct _KSYSTEM_SERVICE_TABLE
5 {

6 PULONG ServiceTableBase;

7 PULONG ServiceCounterTableBase;

8 ULONG NumberOfService;

) PULONG ParamTableBase;
10 } KSYSTEM_SERVICE_TABLE, *PKSYSTEM_SERVICE_TABLE;
11

12 // EXSSDTEAM
13 typedef struct _KSERVICE_TABLE_DESCRIPTOR

14 {

15 KSYSTEM_SERVICE_TABLE KrnlFuncTable;

16 KSYSTEM_SERVICE_TABLE Wind32KTable;

17 KSYSTEM_SERVICE_TABLE NotUsedTableA;

18 KSYSTEM_SERVICE_TABLE NotUsedTableB;

19 } KSERVICE_TABLE_DESCRIPTOR, *PKSYSTEM_SERVICE_DESCRIPTOR;
20

21 /] SHEHEAZIERFASHAISSDT
22 extern PKSYSTEM_SERVICE_DESCRIPTOR KeServiceDescriptorTable;

24 /] BT REHRHook BB UhE
25 ULONG OldFuncAddr;
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26
27
28
29
30
31
32
33
34
35
36

37
38
38
40
41

42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61

62

63
64
65
66
67
68

69
70

71
72

/] FEEABIEEE

typedef NTSTATUS(*NTOPENPROCESS) (
PHANDLE ProcessHandle,
ACCESS_MASK DesiredAccess,
POBJECT_ATTRIBUTES ObjectAttributes,
PCLIENT_ID ClientId

)
/] EEBIEEK

EAGEEIRIZER - WA

NTSTATUS MyNtOpenProcess(PHANDLE ProcessHandle, ACCESS_MASK DesiredAccess,

POBJECT_ATTRIBUTES ObjectAttributes, PCLIENT_ID ClientId)

{
// Bl
DbgPrint("Hooking... \n");
/] BREXREMREIEMNOpenProcess

return ((NTOPENPROCESS)OldFuncAddr) (ProcessHandle, DesiredAccess,

ObjectAttributes, ClientId);
}

/] BRI M
NTSTATUS ChangePageAttr (ULONG attrValue)
{
ULONG RCR4 = 0;
// IRBCR4ZFZHRMIE
_asm
{
_emit OxOF
_emit Ox20
_emit OxEO
mov RCR4, eax
}
// IRIECRABTZESMIPAENIHIET 2 TR
if (RCR4 & 0x00000200)

{
DbgPrint("2-9-9-12 \n");
// 3REXPDE. PTE, F{EZXR/W
* (ULONG64*) (0xC0600000 + (((OldFuncAddr >> 21) << 3) & Ox3FF8)) |=
attrValue;
*x (ULONG64*) (0xCO000000 + (((OldFuncAddr >> 12) << 3) & Ox7FFFF8))
|= attrValue;
}
else
{
DbgPrint("10-10-12 \n");
// 3REXPDE. PTE, F{EXR/W
* (ULONG*) (0xC0300000 + ((OLldFuncAddr >> 20) & OxFFC))
attrValue;
* (ULONG*) (0xC0000000 + ((OldFuncAddr >> 10) & Ox3FFFFC))
attrValue;
}

return STATUS_SUCCESS;
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73 }

74

75 // Hook

76 NTSTATUS HookFuncAddr (ULONG FuncAddr)

17 {

78 ChangePageAttr (0x2);

79 KeServiceDescriptorTable->KrnlFuncTable.ServiceTableBase[0x7A] =
FuncAddr;

80 ChangePageAttr (0x0);

81

82 return STATUS_SUCCESS;

83 }

84

85 // BENXBIRHIE R ENE B
86 VOID DriverUnload(PDRIVER_OBJECT DriverObject)

87 {

88 HookFuncAddr ( (ULONG)OldFuncAddr) ;
89 DbgPrint("Bye. \n");

90 }

91

92 | // WapiEF AR
93  NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING

RegistryPath)
94 {
95 DbgPrint("Address: %x\n", KeServiceDescriptorTable-
>KrnlFuncTable.ServiceTableBase);
96 /] REFEWHHook B B# L
97 OldFuncAddr = KeServiceDescriptorTable-
>KrnlFuncTable.ServiceTableBase[0x7A];
98 HookFuncAddr ( (ULONG)MyNtOpenProcess) ;
99 /] RBE— MR, SIRchENEAAL
100 DriverObject->DriverUnload = DriverUnload;
101 return STATUS_SUCCESS;
102 }

IR, RS ESEITRINEI T Hook ©
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Ui Eernel—Node Driver Ha =101 x| £ Debug¥iew on \\CHEN-4B5TS5D12FF (local)

File Edit Copture Options Computer Kelp
EEdd | R | @@ EBD| 27 | #A

| Time | Debug Print

0. 00000000 Address: 80504734
0.01272518 2-9-0-12

0. 02855024 2-0-p-12

0. 18683042 Hooking. ..

5. 98081114 Hooking. ..

B. 12284327 Hooking. ..

6. 13390589 Hooking. ..

6. 14666182 Hooking. ..

6. 16664630 Hooking. ..

‘ IE:\D ocuments and Settings\ddministrator &L [ WM pDriver].sps D |

| Riegister |—|-—| Bun | | Optiors |

ﬁ;ﬂf | [ 170 Contral |—T~ sbout.. |

=

| Unregister |—|-—| Stop | E it |

Diiver | Operation | Status ‘ Last Emor

MyDriver] | Fegister  Success | HREREThTERE.
MyDriver] | Start Success  HRTERETHSSRE. 1
MyDriverl | Stop Success | ERTERETHTERE. 9. 17685785 Hooking. ..
MyDriverl | Unregister  Success | BRERETHTERG. 9. 32623863 Hooking. ..
9, 32744880 Hooking. ..
8.33990002 Hooking. . .
4 | 9.35118771  Hooking, ..
11.T4826808 Hooking. ..
11. 83655830 Hooking. ..
11. 84820044 Hooking. ..
11. 86992718 Hooking. ..
11. 87061501  Hooking...
11. 88337326  Hooking...
11, 89564228  Hooking...
11.95602168  Hooking...
11.99767T113 Hooking. ..
12.00842478 Hooking. ..
12.01951599 Hooking. ..
12.030583761 Hooking. ..
12. 04248524 Hooking. . .

EFEREEEE L

1.7.2 Inline Hook

SSDT HookHI A BB T RARS KR, XMARNEBEEZHELIH BB REEEHookRA RS RAR L,
IEFATAT LUE A Inline Hook Y75 TURARAMNX LERRFE, Inline HookPTIATE3F. OF FEA, THREMRESHNTE
FHIHITRIE, FINRalUEENRBNE—TABEFBERNIMPIES, BEE B CrmEstit, BRT A
JMPIESHTRITARE, BI1ETUERCALLIES A RPUSH, RETIERHAS. JMP. CALLIEEREL LAY
¥T, PUSH. RETHESHASNIHRE6 N F T,

fERInline HookBI FEF R R H ML HLXEM X IERD, FEAFTELIMERFTESRENRRE, AEHRE
WEE R INAR B e S FURIEZEF I UTENT, REBIMPRIREIRIESAETH T —1T3tit,

AT AE A SSDT Hook BRI EI B Hook £ By HIE, FlaNitt A FHABHookEKIEINtOpenProcess3 R IS EHY
B, BIFTBREFPARBIEHAEEEEXEY, ERE— 1 BENKMET, EHRLENFEEIH
A RIFEBEE, RHITAIURE—TZHHBLW, UFEHEERFESS, tHRREXEREETD
HEaREE, MEddkEs, BRI IUEREBPFURIRENEH,

@: kd> u NtOpenProcess L18
nt!NtOpenProcess:

805cac46 68c4000000 push eC4h

8@5cac4b 6898b44d8e push offset nt!ObWatchHandles+@x25c¢ (804db498)
805cac5e e8lbeff7ff call nt!_SEH_prolog (8053bb70)

805cac55 33f6 xor esi,esi

80@5cac57 8975d4 mov dword ptr [ebp-2Ch],esi

8085cac5a 33ce xor eax,eax

805cac5c 8d7dds8 lea edi, [ebp-28h]

805cac5f ab stos dword ptr es:[edi]

805cac6@ 64al124010000 mov eax,dword ptr fs:[00000124h]

8@5cac66 8a8040010000 mov al,byte ptr [eax+148h]

8@5cac6kc 8845cc mov byte ptr [ebp-34h],al

805cac6f 84ce test al,al

805cac71 efg48fooeeee je nt!NtOpenProcess+0xc® (805cadee6)

805cac77 8975fc mov dword ptr [ebp-4],esi

805cac7a all4215686 mov eax,dword ptr [nt!MmUserProbeAddress (80562114)]
805cac7f 8b4des mov ecx,dword ptr [ebp+8]
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BEEBRIEERDEENHooks, R H N FIEIRESBIRMNME, XERINERLERAEN
PUSH. RETHES, UABREH— N ELRZTEMXMME, W EEMFIFRREI— N ARENHooks, EE
HAVRBEEEEXHBHARE, __declspec(naked) B FRIAXB— NMERBXFRFBMASNIZHBMLE
EIARETIES :

1 /] HEEREE
2 VOID __declspec(naked) MyNtOpenProcess()
3 {
4 __asm
5 {
6 /] REHES
7 pushad
8 pushfd
9 /] REUESE
10 mov eax, [ebp + 0x8]
11 mov ProcessHandle, eax
12 mov eax, [ebp + 0OxC]
13 mov DesiredAccess, eax
14 mov eax, [ebp + 0x10]
15 mov ObjectAttributes, eax
16 mov eax, [ebp + 0x14]
17 mov ClientId, eax
18 }
19
20 // R
21 DbgPrint("ProcessHandle: %x, DesiredAccess: %x, ObjectAttributes: %x,
ClientId: %x\n", ProcessHandle, DesiredAccess, ObjectAttributes,
ClientId);
22
23 __asm
24 {
25 /] REREESR
26 popfd
27 popad
28 /] PITHEBRINIES, RIBE{TRE
29 XOor eax, eax
30 lea edi, [ebp-0x28]
31 stos dword ptr es:[edi]
32 // BEEEREIREBRERIES R T —1THit
33 jmp BackAddress
34 }
35 }

RBPERZATHR, WHLERNNKBPEREFEREEARKRNETESREML, BELR, FIMPO
REEGEERESN T T e NFEFRERESHT T, URIEREITHIEEM,

EERIEEME—TEXRMIES, BIPUSH. RETIES, BEEFERERIEMNAREIA :

1 UCHAR PushRetCmd[6] = { 0 };

N

3 // TEZRES PUSH 0x12345678
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PushRetCmd[0] = 0x68;

* (ULONG*) (PushRetCmd + 1) = (ULONG)MyNtOpenProcess;
/] RET

PushRetCmd[5] = 0OxC3;

B{EARtIMoveMemory R EBEIED :

O oo~NooulbhwWNRE

/] ERHBIED
NTSTATUS ChangeFuncCmd (UCHAR CmdByte[6])
{

ChangePageAttr (0x2);
Rt1MoveMemory ( (PUCHAR)CmdAddress, CmdByte, 6);
ChangePageAttr (0x0);

return STATUS_SUCCESS;
}

ERNA ORI VRFIZIT BRI, MRS HEETTHFENE]

co~NO UL WN K

/] R Hoo kYKt t

FuncAddr = KeServiceDescriptorTable->KrnlFuncTable.ServiceTableBase[0x7A];
DbgPrint("FuncAddr: %x \n", FuncAddr);

[/ THEEBRAYREUEA ZE IMPRYR B E

CmdAddress = FuncAddr + 0x14; // REBRNESHIDAERES IS HREZ0x144
DbgPrint("CmdAddress: 9%x \n”, CmdAddress) ;

BackAddress = CmdAddress + 0x6; // EAESKENOX6
DbgPrint("BackAddress: %x \n", BackAddress);

// HEYRES PUSH 0x12345678

PushRetCmd[0] = 0x68;

* (ULONG*) (PushRetCmd + 1) = (ULONG)MyNtOpenProcess;

// HEYRES RET

PushRetCmd[5] = 0OxC3;

/] BHRIES

ChangeFuncCmd (PushRetCmd) ;

REA ISR T FE S U — AT LRVEE, REREBEARMT

co~NOoOulbh WNBE

O

#include <ntddk.h> // HREBEGSHILSIHE

// EXRFAIRSREM
typedef struct _KSYSTEM_SERVICE_TABLE
{
PULONG ServiceTableBase;
PULONG ServiceCounterTableBase;
ULONG NumberOfService;
PULONG ParamTableBase;
} KSYSTEM_SERVICE_TABLE, *PKSYSTEM_SERVICE_TABLE;

/] TEXSSDT4EH
typedef struct _KSERVICE_TABLE_DESCRIPTOR
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14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

63
64

KSYSTEM_SERVICE_TABLE KrnlFuncTable;
KSYSTEM_SERVICE_TABLE Wind32KTable;
KSYSTEM_SERVICE_TABLE NotUsedTableA;
KSYSTEM_SERVICE_TABLE NotUsedTableB;

EAGEEIRIZER - WA

} KSERVICE_TABLE_DESCRIPTOR, *PKSYSTEM_SERVICE_DESCRIPTOR;

/] SHBERZERFSHAISSDT

extern PKSYSTEM_SERVICE_DESCRIPTOR KeServiceDescriptorTable;

/] BT RE#HookRI AL
ULONG FuncAddr;

/] BT RESRESAthUEAR
ULONG CmdAddress;
ULONG BackAddress;

/] BFERIESRHITRENES
UCHAR PushRetCmd[6] = { 0 };
/] BFREWSHAES

UCHAR OriginCmd[6] = { 0x33, 0xCO, Ox8D, 0x7D, OxD8, OXAB };

/] BFREESHNeREE

PHANDLE ProcessHandle;

ACCESS_MASK DesiredAccess;
POBJECT_ATTRIBUTES ObjectAttributes;
PCLIENT_ID ClientId;

/] HEFBEE
VOID __declspec(naked) MyNtOpenProcess()
{

__asm
{
/] ®EEESR
pushad
pushfd
/] REUEEE
mov eax, [ebp + 0x8]
mov ProcessHandle, eax
mov eax, [ebp + 0xC]
mov DesiredAccess, eax
mov eax, [ebp + 0x10]
mov ObjectAttributes, eax
mov eax, [ebp + 0x14]
mov ClientId, eax
}

// T

DbgPrint("ProcessHandle: %x, DesiredAccess: %x, ObjectAttributes: %x,
ClientId: %x\n", ProcessHandle, DesiredAccess, ObjectAttributes,

ClientId);

asm
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65
66
67
68
69
70
71
72
73
74
75
76
7T
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95

96

97
98
99
100
101
102
103

104
105
106
107
108
109
110
111
112
113
114

}

/] RREFR

popfd

popad

/] BITHEBIRIIES, RIDETEER
Xor eax, eax

lea edi, [ebp-0x28]

stos dword ptr es:[edi]

/] BREEEIRRHHHREIRIE S T —1Tithit
jmp BackAddress

/] 1ESHIETURE
NTSTATUS ChangePageAttr (ULONG attrValue)

{

ULONG RCR4 = 0;
/] FEBCRAFFEMNE
asm

{
_emit OxOF
_emit Ox20
_emit OxEO
mov RCR4, eax
}
/] TRIBCRAFEBRHIPAELIHIBTH TUER
if (RCR4 & 0x00000200)
{
DbgPrint("2-9-9-12 \n");
// IREXPDE. PTE, F{EHR/W

* (ULONG64%) (0xC0600000 + (((FuncAddr

attrValue;

* (ULONG64%) (0xC0000000 + (((FuncAddr

attrValue;

}

else

{
DbgPrint("10-10-12 \n");
// FREXPDE. PTE, FIEHR/W

* (ULONG*) (0xC0300000 + ((FuncAddr >>
* (ULONG*) (0xC0000000 + ((FuncAddr >>

attrValue;

}

}

return STATUS_SUCCESS;

/] EREBES
NTSTATUS ChangeFuncCmd (UCHAR CmdByte[6])

{

ChangePageAttr (0x2);

EAGEEIRIZER - WA

>> 21) << 3) & Ox3FF8)) |=

>> 12) << 3) & Ox7FFFF8)) |=

20) & OxFFC)) |= attrValue;

10) & Ox3FFFFC))

Rt1MoveMemory ( (PUCHAR)CmdAddress, CmdByte, 6);

ChangePageAttr (0x0);
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116
117
118
119
120
121
122
123
124
125
126
127
128

129
130
131

132
133
134

135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
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return STATUS_SUCCESS;
}

/] BEXMIRENIE R ENE B
VOID DriverUnload(PDRIVER_OBJECT DriverObject)

{
/] EREIRIED
ChangeFuncCmd (OriginCmd) ;
DbgPrint("Bye. \n");

}

/] REhFER ACEEK
NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING
RegistryPath)
{
/] REFEWHook B B#E
FuncAddr = KeServiceDescriptorTable-
>KrnlFuncTable.ServiceTableBase[0x7A];
DbgPrint("FuncAddr: %x \n", FuncAddr);
// ITEEEIRAEREUHEAE IMPYIR [B] kit
CmdAddress = FuncAddr + 0x14; // NEZHMAIESHINIERERHEEMIHSHRER
0x144
DbgPrint("CmdAddress: %x \n", CmdAddress);
BackAddress = CmdAddress + 0x6; // EHHIESKENOX6
DbgPrint("BackAddress: %x \n", BackAddress);
// BBYRE3 PUSH 0x12345678
PushRetCmd[0] = 0x68;
* (ULONG*) (PushRetCmd + 1) = (ULONG)MyNtOpenProcess;
// TE4RRS RET
PushRetCmd[5] = 0OxC3;
/] BEIESD
ChangeFuncCmd (PushRetCmd) ;

/] IRE—TEIEEE, HIEENENEE AR
DriverObject->DriverUnload = DriverUnload;
return STATUS_SUCCESS;

}

BATAILAUNSIRE), RE—TFRFUR, NTERFREAIMIN#EITT Hook
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4 Eernel-Bode Driver Manag =10 x|

| IC YDocuments and SetingshAdministatar\ 8 & \MyDriver] sys |:I |

% Debug¥ier om \ACHEN-4BSTSD12FF (local)

File Edit Capture Options Computer Help

(E@ | 4@ @] BB D |

| Register |—|_—| Bun | | Dptions. |

805cacha
Backiddress: 805cacEl
2-9-9-12
2-8-9-12
ProcesszsHandle: 125fe3c, Desirediccess: 400, Objectittributes:
ProcessHandle: 126fedc, Desirediccess: 400, Objectittributes:
ProcesgHandle: 125fedc, Desirediccess: 400, ObjectAttributes:
ProcessHandle: 125fedc, Desirediccess: 400, Objectittributes: ..
ProcesgHandle: 12ebal, Desirediccess: 1£0fff, Objectittributes:...
ProcessHandle: 104felc, Desirediccess: 400, ObjectAttributes:

Code I

hex) [ 10 Contral |—1

| About... |

. 02082083
| . 02146295

. 031881350
. 04362141
. 06437793
. 06520286
. 0TG27453
. B63T4081
. T1241546

| Unregister |—|_—| Stop | | Exit

| Last Error
ERTEREThTERE -
ERTERRThTE AR .

Driver | Operation | Status
MyDriverl  Register Success
MyDriver]  Start Success

. 12361754
. 73474586
. T4603403
. 10178804
. 24370408
. 20838678
. 26991773
. 28054857
. 02062058

ProcessHandle:
ProcessHandle:
FrocessHandle:
FrocessHandle:
FrocessHandle:
FrocessHandle:
ProcessHandle:
FrocessHandle:
ProcessHandle:

104fe3c, Desirediccess:
104fe3c, Desiredbccess:
104fe3c, Desireddccess:

12f8bc, Desirediccess:

104fe3c, Desireddccess:
104fe3c, Desirediccess:
104fe3c, Desiredbccess:

104fe3c, Desiredicces
122888, Deziredhccess

400, Objectittributes:
400, Objectittributes:
400, Objectittributes:

1£0fff, Objectittributes:...

400, Objectittributes:
400, ObjectAttributes:
400, Objectittributes:
400, ObjectAttributes:
1f0fff, Objectittributes

. 16036162
. 16196488
. 1 T260063
. 18360208
- 54236564
. 07284846
. 30663633

ProcessHandle: 104fe3c, Desirediccess: 400, Objectittributes
ProceszHandle: 104felc, Desirediccess: 400, Objectittributes
ProcessHandle: 104fedc, Desiredidccess: 400, Objectittributes:
ProcesgHandle: 104fedc, Desirediccess: 400, ObjectAttributes:
ProcessHandle: 1baf390, Desirediccess: 400, Objectittributes:
ProcesgHandle: 1bafi®l, Desirediccess: 400, ObjectAttributes:
ProcessHandle: Desiredi : 410, Objectittributes:

FHEEWindbgFREZEnt!INtOpenProcessiE, HMAIUBERIENIESHEITHRINES !

@: kd> u nt!NtOpenProcess L40
nt!NtOpenProcess:

885cac46 68c4000008 push ec4h

805cac4b 6898b44d8e push offset nt!ObWatchHandles+@x25c (8@4db498)
805cac5e e8lboff7ff call nt!_SEH_prolog (8653bb70)

805cac55 33f6 xor esi,esi

805cac57 8975d4 mov dword ptr [ebp-2Ch],esi

BB5cac5a 681092c¢7ba push offset MyDriverl!MyNtOpenProcess (bac79210)
B@5cac5f c3 ret

885cac68 64al2401ee08 mov eax,dword ptr fs:[@€060124h]

805cac66 8a8040010000 mov al,byte ptr [eax+14@h]

885cac6c 8845cc mov byte ptr [ebp-34h],al
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