AACERIRIZER - #IE5AIR

1 HIES 4
BTN R RNBLERIE, SENES, MRERANAEEAENE, SRR LBRENE, Yt

B—MHENARE, AR EIMEDRRAERERTN NS, RILFRNBEBEHIE. LZRR KA
™, MENENNEEEREHE T,

1.1 HIZLERE

B MWindowsIHIZEOIFERE — NI N MILEHI{K | _EPROCESS, ZEMEEE 7T HIEFFEMNEEE R,
AT UEBWindbg REBIZLEMIE

Command n

0: kd> dt _EPROCESS
nt!_ EPROCESS

+0x000 Pcb : _KPROCESS
+@x06¢c ProcesslLock : _EX_PUSH_LOCK
+0x070 CreateTime : _LARGE_INTEGER
+0xB78 ExitTime : _LARGE_INTEGER
+0x080 RundownProtect : _EX_RUNDOWN_REF

+0x084 UniqueProcessId : Ptr32 Void
+0x088 ActiveProcesslinks : _LIST_ENTRY

+0x090@ QuotaUsage : [3] Uint4B

+0x0@9c QuotaPeak : [3] Uint4B

+0x0a8 CommitCharge : Uint4B

+0x0ac PeakVirtualSize : Uint4B

+0x0b@ VirtualSize : Uint4B

+0x0b4 SessionProcesslLinks : _LIST_ENTRY

+@xBbc DebugPort : Ptr32 Void

+0x0c@® ExceptionPort : Ptr32 Void

+@x0@c4 ObjectTable : Ptr32 _HANDLE_TABLE

+0x0c8 Token . _EX_FAST_REF

+0@x0@cc WorkingSetLock : _FAST_MUTEX

+0@x0@ec WorkingSetPage : Uint4B

+0x0f0@ AddressCreationLock : _FAST_MUTEX v
< >

1.1.1 /ARG

A hEZWindbg Pl A B B #H 25 A_EPROCESSERZ MR, BRIENIAFTE TR —LUEREENMRE, H
A UERRIRE T #,

_KPROCESS

HIZLEMIA_EPROCESSHIE— ARG (BloxofR#EI) @ —1N4EHMI{K_KPROCESS, Aol AfEAWindbg3k
EE—TF:

HIZEEEIE - 1



Command

AACERIRIZER - #IE5AIR

@: kd> dt _KPROCESS
nt!_KPROCESS

+0x000 Header

+0x010 ProfilelistHead

+0x020 LdtDescriptor
+0x028 Int21Descriptor
+0x030 IopmOffset
+0x032 Iopl

+0x033 Unused

+0x034 ActiveProcessors
+0x038 KernelTime
+0x03c UserTime

+0x040 ReadylListHead
+0x048 SwaplistEntry
+0x04c VdmTrapcHandler
+0x050 ThreadlListHead
+0x058 Processlock
+@x05c Affinity

+0x060 StackCount
+0x062 BasePriority
+0x063 ThreadQuantum
+0x064 AutoAlignment

+0x018 DirectoryTableBase :
: _KGDTENTRY
: _KIDTENTRY
: Uint2B
: UChar
: UChar
: Uint4B
: Uint4B
: Uint4B

: _DISPATCHER_HEADER
: _LIST_ENTRY

[2] Uint4B

_LIST_ENTRY
SINGLE_LIST_ENTRY

. Ptr32 Void

LIST_ENTRY

: Uint4B
: Uint4B
: Uint2B
: Char

: Char

: UChar

LUFRLR—L_KPROCESSHIEL G, FTAIUEE T —T ©

1 4

p=li

ER

0x0

Header (_DISPATCHER_HEADER)

0x18 DirectoryTableBase ([2] Uint4B)
0x38 KernelTime (Uint4B)
0x3C UserTime (Uint4B)

AIEEFWR, ATLUBIEWaitForSingleObject B {5
AERNR (FINERE. B .

NEFRREU, —THEHE-TNERK, FIERE
IERELEMULFTS | FARVIEDT, FRLUESUZM SARLR]
DRI #AE,

SFITHER, FAERT —DHETR, 3FRATEERAYEY
8o

HIZ5&IE - 2



"%

0x5C

0x62

HAtpL 53

RR&

Affinity (Uint4B)

BasePriority (Char)

BEER(IFR T — T _EPROCESSHEMJL AR -

17

0x70
0x78

0x84

0x88

0x90
0x9C

0xA8
0xAC
0xBO

FX5

CreateTime (_LARGE_INTEGER)
ExitTime (_LARGE_INTEGER)

UniqueProcessld (Ptr32 Void)

ActiveProcessLinks (_LIST_ENTRY)

QuotaUsage ([3] Uint4B)
QuotaPeak ([3] Uint4B)

CommitCharge (Uint4B)
PeakVirtualSize (Uint4B)
VirtualSize (Uint4B)

AACERIRIZER - #IE5AIR

ER

ME T #HIZEEMNFRE &R UEMNCPULIBETT,
Rz R EANINX N HIENFRE LR R EEE0SCPUL
BT, WERERRBENTLURZR R ERE N G EE,
BN AR AUENS CPULEITFAE&TR, &—
R=, MIRiZERN5, MFEo. 21, HEMTBRAIUE
0. 28CPULET.

MEABSERIFE EREZRRNE4FT (BD32

fiI) , PRAtBFE R Z#F328%CPU,

BT RERZEZEMAUAERD, RIGFESITEIR
B1HCPU, BRITRZRRERAXTINHE, Ba
BHEMRETITT .

BRI REM TR, NE T ZHARPARELRER
BEANMER.

ER

ERER, PR HIZCIE. BHERIETE,
HERS, UMER(TEIESEERPRER
BIPID,

WEER, HPAEEMIHEREEN—TK,
AT OB XA B R — Dt E —
HIZMENE (FEIRXERINHA RSN
RRVEEIAIUIE, MRLEMEBISRIBAL) -

SZItER, SYIETE X,

SItEE, SEBRERX.

HIZ54IE - 3



AACERIRIZER - #IE5AIR

wm M5 MR

0xBC DebugPort (Ptr32 Void) BiExNER,

0xCO0 ExceptionPort (Ptr32 Void)

0xC4 ObjectTable (Ptr32 _HANDLE_TABLE)  fifzk, Fi#7 Hai#EFERANEMAZRITRE

AR ; BRI OB ER iz Ok, W
RRPEFEYAIHZAHAZE ML, AR
BRI HAZRGE A, RN, FTATLUL
ER—TRIEXEIFER.

0x11C VadRoot (Ptr32 Void) FRIRT AR ZEE (£26) BHLHNbEH S,
0x174 ImageFileName ([16] UChar) HaHEN% T,

0x1A0 ActiveThreads (Uint4B) HEIH R EIERE,

0x1B0 Peb (_PEB) PEB (Process Environment Block, #i2IFiE

) HREMN—NENE, EETS TH#HZ
RIRIR. BELTIHARESEFRER.

ActiveProcessLinks

TR ELEEIHIE W M RTT LM, PsActiveProcessHeadg[M 7% ERIIRLNBE,

_EPROCESS _EPROCESS _EPROCESS

PsActiveProcessHead.

FATAIATEWiIndbg R EER., FHMNNIHEIEISmBHESHIE
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©: kd> dd PsActiveProcessHead

805637b8 89a328b8 89674448 D0OVEOO1 blb8lacd
805637c8 0©VDOODOO 00P40001 DOODEOVE B885637d4
805637d8 805637d4 00PRR000 7c920000 PORPOALO
805637e8 00000000 00POCOOE DRODEOVE B8O5647a8
80563718 8052b334 00000000 DRODOOOD POROLLD
80563808 890aad58 890aa458 DOODOOOO POOOOLLD
80563818 0©VDOODOO COPOOOOO DROREOV1 badd7d58
80563828 00DEONEO 0OP40001 DERODEOOA 80563834
@: kd> dt _EPROCESS 89a328b8-0x88

nt!_ EPROCESS

+0x000 Pcb : _KPROCESS

+0x06¢c Processlock : _EX_PUSH_LOCK
+0x@70 CreateTime : _LARGE_INTEGER ©x©
+0x078 ExitTime : _LARGE_INTEGER ©x©
+0x080 RundownProtect : _EX_RUNDOWN_REF

+0x084 UniqueProcessId : @x00000004 Void

1.2 A5
SMHRIAGSE—GR, SEH— MR, ENEERES— MBI, B_ETHREAD.
BATPTLUERWindbg RE B A -

Command

@: kd> dt _ETHREAD

nt!_ETHREAD
+0x0e8 Tcb : _KTHREAD
+0x1c@ CreateTime : _LARGE_INTEGER
+0x1c@® NestedFaultCount : Pos @, 2 Bits
+0x1c@ ApcNeeded : Pos 2, 1 Bit
+0x1c8 ExitTime : _LARGE_INTEGER
+0x1c8 LpcReplyChain : _LIST_ENTRY
+0x1c8 KeyedWaitChain : _LIST_ENTRY
+0x1d@ ExitStatus : Int4B
+0x1d@ OfsChain : Ptr32 Void
+0x1d4 PostBlockList : _LIST_ENTRY
+0x1ldc TerminationPort : Ptr32 _TERMINATION_PORT
+0x1ldc ReaperlLink : Ptr32 _ETHREAD
+0x1dc KeyedWaitValue : Ptr32 Void
+0x1e@ ActiveTimerListLock : Uint4B
+0xled ActiveTimerListHead : _LIST_ENTRY
+0xlec Cid : _CLIENT_ID
+0x1f4 LpcReplySemaphore : _KSEMAPHORE
+0x1f4 KeyedWaitSemaphore : _KSEMAPHORE
+0x208 LpcReplyMessage : Ptr32 Void
+0x208 LpcWaitingOnPort : Ptr32 Void

1.2.1 EMERG

B I Windbg R AB RIHIZEMWE_ETHREADERZ MR, BRiRINRAFZTE TR —LHREENRRE, H
LRIk N =g o
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_KTHREAD

AACERIRIZER - #IE5AIR

E#BEME—1F, ZRERENE—EE (BloxoRBAD) R — N EMIE_KTHREAD, F1AILUER
WindbgR&EEF—TF :

Command
9: kd> dt _KTHREAD
nt!_ KTHREAD
+0x000 Header : _DISPATCHER_HEADER
+0x01@ MutantlListHead : _LIST_ENTRY
+0x018 InitialStack : Ptr32 Void
+0x@1c StackLimit Ptr32 Void
+0x020 Teb Ptr32 Void
+0x024 TlsArray Ptr32 Void
+0x028 KernelStack : Ptr32 Void
+0x02c DebugActive : UChar
+0x02d State : UChar
+0x02e Alerted : [2] UChar
+0x030 Iopl : UChar
+0x031 NpxState : UChar
+0x@32 Saturation : Char
+0x033 Priority : Char
+0x034 ApcState : _KAPC_STATE
+0x@4c ContextSwitches : Uint4B
+0x050@ IdleSwapBlock : UChar
+0x051 Spare® [3] UChar
+0x054 WaitStatus : Int4B
+0x058 WaitIrql : UChar
+0x059 WaitMode : Char
KMNERETH—TEN/LITRA -
" 5451 Em
0x0 Header (_DISPATCHER_HEADER) AEFHNR, SHEZLEMERI_KPROCESSHHY
Headerf% 53 @ — 1R,
0x18 InitialStack (Ptr32 Void) B 429 A X K Ao
0x1C StackLimit (Ptr32 Void)
0x28 KernelStack (Ptr32 Void)
0x20 Teb (Ptr32 Void) TEB (Thread Environment Block, Zi2IFiE

), KEEMN—ENRE, EEEaTH
ERHEXER. FATEIMRILUETFS:[0]3KTK
HITEB.
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0x2C

0x34
OxES8
0x138
0x14C

0x2D

0x6C

0x70

0xEO

0x134

0x140

0x1B0O

HAtpL 5

o]

DebugActive (UChar)

ApcState (_KAPC_STATE)
ApcQueuelock (Uint4B)
ApcStatePointer ([2] Ptr32

_KAPC_STATE)
SavedApcState (_KAPC_STATE)

State (Uchar)

BasePriority (Char)

WaitBlock ([4] _KWAIT_BLOCK)

ServiceTable (Ptr32 Void)

TrapFrame (Ptr32 _KTRAP_FRAME)

PreviousMode (Char)

ThreadListEntry (_LIST_ENTRY)

AACERIRIZER - #IE5AIR

ER

NRZAEN-1NFR A REER X F 28 | Dro-
Dr7, SR HFRIAAZEERIFRNZERR

=
E-lo

B APCHE X HIRL 510

RTINS | ABRE. F/H EERT

B SRmEMNTL, SR ERERT
B HIZREMIIRBIBasePriority(E, MIR{FEE
{ER AT LB KeSetBasePriorityThread B &R ##1T
BT,

AR HHILIENIT T WaitForSingleObject %4,
AR Y R LR AR5 M (AP _KTHREADAIWaitBlock ¥
DM RIEREFFHIIR,

FERRFARSRAVELL,
XE—TERE, BT HFIRREFINE.

SR, REAKEHBSIYIEEFARCH
BOMIER3N, Ml Zm &R EY#T.

NEiER, —NHIZMPIELEEEAX TR
7o

BRY _KTHREADLAAY, M IRE—TEHM L NE_ETHREADEMMAFRAIRL A :

HIZEG&AE - 7
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"% 53] FR

0x1EC Cid (_CLIENT_ID) HIEERS, FELEECHES, tHEXE
BCID, FEXEMNEBXEMNCIDRARLIZD,
& & T #HI2ID, EN_CLIENT_ID[0]Ai#F2ID,
_CLIENT_ID[4] 9 4&F21Do

0x220 ThreadsProcess (Ptr32 _EPROCESS) tem YA IR FR B HTEAY_EPROCESSEE M (A it
b2] 8
0x22C ThreadListEntry (_LIST_ENTRY) WHEEER, — T HIENFELETRAXITRY
To
1.3 _KPCR

MREBHERDITIRERERIXAE, TEEEMIOIIBAIR | 1., X IDERIER ; 2 FEDEME=T
ZEMI{K . _EPROCESS. _ETHREAD. _KPCR, RINMAZETBIEKNIEE T ##E_KPCRE/IA,

1.3.1 N4
SRR AR —MEMASRIER AL, FRCPUBE X — MEMASKIGRE S, Bl KPCR.

YEREHA Y, FS:[0BERMMABRETEBTY, MEMT _KPCR ; 1 CPU (F1#%) #BE—_KPCREM
1K, ZEMERERET CPUASEEARRIN—EEEHKIE | 216DT. IDTUREIZE X M—EER,

AR IATEWindbg R E S _KPCREEHIA :

HIZ54IE - 8



Command

8: kd> dt _KPCR

nt!_KPCR
+0x000 NtTib : _NT_TIB
+0x@1c SelfPcr : Ptr32 KPCR
+0x020 Prcb : Ptr32 _KPRCB
+0x024 Irqgl : UChar
+0x028 IRR : Uint4B
+0x02c IrrActive : Uint4B
+0x030 IDR : Uint4B
+0x034 KdVersionBlock : Ptr32 Void
+0x@38 IDT : Ptr32 _KIDTENTRY
+0x@3c GDT : Ptr32 _KGDTENTRY
+0x040 TSS : Ptr32 _KTSS
+0x044 MajorVersion : Uint2B
+0x046 MinorVersion : Uint2B
+0x048 SetMember : Uint4B
+0x0@4c StallScaleFactor : Uint4B
+0x050 DebugActive : UChar
+0x051 Number : UChar
+0x052 Spare@ : UChar
+0x053 SecondLevelCacheAssociativity : UChar
+0x054 VdmAlert : Uint4B
+0x058 KernelReserved : [14] Uint4B
+0x090 SecondlLevelCacheSize : Uint4B
+0x094 HalReserved : [16] Uint4B
+0x0d4 InterruptMode : Uint4B
+0x0d8 Sparel : UChar
+0x0dc KernelReserved2 : [17] Uint4B
+0x120 PrcbData : _KPRCB

132 B

_NT_TIB

TE_KPCREMIIEHBIOXORRAIR R, ER—TEMIK_NT_TIB,
0: kd> dt NT_TIB

nt! NT_TIB
+0x000 ExceptionList : Ptr32 _EXCEPTION_REGISTRATION_RECORD
+0x004 StackBase : Ptr32 Void
+0x008 StackLimit : Ptr32 Void
+0x0@c SubSystemTib : Ptr32 Void
+0x010 FiberData : Ptr32 Void
+0x010 Version : Uint4B
+0x014 ArbitraryUserPointer : Ptr32 Void
+0x018 Self : Ptr32 _NT_TIB

ZEMELTERRRNT ¢

AACERIRIZER - #IE5AIR
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0x0

0x4
0x8

0x18

Hth

9]

ExceptionList (Ptr32
_EXCEPTION_REGISTRATION_RECORD)

StackBase (Ptr32 Void)
StackLimit (Ptr32 Void)

Self (Ptr32 _NT_TIB)

KPCREMAE ML R RAERMT ¢

"%

0x1C

0x20

0x38

0x3C

0x40

0x51

0x120

_KPRCB

o4 {EF
SelfPcr (Ptr32 _KPCR) XZ2
Prcb (Ptr32 _KPRCB) X2
MK
1
1%
IDT (Ptr32 _KIDTENTRY) X2
GDT (Ptr32 _KGDTENTRY) X2
TSS (Ptr32 _KTSS) X2

—

Number (UChar) RN

PrcbData (_KPRCB) R

AACERIRIZER - #IE5AIR

ER

R HAIEIEA%F BHER(SEH).

E G EIES 7 LN 2 =R 87 1 A A

XE—MEH, fEm 7T HaI_NT_TIBZH
K, BIE_KPCREMIE (BFEH) -

— MEF, $8M 7T HEI_KPCREEHIA,

—NMES, f8M T _KPRCPEMIAE, B _KPCRZE
Ox120fRBBMMIRL G, XBHWERNT HEHKD
&, BhlE_KPCREMALAET T, FAILUE
53X F)_KPRCPLEHI{A,

— Mg, fEmT PEERTTRIDT,

— Mg, R T 2RERTRGDT,

—NEH, IBRTESERTSS, 81 CPUERE
TSSo

CPURIRS © 1. 2. 3. 4.

LA,

_KPRCBZ_KPCREMIARVIRREM K, FNAETHEILTMR, BERRTHEENET H.
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0x4

0x8

0xC

FR&

CurrentThread (Ptr32 _KTHREAD)

NextThread (Ptr32 _KTHREAD)

IdleThread (Ptr32 _KTHREAD)

1.4 33EEER

LARHIMIRE ¢

141 EEFEX

PrBEFER, BIHKIZHA T Sleep. WaitForSingleObjectHF Y, FAEWEEAZRK,

Em

AACERIRIZER - #IE5AIR

XE— M5, fEmHRi&iEEmE,

XE—MEH, EEERTHEN T — 1%

TERVEEAT (A,

XE—MEH, fBET — P ERIVAIZ

L,

M. FF. BT, EESTHNEIEFEE_KPCREMET, RENEHFNEELESN
B33 PERP, XBTERBINFFERZ2TMERR (RITBHZABAE#ER) -

EHRRE—TNAEHER, FHILBEITAILGBEKiWaitListHead RIBHIX KR, KBIFIENERGLE, TER
TEAALUGBE KiWaitListHead X N2 HEE, EWindbgFHEIFFHHERL, ENRIERZIEDTH. 5

FREZE25 7N

0: kd> dd

8055c488
8055c498
8055c4a8
8055c4b8
8055c4c8
8055c4ds8
8055c4e8
8055c4f8

KiWaitListHead

8991fae8

898b7280

e57a42bd
ffdffo8e
00000000
00000000
00000000
00000000
89228748

debt94d5
805025ae
00000000
00000000
00000000
00000000
89228748

00000011
01000013
00000000
8055c4c0
8055c4do
00000000
00040001
00000000

00000
ffdffo80
00B60Be2ae
8055c4cO
8055c4de
89a286d8
00000000
00000000

MRHRNTEBERB TN EIRERETEEMI ERExe0, EAXBIZRAMIETZFR L2 _ETHREAD
(_KTHREAD) HHJ0x60{RF& LAk 53 WaitListEntrys

HESLE - 11



@: kd> dd KiWaitListHead

8055c488
8055c498
8055c4a8
8055c4b8
8055c4c8
8055c4d8
8055c4e8
8055c4f8
@: kd> dt

+0x000
+0x01@
+0x018
+0x01c
+0x0280
+0x024
+0x028
+0x02c

8991faze8 898b7286
e57a42bd debf94ds
ffdff98e 805025ae
00000006 0BV
0000000e 00V
00000008 Q0L
00000000 0BBOEO
89a28748 89a28748

_KTHREAD 8991faeB8-0x60
nt!_KTHREAD

Header
MutantlListHead

@oeoeell
01000013
000oB0ee
8055c4co
8055c4de
@oeoeLee
ooed0001
(5]2l5]5]7l%15]5]

20000000
ffdffoge
0000e2ae
8055c4co
8055c4de
89a286d8
00000000
00000000

: _DISPATCHER_HEADER

InitialStack

StackLimit
Teb
TlsArray
KernelStack
DebugActive

1.4.2 AEER

BEERE2T, WA MRk, HTTLUBT 2F/BEEKiDispatcherReadyListHead#kF], FEX32 R
B, SMEREANEENREREFR R,

: (null)

: @xb19flcbc Void

0

: _LIST_ENTRY [ ©x8991fa98 -
: Oxb19f2000 Void
: Oxbl9efO0@ Void
: @x7ffdcooe Void

©0: kd> dd KiDispatcherReadylListHead L70

8055cf60 |8055cf60 8055cf6R 8055cT68 8055cT68
8055cf70 |8055cf70 8055cf70 8055cf78 8055cf78
8055cf80 |8055cf80 8055cf80 8055cf88 8055cf88
8055cf90 |8055cf90 8055cf99 8055cf98 8O55cf98
8055cfa@ |8055cfa® 8055cfal 8055cfa8 8055cfa8
8055cfb@® |8055cfb@® 8055cfb® 8055cfb8 8055cfb8
8055cfc@ |8055cfc® 8055cfc@ 8055cfc8 8055cfc8
8055ctdO |8055cfd@® 8055cfdd® 8055cfd8 8055cfd8
8055cfe@ |8055cfe® 8055cfe@ 8055cfe8 8055cfe8
8055cff0O |8055cff@ 8055cff@® 8055cff8 8O55cff8
8055d000 |8055d000 8055d000 8055d008 8055d008
8055d010 |8055d010 8055d010 8055d018 8055d018
8055d020 |8055d020 8055d920 8055d928 8055d028
8055d030 |8055d030 8055d030 8055d038 8055d038
8055d040 |8055d040 8055d040 8055d048 8055d048
8055d050 |8055d050 8055d050 8055d058 8055d058
8055d060 0OPOOOVED 0OVVOOLD PPRVOPVE PPVLLRLO
8055d070 00000000 0PRPYLLYLD DODLRORRY PRV

EIFE, TEERPHWHEEAMMIESN_ETHREAD (_KTHREAD) HEY0x60{RFENLA 5 SwapListEntryo

M EX)

AACERIRIZER - #IE5AIR

(ox60IRFENIHE

HIES&IE - 12



@: kd> dd _KTHREAD B8055cf60-@x60
Couldn't resolve error at '_KTHREAD 8055cf60-0x60"
KiDispatcherReadylListHead

©: kd> dd
8055cT60
8055ct70
8055ct80
8855cf9@
8055cfa®
8055cTho
8055cfco
8055ctde
0: kd> dt

8055cf60
8055cf70
8055cf80
8055cf9@
8055cfad
8055cfbe
8055cfco
8055cfde

_KTHREAD

8055cf60
8055cf70
8055cf80
8055cf90
8055cfa0
8055cTbo
8055¢cfco
8055cfdo

8055cf60-

8055¢cf68 8055cf68
8055¢cf78 8055cf78
8055cf88 8055cf88
8855cf98 80855cf98
8055cfa8 8055cfas8
8055¢cfb8 8055cfb8
8055cfc8 8055cfc8
8055¢cfd8 8055cfd8
Ox60

nt!_ KTHREAD

+0x000
+0x010
+0x018
+0x@1c
+0x020
+0x024

Header

MutantListHead

InitialStack
StackLimit

Teb
TlsArray

1.5 ZAZiRk

1.5.1 RPUKIEY)HR

Windows FRUELIZYVIRELLIR 8 689, AT EHFHNZEIENFERIR—SE, XOBEEARHITIED
WindowsZkF2 U,

Threadswitch.zip

EEPEEZE A A
BHNENE—HORRRRLLRENE, RIVRESEBNRAHTIEN

coO~NOoOUUlh WN -

/| AR(E BN
typedef struct

{

: _DISPATCHER_HEADER

: _LIST_ENTRY [ ©x8@55cfl0
: @xbla2l7a8 Void
: Oxbla217a8 Void
: @x8055cf20 Void
: @x8@55cf20 Void

const charx name;
int Flags;
int SleepMillsecondDot;

voidx initialStack;

AACERIRIZER - #IE5AIR

7=
/] BRI
// PREREYE]

/] HARHIREEIRIE

HESLTE - 13



AACERIRIZER - #IE5AIR

9 void* StackLimit; /] RIEHERR SRR

10 void* KernelStack; /] LIEHERRHFIAIE, WAEESP
11

12 void* lpParameter; /] LREEHHHESH

13 void(xfunc) (void* lpParameter); // ZRiZE#

14 }GMThread_t;

HEER
R E - NEMEEE, BLAREM A :

=

extern GMThread_t GMThreadlList[MAXGMTHREAD];
ENMNMBLEE=MATRANRKES, XERFRSHNLARERBALAIFEETARANERE, TXERITELRYE
BEAE R, RER—THRREFEMIBERSHAE.

FRBCIZLIRE, ARMELIE—1EME, ARRENEEIIXTNEMERBAD, RITATLURELIZEIARRY
FlagsB 5K H BT A2 HIIRTS

Prigal gL, MmagE—1
G, JF HEERIX AN

B AR E N Bl

. 0
- P —

SEMEFAEREHMERR N TARA1R9ZRS | RFHERY, THRA0RIZRS | REFMERE 2 BRI AIEE R,

e b A2

BATRIE—TLIE, MRLIREME, BEERINVRLLIE, MEBAETRNEFZEE, HIREMEMENEET
4F, SRS T X ER(E

1 /] TIREERENER

2 void initGMThread(GMThread_t* GMThreadp, const charx name, void(xfunc) (voi
dx lpParameter), voidx lpParameter)

3 {

4 unsigned charx StackPages;

5 unsigned intx StackDWordParam;

6 /] ERERIEE RS, /6. BB, RSN

7 GMThreadp->Flags = GMTHREAD_CREATE;

HIESLTE - 14



8
9
10
11
12

13
14
15

16
17
18
19

20
21

22
23
24
25
26
27
28
29
30
31
32
33
34
35

AACERIRIZER - #IE5AIR

GMThreadp->name = name;

GMThreadp->func = func;

GMThreadp->1pParameter = 1pParameter;

// ERIBMTEZEE], A/NAIGMTHREADSTACKSIZE = 0x8000

StackPages = (unsigned charx)VirtualAlloc(NULL, GMTHREADSTACKSIZE,

MEM_COMMIT, PAGE_READWRITE);

/] EEEE
ZeroMemory (StackPages, GMTHREADSTACKSIZE);
// BTFHEXRNRERNSHIFEMIE, FAUATELX—HR, RITFHFRIEHNAREFEZEE

AN EARLBI RIS R T A2 R A ZE B )i b it

GMThreadp->initialStack = StackPages + GMTHREADSTACKSIZE;
StackDWordParam = (unsigned intx)GMThreadp->initialStack;

/] Atk

PushStack (&StackDWordParam, (unsigned int)GMThreadp); // 4XiZEMIE, A

FHAZREOMIE, RS HU T

PushStack (&StackDWordParam, (unsigned int)9); // Tk
PushStack (&StackDWordParam, (unsigned int)GMThreadStartup); // Bii%kiz

B, BT HRLRERY

}

/] EARNMNEFSRVIRE

PushStack(&StackDWordParam, (unsigned 1int)5); // ebp
PushStack (&StackDWordParam, (unsigned int)7); // edi
PushStack (&StackDWordParam, (unsigned int)6); // esi
PushStack(&StackDWordParam, (unsigned 1int)3); // ebx
PushStack(&StackDWordParam, (unsigned 1int)2); // ecx
PushStack(&StackDWordParam, (unsigned 1int)1l); // edx
PushStack(&StackDWordParam, (unsigned int)0); // eax
// &BHEIEENRIN

GMThreadp->KernelStack = StackDWordParam;

/] EBEERESHES

GMThreadp->Flags = GMTHREAD_READY;

return;

XERAERITERZ GNAREFEZEES BT

HIZELAZ - 15
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-~“StackLimit

i

KernelStack--> eax
edx
ecx
ebx
esi
edi

- E—
0
-

ebp

Startup

9
InitialStack ... GMThreadp

gt

AR

TRbEiEwE, M IT5ERegisterGMThread %R, FEFHA T LIZVIHIETT, BlSchedulingBi#l. %K
BERIAERER, BEPNEREENE, HIBIEFlagsl RHIMARERT ESIKT, RETNIELIZELAE
I SwitchContextEEHT1TLLIZ VIR,

1 void Scheduling(void)

2 {

3 int 1

4 int TickCount;

5 GMThread_t*x SrcGMThreadp;

6 GMThread_t*x DstGMThreadp;

7 TickCount = GetTickCount();

8 SrcGMThreadp = &GMThreadList[CurrentThreadIndex];

9 DstGMThreadp = &GMThreadList[0];
10
11 for (i = 1; GMThreadList[i].name; 1i++) {
12 /] FIFAREERSHERZARENEBEENTEFEHNESHNE, NRENFEZEZRESAE

BHER

13 if (GMThreadList[i].Flags & GMTHREAD_SLEEP) {

14 if (TickCount > GMThreadList[i].SleepMillsecondDot) {
15 GMThreadList[i].Flags = GMTHREAD_READY;

16 }

17 }

18 if (GMThreadList[i].Flags & GMTHREAD_READY) {

19 DstGMThreadp = &GMThreadList[i]; // FREUESRSHILIZLEMIE
20 break;
21 }
22 }
23
24 CurrentThreadIndex = DstGMThreadp - GMThreadList;
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25
26
27

AACERIRIZER - #IE5AIR

SwitchContext(SrcGMThreadp, DstGMThreadp);
return;

BEBIREZEVIRN B SwitchContext, —FFIABITHRNIEAAR N HTILERENSESRAK, BS
DHVLRESI. EDITFA LM BRI ETEE AL, FHIF LR INEIESPE F234A F LAl T2EMRRY

KernelStackiX 51, SAETLEEHMAIZYIRIRIE, NEHAIMNIRIIER B YIRNEIZLEMIKR ZKernelStack, B
MEMNEFEANSELE#ITEY, RERETISSREY, REMNEENREBUIATIEIP, XET—RERT

NSRS R AENE
1/ UERR
2 __declspec(naked) void SwitchContext(GMThread_t* SrcGMThreadp, GMThread_tx
DstGMThreadp)
3
4 _asm {
5 /] A
6 push ebp
7 mov ebp, esp
8 /] ER%ERRNEESEAK
) push edi
10 push esi
11 push ebx
12 push ecx
13 push edx
14 push eax
15 /] ARSI ANEYIRN ARSI A D HFAESINEDIF 785
16 mov esi, SrcGMThreadp
17 mov edi, DstGMThreadp
18 // BYUEIERRRRIIEA RIS AN KernelStack R
19 mov [esi + GMThread_t.KernelStack], esp
20 /] BRRERYIR, SA—INEEEE
21 /] BEHRLIREN AR RKernelStack A BIESPEFERS (IR , tptRXAITIIR
22 mov esp, [edi + GMThread_t.KernelStack]
23 /] DAEHBYNRNEREER AR EFSEE
24 pop eax
25 pop edx
26 pop ecx
27 pop ebx
28 pop esi
29 pop edi
30 pop ebp
31 ret // MEMEENEHULTIEIP
32
33

HES LR - 17



e

eax
edx
ecx
ebx
esi
edi

AACERIRIZER - #IE5AIR

H br iz

B

, IRFESP

A eax

edx

UI#ESP °~  ebp
Startup
9
GMThreadp

BEhEERHEUI T, HNTAIUERCRERBLREEMANfunci G, LESH N pParameterf i, XK
MELRTUIRAI B ERITH AR, REFERRFINSIRBHIRTE, Bi#tASchedulingEiBH1T4IZY)

i

0 ~NOO UL WNBKE

void GMThreadStartup(GMThread_tx GMThreadp)

{

}

GMThreadp->func(GMThreadp->1pParameter) ;
GMThreadp->Flags = GMTHREAD_EXIT;
Scheduling();

return;

XEBELPR EE— AT, BERYRETIESNEZENRMIIS4ATEP, EREMZRRBEZEEHN, X
PEEME— R EEWE, MXERINHREH TGS, BLTRINARBBEEINE ? SSfF EFHATAT
LB RGCRFE—T, B CERITTUBREFEMRREZESHY, ERERLCENIESEERET
[EBP+8]H A N EENE K,

HIES LR - 18
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[(Globals) [ global members=][ # GMThreadStartup RS ”J@ B E. HJ EERD A e« rF® HJIEHJ
= d[ = IERRAER
Workspace ThreadSwi glsl :Dld GHThreadStartup{GMThread_t* GHMThreadp)
=3 ThreadSwitch_1 file 0041650 push ehp
=] G Source Files 88481651  nov ebp,esp
. 80401653  sub esp,40h
I A ThreadSwﬂch. 80481656  push ebx
=) a Heade[ Files 00401657 push esi
¢ -2 ThreadSwitch. 80401658  push edi
-~ Resource Files gg:g::zg lea Edl’EE:p_hﬂh]
: nov BCX,
L3 External Depend 88401661  nou eax, BCCCCCCCCh
08481664 rep stos duord ptr [edi]
26: GHThreadp->func{GMThreadp->1pParameter);
& 00401668 mou esi,esp
BB4A166A noyv eax,dword ptr [ebp+8
o> 401660 T MOV BCR,dword ptr [eax+18n]
00481670 push ecx
a8e4a1671 mov edx,dword ptr [ebp+8]
004e1674 call dword ptr [edx+1Ch]
00401677 add esp,4
0048167A cnp esi,esp
a848167C call __chkesp (080488c98)
27: GHThreadp->Flags = GHTHREAD_ERIT;
80401681 mov eax,dword ptr [ebp+8]
00401684 nov duord ptr [eax+4],8
28: Scheduling(});
688481688 call RILT+48{Scheduling) (0848102d)
29:
30: return;
31: )
<Il'lrll A & non ndi I
o =| Fi EI‘. ve| B gl ”|:| | T Thisadswichh] 8] TheadSwichopn | 81 mancpe 477 Disessembly
j Context: |[GMThreadStartup[GMThread_t*) | :jll EAX - 00433E56 EBX - 00600003 7
ECX = 000088680 EDX - @peeBaast
Name Value ESI = @B5BFFAS EDI = O@SBFFFY4
GHMThreadp 8x08433e58 EIP = B8040166D ESP = OOSBFFAS |
GHThreadp->func  @xBB84A10846 Thread1(void =) EBP = BB5BFFF4 EFL = 080808286
GMThreadp->1pPara 82 CS = @81B DS = 0823 ES = 86823

Fﬁb@%ﬂ‘]?‘*)Jt‘%l:%’%%%ﬁ’]ﬁﬁ':F' PR RREEREA T —ME, BT PR, SRR A AR S RITIRER
B BN A9 [EBP+8]BY A TUREXBI AR (K, ARBINEIMN NI REE. EESEHITIER.

1 PushStack (&StackDWordParam, (unsigned int)9); // Tk

B4
1. ZETEWEHTIRE, MEEDIR, XRBNELERBNEMAB LEEIM, NENAIZRHEIEA
T EARYIIRBIERE

GHThread_t* GHThreadp;
GHMThreadp = &GMThreadList[CurrentThreadIndex];

void Threadi(uoids*) { if (GMThreadp->Flags ft= @) {
while (1) { GHMThreadp-»Flags = GMTHREAD_SLEEP;
printf("Threadi\n™); GMThreadp->SleepMillsecondDot = GetTickCount{) + HilliSeconds;
GHS1eep{388); H
y \
¥ scheduling();
return;
H

SRR XA RBITSSRFRIFEFd, MeaBIHERNARN ;
3. SRR IE ARG LR AR AR,

N

1.5.2 E&hyi

EEAERLRMREDR, E— 1 EEMNESwitchContext, ERRATEIEUIRE, MM EWindows_ EB & ZE1L
INRERY B FL B KiSwapContexto

FATRILUEIS IDATT FFNtoskrnl.exe AIZIRIRER BB E, RE—TFEBER, RIBERICHEBATRIUER, Z&
AR EREHALERERANSFE, AEIRIE_KPCREVUH_KTHREADZIER, FHEMXEHBEENS
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HMECKR R R EYIMNAAZEM AL, FHEMUERE_KPCRE

RHUE,

.text:00405048
.text:00405048
.text:00405048
- text:00405048
-text:00405D48
-text:00405D48
-text:00405D48
-text:00405D48
-text:00405D48
-text:00405D4B
.text:00405D4F
.text:00405053
. text:00405057
. text:00405D5A
.text:00405061
-text:00405063
- text:00405069
-text:00405D6F
-text:00405D072

83
89
89
89
89
64
8B
8B
89
8A
=]

83
4F
L

16

24 ac

24 08

24 04

24

1D 1C 0@ @0 6o

24 01 09 00
24 01 09 00
58

@1 00 00

; _ fastecall KiSwapContext(x)
[@KiSwapContext@4 proc near

var_108= dword ptr -16h
var_C= dword ptr -0Ch
var_8= dword ptr -8
var_4= dword ptr -4

sub esp, 18h

mov [esp+1Bh+var_4], ebx
mov [esp+18h+var_8], esi
mov [esp+1@h+var_C], edi
mov [esp+1@h+var_16], ebp
mov ebx, large fs:1Ch
mov esi, ecx

mov edi, [ebx+124h]

mov [ebx+124h], esi

mov cl, [edi+58h]
call SwapContext

B

AACERIRIZER - #IE5AIR

b T Y Ei %20 _KTHREADE KA AR

CODE XREF: KiSwapThread()+33!{p

RIFLWLEETFEND

B_KPCRESH R HIL

ECX(EEIEST, PP B RELIZH_KTHREADESH {F
JAKPCRAHR L L T 454200 _KTHREADE#1F. (BI_KPRCBRoxalR f5 11 K& )
TBB_KPCRESAS 15 h 25 TEEAZ M _KTHREADESHI R0 B W AR A EAZ M 4549 1.

A2 IR

MREBUZIZRISEECK, BT UR#HE—TKiSwapThreadi#, a0 TEIFARECXEEIIEAXTERR, MEAX
B@EiTKiFindReadyThread EFUR[EIRY, ZEMNFEHETHRE T ARMENLE, REWEARE— 1L
REMET

0040B1DE ES

0040B1DE

0840B1E3 85
0840B1ES OF

B8840B1ES
0040B1EB
0040B1EB
0040B1EB

0040B1EB 5B

0640B1EB
0040B1EC
0040B1EC

0840B1EC 8B
0040B1EE ES8

9B

A5 FF FF

co

84

cs
55 AB FF FF

39 5D @8 00

call @KiFindReadyThread@s

test eax, eax
jz loc_416F24
loc_4@B1EB:

pop ebx
loc_4@B1EC:

mov ecx X

call @K1SwapClontext@d

2

KiFindReadyThread(x, x)

CODE XREF: KiSwapThread()+5D89{]
KiSwapThread()+5DA2lj

CODE XREF: KiSwapThread()+5F1F!j

KiSwapContext(x)

EEBNERIKiSwapContext, B NEMRREAMEIERLIZTIREESwapContextE A, R IZEEIATTIU
RRBEMIN—LHT, X FREBBENHRTIEI—I057, FITTLUBEMEE LX BRRES ZRIREIIEE
PR —, JFHAIRESPEA HFILIEMNEMET, HBENEYHRLETENKernelStatckil BT HHIESP,

FA

.text:08405ECT
.text:08405EC8
.text:08405ECE
.text:08405ECE
.text:08405ED1
.text:00405ED6
.text:08405ED9
.text:08405EDC
.text:@8405EDE
.text:@8405EE1
.text:00405EE4
.text:@0405EE6
.text:08405EEC
.text:00405EEE
.text:@8405EEE
.text:08405EF4
.text:08405EF4
.text:@8405EF6
.text:08405EF6
.text:@8405EF6
.text:08405EFD
.text:00405EFD
.text:@8405EFF
.text:08405EFF
.text:00405F02
.text:08405F02
.text:08405F02
.text:00405F05
.text:08405F08
.text:00405F0B

B4

HLTEARERBRRZEBE T L2, TR LAREIDABIXREFRE AR,

89
8B
8B

67
46
4E

2D 10

89
89
33

4B
43
9

8A 4E

83
9B
0B
3B
aF

E2
cA
88
EG
85

8D 09

F7
75

8B
89
8B
8B

40
03

4B
41
66
46

28
18
1C
02
28
o4

31
F1

ac

DD

E4

40
o4
28
20

00 00

02 00 00

09 00 00

00 00 02 00

AR T SRR :

cli

mov [edi+28h], esp 5 W B EARTRAE B ATERFZ A _KTHREADZ 194k h HKernelStack AR
mov eax, [esi+I8h]

mov ecx, [esi+1Ch]

sub eax, 216h

mov [ebx+8], ecx

mov [ebx+4], eax

xor ecx, ecx

mov cl, [esi+31h]

and edx, @FFFFFFF1lh

or ecx, edx

or ecx, [eax+2@Ch]

cmp ebp, ecx

jnz loc_405FD1

lea ecx, [ecx]

loc_4@5EF6: ; CODE XREF: SwapContext+15D4j
test dword ptr [eax-1Ch], 20000h

jnz short loc_4@5F@2

sub eax, 16h

loc_405F02: ; CODE XREF: SwapContext+861j
mov ecx, [ebx+48h]

mov [ecx+4], eax

mov esp, [esi+28h] 5 KB IREARE) KTHREADE B KernelStack iR S5 FIEsP R TFaE, BIELRITH
mov eax, [esi+20h]

RABNBRETAKEEK
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@ xrefs to KeWaitForSingleObject(xx,x,x.x) O X

Direct Ty} Address Text

cquireFastiute -

KeWaltForSlngleObJect@ZO :

KeWaitForSingl eObjec

KeWaltForSlngleObJect(x x,

5=l -+ p ExpWaitForResourc:
5= p  KeSwapProcessOrSte call _Ee¥aitForSingleObject®20; KeWaitForSingleOhject (x,x, -
5] p  NiFlushSectionInt call _EeWaitForSingleObject®20; EeWaitForSingleObject (x, x, -
5= p  NiVaitFerInPageCo call _EeWaitForSingleOhject®@20; EeWaitForSingleOhject(x, x, =
L p  KiSuspendThread(x~ call _Ee¥aitForSingledbject®20; KeWaitForSingleObject (x,x, -
5] p  NiMappedPageWrite call _EeVaitForSinglelbject®20; KeWaltForSingleObject(x, x, -
5] p NiCatherPagefileP call _EeWaitForSingleObject®20; EeWaitForSingleObject (x, x, -
=1 p  ¥mipEnterCritSect- call _EeVaitForSingl e0hject®20; KeWaitForSingleObject (x, x, -
5= p  CcPostDeferrediri— call _Ee¥aitForSingleObject®20; KeWaitForSingleOhject (x,x, -
B p ExpWaitForResourc call _EeWaitForSingleObject@20; EeWaitForSingleObject(x, x, -
5= p  NiCancelV¥riteOfMa- call _EeWaitForSingleOhject®@20; EeWaitForSingleOhject(x, x, =
=1 p HalExaminsMBR (x, x-~ call _EeVaitForSingl e0hject®20; KeWaitForSingleObject (x, x, -
5] p  CcWaltForUninitia call _EeVaitForSinglelbject®20; KeWaltForSingleObject(x, x, -
5] p  NiMakeOutswappedP call _EeWaitForSingleObject®20; EeWaitForSingleObject (x, x, -
5= -+ p o NiFlushSectionInt- call _EeVaitForSingl e0bject®20; KeWaitForSingleObject (x, x, -
5= p  HtSignalandWaitFor call _Ee¥aitForSingleObject®20; KeWaitForSingleOhject (x,x, -
=] p CcBetValidData(x, =+ call _EeVaitForSinglelbject®20; KeWaltForSingleObject(x, x, -
5= p  CcVaitFerlUninitia= call _EeWaitForSingleOhject®@20; EeWaitForSingleOhject(x, x, =
=1 p CelnitializeCache call _EeVaitForSingl e0hject®20; KeWaitForSingleObject (x, x, -
[5=1 p FsRtlWaitOnIrp(x, = call _Ee¥aitForSingleObject®20; KeWaitForSingleOhject (x, x, -
5] p  IopCompletelUnload: call _EeWaitForSingleObject®20; EeWaitForSingleObject (x, x, -
5= p  IeplUnleadDriver (x= call _EeVaitForSingl edhject®20; KeWaitForSingleObjiect (x, x, =
e p  MiCleanSection(x, = call _Ee¥aitForSingleObject®20; KeWaitForSingleOhject (x,x, -
=] p  MiCleanSection{x, - call _EeVaitForSinglelbject®20; KeWaltForSingleObject(x, x, -
5 p  NiCheckControlire— call _EeWaitForSinglethject@20; EeWaitForSingleObject(x, x, ==
=1 p MmnCreateSection{x- call _EeVaitForSingl e0hject®20; KeWaitForSingleObject (x, x, -
5= p  NiModifiedPageWri-— call _Ee¥aitForSingleObject®20; KeWaitForSingleOhject (x,x, -
- Lok [P, ~RRPPSPRPY (= P P a1 L | P, P LR, e L PR LT L L . e ey
< >
Line 1 of 269

OK Cancel Search Help

?" SRS LELRETETE—T#HE, MRAZR—THERE, MAIRC3, i
Bt B ARRI IR SCRR L th R ETRRITIIR.

XA NHZ TR T,

1.5.3 B$heRRrtis

ZBIBAN T BERRZ BN i&%ﬁﬁ LR ARAEISwapContext RIHITLAZYI, (BUNRE LKIE;
APIZEM A HITAIZYINE ? LA, HHiitheSRERR.

ﬂﬂ—Fﬁjﬁ%%éﬁEﬁ*qﬂH‘ﬁﬁ@ﬂ'\]%ﬁ, EWindows?;‘T’éT’E%éﬁq:‘, F10~202EMERALA —RETEPARRT, ZEAEIREX
HathkAWindowsBS #hiE]fR{E, RIfEAGetSystemTimeAdjustmentBRE :

KB EEBRRY

(IoTR) HES IRQS WER

0x30 IRQO B R BT

WITHAZ

FATAT OB IDAFTFENtoskrnl.exe AZIEIR , $B|IDTRA0X30F TS X WAV R EL, HELZE
_KiStartUnexpectedRangeEK#{ :

INIT:005EFECE @0 EE @8 00 dd 8EE@0h

INIT:@085EFEC4 36 6D 40 08 dd offset _KiSystemService

INIT SEFECES 9@ EE @8 08 dd SEE@0h

INIT S5EFECC 75 Al 40 @8 dd offset _KiTrap@eFr

INIT S5EFEDE @@ BE @8 00 dd 88E@0h

TNTT:@85EFED4 FB 63 48 00 dd offset _KiStartUnexpectedRange@@d ; KiStartUnexpectedRange()
INIT:005EFEDZ @@ 8E 08 00 dd 88E@8h

TNTT:@05EFEDC FA 63 48 00 dd offset _KiUnexpectedInterruptl

HAVRHX DRI ERNBE,, S£EEEF]_KEndUnexpectedRangeb#l, REZEERT
_KiUnexpectedinterruptTail B :

HIEG&IE - 21
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_text:004063F0 68 30 00 00 06 push 38h ; '@’

.text:004063F5 E9 DD 67 @0 08 Jjmp _KiEndUnkxpectedRange@® ; KiEndUnexpectedRange()
.text:00406BD7 2E FF 25 DE 6B 40 0@ jmp cs:off_406BDE
.text:00406BD7
.text:00406BD7 _KiEndUnexpectedRange@® endp

.text:00406BD7
Ltext:@04R6BD7
.text:00406BDE E6 76 40 00 OFF 4P6BDE dd offset _KiUnexpectedInterruptTail

EXTEHE, RIMIUBRETERBAXIART — 1S ARNEEHalBeginSysteminterrupt#ll
HalEndSystemInterrupt :

64 FF @5 C4 @5 00 e inc large dword ptr fs:5C4h

8B 1C 24 mov ebx, [esp+6Bh+var 68]

83 EC 94 sub esp, 4

54 push esp

53 push ebx

64 1F push 1Fh

FF 15 64 10 40 00 call ds: _imp @12 ; HalBeginSystemInterrupt(x,x,x)

-text:004077AE

.text:004077AE loc_4077AE: ; CODE XREF: _KiUnexpectedInterruptTail+(C11j
.text:004077AE FA cli
_text:@04077AF FF 15 68 10 40 0@ call ds:__imp_ HalkEndSystemInterrupt@8 ; HalEndSystemInterrupt(x,x)
\ v e \ s T e i = — e .
FATRILATEIDARYImports S ARE NP EIZS ARBN ZARR, Rt FEPTRAHALRR
ID4 View—4 = Hex View-1 & Structures 1] Enuns &= Imports (%]
Address Ordinal Name Library
ﬁ 00401064 HalBeginSystemInterrupt HAL

®” ‘ HalBeginSystenInterrupt|

-text:80012FA8 C7 B85 80 00 FE FF 41 66 80 88 mov dword ptr ds:8FFFEG@8Bh, 41h ; "A°

-text:88012F52 53 push ebx

.text:80012F53 51 push ecx

.text:80012F54 FB sti

.text:B80012F55 64 C6 85 96 00 00 @0 00 mov large byte ptr fs:96h, ©

.text:80012F5D FF 15 30 84 @1 8@ call ds: dimp KiDispatchInterrupt@® ; KiDispatchInterrupt()
.text:80012F5D

.text:80012F63 FA cli

ERFHHALIEIR (HAL.DLLX 47EC:/Windows/System32E R ) fEHalEndSystemInterruptE#E A, FHNITUEE!
© XA T KiDispatchinterruptii#{ :

mowv large byte ptr fs:96h, @
call ds: imp_ KiDispatchInterrupt@® ; KiDispatchInterrupt()

HBEFNtoskrnl.exeIIZIER, ERiFKiDispatchinterruptEIBUT R R I E RN E T SwapContextEER, Rttt
FIERR T NPTt R S AR ¢

.text:00405E2C E8 56 FD FF FF call @KiReadyThread@4 ; KiReadyThread(x)
.text:00405E2C

.text:00405E31 B1 01 mov cl, 1

.text:00405E33 ES 3F 00 00 00 call SwapContext

HITEEMRE—T, RANFHMIPHRITRIERNT :
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KiStartUnexpectedRange HalEndSystemInterrupt
v ¥
KiEndUnexpectedRange KiDispatchinterrupt
I.@ﬂ_@cyggladI.m@.r.tugﬂai! S‘i'iag@ﬁ@_n‘tﬁeﬁt

e

A=
LAZUHRAYLAME R

1. ExhiARAPIEE (SwapContext)
2. EYghrRie
3. RELE (R, INTNIEESR

MNB—PEIERAAAPI, ERBARBTE (CLIES) , HEAFRSEMERSE, PBLYUBKENKALE
CPU, BEBEEI100% , 28&FEE50%,

1.5.4 Nal/ BIESEHR%E

R SBRAEHITUIREEERESRHN, F—RUTTNEREcPUREFEIRE, E_RE8ANEE (B
_KPCR.PrcbData.NextThread 77 7 S/ & 2 at) , L EFAFMEREHME R & BB |E) i F 2HITLIEY]
12,

CPURY[a] /7 EJHA

B iE) /LR CPUD ERLA R NMEFRIATE], S MNMEERSE—EER, FMEEHBEE, RRZHEDIFET
BIEtE], FRNMEFENKREALEZRM BTN, MREREASERHIEEEST, NCPURHRAITHOEL
F—PHE, RHAEENEAERIEEDRSER, NCPULENHRITUIH, XEMAREMCPURIERE,
LU— NIRRT, TIR{LIEFE 4, KTHREADLEMIABIQuantumB AR F#I1A1E, ZERA/E
_KPROCESS£5H3{ARI ThreadQuantumB 53/ R E. M FEIFIRIEN 1 —HIZRE T LMK ThreadQuantumpBl
5, SlENG6, MMKRRNHZHIENZIEFIRHIT, VIRtERSZEIR T _KTHREADZE/I{ARIQuantumfg
R, ZERTRTYRIZLEREHF A,
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@: kd> dt _KPROCESS 89@d8e2e

nt!_KPROCESS
+0x000 Header
+0x010 ProfilelistHead
+0x018 DirectoryTableBase : [2] @xa3c0240
+0x020 LdtDescriptor _KGDTENTRY
+0x028 Int21Descriptor _KIDTENTRY
+0x030 IopmOffset : Oxzeac
+0x0@32 Iopl
+0x033 Unused :
+0x034 ActiveProcessors :
+0x038 KernelTime
+0x03c UserTime
+0x0@40 ReadylistHead
+0x048 SwaplistEntry
+0x04c VdmTrapcHandler
+0x050 ThreadlListHead
+0x058 Processlock
+0x@5c Affinity
+0x060 StackCount
+0x062 BasePriority
+0x063 ThreadQuantum
+0x064 AutoAlignment

_DISPATCHER_HEADER

| PrroO®O®

: _SINGLE_LIST_ENTRY
: (null)

o0 bR WO

et TSI AKeUpdateRunTime IS, ZBEE 1T
A%TTL, NS E]OMINY _KPCR.PrcbData.QuantumEnd B B A FFOR KRR H

BT IDARERX—I12,

64 Al 1C ©0 0o oo mov
53 push ebx
FF 8@ C4 05 @0 @0 inc
8B 98 24 91 @6 @0 mov
30 6B 6F 03 sub byte ptr [ebx+&Fh], 3*
7F 19 je short loc_40BF40
3B 98 2C 01 00 o8 cmp ebx, [eax+12Ch]
74 11 jz short loc 40Br4e
89 A@ AC 09 00 08 mov [eax+9ACh], esp

RGBT ITREZ EE S A BKiDispatchinterruptBi#,

eax, large fs:1Ch

AACERIRIZER - #IE5AIR

_LIST_ENTRY [ ©x890d803@ - 8x898d8@38 ]

LIST_ENTRY [ ©x890d8060 - 0x890d8060 ]

LIST_ENTRY [ ©x897721d@ - 0x897721de ]

PSR H R AR S A AL 5 Quantum B EIBI 3
RIBYE) A BEEHTY, T

; BEL_KPCR

dword ptr [eax+5C4h]
ebx, [eax+124h]

3 BRI M EHER)_KTHREADE A 44

;s ¥ _KTHREADAIQuantumHI & 13
5 A0E_ KTHREADEIQuantumf) &4 oMl B

; ¥5_KPCR.PrcbData.QuantumEnd BB R A — 1~ F el E

B T Hal S AErET B 2 SRR,

AT LCRE—TIZEBBIHITRIE, Fc¥I¥r_KPCR.PrcbData. QuantumEndE’J{E HENIFORTFHITEER, %

ﬂﬁaﬁlﬁfﬁﬁoﬁLﬁﬁlﬂﬁﬁ KiQuantumEndi%y, EXTEHBEREEIR
EtigJ*hLAHjéﬁ*io

, PAIG#H ARIKiFindReadThread I+ TF—1

mov ebx, large fs:1Ch
cmp dword ptr [ebx+9ACh], @
jnz loc_405E4F
mowv dword ptr [ebx+%ACh], @
call _KiQuantumEnd@e
mowv eax, large fs:124h
xor ecx, ecx
mov esi, eax
mowv al, [eax+63h]
mowv [esi+6Fh], al
call @KiFindReadyThread@s

; #ﬂﬁﬁ_KPCR.PPcbData.QuantumEndf%
; B8 BB BT Bk

& _KTHREADZEMAFEIQuantumBl 5 A

o FEE_KPCREBHE

|

The, BDHEReE] 2T E A

ﬁ*Eﬁ KPCR.PrcbData.QuantumEndB)E M0
; {(iQuantumEnd()

; HHHEEEIER KTHREADZE 444

; EFFREMNER

; KiFindReadyThread(x,x)
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M BRI Rz FEMR EIEIKiDispatchinterruptBI 7, & IR#H AW _KPCR.PrcbData.CurrentThreadi& AT
— I REREHERE, HEELFSEERAERRD, REFITHIZNUIE (KEUR)

or eax, eax
jnz short loc_405E00
mov esi, eax H 4%?ﬁiuEﬁTl—“Tﬁﬁéﬁ%ﬁﬁ§Eﬁéﬁ*%??)\ESI
mov edi, [ebx+124h] s B EHETEFE KPCR.PrcbData. CurrentThread?s A FIEDI
mov dword ptr [ebx+128h], © ; & _KPCR.PrcbData.NextThreadi% A0
mov [ebx+124h], esi s B EHETEEE KPCR.PrcbData.CurrentThreadi®® T — & SR 2EHE
mowv ecx, edi
mov byte ptr [edi+56h], 1
call @KiReadyThread@4 ; KiReadyThread(x)
add esi, 66h ;: ' . BESTISM_ETHREAD[0x60]. EPSwaplistEntryiBEHE
cmp [ebp+var_1], ©
lea ecx, _KiDispatcherReadylistHead[eax*8] ; I:F|iEE{izE +
v
mowv cl, 1

call SwapContext

M R AREBICPURT ]/ BIHAR AT /A2,

HFH%E

PRT CPURTBI R RIHARNIER, FEGESHEARENRRBSHITERIZUIR, HNTUBES T
KiDispatchinterruptiX M #, EIRI&F LR, FKITAIUFREMEIRICPURYEIFRETH, BIFR
_KPCR.PrcbData.NextThread R 90, tBRLEFEFHALIE, ha#HITEIZUI,

cmp dword ptr [ebx+128h], © ; HIBT KPCR.PrcbData.NextThread:2 & ho, BIHETE LB ERAE:E
jz short locret_4@5E46

loc_4@5E00: ; CODE XREF: KiDispatchInterrupt()+CFlj

sub esp, @Ch

mowv [esp+@Ch+var_4], esi

mov [esp+@Ch+var_ 8], edi

mowv [esp+@Ch+var_C], ebp

mov esi, eax H BHAEOT — SRS EIET MBS

mov edi, [ebx+124h] s B EHETEEE KPCR.PrcbData. CurrentThread E A EIEDI

mov dword ptr [ebx+128h], @ ; 4% _KPCR.PrcbData.NextThreadi%#10

mov [ebx+124h], esi s B EETEEE KPCR.PrcbData. CurrentThreadiff A T-—- -t & S A 2632

mov ecx, edi

mowv byte ptr [edi+56h], 1

call @KiReadyThread@d ; KiReadyThread(x)

mov cl, 1

call SwapContext

1.5.5 ZIZYIHEETSSHI X R

SwapContexti X MNERIFEWindowsZZAZVIEIIZD, TR EIVIRIERRANHESHMNEKEZYIR, KA
TRARXNEE X TEEPRT UHRHERUN, M TESEHMNERE, THRXLEATHERNZINRERSR
EXEE, XTRBITH—THRIEUEETSSH X Ko
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%

B HEEE TR, ERFBARETRIEA] T EEIERAPI NI HOMEREEIT— MERAITIIR,
i&;ﬁﬁﬁtﬂiﬁﬂ’\ﬁﬁffﬁiﬁmﬁiﬁio TEAFREMA_KTHREADHE X FAKMRIMEXER (KRIN. KE. K12
5) o

StackLimit — > InitialStack ?Iiﬁ: I[:=
KernelStack ﬂ‘ﬁ T
StackLimit %8141 %

E="7R RIFEHETE
_KTHREAD&# 4% h
KernelStack——

InitialStack

RIS AR D AHENERS . E—EBITME MinitialStackFFIa—Hox210MNF T, FHENMEFRE 78
B9fE ; RITHE S OmMERA 2 T I B_Trap_FrameZEM{X,

_Trap_Frame&s #3

TFiEiE o & Fes
Hox210F®

InitialStack 7

_Trap_FrameZEMAERFRFERETELFEI Y, EHNEEKRNT !
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+0x000 DhbgyEbp

+0x004 DhbyEip

+0x008 DhgirgMark

+0x00c DbgArgPointer

+0x010 TempiegCs

+0x014 TewmpEsp

+0x018 DrO

+0x01e¢ Drl

+0x020 DrZ

+0x024 Dr3

+0x028 Dré

+0x02c Dr7

+0x030 SegGs

+0x034 3SeqyEs

+0x038 SegDs

+0x03c Edx

+0x040 Ecx

+0x044 Eax

+0x048 PreviousPreviousMode
+0x04c ExceptionList

+0x050 SegFs

+0x054 Edi windows FIEREU T FRRBRILT
+0x058 Esi BRI R ARTE

+0x05c Ebx
+0x060 Ebp
+0x064 ErrCode

+0x068 Edp FRHS AR (R PR (RS ER T
+0x06c SegCs

+0x070 EFlags B, iret JEEIBIL ML

+0x074 HardwareEsp kR, EXERRTR, NESRE
+0x078 HardwareSegSs Tl QHE:

+0x07c VB 6BEs
+0x080 V8 6Ds & s0se AR T, TREBBRFET
+0x084 V8 6Fs 78

+0x088 VB6Gs

AR

JEFAAPIHOIFR

APIEHOIAEFMHAR, AT EFABMERERAR, T@EAREIAPIHIFGSMTSSEIESPOSE0IFRIHELL ;
TRRE RN 2 7t MMSRIGE]— MG B0 AR SRIB IS HITHIFE, BERXERARBAIRMITERR EFEMTSSH
ESPOTSE|0IFRYHE%,

EANTAILUBE IDARE— T _KiFastCallEntryBE, E70iBE_KPCRIXEITSS, M/E@ETSSHIESPOISRI0IFHIHE
%
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mov ecx, 23h ; "#°

push 36h ; '0°

pop fs

mov ds, ecx

mov es, ecx

mov ecx, large fs:40h ; _KPCR {R#% ox40 -> TSS
mov esp, [ecx+4] ; TS {m#% ex4 -> ESPO
push 23h ; "#°

push edx

pushf

FRIUABARERE—TFR, TR AFERAINHEANREEE I TSSHKUIIELET,

TSS

Intelig It TSSHIB MR A T ES VI (LA2THR) , ERWindowsHLinuxERE R, MeERAHERRIFL
RN EFR.

—DCPURB—NTSS, BRARERERE M, BNARRTOMNNAHERER—E, BAREZHAFRN
ARBEL— T TSSRIRFFTELIZNESPOIE ? XEMATELRRYIRF, HLENFEZ D SwapContexti
o

SwapContext3#fr

AT LUEIZ IDASR 3 87— T SwapContextiK#, Em X ETSSERSY, B BEHTSSIAGIFEAXLABITSSHY
ESPO,

loc_405F02: ; CODE XREF: SwapContext+8613

mov ecx, [ _KPCR+46h] ; BLHTSS

mov [ecx+4], eax ; B TSSHESPOIE U 1 1E i B TR
mov esp, [_ETHREAD+28h] ; B ERERIERIESPTF R M BiESPH

BAXNEAX ZMEITIRIE, HATAIMUM E3X—T, EAXBEZBIRERRMIRE, HENERPERNZST
72570 _Trap_FrameZ5H) (A A T RE#I80861R T\ FRIAL A KRR, RLE#HITRBAIMIELE,

mov [edi+28h], esp

mov eax, [ ETHREAD+18h] 5 B AR (InitialStack) #H#/EAX

mov ecx, [_ETHREAD+1Ch]

sub eax, 210h ; EAXifiEox210, ZFE M MEEFIEMox210TF 1 FEREE S5 7S, JIEHTTEﬁ‘%ﬁm*ﬁﬁ??ﬁ%mT_Trap_Fr‘ame
mov [_KPCR+8], ecx

mov [_KPCR+4], eax

xor ecx, ecx

mov cl, [_ETHREAD+31h]

and edx, @FFFFFFF1h

or ecx, edx

or ecx, [eax+20Ch]

cmp ebp, ecx

jnz loc_4@85FD1

lea ecx, [ecx]

loc_4AB5EF6: ; CODE XREF: SwapContext+15D{j

test dword ptr [eax-1Ch], 20008h

jnz short loc_405F02

sub eax, 10h ; B exa, MEERME_Trap_Framefm iR, HEEEST EHlsoscE N T HEANMA
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M _Trap_FrameZEt3RE, BEFLIENRIE (EAX) FLISME T HardwareSegSsERRHIMIE, HFAX 2R EH
FriEMANIE, MREEEAR (@IHEMNAR) BFCPURERITEASTFESRE, FTURERIER
ErrCodef 5 HY,

IR TESPOZY, EEFRENTSSHRAESWERT. —DNETSSHCrREmES N BITHIZEMCs ; BA— D228
SIS EEINIONRMIE, 2% YaiEiErIoNRuEERITSSHx66RIBAIKR, BEXNME
Windows2000 A /G EEABERT. (B1TTARIONRAIE)

mov ebp, [_KPCR+40h] 3 BdiTSs

mov ecx, [edi+3@h] ; BrssHIcraE A B EIERICr3

mov [ebp+1Ch], eax

mov cri, eax

mov [ebp+66h], cx s TFEREL BRI 0 Rz EEITsS (Windows2eeo A 5 AR T )

@ B, BITRIMEA Nt NPREHELIRIERFATSSEEFZREZAR, BEEWindowsHISE
PRSCIRAR AR T TSSHYESPO. Cr3. IORPRMIEIX3I TR (LR F HATRIWindowsRFERKIH R B2 i
TR,

1.5.6 ZiZYIMEFSHFHRIXR

FAVEETE3R FFS:[0)38MAYRTEB, MTE0H FFS:[0)18MHIZE_KPCR, ERAHFNRBRZINEIREEIT,
XMEREFS: [0 REFHENFARAKENEXER, BRELMFHNERAPRIBHF TAREENFSTEFSE (B
EREF) BR—HENE, BAIERTAEN—LNEILIA— " FEREAZ N FENTEBE, BT H#HH
AT HITEREE R D HrSwapContextiXNEKEAIE,

TRV BSFSEERE X RUNBRER, IUEHEERIE BIR4&ENTER N, FEWHGDTR, FH
MRPNEAGAE, FHIFEFSTEWindows XP FRIERIEIRF20x3B, KT EHERIERIT2EGDTRNE
71, Blox3siRiEir, BLEASM TR, BITTMRIBERERFINENREK, KRNECEEEMERNEREEN
TEB#IUE A BIFSERHH IR RTAYBase Addresspk G il

loc_4@5F69: ; CODE XREF: SwapContext+E21]
mov eax, [ KPCR+18h] ; W BARLEIETEB ( KPCR.NtTib.Self)
mov ecx, [ KPCR+3Ch] ; BHGDTE ( KPCR.GDT)
mov [ecx+3Ah], ax
shr eax, 16h
mov [ecx+3Ch], al
mov [ecx+3Fh], ah
31 24 23 22 21 20 19 16 15 14 1312 11 87 0
Base Address 31:24 D A Lis:n?trggTﬁ D S T)I/pe Base Address 23:16 B4
(EASAL Ve | emsam | P | (=E) (Eitih) )
31 16 15 0
Base Address 15:00 Segment Limit 15:00 TASE A
(B (BRERAI/ AN TEfraF

LZLEFR, RBET RITNER, EZMERET, FSERFAE, KIARTLERE NARZNER,
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1.5.7 BTk
BRIV TENIEA. Mias DML FSRNARETN, ©f1FREMAPIERAETKiFindReady Thread &

BB T —

HULAZIE ?

TEUIRNERE, BLAXMEMPL T — N8R

AACERIRIZER - #IE5AIR

ZERBERIE A AFHNRARFH T i

KiFindReadyThread i 2 IRIBAE R ETIHNLE, ENEARALREBBEAERERNER ((2MAERE

R) , REEBRIIKRNDASTEMEER © 31, 30, 29, 28...

MERT o

ERNRSXRMREBXNMMNE
DWORDZERIHY TS
5%

AEVHERZES

NP

HETHER 2R

, MIRELIRRF3IVERPIRE) TLRE, BLEHK

FERMAR T, MBERMMERERRER, FAMUWindowsgt@Ed—

B KlReadySummary) FIER, élr‘jﬂfh%_ﬁqﬂhk‘iﬂytﬂi/\?ﬁiﬁ]‘, RFHITHEIR

ZEMFEDWORDZE EMM MR AIBIEIR N0, RZANZE
ST BRI, Ejﬁ%fﬂ*ééihﬁn'ﬂ\]%\ 9HERFERLIEN, HERFRELE,

A ZEALLEIT KiDispatcherReadyListHead 2 fE T &

BERENER, ARIRETCHERRREYIETR

BRIGIERANIETEE—, Bzttt 55K RMI—3, MRB2—HHNNRTIZERNZE
©: kd> dd KiDispatcherReadylListHead

8055cf60

8055cf70
8055c T80
80655cf90
8055cfa0
8055cfbo
8055cfc@
8055cfde

8055cT60
8055cf70
8055cf80
8655cf90
8055cfa®
8055cfbo
8055cfco
80655cfde

8055cT60
8055cf70
8055c T80
80655cf90
8055cfad
8055cfbo
8055cfco
8055cTdoe

8055cT68
8055cf78
8055cf88
8055cf98
8055cfas8
8055cfb8
8055cfc8
80655cfd8

8055cf68
8055cf78
8055cT88
8655cf98
8055cfas8
8055cTbs8
8055cfc8
8055cfd8

BISAEHERDPEEEMEIRSHEIZET , CPUILSEY_KPCR.PrcbData.ldleThread Bl BN IRERIGTIT, X—=

AT LUEI IDASRE — T KSwapThreadifl FKiFindReady Thread B gl /5 {A3 K81,

S BEA T ESI—_KPRCBRUMME, & AMKiFindReadyThread, HEEOREILEREE N

%o

» BIRAZENFHITBE
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mov edi, edi

push esi

push edi

mov eax, large fs:20h

mov esi, eax ; _KPRCB
mov eax, [esi+8]

test eax, eax

mov edi, [esi+d]

jnz loc_4110D6

push ebx

movsx  ebx, byte ptr [esi+18h]

xor edx, edx

mov ecx, ebx

call @KiFindReadyThread@s ; KiFindReadyThread(x,x)
test eax, eax

iz loc A410F24

BRI PRI TR TRAEE I ENARRNEMMEEL TEAX, ARBOZAIBIE :

loc_A1@F24: ; CODE XREF: KiSwapThread()+2ATj
mov eax, [esi+@Ch] 3 IdleThread
xor edx, edx

inc edx

mov ecx, ebx

shl edx, cl

or ds: KiIdleSummary, edx

mov ecx, [esi+4D@h]

mov edx, ecx

and edx, ds: KiIdleSummary

cmp edx, ecx

jnz loc 40B1EB

1.6 HIZHESE
HENEXERMEFE, UHEBRMECBHNE, CREENMENBERRNEL, KRB TC3tmERTIET
ZAZEEIH AN TF

1.6.1 HESXENXHR

EWInR2BRIEFSF, FA TR T HENLIE, MEEESTHENERFR LREAIEMARHE, NFXMNE
RIETMRAIESITH, HBITXRABISCPUR AR T0x123456 78X M ith it HYIE 2

HIEELAE - 31



AACERIRIZER - #IE5AIR

1 MOV EAX, DWORD PTR DS:[0x12345678]

0x123456 78— Nk MMINE, CPUBRRMTX MR EEEIN 71 B RREIIMNNAYIER, MEREITE
FEMNBEENERREN, URBTRINBECEFTESR, CRHEREFRTYUFNHEEME
(_KPROCESS.DirectoryTableBase) o BEILFRATAT LB AHBRMAKBTITNEEIFE (RETHLEARE
BILAED) .

BRI SRR TIMRER, ARRWERRIIHEFENEXERR, FRtELRREMFPLIR EBER
SRR T HARLE IR,

7£_ETHREADZEM AR BT EERIEA T HIZLEME, 952 _ETHREAD.ThreadsProcess (0x220f@%11)
_ETHREAD.Tcb.ApcState.Process (0x441@#1I) o

@: kd> dt _ETHREAD +0x21c DeviceToVerify : Ptr32 _DEVICE_OBJECT
nt!_ETHREAD > +0x220 ThreadsProcess : Ptr32 _EPROCESS
+0x000 Tcb : _KTHREAD +0x224 StartAddress 1 Ptr32 Void

@: kd> dt _KAPC_STATE
nt!_KAPC_STATE

8: kd> dt _KTHREAD +0x000 ApclistHead : [2] _LIST_ENTRY
nt! KTHREAD +0x01@ Process : Ptr32 _KPROCESS
+0x000 Header : _DISPATCHER_HEADER +6x@14 KernelApcInProgress : UChar
e +0x015 KernelApcPending : UChar
+0x034 ApcState : _KAPC_STATE]| +0x016 UserApcPending : UChar

AR ATESEFRBY AR VR 2 A BV R EE R 0x2201R B AL R IR Box44 RIS AL R IE, FHATAIUARE—T
SwapContextBEEX AL,

MSEIRRE SwapContextfE AR E0x44mIE IR 53, Bl ETHREAD.Tcb.ApcState.Process K T4 A2 BIRYFR/E 3
fEtext,

mov esi, eax s BHEHRAST — SR EIRT ARST
mov edi, [ebx+124h] ; B HEEEFE KPCR.PrcbData.CurrentThreadir A EIEDI
mov eax, [edi+44h] ; B E#HIE (_ETHREAD.Tcb.ApcState.Process)
cmp eax, [esi+44h] ; HEEHTHESEREREEEETR— &8
mowv byte ptr [edi+56h], @
jz short loc_4@5F5E
WMRFABEERZE—, NWEMEREMEPIXBIC3EE, REFHITCr3t,
mov edi, [esi+44h] . BB EIEE B # IR S ST DT
mov eax, [edi+18h] ; HDirectoryTableBase, RICr3
mov ebp, [ KPCR+46h] ; BLETSS
mov ecx, [edi+36h] ; BTssHcr3Eh BAREZRICr3
mov [ebp+1Ch], eax
mov cr3, eax ; YI3RCr3

& P, FMAE LI R ENCrREFEFRERERRT_ETHREADAIZEMK044RIEMIIN S, BARE
MERTO20EZREE, HLFAR, ox220@BAMEAFRTINEYUEEESMH HEERLIE, Toxssmi
URAATFRTYMEAENAR (cr3) EMMHERE, T—REZTXEMRBAMRREBIERE— it

2o
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1.6.2 Cr3pyf&Exk

EEBHRT, Cr3fy{E=EMH_ETHREAD.Tcb.ApcState.ProcessiZfit, {BCr3p9{Et AT A Y FiZIZZER+ETFHY
Hith##2MIDirectoryTableBase, XHMFERIIMZ HEHES,

AT LGB I TR iE B RERCr3FFaR0E

mov cr3, A.DirectoryTableBase
mov eax, dword ptr ds:[0x12345678] // A#EEAI0x12345678H7F
mov cr3, B.DirectoryTableBase
mov eax, dword ptr ds:[0x12345678] // Bi#fEAI0x12345678H7F
mov cr3, C.DirectoryTableBase
mov eax, dword ptr ds:[0x12345678] // Ci#fEAJ0x12345678H7F

HIZEETER B LR L M AT LAZ e] LU R H it # 2N TF 22 8],

o uUlh WN K

1.6.3 NtReadVirtualMemoryBEIE o

ERERCRNAENRBE T ARV TOE, FHATAILUHRE—TWindows THIEEL
NtReadVirtualMemory, ZEEBIIEAMEIRNEMHARNAE, KI1E—TERMNAENE,.

XNHHEE R, RINRAFTERXENTD, UMEURCSHNE—F, BERENARXR, REHE
_KiSwapProcessEIBILEI T X #5085, ERABENT !

1 _MmCopyVirtualMemory -> _MiDoPoolCopy -> _KeStackAttachProcess ->
_KiAttachProcess -> _KiSwapProcess

7£_KiSwapProcessE#H, Hi1LZMEMEIFCr3f& B in#iZRIDirectoryTableBase -

mov ecx, large fs:46h

mov edx, [esp+arg 0] ; BT KPROCESS

Xor eax, eax

mov g5, ax

mov eax, [edx+18h] ; B tDirectoryTableBase
mov [ecx+1Ch], eax

mov cri, eax 5 EEICr3

mov ax, [edx+38h]

mov [ecx+66h], ax

EREX NIRRT, XJ¥_ETHREAD.Tcb.ApcState.ProcessPI{EIE S N B EY Y #2454 _KPROCESSHh
b, XEFLES T IRV SRCRERREE ¢

cmp [ebhh;r"g_c], e.::\x
mov [esi+ddh], edi ; #&_ETHREAD.Tch.ApcState.ProcessTEE A BiRE #2554 6 _KPROCESSHIE
mov byte ptr [esi+48h], @

NRMRANEEFEAX N HRECREHIZEINAE, BeEMMNIEREEYIMCRER X AT, FATEREERFT
B ASEEEYIERIWindows AP,
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1.6.4 245

EREERT, Hei&RERNCRZRERBEHZRMAY (_ETHREAD, 0x44BFENIFSERY_EPROCESS) , 1EE
ERfOtt, AHERHEIEREER AR, &D%EtAﬁ%ﬂﬂE’Jéﬁ“‘*ﬂzlﬁlﬂBﬂﬂzﬂ’mﬁ, FLANBIER
Cr3fyfER Biﬁﬁﬂ’\]ﬁﬁiigﬂt (B.DirectoryTableBase) , XFiEPTIBRIIHIZES,

1.7 BHAEIRE

NTFXECCRIED BRETAHENAIZHNIT, FKREBHIZA0x123456 78HIEBEATI0x00401234, XIEIR{ER
BERLTENXH, FRAMFRET FXERSHEIEFEAR T BHIZAI0x00401234, TMAHTZEAY0X004012343F R B
FREHIE

mov cr3, B.DirectoryTableBase // tJi#Cr3BY{EIBHIE

mov eax, dword ptr ds:[0x12345678] // ffBi#i20x12345678HI{EFeax
mov dword ptr ds:[0x00401234], eax // IFEIEIF(ED)0x00401234H

mov cr3, A.DirectoryTableBase // tJ#E[ElCr3fI{E

INRIFEBHBVISFRIPRIE X AU BRI — M #HIZH46BREZEE, E2GEBECH, S26EHER,
A UF B @26 N F ZE B R B R,

7EWindows FHINtReadVirtualMemory. NtWriteVirtualMemoryB# RIS H#IZ I E i 24 BB 26 R1EZE 8] 3k i#
TEE, BRRENT ¢

A OWN PR

NtReadVirtualMemory i FE i T -

% it BimifE 1. VI#Cr3
_ 2. PR EH F 26
B E . #iE
____________________________________________________________________________________ A 3. DJcCr3
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