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NRIRFBEEEINEIR _ EAPAZEM, SER THENMESFREHITRIAL, HNEBBSE—1FEHSR, BLm
WRBRNT RRE, RESRHEEEEEN, FESRERNE].

SETLER, BARBIEREEREE (BRENRE, RERENUIES) , AREIHEENMERE, i)
MARENDR, REHXRIFELEREHEAR, RNTARELIE, HNEENFES), BRESXZFEN. 2
. ¥,

1.1 HIcHE

FEAERED 22, BCPUFENSENRFEMSENSE, NTRIKERR, HINATUERE—KE
RHITTRRATSE, CPURIIBIRREN0, BMmETRE ; BTRKEPRER T throw X 315, @I RAHRMETD
FETRE,

int main{int argc, char=* argu[])
{

/7 CPU

int a = 1

int b = B3
printf{"%d", a / b});

Nicrosoft ¥isual CH x|

-
Nl) Unhandled exception in Testl. exe: O0xCO000094: Integer Diwide by Zero.

int main{int argc, char= argu[])

{
/7 CPU
7 int a = 18;
/7 int b = B8;

24 printf("%d", a / b);

/7 Softuare
throw 1;

Bicrosoft ¥isual CHt 1'

3
3} \!I) Unhandled exception in Testl. exe (KERNEL3Z DLL): OxEQ0BDT363: Microsoft Ctt Exception.

1.1.1 CPUNREIER
BRI T BE— N 45¥9{K_EXCEPTION_RECORD, BEHRANEE R EAMNEXIT :

1 typedef struct _EXCEPTION_RECORD {

2 DWORD ExceptionCode; // REIREH, EwindowsHE—FRE (BERE) #HE—
N

3 DWORD ExceptionFlags; // REWKE, 0RNRCPURE, 1XRTHHELRE, sFRnik
=3

4 struct _EXCEPTION_RECORD *ExceptionRecord; // BEBRTZENZE, NRLE
HRERE VERERNYXHNTERE) WEET—12E

5 PVOID ExceptionAddress; // ®RE&RLEMI, RAFRERERNVLE

i
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6 DWORD NumberParameters; // MiNESEEH
7 ULONG_PTR ExceptionInformation[EXCEPTION_MAXIMUM_PARAMETERS]; // MimZ
et

8 } EXCEPTION_RECORD, *PEXCEPTION_RECORD;

WindowsIASBREMW & X, BHNIATMUEELXAIFIRE | https://learn.microsoft.com/en-us/openspecs/
windows_protocols/ms-erref/596a1078-e883-4972-9bbc-49e60bebcas5, HITFEFARIEAICIIUEN, BEROBT
9 = B RS /90xC0000094,

(0xC0000094 {EXCEPTION} Integer division by zero.

STATUS_INTEGER DIVIDE_BY ZERO
(0%C0000095 {EXCEPTION} Integer overflow.
STATUS_INTEGER_OVERFLOW

0xC0000096 {EXCEPTION} Privileged instruction.

STATUS PRIVILEGED _INSTRUCTION

EERIT LGB RN FRE—TFCPUNZR EIERITE, EMNABNYT ?ﬁE'CPUﬁAﬁ;ﬂJﬁJQ%*ﬁlDT
RAITHRTO B - #HTCommonDnspatchExceptlon—»#lﬁKlblspatchExceptlono FATRTLUBIZ IDAFTFF
Ntoskrnl.exefcFBIDTR, BETALT+TIRIFBELFIEE_IDT, HIBIDTR,

“ Text search (slow!) pad
String - |

[ Match casze

[ Rezular expression
[ 1dentifier

[ search U

Find all occcurrences

Cancel Help

IDA View—4 i “ Occurrences of: _IDT [x]
Address Function Instruction

. text:00407AED _KiTrapoo _EiTrap00 proc near . DATA EREF: INIT:_IDT o
INIT:005DA368 _KiSystenStartup@4 EE 54 FD 5E 00 mow esi, offset _IDT

INIT:005EFD54 BD 74 40 00 _IDT dd offset KiTrapQo
INIT:00601E88 CC CC CC CC CC CC CC CC CC CC+_IDTEnd db 10h dup{0cCh)

1RHE T B PR B P AT R 32 A AT U RIE FROF 3 X N AY0 S FRET AN EEIET, R FR( 7L AT LATE IDARRIE A XS
A9 IREER

INT_ NUM Short Description PM [clarification needed)
0x00 Division by zero

0x 01 Single-step interrupt (see trap flag)

0x02 NMI
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https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-erref/596a1078-e883-4972-9bbc-49e60bebca55

AAGEEIRIZELR -

INIT:@05EFD53 90 align 4
INIT:0@5EFD54 BD 7A 46 00 _IDT dd offset _KiTrap@@ ; DATA XREF: KiSystemStartup(x)+1D5fo

S5EFD5E 90 8E db @, 8th

SEFDSA 98 00 word_5EFD5A dw 8 ; DATA XREF: KiSwapIDT()?To

SEFDSC 3E 7C 40 00 dd offset _KiTr‘apBll
text:00407ABD 6A 00 push a |
text:00407ABF 66 C7 44 24 02 00 60 mov [esp+d+var_2], 0
text:08487AC6 55 push ebp
text:00407ACT7 53 push ebx
text:08487ACE 56 push esi
‘text:00487AC9 57 push edi
text:00407ACA OF AQ push fs
text:00407ACC BB 30 00 00 00 mov ebx, 36h ; '©°
text:00487AD1 66 BE E3 mov fs, bx
text:08407AD4 assume fs:nothing
text:00407ADA 64 8B 1D 00 @0 00 00 mov ebx, large fs:0
‘text:08487ADB 53 push ebx
text:00407ADC 83 EC 04 sub esp, 4
text:00407ADF 50 push eax
text:00487AEQ 51 push ecx
text:00487AE1 52 push edx
text:00407AE2 1E push ds
text:00487AE3 06 push es
text:00407AE4 OF A8 push gs
text:00487AE6 66 BS 23 €0 mov ax, 23h ; "#'
text:00407AEA 83 EC 30 sub esp, 36h
text:00407AED 66 8E D8 mov ds, ax
text:08487AF0 assume ds:nothing

Z BB E —EB S LI HIKiSystemServiceBNE (RYTFAPIZ0IF) BRI —HF, EZARARFIHM :

kd> u KiSystemService L10©
nt!KiSystemService:

80541441 |6a6e push 2]

88541443 |55 push ebp

80541444 |53 push ebx

80541445 |56 push esi

80541446 |57 push edi

88541447 |efa0 push fs

80541449 |bb3600000S mov ebx, 36h

8054144e |668ee3 mov fs,bx

80541451 |64Ff13500000000 push dword ptr fs:[@]
80541458 |64c70500000000FfFfffff mov dword ptr fs:[@],@FFFFFFFFh
80541463 |648b3524010000 mov esi,dword ptr fs:[124h]
8054146a ffbe46016008 push dword ptr [esi+146h ]
805414706 83ec48 sub esp,48h

80541473 8b5c246¢C mov ebx,dword ptr [esp+6Ch]
868541477 83e301 and ebx,1

8054147a 889e40010000 mov byte ptr [esi+14@h],bl

EER TRIUER, ZPIFAERREEHITERFXEXNZFEHRTHE (MRERITE, fEEFRBECHE
BIFEHTLE, HLEFRLERETFHIENFEHTLE) , KMEEZLNBEE, FRTS—1E

#CommonDispatchException,
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loc_487B49: ; CODE XREF: KiTrap@®+ABlj
; _KiTrap@@+Bolj

sti

mov ebx, [ebp+68h]

mov eax, 0C0OAEA94h ; BEIREE

jmp loc_4@7925
loc_487925:

loc_487B57:

mov ebx, large fs:124h

mov ebx, [ebx+44h]

cmp dword ptr [ebx+158h], @

jz short loc_ 487B49

loc_407B6A: xor ecx, ecx

pusﬁ 0 call CommonDispatchException

call _Ki386VdmReflectException A@4  ; Ki3BoVdmReflectException A(x)

or al, al

jz short loc_487B49

Jmp KeilB6EoiHelper@e ; Kei386EoiHelper()

_KiTrap®® endp

ERi#CommonDispatchExceptionBI#, FITAIUB N EFEE T —HRANA0x5089ZE(E], AFHFK

_EXCEPTION_RECORDZEMIE, HBLEMEMETHARME, REMNITKiDispatchExceptionBi#l, ZEHBER

BAXpAkRE, BRNEHRIZEHLIERH.
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sub esp, 56h ; FE—RTE,. EEBEI|Z2exse
s B EXCEPTION RECORDZEH4EHI A/
mov [esp+58h+var 58], eax ; EAGERFERER, 5 FExceptionCode
xor eax, eax N FEAXED
mov [esp+50h+var_4C], eax : ExceptionFlagsiZ e
mov [esp+50h+var_ 48], eax ; ExceptionRecordi®#e
mov [esp+5@h+var_44], ebx ; EBXZ LB EE 1 3R [EBP+0x68]
5 THEES T #5995 HExceptionAddress
mov [esp+58h+var_ 48], ecx 5 BECXEE ENumberParameters
cmp ecx, o
jz short loc_4e7974
lea ebx, [esp+5@h+var_3C]
mov [ebx], edx
mov [ebx+4], esi
mov [ebx+8], edi
loc_407974: ; CODE XREF: CommonDispatchException+1B71j
mov ecx, esp
test dword ptr [ebp+70@h], 20000h
jz short loc_4B7986
mov eax, OFFFFh
Jmp short loc_4@7989
T NN
loc_407986: ; CODE XREF: CommonDispatchException+321j
mov eax, [ebp+6Ch]
loc_407989: ; CODE XREF: CommonDispatchException+3971j
and eax, 1
push 1 ; char
push eax 5 int
push ebp 3 BugCheckParameter3
push 4] 5 int
push ecx 3 ExceptionRecord
call KiDispatchException@2@ ; KiDispatchException(x,x,x,x,x)
mov esp, ebp
jmp Keil86EoiHelper@a ; Keil86EoiHelper()

CommonDispatchException endp

HohREREEERE EBMEAX, XRFITES aibURER T UAE, BERIKERE AL (B)
ExceptionAddress) 23X B _LERMEBX, MEBXX R E[EBP+0x68], XEIFFR LIERIE Trap_FrametEHI{A0x681R
BAIEipR 5, TRANICRPMAEUE, XRRATEFRENSERZG, ESPIERTrap_FrameRYINES,
TEBPHLSESP—I¥,
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push 0

mov [esp+d+var 2], ©
push ebp

push ebx

push esi

push edi

push fs

mov ebx, 36h ; '@’
mov s, bx

assume fs:nothing

mov ebx, large fs:0
push ebx

sub esp, 4

push eax

push ecx

push edx

push ds

push es

push gs

mov ax, 23h ; "#'
sub dsp, 38h

mov ds, ax

assume ds:nothing

mov es, ax

assume es:nothing

mov ebp, esp

test [esp+68h+arg 4], 20000h
jnz short V86 kit a

112 REFRBBIREIER

N NEBERE— Tthrow X AL NRHFREF BiCRIRE, EXRALTHR, ABST

AR LN E © 1 B B9 R CxxThrowException K -

a: throw 1;
Q}hﬂuﬂBEEB mou dword ptr [ebp-4],1
BB4BBCEF push offset _ TI1H (88421588)
BB4BBCF4 1lea eax,[ebp-4]
B04BBCF? push eax
B84 BBCF8 call __CxxThrowException@8 {08481290)
i
8: getchar();
o: return 8;
18: ¥

0
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‘B RS



RHZEY, aXMEBEIART BN —1B#RaiseException,

BAEEIRIZER - 7E

HBIERHNARNEAT INMES !

Registers

EAX_= 00000063 EBX = 7FFDBOOO

ECX = 00000001 EDX = E06D7363

ESI = 804206158 EDI = BG12FFIC

EIP = 804012C3 ESP = 0012FEEY4

EBP = B012FF1C EFL = 00006206 CS = O61B
DS = 0623 ES = 0023 SS = 8623 FS = 063B
GS = OO0 OU=8 UP=0 EI=1 PL=0 2R=8 AC=0
PE=1 CY¥=0

=

_ CxxThrowException@8:
aa4e1298 push ebp
aaLe1291 mov ebp,esp
a4 81293 sub esp,28h
80481296  push esi
88481297  push edi
aeLe1298 moy ecx,8
aaLa129D mou esi,offset string "The value of ESP was not properl”.._+B8EBh (B8420138)
aeup12a2 lea edi,[ebp-28h]
80481205  rep movs dword ptr [edi],dword ptr [esi]
004612A7  mov eax,dword ptr [ebp+8]
aaLeiz2an mov dword ptr [ebp-8],eax
aaLe12ab mowv ecx,dword ptr [ebp+8Ch]
66481288 mov dword ptr [ebp-4],ecx
88481283  lea edz. Jebp-6Ch]
ae4e12B6 push edx
aeLe12B7 mou eax,dword ptr [ebp-18h]
aaLe12Bn push eax
684812BB mov ecx,dword ptr [ebp-1Ch]
a84812BE push ecx
aa4e12BF mov edx,dword ptr [ebp-28h]
aghB12c2 ush edx
o> 804812C3 call dword ptr [ im£ RaiseExceptio@w (08426148) ]
a84812c9 pop edl
884812can  pop esi
aaLe12CE mov esp,ebp
aaLei12cp pop ebp
884B12CE  ret 8
aeye12p1 int 3

EE R #HRaiseExceptionBEEUA I, [ERX/LMESIETT T _EXCEPTION_RECORDEEMIR, EXERKI%
WANLER X B ENETSSCPUREIERENIBERNBSARA—, BiEExceptionCode, ENERBEER—
WindowsF ERESEHEER (BloxE06D7363) , XRRAEREHELFENZFEIART, ExceptionCodeRy
EERIERRMNERFIEMERD ; X R2ExceptionAddress, S TFTEIFFHITAIUER, ENER
RasieExceptionBE BV E Mk, MHAREIE=4ERERIARER ML,

v

il
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7CB1ERE mow edi,edi

7CB1EAE3 push ebp

JCB1EAEY mou ebp,esp

fCB1EAEG sub esp,58h

7CB1EAEYD mow eax,dword ptr [ebp+8] ;

7C81EAEC  and dword ptr [ebp-48h],@ //ExceptionRecord
JCB1EAFD mou dword pty [ebp-58h],eax //ExceptionCode
fCB1EAF3 mow eax ,dword ptr [ebp+8Ch]

7CB1EAFG  push esi

JCB1EAFT mou esi,dword ptr [ebp+1kh]

fCB1EAFA and eax,1

FCB1EAFD test eci,esi

7CE81EAFF  mov dword ptr [ebp-4Ch],eax //ExceptionFlags
fCB1EB B2 mowv dword ptr [ebp-44h],7CB1EAE1h // ExceptionAddress
fCB1EB @9 je fCB1EBRY

JCB1EBOF mow ecx,dword ptr [ebp+18h]

7CB1EB12 cmp ecx,B8Fh

fCBI1EB1S ja FCB4uSEY

fCE1EB1B test PCHE ,PCH

CB1EB1D mow dword pty [ebp-48h],ecx //NumberParameters
7C81EB28  je fCB1EB29

7C81EB22  push edi

7CB1EB23 lea edi,[ebp-3Ch]

7CB1EB26 rep mous dword ptr [edi],dword ptr [esi]
7C81EB28  pop edi

7CB1EB29 lea eax,[ebp-58h]

7CB1EBZC push eax

FCBAEB2D call dword ptr ds:[7CE81584h0]

7C81EB33  pop esi

7CB1EB3Y leave

FCB1EB3S ret 18h

RaiseExceptionB# 2 [ERURIE XM | RtlRaiseException — NtRaiseException — KiRaiseException, TEER/EH
f73)KiRaiseExceptionE Y, IFExceptionCodeMIRRAIF0, BTFXHCPU/REFIRLIRE :

11
ﬁd

push

[ebp+BugCheckParameter3]

KeContextToKframes@?2® ; KeContextToKframes(x,x,x,x,x)

byte ptr [ebx+3], @EFh |

[ebp+BugCheckParameter3] ; BugCheckParameter3

;3 ExceptionRecord
_KiDispatchException@2® ; KiDispatchException(x,x,x,x,x)

push dword ptr |[ebpt+arg_1@] ; char
push [ebp+var_3@8] ; int

push

push [ebptvar_2F@] ; int

push ebx

call

xor eax, eax

BERELRESCPUREE—ENER, BRERRE, MEMREIAAKiDispatchException®H, AFRES

%o

v

il



CPUSHE

CPU*MJEIJ%’L%

ﬁmﬁ% AT R B IR R T
v

CommonDispatchException

(iﬁ_j"{i__:.-:cept ionRecord&EHg{%)

ey
EiDispatchExceptino

1.2 REDASLIE

SEAULRETRAPZE, WAIUAEERARE

BAEEIRIZER - 7E

RN =
throw A 98] (B E28)

'@I’
CxxThrowEzception

é
EERNELZZ. DLL!EalseException
(fﬁHEM ceptionRecor EEFI{E)

k4
NTDLL. DLL!Rt1RaiseExceptioni)
\

NT!NtFaiseException

4
NT!'EiRaiseException
(FrceptionCodely & {d i an)

Il

B, TIEBCPURELERREIFE, TILEAFERZFELRE

ARZERZE, RAFEBEIKiDispatchExceptionFIBH{TH %, EMXTHRHBRANRENXE, XTEY
e g &, HAVUARL. BRRTAERDTES.

1.2.1 RS

FERNEBDITARRERNAD L, NEBERN, BAKIIFERT BE—TKiDispatchExceptionENEHIE

i, METSHEER !

1 VOID KiDispatchException (

2 PEXCEPTION_RECORD ExceptionRecord, // HEiCRLEMIE

3 PKEXCEPTION_FRAME ExceptionFrame, // X86FR# T, Z{EANULL

4 PKTRAP_FRAME TrapFrame, /] 3 HIMREIHFT ARNEHIE

5 KPROCESSOR_MODE PreviousMode, // FEtER, RNERAREMTAER, oRR
AR, 1RTAPER

6 BOOLEAN FirstChance /] R ERE—RDEXNRE, WFR—
NFE, WindowsRZD AKX

7 /] BZEAIRTE—RDE, NORTEZXD
b3

8 )
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BT IDAE#EFT FFNtoskrnl.exet&E3R, #FIKiDispatchExceptionB#l, ZEKEIFIAF 2B
_KeContextFromKframesB#{, J¥Trap_FrameZ 3 E_Contextd, JRERIFMER (XESHPAPCHRITIEIE
—#%, ARZEEZIEAR%. BRRENRESANLE, HEIFNERELERERESTRFZEER
EWKZEE], FIAE—4EEREERD Trap_Frame, EFHIRERIZF) .

loc 426378: ; CODE XREF: KiDispatchException(x,x,x,x,x)+551]
; KiDispatchException(x,x,x,x,x)+681]

lea eax, [ebp+Context]

push eax

push ecx

push ebx

call _KeContextFromKFramds@ll ; KeContextFromKframes(x,x,x)

EERNAIUEREREHEGRN, MRLIEINNINFEARBFZENZELEEE, HollEsn T
BfFirstChance, BISFIRERENE XN K, REF—RNASRE THEHRREERAZAHLE, R
REARIARENBE, BRKERIRERTEBRZIER R,

loc_42639B: ; CODE XREF: KiDispatchException(x,x,x,x,x)+2541Al7
cmp byte ptr [ebp+PreviousMode], @
jnz loc_42B6C3

cmp [ebp+FirstChance], 1

jnz loc_44B72B

mov eax, ds: KiDebugRoutine

cmp eax, edi

jz loc_438EB6

push edi

push edi

lea ecx, [ebp+Context]

push ecx

push esi

push [ebp+var_2F8]

push ebx

call eax ; _KiDebugRoutine

BERINBTE, SAWRENZAIRNEE, REAKIARBHBOREILERH0NIERT, HERBEER—RE
B XEZFENBTAKIBALSBRHEOREIERNONERTRERBLE, MINRTREELET, AEN
_Context® ¥R Trap_FrameilRi®, 7 & W IETFELER, BHKiDispatchExceptionE£,

Rl
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mowv eax, ds: KiDebugRoutine
cmp eax, edi

jz loc A438EB6

push edi

push edi

lea ecx, [ebp+Context]
push £CX

push esi

push [ebp+var 2F8]

push ebx

call eax ; _KiDebugRoutine

test al, al
jz loc 438EB6

push [ebp+PreviousMode]
push [ebp+Context.ContextFlags]

lea eax, [ebp+Context]

push eax

push [ebp+var 2F@]

push ebx

|call _KeContextToKframes@2e | ; KeContextToKframes(x,x,x,x,x)

AREBANVRFH TN ERBEE H R IDER S L X B 7 RtiDispatchExceptionl i, XNMNEBEMNHRIERRE
MIBREBCRAIERE, BRITAIUE R ZEBARRMRERET RN 28, HlcontextMExceptionRecord,

; _unwind { // __SEH_prolog

lea eax, [ebp+Context]

push eax ; Context

push esi ; ExceptionRecord

call _RtlDispatchException@8 ; RtlDispatchException(x,x)

ERI#RtIDispatchExceptionEH# (ZEME— 1 EERH, IRNBFRRERFERERHFTOL, EFEFRT
B—T, BEAPRESRNMLERIBEEHTON) , HITAMEERE T RtlpGetRegistrationHead K4,
ERERARMEIRENFS: (0],

mov edi, edi
push ebp
':E; :Ej EZE kd> dt _KPCR
push ebx nt!_KPCR
lea eax, [ebp+Highlimit] +0x000 NtTib : _NT_TIB
push eax ; HighLimit +0x01c SeltPcr : Ptr32 _KPCR
lea eax, [ebp+LowLimit] +0x020 Prcbh : Ptr32 _KPRCB
push eax ; LowLimit
mov [ebp+var_1], @
call _RtlpGetStacklLimits@s ; RtlpGetStackLimits(x,x) kd> dt _NT_TIB
nt! NT TIB
call  _RtlpGetRegistrationHead@@ ; RtlpGetRegistrationHead() +0x080 ExceptionList : Ptr32 EXCEPTION_REGISTRATION_RECORD
e . . +oxee4 StackBase 1 Ptr32 void
; _DWORD stdcall RtlpGetRegistrationHead()

3 — )

_RtlpGetRegistrationHead@d proc near ; CODE XREF: RtlUnwind(x,x,x,x)+984p
; RtlDispatchException(x,x)+1Alp

mov eax, large fs:@

retn

BIEZEINES, RI1FEEIFMIFS:[013EME_KPCREME, KPCRIIE— AR ENtTb, MNtTibAIEE
— N FERRExceptionList, ExceptionListXNFERE—NMES, BigA T —NEME
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_EXCEPTION_REGISTRATION_RECORD, ZE&EMEE2 KR, E—THENextiERT—"
_EXCEPTION_REGISTRATION_RECORDE Mttt (41K &E T— &M, NHiZER-1) , BZITHRE
Handler}g§[[ 7 75 AR,

1 kd> dt _EXCEPTION_REGISTRATION_RECORD

2 nt!_EXCEPTION_REGISTRATION_RECORD

3 +Ox000 Next ¢ Ptr32 _EXCEPTION_REGISTRATION_RECORD
4 +0x004 Handler : Ptr32 _EXCEPTION_DISPOSITION

FrEARtIDispatchException I EB BB R EHER, AR ELIEERS, MRRERIERLET, ZEBRME
1; HD%;; E&Eﬁ%ﬂ@%ﬁﬁ%%ﬁiﬁ%*ﬁ, MIABRT—, WUEEHBBEHREEREAERELEX R
®, MiZzEBoREo0,

Handler > 4 kb8 5 5L
"~ Next
———

Handler -3 Eﬁ%}ﬁmﬁ

AR RtIDispatchExceptionBE#ER([El0, HNTAIUEBBNEX 2EHHFIREENZIERSE, M LERE—
B, RIEBERZARE, HEAKBRBZHECREERANERT, BREER—IBE, ZABERNIER
AR (KeBugCheckExFt@WindowsHITHEREVEE, ERMEHEITENER) -

Rl
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5 _unwind { // __SEH_prolog

lea eax, [ebp+Context]
push eax : Context
push esi : ExceptionRecord
call _RtlDispatchException@s : RtlDispatchException(x,x)
jmp loc_ 44B723 *
loc_44B723: ; CODE XREF: KiDispatchException(x,x,x,x,x)+12BBF1j
cmp al, 1
jz loc_4263D7
loc_44B72B: ; CODE XREF: KiDispatchException(x,x,x,x,x)+A5T]
mowv eax, ds:_KiDebugRoutine
cmp eax, edi
jz loc_44B828
push 1
push edi
lea ecx, [ebp+Context]
push ecx
push esi
push [ebp+var 2F0]
push ebx
call eax ; _KiDebugRoutine
test al, al
jnz loc_4263D7
jmp loc_44B828 1
push edi ; BugCheckParameterd
push ebx ; BugCheckParameter3
push dword ptr [esi+B8Ch] ; BugCheckParameter2 TR
push dword ptr [esi] ; BugCheckParameterl mA
push 8Eh ; BugCheckCode
call _KeBugCheckEx@20 ; KeBugCheckEx(x,x,x,x,x)

122 AR®RE

SRMREETEAKE, BEERLLREERE, RARELERKBESR, FAVIRHE, ERIRRERE

1531, MEKRBMSNEYIRHE, CIERFRITRENERE, XMHERTRENAEARERFAPCRIITE
BIEE—=H, M—HX3FEEHITHEFAPCENRERIFEHITHIEREZKiUserApcDispatcher, & b IEAT
R [E3IF ST B BURKiUserExceptionDispatcher, FAEZE T AB XN HRMTIIRHITTHE, ATUBITES

—TFHRPAPCHITIEIZRVEIC.

A 14EERE— T KiDispatchExceptionE BN fAIx B R EEHNR B FHITH RALIEN, B2 KIBILY | &
FTrap_FrameZ_Context, ¥|WiaiRNAIRNINKRTREFIRERBBFZEE, BIERIXNABE, &S

YRR RE— XD &, HAZERESE, HARKERES..
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loc_426378:

lea eax, [ebp+Context]

push eax

push ecx

push ebx

call _KeContextFromKframes@l2
loc_42639B:

cmp byte ptr [ebp+PreviousMode], @
jnz loc_42B6C3

loc_42B6C3: 1

H unwind { // _ SEH prolo

cmp [ebp+FirstChance],

inz loc 44B7FC

cmp ds:_KiDebugRoutine, ed1
jz short loc 42B70B

mowv eax, large fs:124h

mowv eax, [eax+44h]

cmp [eax+BBCh], edi

jnz loc 44B759

loc_A2B6EA:

push edl

push [ebp+PreviousMode]

lea eax, [ebp+Context]

push eax

push esi

push [ebp+var 2F@]

push ebx

call ds: KiDebugRoutine

test al, al

jnz loc 4263D7

BAEEIRIZER - 7E

; CODE XREF: KiDispatchException(x,x,x,x,x)+551]
; KiDispatchException(x,x,x,x,x)+681]

; KeContextFromKframes(x,x,x)

; CODE XREF: KiDispatchException(x,x,x,x,x)+2541Al7

; CODE XREF: KiDispatchException(x,x,x,x,x)+9B1]

; CODE XREF: KiDispatchException(x,x,x,x,x)+12BCCH]

XEREEEREAKARZE, IAKIALBHLCREILE R0, HaWEIR THRITEIR—GRBER, XERF
T — 1 Ea#_DbgkForwardException, ENEARNRE &K XLA3MFNIAINEE, NFREEIFEoNFRREIFAER
SAREBTRE, Mk,

loc 42B7@B:

push edi

push 1

push esi

call _DbgkForwardException@l2
test al, al

jnz loc 4263F3

; CODE XREF: KiDispatchException(x,x,x,x,x)+53CF1]
; KiDispatchException(x,x,x,x,x)+12BC6!]

; DbgkForwardException(x,x,x)

Rz, MREBEHOMNERTEZEVRIZZEE, HEA THRITRENRERIMUES, FTrap_FrameBVEIES KR
EISIFEMERIFAE, FHANAEZE, RPRNEENMBREIIFNEIMAL, BlTrap_Frame._Eip (0x68{R#&
fir) , S TFERBFIR, S _EipfE2A T KeUserExceptionDispatcherBi#i A9t , TR OERBRHEFNITIZ

H#, BRXEEBH5TTrap_FrameIEZEHE

Fo

il

i3

REIIE, MREEBF, KiDispatchExceptionBEHAITE
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mowv [ebx+508h], eax

and dword ptr [ebx+38h], ©

mowv eax, ds: KelUserExceptionDispatcher

mov _ebx+68hT, eax

or | ebp+ms_exc.registration.TrylLevel], @FFFFFFFFh
jmp loc_4263F3

BT AEZEENZE, JFAMKiDispatcherExceptionBIEHEARE, FTLA: ZHKiDispatcherExceptionH{T5E/E, =R
[B] HABM A BB 01T, SO TEFTR, WIRECPURE, KiDispatcherExceptionBEBHITRMZ ERIREIF
CommonDispatcherExceptionE#H, FH@EIIRETDIREIIF (CPUBEIHHM#R0F, ELLAEHER) ;
MRZIEBFE, KiDispatcherExceptionHiTTERZ e =R EIFKiRaiseExceptionBEH, FHiBIRFEA
(KiServiceExit) R[E]3¥R,

CPUR % : CPUflZ % > & IDTHAT 4L #L K £ > CommonDispatchException
->KiDispatchException #ifIRETDIR [#]35f

Biftl 7% : CxxThrowException >RaiseException-> RtIRaiseException

NT!NtRaiseException->NT!KiRaiseException

~>KiDispatchException iffi i £ 4t 1 1% [7] 334

BREEBFNARARE, BEREBAFZEENRE, ALEHEXLORBIFEN, RITHEHZE
KiUserExceptionDispatchero  (KiUserExceptionDispatcherBi# IS TE/G4E =T T #2)

1.3 VEH

KiUserExceptionDispatcherBIEIFESNtdILAIEIRF, FHRTEILUBL IDAIREIH O, ZEHHMIEREREE,

B StiAARtIDispatchExceptionB# (ZEBEERATERHPITRELRIEER) : WRRtDispatchExceptioni®
BEMNRTRELERID, HBARIBMEZMNFTIMA RERAMMS F T, RtFEZERBZwContinuel
HERFEAIF, FHEIEFH_ContextEMHELL B Trap_Frame, XiFRLAIUELIZBOREIIFE, MELERS
BIRIEFaRTT ; SR RtIDispatchExceptioniREIRNFRTHF B EEFRLIBEF R ERELIEHE, WiEA
ZwRaiseExceptionEBHIT KRR ED X,

- 15
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mowv ecx, [esp+arg @]
mov ebx, [e5p+l]
push ecx

push ebx
call _RtlDispatchException@s ; RtlDispatchException(x,x)

or al, al
|3z short loc_7C92EBGA |

pop ebx

pop ecx
push 5

push ecx

call _ZwContinue@s ; ZwContinue(x, x)

v

loc_ 7C92EBBA: ; CODE XREF: KiUserExceptionDispatcher(x,x)+181j
pop ebx

pop ecx
push @

push ecx

push ebx

call _ZwRaiseException@l2 ; IwRaiseException(x,x,x)

RtIDispatchException@ MNERE, TAKFE D AVIENANBEEX T, BATHRREHLEMNL, B
g2 A —1FH,

BINEZaRAR T 9 &S S HERtIDispatchException B EE BB T RtlpGetRegistrationHead BU B R &= — 1
REHR, XTRERRBAIUMZASEHER, MEAFZE 72 AMRtDispatchException P EERAT
RtlpExecuteHandlerForExceptionEBUR S VEHTER, MR B RIENER IZFERNEIM R 7 K,
AN % H N4k {E ARt IpGetRegistrationHead ERIEIK S SEHFER

RAFP=E Riz=SiE

8 FF mov  edi, edi 8B FF mov  edi, edi
55 push  ebp
55 push  ebp
88 EC mov  ebp, esp
e " op 88 EC mov  ebp, esp
su esp, 83 EC 64 sub esp, 64h
s6 push  esi
FF 75 0C h by 4 53 push  ebx
pus [ebprarg_4] 8D 45 Fa4 lea eax, [ebp+HighLimit]
88 75 68 mov  esi, [ebprarg 0] et
o o e s0 push  eax 5 HighLimit
8D 45 Fo 1 bp+LouLimit
6 45 FF 00 mov [ebp+var 1], 0 o p::h hod [ebp+Loulimit] | Lowlinit
E8 C2 FF FF FF [calT _RelcallVectoredexceptionfandlers@8 ; REICalIVectoredexcentionand 75050 | e a5 rr oo mov  [ebpsvar 1], 0
o co st oL, al €8 88 2E FE FF call  _RtlpGetStackLimits@s
OF 85 84 72 01 00 Jnz 1oc_7C96EAGE E8 A4 2E FE FF call  _RtlpGetRegistrationHead@o
53 push  ebx
83 65 F8 00 and  [ebp+var_8], ©
D 45 £ leo  eon [prerc) s 05 nov b cax
83 FB FF cmp  ebx, OFFFFFFFFh
8D 45 F8 lea eax, [ebp+var_8] OF 84 7A 2B 03 00 jz loc_455450
se push  eax
E8 1C C1 FC FF call  _RtlpGetStackLimits@8 ; RtlpGetStackLimits(x,x) 6 push  esi
. . 88 75 08 i, +ExceptionRecord
E8 38 C1 FC FF call  _RtlpGetRegistrationHead@@ ; RtlpGetRegistrationHead() mov esi, [ebp+ExceptionRecord]
57 push  edi
83 65 08 00 and  [ebprarg @], ©
6 D8 mov ebx, eax loc_422808: ; CODE XREF: RtlDispatchException(x,x)+AF!j
83 FB FF cmp ebx, OFFFFFFEFh 38 5D FO cmp ebx, [ebp+LowLimit]
oF 84 8F 00 00 00 jz loc 7¢957893 o 78 08 oo edi [cbeis]
5 push  edi 72 76 ib short loc_422959
38 70 F4 cmp  edi, [ebpsHighLimit]
77 ja short loc_422959

SEHH#ERE— M FEHIPHNRTER, AEEFINVEREREMS ZEE, ITIVEHERELRER. &
MNERBEIVEHRLDERE, EtlZTEIEREREZERNLERE

1 LONG NTAPI VectoredHandler (
2 PEXCEPTION_POINTERS ExceptionInfo
3 )

ZEK A B EExceptioninfoJEXCEPTION_POINTERSEEMMARIIEST, ZEMAREM RN AR -

Ju
R
I
2N
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1 typedef struct _EXCEPTION_POINTERS {

2 PEXCEPTION_RECORD ExceptionRecord; /] BEIER

3 PCONTEXT ContextRecord; /] BEEENEE ETXIFE
4 | 3

[EAE #VectoredHandlerE MR [E](E -

1 #define EXCEPTION_CONTINUE_SEARCH 0 // RERFELIE, HREEER
2 #define EXCEPTION_CONTINUE_EXECUTION -1 /] BEAERE, RERT

[E A #VectoredHandlerfl2 2 f5, MAILUFEHAITEMN, UMERMBILBERTP, SEIMNNARRE
B, ISR EHFIER. TMEERSEENT

=

PVOID AddVectoredExceptionHandler (
2 ULONG FirstHandler, // 18EFMHEIARKFARNINE, ZENORRELERGHAE
B, MIRT~HEREMAR, BEMT 20 EEAEEK, BFrEHFirstHandlerB®#A1, BBARE
AEMRRIEIA R SR ITER

PVECTORED_EXCEPTION_HANDLER VectorerHandler // FEEIMBIECEIARE

w

43

7EAddVectoredExceptionHandlerB#NER, KA PVEHAFTIU T — &K !

typedef struct _VEH_REGISTRATION{
_VEH_REGISTRATION* next; // ¥8E TF—VEH
_VEH_REGISTRATIONx* prev; // ¥&8A_E—VEH
PVECTORED_EXCEPTION_HANDLER pfnVeh; // f5[A %4 BiVEHRIEEEEL
}VEH_REGISTRATION, *PVEH_REGISTRATION;

YUEZ/VEHRY, XLEVEHEY_VEH_REGISTRATIONE A BEXAR— 1N AER, ENtdILJIERS, £2BT
ERtlpCalloutEntryListfEMIZEERMER,L (TE0IFA, NIRBIFS:[0]3KFExceptionListEXEISEHRYEER
%) o

SVEHRMERELRZ/E, FAILCEHEVEH, B0 TFX MR

a b wWN PR

1 PVOID RemoveVectoredExceptionHandler (
PVECTORED_EXCEPTION_HANDLER VectorerHandler // ;EARRYEIARE

N

3 )

FATULEMBERCE, RITAIURESN TERERVERRERE, XBRABARD NS !

Ju
R
I
=
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E X T $8FAddVectorExceptionHandlerEI B VBN ELIEE , FAVEHRERBEXPZEINRGERHES,
PRAFEXINEY, Rt T7ABRAN, RIIFERELERR, MEUsASMEDLLAYA T RIX
EXEEGtiE, SAEREXNEMIEHIERT, BERRAISHMAIUERENINEET ;

TE X 7 5 B E VectExcepHandler, 1BIEEBEExceptioninfo.ExceptionRecord.ExceptionCode3RIREX
FEREE, NRIFRoFENEL ML RLIERE, —EiBLExceptioninfo.ContextRecord.Eip
REUOREISIFES ML, LUK R ELENARE (EIP22ERidivecxiXMESKEME2) , =
=& T Exceptioninfo.ContextRecord.Ecx3R{EHERE, 1€ 8 ZFEHIND ;

AMEEAEREK, BT CENAIERIRE, XEWIMNEAXIERN TR, XEMAIUMERE
, NHAR BRI,

#include <stdio.h>
#include <windows.h>

/] EXIEMAddVectorExceptionHandler ERERIEREGEST

typedef PVOID(NTAPI xFnAddVectoredExceptionHandler) (ULONG,
_EXCEPTION_POINTERS%*);

FnAddVectoredExceptionHandler MyAddVectoredExceptionHandler;

a b wN B

/] EXFEREHE
9 LONG NTAPI VectExcepHandler (PEXCEPTION_POINTERS pExcepInfo)
10 {

11 MessageBox (NULL, "VEHR & IEHEHIAITT .. . ", "VEHRE" ,MB_0K) ;

12

13 /] FRo®E

14 if (pExcepInfo->ExceptionRecord->ExceptionCode == 0xCO000094)

15 {

16 /] ERRERENNEIP

17 // pExcepInfo->ContextRecord->Eip = pExcepInfo->ContextRecord->Eip
+ 23

18

19 /] ERKREREBIECX

20 pExcepInfo->ContextRecord->Ecx = 1;

21

22 /] WASREIRTFEE AR

23 return EXCEPTION_CONTINUE_EXECUTION;

24 }

25 // LERLREIRTRRERAIE

26 return EXCEPTION_CONTINUE_SEARCH;

27 }

28

29 | /] EEH

30 int main()

31 {

32 /] EhASFKRERAddVectoredExceptionHandlerBE#ittilt, HiYEEMIBEEIEAVEHFER

33 HMODULE hModule = GetModuleHandle("Kernel32.d11l");

34 MyAddVectoredExceptionHandler =

(FnAddVectoredExceptionHandler) : :GetProcAddress (hModule,
"AddVectoredExceptionHandler");

35
36 // A
37 MyAddVectoredExceptionHandler (0, (_EXCEPTION_POINTERS

*)&VectExcepHandler);

Ju
R
I
&



38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52

1.4 SEH

1.4.1 JR4ESEH

/] MHERORE

_asm

{
xor edx, edx
XOr ecx, ecx
mov eax, 100
idiv ecx

}
printf("Running ... ");

getchar();
return 0;

K RIRIZES

=
- F b

NREFARtIDispatchException AN A RIVEHEESR, NS EIHSEHEER, SEHERE—NEEHR, FHEEY

AIZAZRERR, A FRENSEE BT SEHRLER EHBEE B CR#EERPER.

SEHHERMBINM TR, ER—TRRAMER, BTHAPAZTTWIME, BNext (F—SEH) FHandler
(RELERY) . TRREAKREZAFZE, HAIEBAILUEIFS: [015R#HEIZHER X,

FS:[0]

Handler > R APk
> Next
-

il
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kd> dt TEB

nt! TEB
+0x000 NtTib . NT TIB
+@x@1c EnvironmentPointer : Ptr32 void
+0xe20 CclientId i _CLIENT_ID

+0x0828 ActiveRpcHandle : Ptr32 void

kd> dt NT TIB

nt! NT_TIB
+0x000 ExceptionLiSt t Ptr32 EXCEPTION REGISTRATION RECORD
+exeed SstackBase : Ptr32 void
+oxee8 StackLimit 1 Ptr32 void

SEHSVEHABRZ, AiEFREAERAERANAREIMZRELIENY, FTERNFINREPIRT, AERFs:
[OEmXREMAL, XBHNTUB SEX —SEHEITE, BE—EFEZZ2 A5, BINext. Handler,
i

1 struct _MY_EXCEPTION

2 {

3 struct _MY_EXCEPTION xNext;
4 DWORD Handler;

S +s

A 11EE R D T— T RtIDispatchExceptionB#, UIEIE_EiRB—LEM s, a0 TFEFRREZERBAINAEIVEHEE
xE, 2ERARRITEK.

FE— B ERtIpGetStackLimitsBX 7 FS:[8]F1FS:[4]89{E, BN_TEB._NT_TIB.StackBasef]_TEB._NT_TIB.StackLimit
, X NMEMEEMNELFERHNA), XA MENENMEN T KESEHERET R T Ha&ENERD,

B P EERtIpGetRegistrationHeadEXFS:[0]H9{&, E_TEB._NT_TIB.ExceptionList, I FLESEHFEFR LML,

push ebx ; __stdcall RtlpGetStackLimits(x, x)

lea eax, [ebp+var_(] _RtlpGetStackLimits@8 proc near ; CODE XREF: RtlDispatchException(x,x)+2Alp
push eax 3 RtlUnwind(x,x,x,x)+26lp
lea eax, [ebp+var 8]
push eax arg_0= dword ptr 4
call _RtlpGetStackLimits@8 5 RtlpGetStackLimits(x,X) ————————————— — arg_4= dword ptr 8
call _RtlpGetRegistrationHead@® ; RtlpGetRegistrationHead() mov eax, large fs:8
mov ecx, [esp+arg 0]
mov [ecx], eax
. o . . mov eax, large fs:4
; _DWORD _ stdcall RtlpGetRegistrationHead() nov ecx, [esprarg 4]
_RtlpGetRegistrationHead@@ proc near ; CODE XREF: RtlDispatchException(x,x)+2Fip nov [E(;] eax
5 RtlUnwind(x,x,x,x)+98lp retn 3 ’
mov eax, large fs:0
retn _RtlpGetStackLimits@8 endp

RtIDispatchExceptionBEEBE TE, HNIBENEIHEA T RtlisvalidHandlerf$k, ATRIIRELERHMEEE
¥, #EIFAARtIpExecuteHandlerForExceptionf#, AT IAARERIERH, FHIENMNRERIERKHT
AIUELBEEN, MEmREEEHERITAEI

Rl
3
g
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loc_7C957834: ; CODE XREF: RtlDispatchException(x,x)+681]
push eax

call _RtlIsValidHandler@4d ; RtlIsValidHandler(x)

test al, al

jz loc_7C94AA2ZB

test  byte 7C99C35A, 86h

jnz loc_7C96EAGF

loc_7C95784F: ; CODE XREF: RtlDispatchException(x,x)+172BF{j
push dword ptr [ebx+4]

lea eax, [ebp+var_14]

push eax

push [ebp+arg 4]

push ebx

push esi

call _RtlpExecuteHandlerForException@2® ; RtlpExecuteHandlerForException(x,x,x,x,x)

SEHRELEBERHHBINNT, E—HEM2Y, BNIAFBETEHN=1TSHNEXEIA

1 EXCEPTION_DISPOSITION _cdecl MyEexceptionHandler

2 (

3 struct _EXCEPTION_RECORD *ExceptionRecord, // BEIZFRLEMIK
4 PVOID EstablisherFrame, // SEH&E#{AMIIE

5 struct _CONTEXT xContextRecord, // TFiERE &KL ETFIFE
6 PVOID DispatcherContext
7 )

BB T XEEMPAEZERNTATLLBSREEERLISEHRELE, XBRABSVEHRELEERS,
ME—BIX BT T RS IIFS:[01FEMSEHEEAD A 2 IR B RIFRFS:[0109E, ARTELEMEHINextIRER R
FS:[0]NEEA, FANAJREERSEHERFEAERNERHN, RFESEHFREMIERBLER, Frs:[0]NEER,

1 #include <stdio.h>

2 #include <windows.h>

3

4 struct _MY_EXCEPTION

S {

6 struct _MY_EXCEPTION x*Next;

7 DWORD Handler;

8 }s

9
10 EXCEPTION_DISPOSITION _cdecl MyEexceptionHandler
11 (
12 struct _EXCEPTION_RECORD *ExceptionRecord, // HEiCFRLEMIE
13 PVOID EstablisherFrame, // SEHZE#J{AthiE
14 struct _CONTEXT xContextRecord, // TFERERER ETIIFE
15 PVOID DispatcherContext
16 )
17

Rl
3
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18 MessageBox (NULL, "SEHREEEHIAITT...", "SEH", MB_OK);
19

20 if (ExceptionRecord->ExceptionCode == 0xCO000094)
21 {

22 // ContextRecord->Eip = ContextRecord->Eip + 2;
23

24 ContextRecord->Ecx = 1;

25

26 return ExceptionContinueExecution;
27 1

28 return ExceptionContinueSearch;

29 }

30

31

32 int main()

33 {

34 DWORD tmpData;

35 /] WITE SRR

36 _MY_EXCEPTION Exception;

37

38 // FS:[0] -> Exception

39 _asm

40 {

41 mov eax, fs:[0]

42 mov tmpData, eax // REFEERFS:[0]

43 lea ecx, Exception

44 mov fs:[0], ecx

45 }

46

47 // FRRMEE

48 Exception.Next = ( _MY_EXCEPTION x)tmpData;
49 Exception.Handler = (DWORD)&MyEexceptionHandler;
50

51 /] MERORE

52 _asm

53 {

54 xor edx, edx

55 XOr ecx, ecx

56 mov eax, 1

57 idiv ecx

58 }

59

60 // TEBRRIEABISEH, HIRFS: [0]

61 _asm

62 {

63 mov eax, tmpData

64 mov fs:[0], eax

65 }

66

67 printf("Running ... ");

68

69 getchar();

70 return 0;

Rl
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71 }

1.4.2 “mi¥as¥ BESEH

_try_except

BT L—FF I ZEWindows B HBIRESEH, FRILZASEFR ERIFSRESN BT SEH, X2RNERER
ESEHSSFR EIFE M, FEECHEENEK. RELERH. BAFS[0]FFEF.

RENRLGE, RFRBEHEFNERNER, SERANDEBILMEAER. RELIE. RELIE
{

}
_except(il yEFIA L) > 2) it
{

}

ELEFANERD, BTAIUEREEEE, EAIUEREANHIRBNEYR, BELEALAN, XERLNE
REeRo. 1. -1, EfTNEXNT :

ﬁllFJfo_\quEliu ] ,3) ﬁﬁ’fﬁ'ﬂ‘ﬂfiﬁ’:

1 #define EXCEPTION_EXECUTE_HANDLER 1 // #iTexceptWHIHY
2 #define EXCEPTION_CONTINUE_SEARCH 0 // I T—1"HEIEHE
3 #define EXCEPTION_CONTINUE_EXECUTION -1 // REIZEHEUIEBEEHHIT

=MARBENEHNREXRORIBAOT, BITIUBENLEENRETETUEREEE, E&—LEHNER=T
Fr, BER—LEHTUEARBA, HERITTLUERAGetExceptionCode,
GetExceptioninformationBEN¥REEN R E RSB, REMEXER !

1 #include <stdio.h>

2 #include <windows.h>

3

4 int getFilterCode(PEXCEPTION_POINTERS pExcepInfo)
5 {

6 pExcepInfo->ContextRecord->Ecx = 1;
7 return EXCEPTION_CONTINUE_EXECUTION;
8 }

9

10 int main()

11 {

12 _try

13 {

14 asm

Rl
3
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15
16
17
18
19
20
21
22
23

24
25
26
27
28
29
30
31
32
33

EXCEPTION_EXECUTE_HANDLER :

}

}

}

xor edx, edx
XOr ecx, ecx
mov eax, 1
idiv ecx

// _except(EXCEPTION_EXECUTE_HANDLER)
// _except(GetExceptionCode() == 0xCO000094 ?

EXCEPTION_CONTINUE_SEARCH)

_except(getFilterCode(GetExceptionInformation()))

{

}

printf("Running ..

getchar();
return 0;

printf("Processing ..

2"

2"

BAEEIRIZER - 7E

NI LGB RICRRE— TERA_try_exceptEFRETT 12, WTEFR, EITAIUBERSHNFohiE
ABEREM, RIFEFS:[0], FEMERNT—SEHEMEMIE, SASRFS:[018M HRISEHER AL, HEEX
BB ERIEHEI_except_handler3,

g4 B81868
go481861
80481863
86481865
g0481 860
86481846F
g048187%
86481876
g048187D
g4 081688
g0481881
80481882
864816883
g04818846
86481889
8648188E
86481893
12:

80481895

push ebp

mou ebp,esp

push BFFh

push offset string "Processing ..."+14h
push offset except handlerd {(B86481678)
mow eax,fFs:[0000066A]

push eax

mow dword ptr fs:[8],esp

add ESp,ﬁEhh

push ebx

push esi

push edi

mou dword pty [ebp-18h],esp

lea edi,[ebp-5Ch]

mow ecx,11h

mou eax,8CCCCCCCCh

rep stos dword ptr [edi]
_try

mow dwvord ptr [ebp-4],8

{9042 00408)

BAHIMERE _try_exceptEAARREAFIE, RBERZERE, SESHMES HEAERNIZE (REEX
x) , EREMTBIRCHEERN, FERLELHFLEREAT R, HEMARE I RELEEHK

_except_handler3,

BE-24



10A: int main{)
11: {

fg4p186@ push
a0401 0861 mou
aa4p10863 push
g84081865 push
g848186A push
oe40186F mov
oe401087% push
oa4o1 0876 mov
aa4yp1 87D add
fa4a1680 push
aa4a1881 push
aa4yp1m82 push
aa4yp10883 mou
aa4p10886 lea
ag4p10889 mou
A848188E mou
08481893 rep stos
12: _Ery
- 80481895 mov

13: {

14: _truy
aa4a189c mov

15: {

16: _
aa4e108A3 mou

17: {
18:

ehp
ehp,esp
8FFh

BAEEIRIZER - 75

offset string "stream *= NULL"+28h (884208fb8)

offset  except handlerd (88481670}

eax,.fs:-[00000080)

try

eax
dword Etr F5:|ﬂ|,ESE
esp,
ebhx
esi
edi

dvord ptyr [ebp-18h],esp
edi,[ebp-5Ch]

ecx,11h

eax , BCCCCCCCCh

dword ptr [edi]

dword ptyr [ebp-4].8@

dword pty [ebp-4],1

dvord ptr [ebp-4],2

REX ¥ LB R N4RIRERY B T SEHEMIK, NRFZER B2 RRNEMETRN 75 KR !

w N =

~N o o b

struct _EXCEPTION_REGISTRATION{
struct _EXCEPTION_REGISTRATION *prev;
void (xhandler) (PEXCEPTION_RECORD, PEXCEPTION_REGISTRATION, PCONTEXT,
PEXCEPTION_RECORD) ;
struct scopetable_entry *scopetable;
int trylevel;
int _ebp;

}s

WM BRMAET L, W TERFRAMERI NSRS

FE - 25
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AB4OBEDA  push eb
084 0BED1 Huu ebp,esp FS:[0] > prev

B4 OBED3 s HFFh i
B4 OBEDS % Offset string “stream f= HULL"+28h {88428FbA) handler [ _except_handler3
664BBEDA  pus offset _except handlerd (A64A1678) SCOEG‘GNE |
BB4BEEDF mov eax,fs:[BOEOOOOA]

BBLBBEES  PUSH Bax trylevel
BBLBBEEG mou dword ptr fs:[8],esp

OBLOBEED  add esp,BBSh i

BB4BBEF B push ebx

BB84PBEF1  push esi ;
BO4OBEF2  push edi prev et
BOLOBEF3  mov dword ptr [ebp-18h],esp

GO4OBEFS  lea edi,[ebp-58h] handler
BOLBBEF? mov ecx,18h

BB4BBEFE mou eax, BCCCCCCCCh scupetable
B040BFA3  rep stos dword ptr [edi] trylevel

6: _try

0BLOBFOS  mou duord ptr [ebp-4],8 ebp

7: {

8:

9: ¥

PO4OBFOC  mov dword ptr [ebp-4], BFFFFFFFFh

BO4BBF13 jmp $L42207+BAh (0B04BDF25)

18: _except(1)

BOLBBF15 mov eax,1

$L42206:

BB4BBF1A ret

HAIKE—TBRBESEHEME LM N HR, HER _ebpX PN ATMEIXE, HXEscopetable, EE—
NERIEIEST, F8E T scopetable_entryEMI{K, ZEMIBRBEZXIT :

1 struct scopetable_entry

2 {

3 DWORD previousTrylLevel // LE—" _try_exceptiZFRHES
4 PDWRD lpfnFilter // idiEEEkAvtEaAME

5 PDWRD lpfnHandler // REIEIZFRIMUE

6 }

I U EEREAE —TZEWE, W0TFAREIMERT 1M BEMEY_try_exceptUAZRF1I M ERER
_try_exceptftiZIR :

1 void test()
2 {
3 _try
4 {
5
6 }
7 _except(l)
8 {
S printf(123);
10 }
11
12 _try
13 {
14 _try
15 {
16
17 }
18 _except(l)
19 {
20 printf (456);
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21
22
23
24
25
26
27

}

}

{

except(1l)

printf(789);
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B RCRIENTAIUER, HE3_try_exceptiZFIRIIFLSE =" scopetable_entry&E#{K, E1EX N X

Fo HiFpreviousTryLeveEM E—_try_exceptEFRNAS, FEREEMEEL—E, EEN-1, X
BERITIUBRERNEBABI RpreviousTryLevel(B¥ -1, FB=1EM{EBpreviousTryLevellE N1, &
HAEBTEHRE_try_exceptiZFIRH, EEHSEE—E_try_exceptieFiR, EILIRITATLAED X MEFH M4 51
EELBHRER ; i AlpfoFilteriSRE ISR E L, WEFAIRHEKEERNTN_except((TiHEFRX ()Nt
i, BERCERINTUBERNXEEBREDREILERY, FRUNRERERN, KBS IZRBEFRE ; K5
IpfnHandlerfE AR E L BRBME AL, HilE _exceptEFRNNFELBRB, BN TEFRPMprintfiE

BER T

86848BED B push ebp

8848BED1 mow ebp,esp

B04BBED3 push BFFh

BO4BBEDS push offset string "stream *= HULL"+28h (AA428fb8)
8846BEDA push offset _ except_handler3 (88481670)
884B8BEDF mou eax,fs:[ 00000008]
B684BBEES push eax

B84BBEES mou dword ptr fs:[8],esp
B04BBEED add esp, BB&h

8848BEF A push ebx

BO4BBEF1 push esi

B04BBEF2 push edi

G6046BEF3 mou dword ptr [ebp-18h],esp
BB4BBEF6 lea edi,[ebp-58h]

BB4BBEFY9 mou ecx,18h

BBLBBEFE mow eax, BCCCCCCCCh

884 8BF 83 rep stos duword ptr [edi]

6z _try

8846BF 85 mow duword ptr [ebp-4],8

T {

8:

o= 3

8684 6BF 8C mou dword ptr [ebp-4],8FFFFFFFFh
B048BF13 jmp $L42215+17h {0040bF32)
18: _ezcept{1)
|BBHBBF15 mou eax,1

Lu2216:

B04BBF1A ret

SLUZ2215:

86846BF1B mou esp,dword ptr [ebp-18h]
11: {

12: printf{"123");

BO4BBF1E push offset string 123" (088428024%)
B04BBF23 call printf (084814cH)
004OBF28 add esp,4

13: H

86846BF2B mou dword ptr [ebp-4],8FFFFFFFFh
14:

15: _try

a848BF32 mow dword ptr [ebp-4],1

16z {

17: _try

8846BF39 mow duvord ptr [ebp-4],2

18: {

19:

28: ¥

068468BF 48 mow dword ptr [ebp-4],1
BO4BBF 47 jmp $L42223+17h (BB4BbF66)

1: _except(1)

04 OBF 49 mouy eax,1

L42224:

ret

(Bemory A

Address: [00420fb0

FF
15

FF FF FF ﬂ
BF 40 00| .i%.

odfh .
uidl .
143 .

08428FDY
ae428rDpe
ae428rpc
8842 8FEB
8042 0FEY
0042 8FES
0842 8FEC
6842 8FF 8
0042 8FF4
0042 8FF8
a8428FFC
084210080

083
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T #EY scopetable SR L3 N AEAIARIRL 51 5, Tl TBRE— Ttrylevel 5, ZBLRRRHRITEHD
_try_exceptiEFIR, HTAILOEI N FXEAERE—TZENTIL !

1 void test()
2 {
3 _try
4 {
5 _try
6 {
7
8 }
9 _except(l)
10 {
11 printf("123");
12 }
13 }
14 _except(l)
15 {
16 printf("456");
17 }
18
19 _try
20 {
21 _try
22 {
23
24 }
25 _except(l)
26 {
27 printf("789");
28 }
29 }
30 _except(l)
31 {
32 printf("012");
33 }
34 }

HINEEREXERRILCE, BANEBPEAY BEMAK, SASIFEBPIRAEESPAIE, BEAtrylevel, ¥IMER
£-1, BITEILLET[EBP-4]13RIXFIZE, BERINELKIUEN _tryEBaB—XBtrylevel &R, RIBHIER
EXFIER—HZEKF|, F—_try_exceptiRtrylevellBN0, B NMNEL, LULSEHE, INRZHREMN
_try_exceptiRNINERBVIRIE ML R [ Ztryleve {BEIER N EEHZRE|E, MIREH EERE_try_exceptiR
B, HITREMS M trylevellBE -1, FILENTUE N EREBETILN, HAREEE.

Rl
3
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L: {
e B046BEDB®  |push ebp
B84BBED mow ebp,esp
B84BBED3 push BFFh
B04BBEDS push offset string “stream *= HULL"+28h (88428fbA)
BB4BBEDA push offset  except _handler3d (88LB1670)
BB4BBEDF mow eax,fs:[00000BAB0]
BO4BBEES push eax
HB4BBEEG moy dword ptr fs:[8],esp
6: _try
B84 BBF A% mow dword ptr [ebp-4],8
iz {
8: _try
804 BBF BC mou dword ptr [ebp-47,1
o: {
18:
11: H
HB4BBF13 moy dword ptr [ebp-4].,8
OGB4 BBF1A jmp $L42222+17h (0040bF39)
12: _except{1)
AB4BBF1C mou eax,1
$Lh2223:
0B84 BBF 21 ret
$L42222:
004 BBF22 mou esp,dvord ptr [ebp-18h]
13: {
14: printf{"123");
084 BBF 25 push offset string "123" (00420028)
HB4BBFZA call printf (884814cH)
GB4BBF2F add esp,i
15: ¥
B84 BBF32 mow dword ptr [ebp-47,8
16: 3
HB4BBF39 mow dword ptr [ebp-4],8FFFFFFFFh
OGB4 BBF 48 jmp $L42218+17h (B040BbFSF)
17: _except{1)
AB4BBF 42 mou eax,1
SLu2219:
084 BBF 47 ret
$L42218:
004 BBF 48 mou esp,dvord ptr [ebp-18h]
18: {
19: printf (456"} ;
0B84 BBF 4B push offset string "456" (004Z200824)
084 BBFS 8 call printf (884814cH)
GB4BBF55 add esp,i
20: ¥
O04OBFSE mou dword ptr [ebp-4],8FFFFFFFFh
21:
22: _try
HB4BBFSF moy dword ptr [ebp-4],2
23: {
24: _try 2 _ 99
BB4BBF 66 mow dword ptr [ebp-4].,3
25: {
26

27: 3

IRl S F S - B T T S T S T T =
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A YFIRIFERIFIEF, REMERE _except_handler3sft 2R Etrylevelii¥scopetablef A ALK, SR

SR EMIEBIpfnFilterpl 51, BN HLiEEEB L,

_try_finally

BRT _try_exceptiBEFIRZH, RIFEIFIRMWT _try_finally, SHEREN, E_finally RANAKB—ERERIT

, TIRIR_trySRNZES

. kT, EE, #AIUFERIT.

INTFERTR, TIERcontinue. breakiZEfl, ERreturniRE], TFHEMEFE, _finally RANAKBIBREASH

p—
17
void main() void main()
{ {
for {int i = @8; i < 18; i++) for (int i = 8; i < 18; i++)
{ {
__try __try
{ {
continue; ## continue;
fFf break; break;
F/ return; f/ return;
printf{"Try ... \wn"); printf{"Try ... \n");
H H
_ finally _ finally
{ {
printf{"Finally ... \n"); printf{“Finally ... wn");
H H
H H
getchar(}); getchar();
¥ H
void main() void main{)
{ {
for (int i = @8; i < 18; i++)
{ _try
_try {
{ _ try
/# continue; {
// break; =(int*)@ = 10;
return; printf{"Try ... wn");
printf ("Try ... \n"); ¥
3 _ finally
_ Finally { i i
< printf{"Finally ... n");
printf{"Finally ... wn"); 3
getchar(); ¥
3 _except{1)
H
getchar(); printf{"Except ... \n"};

}

¥

AN returnBIXEB B, RKE—TKRILCYH, WTEFR, HENATUBR _try_finallyfZ2FHRET, I BSEHLERIEK
Ffscopetablef{ 535 _try_exceptA—1¥, BTN pfnFilteridiBERE IR, HLFRITATLLET XA
REARHMYFIRER_finallylR, X2 T M pfanHandlerFH BB IHHERR_finally R AED HukE

o

10
3
"
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[ {

BBLBBEDS 55 push ebp _ =
B84B8BED1 8B EC mnov ebp,esp

084 BBED3 6A FF push OFFh Address: ||]|]42|]fh|]
BBL4BBEDS 68 BO OF 42 00 push offset string “stream *= HULL"+28h (88428fbA) 00420FBB  FF FF FF FF  .... 3
BOLOBEDA 68 70 16 4B 00 push offset _ except_handler3 (08481678) BB4268FBY B8 066 88 B[!l R
BB4BBEDF 64 A1 08 B0 60 68 mov eax,fs:[ 0060600A] 0B4208FBEE 19 BF 48 88 .,ﬁﬁ.
BO4BBEES 5@ push eax BB42BFBC B8 00 68 6B ...
BOLBBEES 64 89 25 B0 60 66 88 mov dword ptr fs:[8],esp BB4268FCO 68 00 60 6B ...,
BO4BBEED B3 C4 BY add esp, 8B4h BB428FCH ©8 90 68 A . ...
BBLBBEFB 53 push ebx BB426FCE 60 00 60 68 ...
BBLBBEF1 56 push esi BB420FCC 60 00 60 6B ...,
BBLBBEF2 57 push edi 00420FDO ©60 00 60 60 ...
BOLBBEF3 8D 7D AL lea edi,[ebp-5Ch] 084268FD4 60 00 60 68 ...,
B04BBEFG6 B? 11 60 80 88 nov ecx,11h 60426FD8 60 00 08 B8 ....
BBLBBEFE B8 CC CC CC CC mov eax, BCCCCCCCCh 88428FDC B8 00 60 68 ...,
BBLOBF B8 F3 AB rep stos dword ptr [edi] 00420FE8 090 00 60 60 ...
T: BB428FEY B8 00 60 68 ...,
8: _ try 0B420FES 60 00 60 6B ...,
BO4BBF B2 C7 45 FC B@ 60 88 68 mov dword ptr [ebp-4].8 BB428FEC 68 98 68 a8 ...
B84 BBF 892 6A FF push BFFh 0B4208FFB 60 00 60 68 ...
9: { 604206FF4 B8 00 08 68 ....
BOLBEFBE BD 45 FB lea eax,[ebp-18h] BB426FF8 60 06 60 68 ...,
BBL4BEFBE 58 push eax 00420FFC B0 00 60 60 ...
BBLBBF BF EB A6 56 FF FF call _ local_unwind2? (884815ba) 004210060 ©60 00 60 60 ... J
BB4BBF14 83 C4 08 add esp,8

18: return;

BBLBBF17 EB 58 jmp $L42212+40h {BB4BbF71)

11: printf{"Try ... \n");

12: ¥

13: _ finally

14: {

15: printf{"Finally ... wn"};

BOLBBF12 68 2C 60 42 88 push offset string "Except ... %n' {(B@42082c)

B8L4BBF1E E8 9D 55 FF FF call printf {0684814cH)

BB4BEF23 B3 C4 64 add esp,4

SLu2218:

BB4BBF26 C3 ret

HEAFNTTUBE RERTreturniBAIZET, BT —1%79_local_unwind2BVEE (XA EREEFERA X E
BEHERANER, BENNEXN) o BEiTIUHRER# local_unwind2, SAMEIART — &, AN
[ebx+esi*4+8], BEFFRNEITE, HNEEXNILA_finallySRPPAREAE, XURERRET AL
fEreturn Z HIRIT_finally3RFPEVIIET  (BD_finally3 RAPEIRBBE—EBFRIHIT) -

_ local_unwind2:
ae4815Ba 53 push ebx

90401588 56 push esi A
AB4A15BC 57 push edi EAX = B046BF19

004015BD 8B 44 24 10 mou eax,dword ptr [esp+1Bh] EBX = 80420FEQ

peuaisc1 50 push pax ECX = FFFFFFFF

00481502 6A FE push OFEh EDX = B80438DBO

aB4615CS 68 98 15 40 A0 push offset _ global_unwind2+26h (0B461598) =

004015C9 64 FF 35 08 00 00 00 push dword ptr fs:[0] EDI = BO12FF68

Be4a15DA 64 B9 25 A0 A8 08 B0 mov dword ptr fs:[@],esp EIF = Bou0160E

004015D7 8B 44 24 20 nov eax,dword ptr [esp+28h] ESP = B012FEF0 _lLl
004015DB 8B 58 08 nou ebx,duord ptr [eax+8] 4 | ap
004815DE 8B 70 6C mou esi,dword ptr [eax+8Ch] =
004615E1 83 FE FF cmp esi,BFFh

BB4815EY4 74 2E je __MLG_Return2+2 {80401614) Address:  |EEIR

B84815E6 3B 74 24 24 cmp esi,dword ptr [esp+24h] OOL20FES 19 EF 40 00 @
004615EA 74 28 je __HLE_Return2+2 {00401614) G04Z6FEC 90 80 B8 68 .
9B4015EC 8D 34 76 lea esi,[esi+vesi=2] ) 90426FCH 0O 00 60 88 .. ..
BO4815EF 8B OC B3 mou ecx,dword ptr [ebx+esixy] SB42BFCS B8 B0 BB BB . ...
B84815F2 89 4G 24 68 mowy dword ptr [esp+8],ecx BO420FCE 060 60 8O 8O ...
ae4815F6 89 48 BC moy dword ptr [eax+BCh],ecx BO420FCC 00 00 80 B0 .. ..
0@4815F9 83 7C B3 04 00 cmp duord ptr [ebx+esixh+i], @ BO426FDE 60 80 80 80 .. ..
BB4815FE 75 12 jne __MLG_Return2 {88401612) 8G8428FDs B8 B0 BB BB . ...
90461608 68 61 61 80 00 push 101h 86426FDE B8 B0 B0 8O .. ..
a@481665 8B 44 B3 68 moy eax,dword ptr [ebx+esi=u+8] BO420FDC 00 00 80 B0 .. ..
00461609 E8 4O 06 60 00 call __HLG_Hotify (0040164e) SON2OFED B 88 B8 88 ...

- BO40160E FF 54 B3 08 [EalT duord ptr [ebzresixheg]] annnarrn  na an an an

BINEERETAXERAE, EB=EB_try, NE2_try_except, F_. =E#=_try_finally, REFZFHIL

BRAFE=E, ZRBENZAAEINARTKRE, —BfIEARE, except_handler3ESIRIE LA Ttrylevel Y&
HEI AV ERAH I IRF R LIEE M pfnFilter, MRESN, NE=BHFHX, BEidpreviousTryLevelCKZER

mLEFHR, BRF=ZE. ZEEHE_finallylR, HILTIERBUUAR—RER), RERWIE—F, HHME
=NEM_exceptiR, IEANTIEREAL AL, _exceptBRNHMAIBEFRIMIT, AEFEIREL

1 void test()
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2

3 _try

4 {

5 _try

6 {

7 _try
8 {
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9 *(intx)0 = 1;

10 }
_finally
12 {

14 1

15 1

16 _finally
17 {
18

19 1
20 }

21 _except(l)
22 {
23

24 1
25 1

printf("Finally2 ..

printf("Finallyl ..

printf("Except ..

. \n");

. \n");

. \n");

EERMEENENE, EARL_finaly RABRERSEIMITI ? HATAIULRREIT MR, NTERFAREAT

KUEW, _finally3REIIBERFE T H1T.
G: _try
BOLBEFAS C7 45 FC 68 88 80 88 mov
7: {
B _try
AB4BBFOC C7 45 FC 81 88 88 @8 mov
9: {
18: _try
BOL4BBF13 C7 45 FC 82 98 80 88 nmov
11: {
12: ={int=)A = 1;
AB48BF1A C7 A5 80 80 84 @A @1 mov
13: H
B048BF24 C7 45 FC 81 80 68 08 mov
GOLBEF?E EE8 02 00 68 0@ call
8648BF38 EB BE jmp
14: _finally
15:
16: printf{"Finally2 ...
B848BF32 68 3C 60 42 60 push
BOLBBF37 E8® 84 55 FF FF call
BBL4BBF3C 83 Cu4 oG4 add
$Lu2224:
BB4BBF3F C3 ret
17: H
18: H
BOL4BBFL48 C7 45 FC 68 98 80 88 nmov
B04BBF47 EE 62 00 80 8@ call
804BBFAC EB OF jmp

dword ptr [ebp-4],8
dword ptr [ebp-4],1
P [ebp=4]1. ¢t C:\Program Filesh
Finally2 ...
dword ptr [ebp-4],2 Finallyl ...
Except ...
dword ptr ds:[8],1

dword ptr [ebp-4],1
$L42223 (0B4BbF32)
$L42226 (0B4BbFLO)

\n');

offset string “Try ... \n" {8842803c)
printf {004614cH)

esp,h

dword ptr [ebp-4],8
$L42219 {@B4Bbfh4e)
$Ly2222 {0BABbFSC)

BLATEXBERBNMTLIE, EFRES _exceptiRIAREBHITZEI, HBAA—REBEFHE, 8D
_global_unwind2#y, ZHHSMMEZFENI NMtryFiE, KRIARBESE, XERAIRIE inallyiRiE

A—ERF[ERIT.

Rl
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24: _except{1)
A84BBF65 BB A1 60 B8 @A nou eax,1
$Ly2217:
3 B04BBF6A C3 ret
o> B84B16BB 5D * pop ebp
g84816BC SE pop esi
ae4 168D 8B 5D BC mou ebx ,dword ptr [ebp+8Ch]
gpupi16CO BB CA or eax,eax
aaup16C2 74 33 je _ except_handler3+87h (B04816F7)
apupi6Cs 78 3C js _ except_handler3+92h (08481782)
ae4e16C6 BB 7B B8 mou edi,dword ptr [ebx+8]
aaupi6Ce 53 push ebx
aaupi6CA EB A? FE FF FF call qlobal unwind? {@B481578)
gpup16CF 83 C4 B4 add esp,h
aaup16D2 BD 6B 18 lea ebp,[ebx+18h]

1.5 R ERE

MRVEHESEHER R B MR EHITRIE, XMZERNMMTZARLERE. ERARIMRIEZF2TAZZE(E]
SRENE, YEEEESERGIERENSTHAKeBugCheckExEHMERER, WKL IERENMIBLR Y
BEE, ARFERREINEAFZENRLERE.

BIEERE— " EENRE, Boh—T, BENERR, BITIUER, BEFEINHRZERENmaink
BOFHAH1THY, EM BB mainCRTStartup. KERNEL32!7¢816d4f().

void main() B
{ [&[main¢) line 6

int a = 1; mainCRTStartup() line 286 + 25 bytes
KERHEL32t 7c816daf()

getchar(};

] | i

AT LABR#HKERNEL32! 7c816d4f, RAMSAMETX—ERISEHERIHER L, RN EF EEAORZFE
7, BARINMT —ERELEMNEE. HittmainEBUIRAERE, BETHISEHEERPRETHREEE L
ERENEEAIER, A2 _except_handler3EE NI =& previousTryLeve EIN RN B R E R IEHE, B
MEBEXE L ENSEHEWEPRN R L ERE.

10
i
b
w



fC816D2C
FC816D2E
fC816D33
fC816D38
FC816D3C
FC816D3E
FCB16DY41
FC816DY2
FCB16D4Y
FC816D4G
FC816D4C
FC816D4F
fC816D5A

FCBO24CH

6A
68
ES
83
6A
8D
50
6A
6A
FF
FF
59
ES

FCBO24DO 64
FCBO24D6 58
FCBO24D7Y BB
fFCBO24DE 89
FCBO24DF BD
FCBO24E3 2B
FCBO24ES 53
FCBO24EG 56
FCBO24ETY 57
FCBO24ER BB
FCBO24ER 89
FCBO24EE 58
FCBO24EF BB
FCBO24F2 CT7
FCBO24FD 89
FCBO24FC BD
FCBO24FF 64
fFCBO2585 C3

EXE, XPEEEEFR L7 EKernel32.dIERPBaseProcessStartBE#, 7TiZEBMAIAAT BA— B
_SEH_prolog, ER{ERAMERIMSERBI5ER L,

ac
1]
93
65
a4y
L5

a9
FE
15
=1

Lh

A

Ly
6C
GG
EB

Lt
65

Lt
L5
Lt
Lt
Az

6D
B7
FC

o8

Aa
a8

S5F

2y
24
24

F&
ES

FC
FC
F&
Fa
89 00 08 aa

81 7C
FE FF
0o

13 88 7C

FF FF

68 F3 99 83 7C
[5]4]

18
18
18

FF FF FF FF

push
push
call
and

push
lea

push
push
push
call
call
push
call

push
mouw
push
mouw
mouw
lea
sub
push
push
push
mow
mow
push
mow
mouw
mow
lea
mouw
ret

8ch

fCB16D58h

FCBOA2UCE
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duvord ptr [ebp-4],8

n

eax,[ebp+8]

eax
o
BFEh

duvord ptr ds:[7CBB13A0N]

dword ptr [ebp+8]

edx
fCBOACCAD

FCBIP9F3h

eax,fs:[00000800]

eax
eax dword
dword ptr

ptr [esp+18h]
[esp+i8h],ebp

ebp,[esp+18h]

esp,eax
ebx
esi
edi
eax ,dword
dword ptr
eax
eax ,dword
dword ptr
dword ptr

ptr [ebp-8]
[ebp-18h],esp

ptr [ebp-4]

[ebp-4],8FFFFFFFFh

[ebp-8],ea=

eax,[ebp-18h]
fs:[ 0808000800 ] ,eax

B7E - 34



; void _ stdcall _ noreturn BaseProcessStart(int ThreadInformation)
; CODE XREF: BaseProcessStartThunk(x,x)+5T]

_BaseProcessStart@4d proc near

uExitCode= dword ptr -1Ch
ms_exc= CPPEH_RECORD ptr -18h
ThreadInformation= dword ptr 8

; FUNCTION CHUNK AT .text:7C843612 SIZE 00000011 BYTES
; FUNCTION CHUNK AT .text:7C843628 SIZE 00000018 BYTES

; —unwind { // _ SEH prolog

push ach

push offset stru_7C816D58
call __SEH_prolog

push offset _ except_handler3
mowv eax, large fs:0@

push eax

mov eax, [esp+8+arg_4]
mov [esp+8+arg_4], ebp
lea ebp, [esp+8+arg 4]
sub esp, eax

push ebx

push esi

push edi

mov eax, [ebp-8]

mov [ebp-18h], esp

push eax

mov eax, [ebp-4]

mowv dword ptr [ebp-4], @FFFFFFFFh
mowv [ebp-8], eax

lea eax, [ebp-18h]

|mov large fs:0, eaxl
retn

BAEEIRIZER - 7E

BT AORFLUN, MRBNFZE—TEIE, BEEHEIEHNER—FELENLRE, BITFIUEREE
—BRAERSE— LR

0o ~NoOuhWNBRE

el el
AWNRO®O

#include <stdio.h>
#include <windows.h>

DWORD WINAPI ThreadProc(LPVOID 1lpParam)

{
int x = 1;
return 0;

}

void main(int argc, charx argv[])

{

CreateThread(NULL, 0, ThreadProc, NULL, 0, NULL);

getchar();
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BIEEENRBP TR, E5RAK, ORREIE, SAMERLE—PSEHEAREERF !

DWORD WINAPI ThreadProc({LPUOID 1pParam) |

< i &> ThreadProc(void = Gx000880080) line 6
int x = 1; KERNEL22? 7c80b58b()
return B; et PR

H

void main{int argc, charx argu[])

CreateThread(HULL, @, ThreadProc, HULL, @, HULL);

getchar(); _’I
H

7CR0B4DY 6A 10 push 18h 7C8B2LCB 68 F2 99 83 7C push 7C8399F3h

ZCBBBLUDG 68 18 BS 88 7C push 7C8BB518h 7C8624D0 64 A1 6O 66 00 00 nou eax,fs:[00600060]

7C8OBLDE E8 EB 6F FF FF call 7C8624CH —> 7cse2us 58 push eax

7C8BB4EA 83 65 FC @A and_ duord pEr [ebp-4],8 FC8024D7 8B 44 24 18 mnou eax,dword ptr [esp+18h]

7C80BLES 64 A1 18 08 00 60 mou eax,fs:[00060018] 7C8024DB 89 6C 24 10 nou duord ptr [esp+10h],ebp

7C8OBLEA 89 45 EB mou dword ptr [ebp-26h],eax 7C8024DF 8D 6C 24 18 lea ebp,[espsi6h]

7C80BLED 81 78 10 08 1E @8 08 cmp dword ptr [eax+16h],1E@Bh 7C8024E3 2B EO sub esp,eax

7C8BBUFA 75 OF jne 7C8BB5 05 7CB624E5 53 push ebx

7C80B4F6 80 3D 68 38 88 7C 0O cmp byte ptr ds:[7C8830088h],0 7C8024E6 56 push esi

7CBABYFD 75 B6 jne 7C80B5 65 7C8024E7 57 push edi

7C8OB4FF FF 15 E8 12 80 7C call dword ptr ds:[7C8812E8h] 7C8024E8 8B 45 F8 mou eax,duord ptr [ebp-8]

7C80B505 FF 75 OC push dword ptr [ebp+BCh] 7C3024ER 89 65 E8 mov dyord ptr [ebp-18h],esp

7C80B508 FF 55 68 call dword ptr [ebp+8] 7C8024EE 58 push eax

> 7c80B50B 50 push eax FCBO24EF 8B A5 FC nov eax,dword ptr [ebp-4]

7CEOB50C ER 98 17 08 08 call 7CROCCAY 7C8024F2 CT 45 FC FF FF FF FF mou duword ptr [ebp-4],8FFFFFFFFh
7C8024F9 89 45 F8 nov dword ptr [ebp-8],eax
7C8024FC 8D 45 FB lea eax,[ebp-18h]
7C8024FF 64 A3 00 68 00 00 nov £5:[80608060] ,eax

70882585 C3 ret

=
F

FATB R LUES IDASRE XML W AYER SR, ElBaseThreadStart, ©HSEHIEARET —1N_SEH_prologBa# AT

ANSEHEHR L.

;3 _ stdcall BaseThreadStart(x, x)
_BaseThreadStart@8 proc near ; CODE XREF: BaseThreadStartThunk(x,x)+64]
; BaseFiberStart()+12ip

var_20= dword ptr -26h
uExitCode= dword ptr -1Ch
ms_exc= CPPEH_RECORD ptr -18h
arg_©= dword ptr 8§

arg_4= dword ptr @Ch

; FUNCTION CHUNK AT .text:7C83AA5B SI7E @oeeeell BYTES
; FUNCTION CHUNK AT .text:7C83AA71 SIZE ©00v@eals BYTES

5 —unwind { // _ SEH prolog

push 10h
push offset stru 7C80B518
call __SEH prolog

LA, HAAIUBHEEATAERT, TEEHENADNKIZERFENLE, BIWNHFELE

ERELE R IBRE, FIURAERR BRER—RERFEN.

HMNIUFXNRE—EHEN TIREE NN THHAE, SRFEREREN, ERTHRNSEHIGRL

B, B EH—ESHIT !

_try

}
__except(UnhandledExceptionFilter (GetExceptionInformation())
{

VI

/ /& IE#HE

0o ~NoO U WNBE

Rl
3
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9 | }

#N2R UnhandledExceptionFilterBi#&[E] 790, BIEXCEPTION_CONTINUE_SEARCH, BRZAEMRHARIXMMMNZE
WIBRFT, EXMERNRTHNEFTEEEHBLNERTERA2LEN, JEEFHARN, FREFEEE
RERE,

UnhandledExceptionFilterEIE B HITHRIZA0TF -

1. @I NtQueryinformationProcessEE & i) L AT HIZ R B IEFE W IHIH,
2. WNRMIAIX, R[EEXCEPTION_CONTINUE_SEARCH, LERIRHAE DK,
3. MRBEHAR :
a. EIRE @I SetUnhandledExceptionFilte;EA IR, MR BFIAA ;
b. QD%/EﬁL_L_SetUnhandledExceptlonFllter,iﬂﬂLiE_"fﬁl, MEBHE AP IEFELLERERTE
ZEThENATEIXES ;
c. MRAFPEBEERINIARAZS, L ZEEBEREIEXCEPTION_EXECUTE_HANDLER,
R FA T LUBE a0 TR RFITRIAR, FFEXMER, EEEFTHRSHTprinttfY, BIIREZ0ODITH
N2 155517,

1 #include <stdio.h>
2 #include <windows.h>
3
4 long _stdcall callback(_EXCEPTION_POINTERS* excp)
5 {
6 excp->ContextRecord->Ecx = 1;
7 return EXCEPTION_CONTINUE_EXECUTION;
8 }
9
10 void main(int argc, charx argv[])
11 {
12 /] EM— T RIVERE SR
13 SetUnhandledExceptionFilter (callback);
14
15 /] FRORE
16 _asm
17 {
18 xor edx,edx
19 XOr ecX,ecx
20 mov eax,0x10
21 idiv ecx
22 }
23
24 /] BFEBRIT
25 printf("Running ... ");
26 getchar();
27 }

0T ERFTRIENMERAEMRBYOlYdbgiFIt L2 F MR ARITIERRINE, MRFNEAFHAFRIOD, ME
ZEiRfEayoD N eI U E#LSd RIE !

U
ek
@
hy|



BAEEIRIZER - 7E

C:\Documents and Settingszik

011yDbg Testl. exe [CEU ain thread dule Textl
@Eile ¥iew IDlebuz Trace Elugins Options Windows Help

B x| »| >l & Vi Mu| L|E|mw|T|c|R

==l

K| B|M/H| =

o

BRIAIOET]] - B LLCCCOLC |00 EAR, COCCCCCC Fealsters (FPU] =
oadaiese|| - F2iAe REP STOS CWORD FTR ES:[EDII e T =
oadaioas|| - BBF4 Hoy ESI,ESP ErY HoeaonEn
eadalesh| |+ 6% AE1A4AGE | PUSH BA4810E5 —AEE Baananan
oad4aioeF ||+ FF1E 44E147@ CALL DWORD FTR DS:[<SKERNELZZ.SetUnhanc | Epi ZEFRERER
oadaioss|| . 3EFd CHF ESI,ESF Eor mB1oFFa8
opdaiogy|| - Eg G4mdsees |CALL _ ohkesp EEP Go1ZFFam
sadaieac| | - 3302 HOR EDR, E0X ES1 BBiSFFam
padainge|| - BEC HOR ECH, ECH E0T BBisFFaR

RB

ES 18680666 I‘1EIU ERX 1@
F7F3 EIF @8848168R% Testl. BA4A16AS

Al e lcanazan | pusn DFFSET 29420810 .

eo4aionC|| - E2 EFESUEOE |CALL printf B9 OED paem iy

cnanioel|| - gict oa fO0 ESP, 4 Bl o pale zebiy | |

aoéoioed || - 1 3426470 |HOU EAYIDUORD PTR DS: (4220341 B9 e poes oebir ot

ooanioes|| + s3EE A1 Sl pg poemotbir

Boantoec|| - Ao Sasbecen |fbo DUGRD FTR DS: (4228241, EAK 29[S pose asbl

| SR g P 1

cndaiocn|| - sEe0 aaPAdeal HOU ECK, DNORD PTR DS:[_iobl ~ |0 8 LastErr GAAARAGA ERROR_SUCCE:

SRR T T =1 EFL @po1a246 (N0, NE, E,BE, 1S, PE, GE

ED=a Elsro crpry +unoRn sosc ootzansd oo

ECH=ABBa8a8e ST1 empty -UMORM BOZ9 98129A7C 09

ST2 empty +UNORM 0G91 0120828 oo

Testl.oppi2l idiv eox v 5715 crpty —UMORM 9A34 BE4ECPI0 Ao v

Addrezs |Hew dump - " BB EEEE ﬂ
B51 ZFF 24| | DEmEmEE

922000 [ B8 G666 B0 00 06 68 68| 66 0 60 60| 6o

PE4ZZ616| 60 PE PR GD| 60 OO B9 BE| 0N A8 6D 0D 68 a@12FFas(| FFFOCAGD) 120

Qa1 2FF2C| | COOCCoCs
BE12FF4E| | CCCCCOCD
@a12FF44 || CCCCCoos
aa12FF48|| CCCCCooe
B@12FF4C|| CCCCCOCT
Qa1 2FFEE || CCOCCoCs
951 2FFE4 || COOCCOCT
BE12FFEE|| CCCCCOCD
@a12FFEC|| CCCCCooe

B@12FFE@|| CCCCCOCT
B312FFe4 || CCOCCOCT
@E12FFeg| | CCOCCoos =
BE12FFEC| | CCCCCOCD ﬂ

Ba12FFFE|| CCOCCoCe

DR422020| B0 G0 09 00| B0 50 A0 00 0B 08 OH 00 80
BR422020| B0 B0 0E 08| B0 BE B0 B0 0B OH OB 00 60
BA422040| A0 A0 08 0O 68 G0 A0 A0 0B 08 08 00| A0
Ba422650| 66 G0 08 08|68 B0 A0 B0 0B DB 08 B0 80
BA4ZZEE0| A0 BE DA 0O 60 B0 A0 00 0D DB B8 B0 60
DR42Z07E| B0 G0 09 08| 50 50 A0 00 OB 08 OF 00 G0
DR422020) B0 G0 09 00 B0 50 A0 00 0B 08 OH 00 80
BR422096| B0 B0 DA 08| B0 BE B0 G0 0B OH OB 00 60
BA4220A0| 6 GO DA 0O 68 B0 A0 B0 0B BB 08 B0 80
BA4ZZEED| B0 BE DA 0O 60 B0 A0 00 0D DB B8 B0 60
BA4ZZECH| B0 BE DA 0O 60 B0 A0 00 0D OB B8 B0 68
DR422000)| G0 G0 09 00 B0 50 A0 00 0B 08 OB 00 G0
BR4226ER
LG 2o AEG |

o )

Integer division by zero - Shift+Run/Step to pass exception to the program |Paused

258 RAEIRMRIZER 2, FHAENEUnhandledExceptionFilterBiE 2 @iINtQueryinformationProcess3 ¥ i 2
BWIEIRAY, TNtQueryinformationProcessi2i@id DebugPortBI{E R MiEF 2B EEHMIAE, RHLIEIIRE
EHook T NtQueryInformationProcess, f&tiDebugPortBIEFLAIIUSHE KIFIR T o

[EEA 1B E—TKiUserExceptionDispatcherE®, B &= IFAMARtIDispatchException, XN EIET 3
VEH. SEHHE, UREBERESHFENEHE, URREWIEIX. 2&HTT UG, RE—MERE,
EERE, EAZwContinueBi#A0IF, REINER, FAMHZwRaiseException#H{TE_RRE DK,

10
i
"
(0]



mov ecx, [esp+arg 9]
mowv ebx, [esp+l]

push ecx

push ebx

call _RtlDispatchException@s
or al, al

jz short loc_7C92EBBOA
pop ebx

pop ecx

push %)

push ecx

call _ZwContinue@8

jmp short loc 7C92EB15

loc_7C92EBGA:

pop ebx

pop ecx

push 5}

push ecx

push ebx

call _ZwRaiseException@l2

BAEEIRIZER - 7E

; RtlDispatchException(x,x)

3 ZwContinue(x,x)

; CODE XREF: KiUserExceptionDispatcher(x,x)+1071]

; ZwRaiseException(x,x,x)

EEEINMAUTBENRES R REBNIRET, NTEFE !

FE -39



EAEEIRIZEELL -

i DbgkForwardE xception 4 # illid
FRiE (-2

EIP i F1KeUserExceptionDi
RHEPM!

W MDbgkForwardException & & Wik 1'
WO (Eoaue) -:

il fiDbgkF orwardException 4 i 5% ¥
WO (W) ‘

kForwa N Xj
<ﬁ=/mi\ D a—

— ”’j\ ForwardException ———.Y ..
"':—._._“ '
N :

| HMMMM?‘&!HHHZ
cl—&ﬂtl

——

iN
i
i RtiDispatchException
L - emey I—
LY.
ETRUE

Li N
—
| W MKiDebugRoutine= 24 o B (i =
| (W=ane)
| T— e —— S e —————]

|
|
!
v
|

e

Al KeBugCheck Exi® 1 K i
:r i (A 1E)
A ZwTerminate Thread ¥ i X AT |
Hmﬁﬂﬂ: WRiE (WLERIE) {
Y
il it KeContext ToKframes$§
CONTEXT# #4¢ ] Bl TrapFrame &

«»

=
F
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