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Windows i it #4:  0x80123456 > | EVENT

0x80123457
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2} /I:TJ m ?.J‘.jt% /i\ % % | 0X80123459 S — ETHREAD

EETHENAEPHE—KECNORK, RPIEREMEE. TR R, REIRNE, YR
EYURHBPITAHMHAENSGRE. B, BERAHTSIBERUIE—MARNR, MTEREZXTAKIRE
WItEFRIARERD, BREIDRSEIR.

1.1.2 ARFE
EPROCESS (HAZLEMI{K) SAYOXCHRABNLAL F10bjectTable (_HANDLE_TABLE) FIAJ0x0RFEAIA R TableCode
MEARE,

@: kd> dt _EPROCESS
nt!_ EPROCESS
+0x000 Pcb : _KPROCESS

[+9x0c4 ObjectTable : Ptr32 HANDLE_TABLE]|

©: kd> dt _HANDLE_TABLE
nt! HANDLE_ TABLE
[+ox000 TableCode - Uint4B|

BATRILTEERAPITHA—N RS, ARRH10RTHIHEREEE, XFRIIMAIUEIRKRPILEIEL0
TRENVERNARMRER, KEALGEII TAEHET

1 #include <windows.h>
2 #include <stdio.h>
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3
4 int main(int argc, charx argv[])
s {
6 DWORD pid;
7 HANDLE hProcess;
8
9 HWND hwnd = FindwWindow(NULL, "it®28");
10 GetWindowThreadProcessId(hwnd, &pid);
11
12 for (Aint i = 0; i < 10; i++)
13 {
14 hProcess = OpenProcess(PROCESS_ALL_ACCESS, TRUE, pid);
15 printf ("A#& : %x\n", hProcess);
16 1
17
18 getchar();
19 return 0;
20 }
rcite e i
iR (E) EE ) FEHH)
int main{int argc, char= argu[]) | [i}
4
E:H:IEEEP;:;DCESS; l_ toe e c | c |
HUND hund = FindWindow(MULL, "3+EI38"); Mcl ! | : | : | e
GetWindowThreadProcessId{hwnd, &pid}; MR | 4 | 5 | I | % |
For (int i - 8; i < 18; i++) Msl 1|2|3| |1fx
¢ hProcess = OpenProcess(PROCESS ALL_ACCESS, TRUE, pid): ' | 0 | +;-| , | | = |

printf("/GJ4f. %x\n", hProcess);

getchar();
return 8;

EEBN7EWindbgH A Iprocess 0 0K F| Test.exefi#

AProgram FilesiBicrosoft ¥isunal Studio\ByProjects

SLEMRIAE, AT EFRIEY890ddT778 ¢
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@: kd> !process @ @

*¥¥*% NT ACTIVE PROCESS DUMP ***x*

Failed to get VadRoot

PROCESS 89a3283@ SessionId: none Cid: @ee4 Peb: 00000008 ParentCid: 0000
DirBase: Qa3c@@20 ObjectTable: el@0@e@8 HandleCount: 263.
Image: System

Failed to get VadRoot

PROCESS 890dd778 SessionId: @ Cid: @e8c Peb: 7ffd90@@ ParentCid: ©7e4
DirBase: @a3c@3e@ ObjectTable: el@c7368 HandleCount: 27.
Image: Test.exe

¥ & {EFdt_EPROCESS 890dd7781E R IUEMAT R TIXIRATE, #HEIM R ObjectTable :

@: kd> dt _EPROCESS 890dd778
nt!_EPROCESS

+0x000 Pcb : _KPROCESS

+0x06¢c Processlock : _EX_PUSH_LOCK

+0x070 CreateTime : _LARGE_INTEGER ©x@1d935dc” 47a70a45
+0x078 ExitTime : _LARGE_INTEGER ©x@

+0x080 RundownProtect : _EX_RUNDOWN_REF

+0x084 UniqueProcessId : 9x00000e8c Void
+0x088 ActiveProcesslinks : _LIST_ENTRY [ ©x805637b8 - ©x8962b998 ]

+0x090 Quotalsage : [3] ©x5c8

+0x09c QuotaPeak : [3] ©x5c8

+0x0a8 CommitCharge 1 @x73

+0x0@ac PeakVirtualSize : 0@xf02000

+0x0b0 VirtualSize : 0xfo2000

+0x0bd SessionProcesslinks : _LIST_ENTRY [ ©xbadd8014 - ©x8962bSc4 ]
+0x0bc DebugPort : ©@x89926590 Void

+0x0c0 ExceptionPort : Oxel5a@bl8 Void

+0x0cd ObjectTable : Oxel®c7368 _HANDLE_TABLE

BIR#AXDERMILE) T ARKROAME, B0 TERTRAI0xe26a000 !
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@: kd> dt _HANDLE_TABLE @Oxel®c7368
nt! HANDLE_TABLE

+0x000 TableCode : Bxe26fa000

+0x004 QuotaProcess : ©x890dd778 _EPROCESS
+0x008 UniqueProcessId : ©x00000e8c Void
+0x00c HandleTablelock [4] _EX_PUSH_LOCK
+0x01c HandleTablelist : _LIST_ENTRY [ ©x80564aa8 - 0Oxelc6f724 ]
+0x024 HandleContentionEvent : _EX_PUSH_LOCK
+0x028 DebugInfo : (null)

+0x02c ExtralInfoPages : @no

+0x030 FirstFree : @x7a8

+0x034 LastFree 1 0

+0x038 NextHandleNeedingPool : ©x800

+0x0@3c HandleCount 1 @n27

+0x040 Flags 1 0

+0x040 StrictFIFO : Byo

AERRTOMERZHENEIEWiIndowsE EEIRBFMEFHERA, RITAMNKIBTHUANEENSFT, M
FEAFT, MBNEIFFAERNAMNEE 4T, BILEHRITRERS AREDRR PRI RH A
ik, MBBEAXINAR | ARRMhIL + A1 [ 4* 8,

Ft, BeATER—EM7ac, FIHBIEXMNBIRNZITR, FJUEEAdg 0xe26fa000 +0x7ac /4 * 8¥5HHKILE, 40
TEFRTRENTUERB 10T —FHNOMERAS, XURIFHAITFAERRIL0TAKIR !

dg Oxe26fa@o0 + Ox7ac / 4 * 8

eolfofff"
eolfofff"
eolfofff"
eolfofff"
eelfefff"
PoOfOL1ff"
021f0003"
001f0003"

8962b8fb
8962b8fb
8962b8fb
8962b8fb
8962b8fb
8983fdc9
89706229
89853e51

eelfefff"
eelfefff"
eelfefff
eelfefff"
eolfofftf"
0eofe37f"
0eofe37f"
oeofeelf”

8962b8fb
8962b8fb
8962b8fb
8962b8fb
8962b8fb
899282b9
899282b9
el718ab9

KRIEEH

AMBRIBIREENF T, TESAENERD !

63

47

31 15 0

[1]

[2]

[3] [4]

5 HIHHmINFET (48-63) , BEFHRE (—EER0) ,
HAR, FINSRITINNED !

(T 24 SetHandlelnformationiX /N

ot
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1 SetHandleInformation(Handle, HANDLE_FLAG_PROTECT_FROM_CLOSE,
HANDLE_FLAG_PROTECT_FROM_CLOSE) ;

BABMUFTHEWEE A2, XEHEJIHANDLE_FLAG_PROTECT_FROM_CLOSEZ=RY{E0x00000002, EX T H
REFPTEAZE—HINSMAFETF, FLE—BHRELHERZ0x0200 ;

BB i FET (32-47) , RIFIAIEED, F4A0penProcessEENEAR, EEFMENETE
OpenProcessEIE I E— PN BH IV HIE ;

=EAMBLEIS © Hit4F T (031) , BOURTEAERDITF XA ZDRRINMENL, BLURRZD
MELATHE (B ORIHE NBEMAREKRT) , BAIRRXHAZTREEEE—EITSEFMR
IMENO, FEMBIFEMFRHNR XN RIENZFBE it

AVEFE S

_OBJECT_HEADER

B EXHES], BT R ORKRINEVE2M A LUREE N REHE, BEXMIHERNHREEN
AIFFL, ARHNREFLBRE—1ox18FHA_OBJECT_HEADEREH), XE2ARKIRAIKLER, Bt 2idM
OX18FE T IAF BHREMEE— PR AMNAE,

@: kd> dt _OBJECT_HEADER

nt!_ OBJECT_HEADER

+@x00@ PointerCount : Int4B

+0x004 HandleCount : Int4B

+0x004 NextToFree : Ptr32 Void

+0x008 Type : Ptr32 _OBJECT_TYPE
+@x00c NameInfoOffset : UChar

+0x00d HandleInfoOffset : UChar

+0x80e QuotalnfoOffset : UChar

+0x00f Flags : UChar

+0x01@ ObjectCreateInfo : Ptr32 _OBJECT_CREATE_INFORMATION
+0x010 QuotaBlockCharged : Ptr32 Void

+0x014 SecurityDescriptor : Ptr32 Void

+0x018 Body : _QUAD

FH

BT OB EH MK A NREERSHEREFMAE S, LULRAR|RIFXER ; BRIEbZAFATIERTIX
SENRCIL eSS papei 2 IIE

1.2 £/FaiRk

ZEBAF Y BEAMR SRS T HEMANOMRE, MEF LEEWIndowsiBFRAELBE—TERAWK, I
Bitiz, ARTREEITH, BEREXKKRP. SDHENLEZHE—THE—RES, BIPID. CD (FA()E
ESEESEPEIUFIHEZNPID) , X MERZRERDRKRPHIERS,

AT LOEIT A0 T EIRIEPID. CIDRIXEHIE. KIENARKNR, SNFIEINARNRAERELBEAW
% (PsdCidTable) :

1 PsLookupProcessThreadByC-id
2 PsLookupProcessByProcessId
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3 PsLookupThreadByThreadId

EAWTEN T HELENOMERRIZLLE E 2, ENERNTEFR, 2BOWKRNANTLLESERIR
FiTableCodeXRER, ZTableCodeFVE2MIENOR, NMFRTEF/AMKRHA/NIE—TIHILE4KB (4096 TF
) , 5120NFKRM, LTableCodeMME2NIEN1IEY, ERMBZ RN, F—TIEMEHNTIR1024 N 04E, S S
BAEEELRMFRE (AR MR, BEMRTIEL1024*5120KI, TableCodeBIEMELULSEHE :

B
—
TableCode B .
—
Bl
B
B .
B N
]
TableCode{f2{# 70 TableCode {24y 11 TableCodeff2{1 2

1.2.1 BERE2RAWE

FATAILOEE Windbg KM E 2 BAMKRARHIZAZMR, BEREWindows EITH—1MitHESR, EESERE

P EEHIPID :

AR - 6
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I E EWQ EF0 AL FEER

=101 1 | R

mARE #E |pe R |Be |

RS E R

| rpzn|

RF&

| ceul

cale. exe
spoolsy,
swchost,
swchost,
swchost,
swchost,
swchost,

M=DEY. EXE

lzass. exe

Wmiprwse. exe

exe
L34~
exe
exe
exe
exe

wmacthlp. exe

HETWORKE SERVICE
Admini strator
SYSTEM

LOCAT. SERVICE
HETWORE SERVICE
SYSTEN

HETWORE SERVICE
SYSTEM
Administrator
SYSTEM

SYSTEM

ao

B,
oo 4,
oo 3,
oo oo,
0o 4,
oo 5,
oo 14,
oo z,
oo 5,

F17 « |
8,

AAGEmEIRTE

£ic - AmK

_{o x|
gig (B) =& FEBh
| 0.
I Backspace CE | C
MC T i 9 ! sqrt
ME 4 = B * %
M= 1 2 3 - 1/x
M+ o | +/- + =

BAHEEEWiIndbgPHBI2[AMEK, BIE—MENHIIL/RAMKEMLL, AREREHFTLIRTE

BARER, XEBERITableCode, fE2fIN1, NMRTXEZENEBAMNE !
@: kd> dd

805638c0
805638d0
805638e0
8056380
80563900
80563910
80563920
80563930

PspCidTable

el002c98
0000000
0000000
000000
0000000
0000
00000000
00000000

000BR02
000Beo
00000
000000
00000
000
00000
00000

©0oLee
©0oLee
000000
0000000
000000
0000
0000
0000

©@: kd> dt _HANDLE_TABLE el002c98

nt!_ HANDLE_TABLE
+0x000 TableCode
+0x004 QuotaProcess

(null)

00000000
00000000
00000000
00000000
00000000
0000
00000
00000

: Oxelod4001

AEZROMERER TENMBAE SFIMIZR5 | RSB H512, £APID/4FH3T6, NRTERBER KK
M, (1A ZETableCodeBUE2 M BRFEIREIE —IKFRBVBMIL, FAGIRIEZRS [T EHEERARM RATHIL |
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@: kd> dd
elo44000
elod4010
elod4e20
ele44030
eloe44v40
el044050
elod4e60
ele44070
0: kd> dq
elo05bco
eleo5bde
el0e5bed
eleasbfo
el005co0
elees5cle
elee5c20e
el005c30

@xelo44000

€1005000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
eloo5000

00000000"

ele45000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

+ Ox5e0 / 4 * 8

8962b911

00000000
00000000
©0oeacc”
000005ac”
00000000
00000428
00000f18"

897aald9
89816021
51515151515]1515)
00000000
894954cl
51515151515]15]15]
51515151515]1515)

00000e90"
00000000"
©00R370"
0000eR0"
©0000000"
00000c18"
00000848"
006 Cc4"

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
8984a801
00000000
89694659
8980de01
00000000
00000000
00000000

REKE A IRE

2 - A%k

ERISNELRAIMKENEUNEARE, FIEERRIAZN RS F0x185F TIHY_OBJECT_HEADERLE
¥, RIS FE2FHEIMVHE SR A ERILRE#REME, INTEFR, FKil@dImageFileNamelf
EHN N2 BAHEN SR

@: kd> dt _EPROCESS 8962bS1@

nt! EPROCESS
+0x000 Pcb
+0x06¢c Processlock
+0x070 CreateTime

+0x174 ImageFileName

_KPROCESS

_EX_PUSH_LOCK

_LARGE_INTEGER ©x01d935dc 3e3fd776

[16]

"calc.exe"
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