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1 RFEE

WindowstIAEFEERRE 709, HNVRUERBHIS—ITRAENTS, PRUINUK MR EIRE)22MW
A, ERFI&MEMIRMNFEIEIERRY, YIEtut, YRR MFAIEERN, N7 BRI TEFRITEIBYERTIARR
THARE, H. BRERBEEFRR. X5, FIIFEXNWindowsREFEEE—EHBIINIR,

1.1 MU EIE

1.1.1 FHFZZE || a9t %o

B HEANE B CRI4GBA Mt 28 8], XERATZRIMF PR & f22IR), X4GBRIL MM ZEE]AI%] 53
REUITEFR. BASMEERX LH4GBIAFZEHE, BXFF ERBE2HIANEZERIAUER, S26HRW
FZEEZEAN. FRitzs, JITFILURIEINTERE, 4cBZEFREAFRARMARK ARG,

MZEEHHREXNAKBREARRARITN. TR ZEEEAKZER, EEREEICRAMINSE

BRN, XBEFAHIES HEBER.

AR A X 0x00000000 - 0X0000FFFF
P X 0x00010000 - 0x7FFEFFFF
64KBIE A X 0x7FFF0000 - OX7FFFFFFF
P 0x80000000 - OXFFFFFFFF

AT, ERBEI—MERFLEMmIEER, XBEERFOEAKZENA I, EEIX T HERE
WA BB RN PI IR D ECH A IBHITRIR, XEFIZHR, sJUBTES. BRIMEETELR
TRRAFRENAMHNNER, tREAENE26AEFERE, XRFRAFRHENS26HNEERER
B, EitE26HtTERD, EAEEXNARNEEHERNK, MAFZEFMUIERIRN & 7o

1.1.2 FAPZE a4 it &R

EWindows TR P ZE (B 4k 1 ik Bodid "R — XA NHTTER, EXEHNEAWindbg KRE—TEK
EUEEEN,

HENTATLUEIIED | lprocess 00, PEEHR—1NHIE, TETHHIZLEME_EPROCESS, TEZLEMAROX11R
IR FVadRoot (Vad, Virtual Address Descriptor, FEHUMHHERE) , X NHRICE HaHE& EithZe
BFERZXN (BRATAIUMZAVadi) , EXNMAtIER — RED mpvtit, (EEEMNE— TR
IR T R S A& MMIEZEE], )
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kd> dt _EPROCESS 89413020
nt! EPROCESS

+0x000 Pcb ! _KPROCESS

+@x06¢c Processlock ¢ _EX_PUSH_LOCK

+0x070@ CreateTime : _LARGE_INTEGER ©x01d9e231 136bd85e0
+0x078 ExitTime : _LARGE_INTEGER ©x0

+0x080 RundownProtect ¢ _EX_RUNDOWN_REF

+0x084 UniqueProcessId : ©x@00006ac Void
+0x088 ActiveProcesslinks : LIST_ENTRY [ ©x805637b8 - 0x894fbe28 ]

+0x090 QuotaUsage : [3] ex1688

+0x09¢ QuotaPeak ¢ [3] ex1788

+0x0a8 CcommitCharge ! ex131

+@x0ac Peakvirtualsize : ox233e000

+@xebo virtualSize ! 0X233e000

+0x0b4 SessionProcesslinks : _LIST_ENTRY [ @xbaddeel4a - ox894fbeS54 ]

+@x0bc DebugPort ¢ (null)

+0x0c@ ExceptionPort : @xel1372030 Void

+0x0c4 ObjectTable ! @xel1903d68 _HANDLE_TABLE

+0x0c8 Token : EX_FAST REF

+0x@cc WorkingSetlLock : _FAST MUTEX

+@x0ec WorkingsSetPage ¢ @x196el

+0xofe AddressCreationLock : FAST MUTEX

+0x110 HyperSpacelock : @

+0x114 ForkInProgress ¢ (null)

+0x118 HardwareTrigger : ©

+0x11c VadRoot 1 @x89cc74be void
_MMVAD

VadRoot 3 Wz AYSE B SCFR_E LR _MMVADEEAI(R, B RRIZEMENER - XMERBvEHEREE, (AU
BT BRSBTS M BV M OIS N ER ERYIAIR ¢

kd> dt _MMVAD @x89cc74be

nt! MMVAD
+0x000 StartingVpn ! 9x190
+0x004 EndingVpn t ex19f
+0x008 Parent : (null)
+0x00c LeftChild ! 0x89a3ef698 _MMVAD
+0x010 RightcChild ! 0x894f4968 MMVAD
+0x014 u : __unnamed
+0x018 ControlArea : ©xlae70004 CONTROL_AREA

+0x01c FirstPrototypePte : 0x89ad8498 MMPTE
+0x020 LastContiguousPte : @x00300012 MMPTE
+0x024 u2 : __unnamed

BEMERETRANS T

1.

Hw

StartingVpn | HEIT S NAIREFEEEIERAAMIE (U ENAL, B4kB) , HRILAFIFIZFR 3T
[Z BYR24AAIIE 790x190000,

EndingVpn : HEI T R NHNRENEEIERUE (UTTARNM, B4kB) , EIEAFHSLFR R
Rz Y45 R B 79 0x19f000,

Parent : X P mtllk, AHIFABETR, BEXTR, FAUAZE,

LeftChild : - Fixihiit,

RightChild : A F ik,
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6. u: ATFRTAEBM.
7. ControlArea : ¥4I X 15,

EAEEIRIEEL - AEER

FEREAFHEA TS, MELEEIES | dt MMVAD ik, R—E—EHRERMENTR

kd> dt MMVAD ©x89cc74bo
nt!_ MMVAD
+0x000
+0x004
+0x008
+@x00c
+6x010
+0x014
+0x018
+0x01cC

Startingvpn
EndingVpn

Parent

Leftchild
RightcChild

u

ControlArea
FirstPrototypePte

+0x020 LastContipuousPte

+0x024 u2

kd> dt _MMVAD @x89aef698

nt! MMVAD
+0x000
+0x004
+0x008
+0X08c
+0x010
+0x014
+0x018
+0x01c

StartingVpn
EndingVpn

Parent

Leftchild
Rightchild

u

ControlArea
FirstPrototypePte

+0x020 LastContiguousPte

+0x024 u2

IRIET R — IR, FRE R 5 StartingVpn.  EndingVpn A FEREX L Mithit X ia], FILIE(TILAEE

 ex19e
: ex1of

(null)

! @x89aefe98 MMVAD
! 0x894f4908 MMVAD

__unnamed

: ©x1la@70004 _CONTROL_AREA

: 0x89ad8498 MMPTE
! 0Xx00300012 MMPTE

: __ unnamed

T Bx20

i Bx20

! ©Ox89cc74be _MMVAD

! Ox89aee718 _MMVAD

: Ox89b17bde MMVAD

: __unnamed

. Ox0ae6eeed4 CONTROL_AREA

! Oxee657645 _MMPTE
: Ox00000002 _MMPTE

: __unnamed

BOFE FMBXFE NG, RERELIEMIXEIRR &R ] R EI1ER R,

WindbgRfit T —NEIRFERVIES © lvad IRTI 33, ZIER RIS HAAEARER LI INIERIER (23

TEMAMIE, TRER. KiEtutXE, AEXEE. AEBEEFS)

kd> !vad ex89cc74be

VAD Level Start End Commit
8%aee718 2 10 10 1
89aef698 1 20 20 1
89d6d2e8 4 30 3f 9
89be14bg 3 40 7f 4
89b17bde 2 80 82 2]
8%9ailbd2e 3 20 18f 36
89cc74be @ 190 19f 6
g8oafaefg 4 1a0@ 1af 2]
89boddsg 3 1be 1c5 2]
894f4580 4 1de 20c 2]
go4f3deo 2 210 250 2]
894f3d3e 5 260 265 2]
894f3dee 4 270 2be 2]
894f3a60 S 2ce 387 2]
89ae31c8 6 390 39f 8
894f4fsg 7 3a0 3a0 1

ControlArea

BLBAVEE T BRI R|ERB0E S AR, MAIMRE—TRRC ControlArea, ERIFHE—TEMIA

_CONTROL_AREA.

Private READWRITE

Private READWRITE

Private READWRITE

private READWRITE

Mapped READONLY Pagefile section, shared commit @x3
Private READWRITE

Private READWRITE

Mapped READWRITE Pagefile section, shared commit ex3
Mapped READONLY \WINDOWS\system32\unicode.nls
Mapped READONLY \WINDOWS\system32\locale.nls

Mapped READONLY \WINDOWS\system32\sortkey.nls
Mapped READONLY \WINDOWS\system32\sorttbls.nls
Mapped READONLY Pagefile section, shared commit ex41
Mapped EXECUTE_READ Pagefile section, shared commit ex4
Private READWRITE

Private READWRITE
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HAVEE X TR ZFilePointerf{ 5, LWXMEAZHIHE, XIRNEMREPrivatetE!, it

Rz
kd> dt _MMVAD 0=81£79a30
nt | _MHVAD

AAEEIRIEER - AEE

HEBCHIAEN

+0=x000 StartingVpn O=xabl
+0=x004 EndingVpn Q=xabl
+0=x008 Farent (null)
+0=x00z LeftChild 0=z820de628 _MMVAD
+0x010 EightChild O0x2Z0=10d4d3 _MMVAD
+0=014 u : unnamned
+0x018 Controlirea o 0=81fib9k00 _CDHTEDI_AEEA|
+0=01c FirstFrolotypelte : U=elfdiits  HHPTE
+0x020 lastContiguousFte 0==18443583 _MHFTE
+0x024 u? unnamed
lkd: dt _COHTROL_AREA EI:-:Elf]:thEIEI
nt! CONTROL_AREA
+0=000 Segment Olx=1844318 _SEGHEHT
+0=004 Dereferenceli=t _LIST_EHTEY [ 0=0 — 0=0 ]
+0=00z HumberOfSectionBEeferences © 1
+0=010 HumberOfPfnReferences : 0
+0=014 HumberCfMappedViews : 1
+0=018 HumberCfSubszections : 1
+0=01la FlushInProgres=Count : 0
+0=01c HumberOfUzerFeferencez | 2
+0x020 u unnamned
[+0x024 FilePointer fnully |
+l=zlse Wailtingborbeletion Lnull)
+0=02c HodifiedWriteCount 1]

+0=02e HumberOfSys=temnCacheViews : (0

HZEAAZHFERT, WRRHAANFIMappedE, BB T HMAERAH (DLL. EXEF) ERES
> FRATRAET ARR 3 W A9 E5 K _FILE_OBJECT, @i E A} 53 FileName X8 BREY S {4 RIS 2o
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kd> dt _CONTROL_AREA 0x81f967a0

nt!|_COHTROL_AREA
+0=000 Segmnent Nxelech2fd SEGHENHT
+0=004 Dereferenceli=t _LIST _EHTEY [ 0=0 — 0=0 ]
+0=x00z HumberQfSectionFEeferences @ 1

+0=010 HumberQOfFfnEeference=s : 0x738
+0x014 HumberOfHappedViews 0=l5
+0=0183 HumberQfSubszection= : &
+0x0la FlushInProgres=Count : 0
+0x01lc HumberQfT=zerFEeferences lxla
+0=020 u unnamned

[+0x024 Filefointer E
+U= altingkorleletion

all;
+0x02c MHodifiedUriteCount i{&ﬁ
+0x02e HumberQfSy=temCachePiew=s : 0

0x820b0328 _FILE_UBJELCT |

kd> dt _FILE OBJECT 0x820b03a8
nt!_FILE_OQOEJECT
+0=000 Twpe Onk
+0=002 Size nll?
+0=x004 Devicelbiect Nx8le222i8 _DEVICE CBJECT
+0=008 Vpb Nx82077fa8 _VPB

+0x00z F=Context
+0=010 F=Context?

Nxz=l58ad90 Void
lxz=l144=2498 Void

+0=014 SEDtanOb1EDtPDlnter ;o 0x820fb2cd _SECTION _OBJECT POINTERS
+0x013 PriwvateCachelap (null)
+0x0lc FinalStatu= : On0
+0=020 REelatedFileObject : (null)
+0x024 LockOperation S |
+0x025 DeletePending n "'
+0x026 Readiccess 0=l "'
+0x027 WritedAccess n "'
+0=x028 Deleteliccess o
+0x029 SharedFead 0=l "'
+0x02a SharedWrite 0=l "'
+0x02b SharedDelete 0=l "'
+0=02c Flags Nx44040

_UHICODE _STRING " ~WIHNDOWS-=ystemaZ-kernelaz dll'|

I+DHD3D FileHane
+U= LurrenEEvtEUttset .

+0=040 Waiters
+0=x044 Busvy

_Laklk THTBEGER D=l
n
1]

+0x048 La=tLock (null)

+0x04c Loclk _KEVENHT
+0x05c Event _KEVENHT
+0xl6c CompletionContext (null)

_MMVAD_FLAGS
£_MMVADZEMIARE— A 5u, EEmBE TR —

union {

[ERLEH

“Muniontt

1

2 ULONG_PTR LongFlags;
3 MMVAD_FLAGS VadFlags;
4

}ous

BARAEMIMHRR, B2—RIEN TR EAvVadrlagsil 5, ZRME—NEHIA_MMVAD_FLAGS :
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kd> dt _MMVAD_FLAGS ©x898ded10+0x14
_MMVAD_

nt!
+0x000
+0x000
+0x000
+0x0008
+0x000
+0x000
+0x000
+0x000
+0x000
+0x000

FLAGS
CommitCharge
PhysicalMapp
ImageMap

NoChange
WriteWatch
Protection
LargePages
MemCommit
PrivateMemor

ing

y

eye

XERMNEBTHEUTINEZRIMA !

1. CommitCharge : R ARIIREYIETINEE,

2. ImageMap RNHUFIRTME THREXH (B8

7150

a.

b.

4 Mapped
8 Private
1 Mapped
1 Mapped
5 Mapped
1 Mapped
5 Mapped
5 Mapped

Exe

Exe
Exe
Exe
Exe
Exe
Exe

: 0y0000000000000000100 (0x4)
: oyo
: oyl
UserPhy51calPages :
: Pyo
: oye
: Qyee111 (@x7)
: oyo
: oye
: yo

AAEEIRIEEIL - REERE

RABITXH) , B, WG T, Ao, MF

EXECUTE_WRITECOPY
READWRITE

EXECUTE_WRITECOPY
EXECUTE_WRITECOPY
EXECUTE_WRITECOPY
EXECUTE_WRITECOPY
EXECUTE_WRITECOPY
EXECUTE WRITECOPY

1. Protection : i%n‘élﬁuiﬂ‘ WT;W&E’JEL&L, BB -

2. PrivateMemory : R HAE1E

EES

898ded410 1 400 426
8988ace@ 5 560 65f
899bd3a8 4 76d70 76d91
89ae23e8 5 77bdo 77bd7
89ae2418 6 77da@ 77e48
89c37ecO 7 77e50 77ee0@
898913f0 3 7c800 7¢91b
898de3ed 2 7c920 7¢9b3
1 : READONLY :

2 EXECUTE : ‘Hﬁm

3 : EXECUTE _READ : aJH1T. %
4 . READWRITE : &, B
5 : WRITECOPY : B
6

7

1.1.3 Private Memory
MU ES, A7ED FPrivateflIMappedZEEY :

1. @i VirtualAlloc/VirtualAllocExERIEBIFL E PrivateZE BY N TZ,
2. i@ CreateFileMappingRETFYFLEMapped KB NTZ,

VirtualAlloc
AR SEFRER —TVirtualAllocBEER, EFHITEIBM T EIERF !

LPVOID VirtualAlloc({

LPVOID 1lpAddress,

DWORD dwSize,
DWORD flAllocationType,
DWORD flProtect

}s

: EXECUTE_READWRITE : A[#117. iE. &
* EXECUTE_WRITECOPY : B[#117. B# M
B =2PrivateZ$BIATE, BENL, MREEE, 70, NiHEEEMappedZE,

lvadFTBREKRH, ImageMap H1HNEERRH — P ExeF AT ERAVARIR :

\Documents and Settings\Administrator\

\WINDOWS\system32\apphelp.dll
\WINDOWS\system32\version.dll
\WINDOWS\system32\advapi32.dll
\WINDOWS\system32\rpcrt4.d1ll
\WINDOWS\system32\kernel32.d1ll
\WINDOWS\system32\ntdll.d1l

(Jh=43E5)
(ZRHREHMHRHZYIER)
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VirtualAlloc BB —HE 4T SE, HENSHNE XAIERIT :

1.

4

IpAddress | FBERIFACIRAEFEHIIL, FELESE - 1TBMdwSize, MNRBIBENAEHSHE, WX
Hig, MRENFHHEFZELRS Efu‘ VadWF HE it X (8] o] LA FRIF, SFZLEERm, PR
BUEANTAILUXAMERANULL, RAMREERR—EH S BNAREZEE,
dwsize : BERIFHAEZEEIA/D, AR pAddresstI{EIENULL, 3§|3AlpAddress&d:nsi’@iJJ:E'Ji,m,
I[pAddress+dwSize-1FLB AR R, ZEXME0x1000 (4KB, BENI—1HIETT) RVEEEUE
flAllocationType : S ECHYSERY, BHFRFHAER! .

a. MEM_COMMIT : 8@ mH 2B IER

b. MEM_RESERVE : HEI|ET R, AoEYIER
flProtect : 1RIPEME, BIUIPAGE_READWRITE. PAGE_READONLY,

TR T SHNEXZERITAILREE —ERE2REE, RAEEMVirtualAlloc :

#include <windows.h>
#include <stdio.h>

LPVOID 1pAddress;

void main()
{

printf("Start ...\n");

getchar();

printf("VirtualAlloc ...\n");

lpAddress = ::VirtualAlloc(NULL, 0x1000*2, MEM_COMMIT,
PAGE_READWRITE) ;

printf("lpAddress: %x \n", 1lpAddress);

getchar();

(R
HOOVWOWNOUDWNR

[ -
DNwN

}

FRBIHAITRIFRIT, BTFERT getcharBI AR REFLE, BEWindbgRE—TVadit, AEBEEE
F, BIE—T, BFKEVadiy :

kd> !vad 0x898b9900

VAD  Level Start End Commit

89a2bads 1 10 10 1 Private READWRITE

89c16498 2 20 20 1 Private READWRITE

8998618 3 30 12f 3 Private READWRITE

89891ae8 4 130 132 @ Mapped READONLY Pagefile section, shared commit ox3
898db77@ 5 140 23f 3 Private READWRITE

89d82fag 6 240 24f 6 Private READWRITE

898db7de 7 250 25f @ Mapped READWRITE Pagefile section, shared commit ex3
8obeleds 8 260 275 0 Mapped READONLY \WINDOWS\system32\unicode.nls
89bc6eds 9 280 2bc 0 Mapped READONLY \WINDOWS\system32\locale.nls
89bd6070 10 2c0 300 0 Mapped READONLY \WINDOWS\system32\sortkey.nls
89¢2c6a0@ 11 310 315 0 Mapped READONLY \WINDOWS\system32\sorttbls.nls
89be23ce 12 320 360 0 Mapped READONLY Pagefile section, shared commit @x41
89¢688b8 13 370 37f 8 Private READWRITE

89¢89348 14 380 382 0 Mapped READONLY \WINDOWS\system32\ctype.nls
898bo%ea o0 400 426 6 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft visual Studio\MyProjects\VATest\Debug\VATest.exe
899d5c90 3 430 52f 8 Private READWRITE

898dedee 2 7c800 7¢91b 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\kernel32.dll
89d32bae 1 7c920 7c9b3 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\ntdll.dll

898ccafg 3 7f6fo 7f7ef 0 Mapped EXECUTE_READ Pagefile section, shared commit ox7
8995288 2 7ffao 7ffd2 0 Mapped READONLY Pagefile section, shared commit 0x33
89d39708 3 7ffds 7tfds 1 private READWRITE

goafsebs 4 7ffdf 7ffdf 1 private READWRITE

Total VADs: 22, average level: 6, maximum depth: 14

EHIT5EVirtualAlloc/s, FroBE T — AN A0x200089A7ZZEE] (0x390000-0x391000) , RTEEMHBIIN T
VirtualAllocB9 &,
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kd> !vad ex898bogee

VAD  Level start End Commit

89891ae8 2 130 132 © Mapped READONLY Pagefile section, shared commit ©ox3
898db770 1 140 23f 3 Private READWRITE

89dg2fas 3 240 24f 6 Private READWRITE

898db7ds 2 250 25f © Mapped READWRITE Pagefile section, shared commit ex3
gobeleds 4 260 275 © Mapped READONLY \WINDOWS\system32\unicode.nls
89bc6ed8 3 280 2bc © Mapped READONLY \WINDOWS\system32\locale.nls
89bd6070 S 2c0 300 © Mapped READONLY \WINDOWS\system32\sortkey.nls
89c2¢6a0 4 310 315 © Mapped READONLY \WINDOWS\system32\sorttbls.nls
89be23¢co0 6 320 360 @ Mapped READONLY Pagefile section, shared commit ox41
89c688b8 5 370 37f 8 Private READWRITE

89¢89348 6 380 382 @ Mapped READONLY \WINDOWS\system32\ctype.nls
Boce7aco 7 390 391 2 Private READWRITE|

898b9900 © 400 426 6 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft Visual Studio\MyProjects\VATest\Debug\VATest.exe
899d5c90 3 430 s52f 8 Private READWRITE

89sdedeo 2 7c800 7c91b 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\kernel32.dll
89d32bae 1 7¢920 7c9b3 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\ntdll.dll

898ccafs 3 7f6fe 7f7ef © Mapped EXECUTE_READ pagefile section, shared commit ox7
899e5288 2 7ffae 7ffd2 @ Mapped READONLY Pagefile section, shared commit @x33
89d39708 3 7ffds 7ffds 1 Private READWRITE

89afsebs 4 7ffdf 7ffdf 1 Private READWRITE

Total VADs: 2@, average level: 4, maximum depth: 7

g0 ERmd, FfJmeEERB R VirtualAloc EREIFRIENFRIERE T, EREHIEEGERBEBHNIANEZERESF, 2
E—MEEXNNNIEREFZEE, AEFENNEI_MMVADLE #Slﬁsm‘\}][l B3 R FHFZRIVadiR o

5%
BAINEzalNRRER T ERBICES P U fERmalloc. CHHIEFFIUERnewlI AR BIBERNE", NHTATEX
BIEATRUERmAHIE,

ENTAILCRE—TXMNAENARRE, KRR TILEmallocHinew, HILEBREHeapAlloc :

1 malloc -> _nh_malloc_dbg -> _heap_alloc_dbg -> _heap_alloc_base ->
HeapAlloc

2 new -> _nh_malloc -> _nh_malloc_dbg -> _heap_alloc_dbg -> _heap_alloc_base
-> HeapAlloc

HeapAlloc

HeapAlloc@ — NMEHF DI AREFENEY, EEHAEEBIBENTE, EAHeapAllocEEFHEHT#H AFRIRINng0, P
KU EeRENREZERIRERSRIENTE. B2 HeapAllocRNRITEHF D ERZNE ? X K BIFHERIERE, 3

LR LR R ER GBI AR VirtualAlloc BREF A D ECHY— ARIRATFEX I, HeapAllocIER @M X M2 ECEIA
FXIH PR H— 3B REA.

B — N ECIRSRIERR, fHvirtualAllocBER— MMt A ™Y, FE—XRMMRERAIEMEMELAE, mMA
TR AKBIYEEEE, MHeapAllocMIZELITFEER, MBS TH:&‘ Bt A7 (VirtualAlloc) BOLSHARIESE—/)\
BB, HAIEWNE, HeapAllocH A BEEMIZIERARIENTE, MeEEEEMN i EREFE D E/)RAFH

ERER, XA TIRENESRIME, BN ERIRERANFH,

%
RESSMME—1F, WD EIFHIANG, EZEAAFFEEHeapAllocXMAPIRFITHES, FINERMER, fla
BIER— B EERREREX.

AL}
FENAIUE—EBARE, SEVadiRKIEE— TN LEANRE,

RFEIE - 8
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1 #include <windows.h>

2 #include <stdio.h>

3

4 int a = 0x4321;

5

6 void main()

7 {

8 getchar();

9
10 int x = 0x12345678;
11 intx y = (intx)malloc(sizeof(int)*128);
12
13 printf("Global: %x \n", &a);
14 printf("Stack: %x \n", &x);
15 printf("Heap: %x \n", y);
16
17 getchar();
18 }

LITIERF, EB—"getcharfZ8, H—TVadiy, EEHSNIT !

kd> !vad 0x899596d@

VAD  Level Start End Commit

89d52ce0 1 10 10 1 Private READWRITE

898d2a68 2 20 20 1 Private READWRITE

89882050 3 30 12f 3 Private READWRITE

89bi8dco 4 130 132 0 Mapped READONLY pagefile section, shared commit ex3
8993e0f0 5 140 23f 3 Private READWRITE

898b6240 6 240 2af 6 Private READWRITE

899ebofe 7 250 25f 0 Mapped READWRITE pagefile section, shared commit ox3
89c81f40 8 260 275 0 Mapped READONLY \WINDOWS\system32\unicode.nls
8986c160 9 280 2bc 0 Mapped READONLY \WINDOWS\system32\locale.nls
89c37d98 10 2c0 300 0 Mapped READONLY \WINDOWS\system32\sortkey.nls
89bc3aa0 11 310 315 0 Mapped READONLY \WINDOWS\system32\sorttbls.nls
8989aac8 12 320 360 0 Mapped READONLY pagefile section, shared commit ex41
89d6ae78 13 370 37f 6 Private READWRITE

89bde5a0 14 380 382 0 Mapped READONLY \WINDOWS\system32\ctype.nls

899596d0 © 400 426 6 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft visual Studio\MyProjects\VATest\Debug\VATest.exe
89dabceo 3 430 52f 8 Private READWRITE

899b55f8 2 7c800 7¢91b 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\kernel32.dll
89cfoeds 1 7¢920 7¢9b3 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\ntdll.dll

89b01538 3 7fefe 7f7ef 0 Mapped EXECUTE_READ pPagefile section, shared commit @x7
89cfoecs 2 7ffae 7ffd2 0 Mapped READONLY pPagefile section, shared commit ox33
89ad8168 3 7ffds 7ffds 1 Private READWRITE

89bclaas 4 7ffdf 7ffdf 1 Private READWRITE

Total VADs: 22, average level: 6, maximum depth: 14

crosoft ¥izual Studio\ByProjects

Global: 422di4
Stack: 12ff7c
Heap: 431caB

RITTERAER —Tgetchar(R2®E, BRE—TVadllf, BIISAUWREZHFTR, HEALLER2REE. BED
TE. i, BEACEANRNFPHUKEERBERN, 2RTEREEFNUIITAENGEN, FRUCHIM
HEFLTEMapped KB ALK (B (BN HATHIZRIVATest.exe X ) !
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kd> !vad ©x899596d0
VAD  Level

89d52ce0
898d2a68
8988a050
89b1sdco
8993e0f0
898b6240
8990bofe
89c81f40
8986160
89¢37d98
89bc3aad
8989%aac8
89d6ae78
89bde5a0
899596d0@
89d4bceo
899b55f8
89cf0e98
89b01538
89cfoecs
89ad8168
89bc1aa8

Total VADs: 22, average level: 6, maximum depth: 14

1

NV A WN

9
10
11
12
13
14

%)

BWNWRENW

400

430
7c800
7¢920
7f6fo
7ffao
7ffds
7ffdf

End Commit

10

20
12f
132
23f
24f
25f
275
2bc
300
315
360
37f
382
426
52f
7c91b
7¢9b3
7f7ef
7ffd2
7ffds
7ffdf

FROOUUVNOONOOOOO OO WO WL

Private
Private
Private
Mapped
Private
Private
Mapped
Mapped
Mapped
Mapped
Mapped
Mapped
Private
Mapped
Mapped
Private
Mapped
Mapped
Mapped
Mapped
Private
Private

Exe

Exe
Exe

READWRITE
READWRITE
READWRITE
READONLY
READWRITE
READWRITE
READWRITE
READONLY
READONLY
READONLY

READONLY

READONLY
READWRITE
READONLY
EXECUTE_WRITECOPY
READWRITE
EXECUTE_WRITECOPY
EXECUTE_WRITECOPY
EXECUTE_READ
READONLY
READWRITE
READWRITE

pPagefile section, shared commit

pPagefile section, shared commit
\WINDOWS\system32\unicode.nls
\WINDOWS\system32\locale.nls
\WINDOWS\system32\sortkey.nls
\WINDOWS\system32\sorttbls.nls
pagefile section, shared commit

\WINDOWS\system32\ctype.nls
\Program Files\Microsoft visual

\WINDOWS\system32\kernel32.d11l
\WINDOWS\system32\ntdll.d1l

pPagefile section, shared commit
pagefile section, shared commit

EAEEIRIEEL - AEER

ox3

0x3

ox41

studio\MyProjects\VvATest\Debug\VATest.exe

ox7
0x33

Z PR, FATRILUENEVirtualAlloc/VirtualAllocEx B R IEFA B AEHIHE—A R

1.1.4 Mapped Memory

BATBHRE—TMappedZE B REF, HELBR(TBIERVadRR LI — M #EHENMappedZ KB NEFREZ FTIE
RTFHY, MappedEBAFZHIS HMHZHZYIRETIRIIE T,

pii s

ST ERR,

=
=

s .

prigs

i 0XEBTE

— P #HFERIVadi, B1REZMappedBINTE, BEANXHFREITTUTZ AREXH, *E
BRIz AREWERT (BlPagefile section, shared commit xxx&F43) o
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kd> lvad ©x899596d0

VAD  Level start End Commit

89d52ce0 1 10 10 1 Private READWRITE

898d2a68 2 20 20 1 Private READWRITE

8988a050 3 30 12 3 Private READWRITE

80b1sdco 4 130 132 @ Mapped READONLY pagefile section, shared commit ox3
8993e0fo 5 140 23f 3 Private READWRITE

898b6240 6 240 24f 6 Private READWRITE

8990befe 7 250 25f © Mapped READWRITE Pagefile section, shared commit €x3
89cg81f4e0 8 260 275 @ Mapped READONLY \WINDOWS\system32\unicode.nls
8986C160 9 280 2bc © Mapped READONLY \WINDOWS\system32\locale.nls
89¢37d98 10 2c0 300 @ Mapped READONLY \WINDOWS\system32\sortkey.nls
80bc3aa0 11 310 315 @ Mapped READONLY \WINDOWS\system32\sorttbls.nls
8989%aac8 12 320 360 @ Mapped READONLY Pagefile section, shared commit ox41
89d6ae78 13 370 37f 8 Private READWRITE

89bdesae 14 380 382 @ Mapped READONLY \WINDOWS\system32\ctype.nls

899596d0 © 400 426 6 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft visual Studio\MyProjects\VATest\Debug\VATest.exe
89d4abceo 3 430 52f 8 Private READWRITE

899b55f8 2 7c800 7c¢91b 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\kernel32.dll
89cfoe98 1 7c920 7¢c9b3 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\ntdll.dll

89bo1538 3 7f6fo 7f7ef @ Mapped EXECUTE_READ Pagefile section, shared commit ©x7
89cfoecs 2 7ffao 7ffd2 @ Mapped READONLY Pagefile section, shared commit ox33
89adg8168 3 7ffds 7ffds 1 Private READWRITE

89bclaa8 4 7ffdf 7ffdf 1 Private READWRITE

Total VADs: 22, average level: 6, maximum depth: 14

HEAEFEH
BINBETHR—THEAEFEMEMN=EE : CreateFileMapping. OpenFileMapping. MapViewOfFileo

CreateFileMapping
CreateFileMappingf{EFA B SIB— ML ERMIED /XXM, HITHIHEEIBSRROW, EEKR -

1 HANDLE CreateFileMapping(

2 HANDLE hFile,

3 LPSECURITY_ATTRIBUTES 1pAttributes,
4 DWORD flProtect,

5 DWORD dwMaximumSizeHigh,

6 DWORD dwMaximumSizelow,

7 LPCTSTR 1pName
8 | )

BHEXIAT

hFile : IEEEMETHIXH IR (HEXMH) HERINVALID_HANDLE_VALUE (HE¥ER) .

IpAttributes : IEELZE2EM, BHEIRFINULL

flProtect : 15 EFRIFEN, MEHMHEXNEZAEFIANNE, = WEEMEPAGE_READONLY.

PAGE_READWRITESS,

4. dwMaximumSizeHighfldwMaximumSizeLow : MBS IERIETE 7 XM RIRAK N X
DNEH—EEMRE T — 64NV EE, RRUFTHABEAMMWRAK/N. dwMaximumsSizeLowi&E & AT L&
HIBUFSIZ,

5. lpName : 15 EMETIT RV BRBERIR, TTLUEEANULL

wn e

OpenFileMapping
OpenFileMappingtV{EA BT H— 1 BEFEENXXHFBSE YR, FHEBIXMMWIGHE, EEER

1 HANDLE OpenFileMapping(
DWORD dwDesiredAccess,
BOOL bInheritHandle,

w N

RESE - 11
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4 LPCSTR 1pName
5 )
BRI XATF :
1. dwDesiredAccess : ETE ST I RAIHEIENIHRI A, E 5 CreateFileMappingHi& ERIfProtect 5 #
(Ui

a. FILE_MAP_ALL_ACCESS Xf[%7 PAGE_READWRITE
b. FILE_MAP_COPY Xf[&/ PAGE_WRITECOPY
c. FILE_MAP_EXECUTE ¥t/ PAGE_EXECUTE_READ BY, PAGE_EXECUTE_READWRITE
d. FILE_MAP_READ ¥t/ PAGE_READONLY ¥ PAGE_READWRITE
e. FILE_MAP_WRITE %/ PAGE_READWRITE
2. binheritHandle : 5 AR B I UM FHIEMH A, WARNITRUE, WAREFLE ; tDRAFALSE, MR
PR,
3. lpName : I8 EFTEAIIRES IT R AV,

MapViewOfFile

MapViewOfFileBI1EF3 2 SR AYBRES W RSN DR AHEN AL ZEE (MBI SLMILHTTXER) , #T
RIDREIRZBG N REVEMAEE, EART

1 LPVOID WINAPI MapViewOfFile(

2 HANDLE hFileMappingObject,
3 DWORD dwDesiredAccess,

4 DWORD dwFileOffsetHigh,

5 DWORD dwFileOffsetLow,

6 SIZE_T dwNumberOfBytesToMap
T

SHEXWT :
1. hFileMappingObject : 157 ZMETRIBRET ISR AN, CreateFileMappingZXOpenFileMappingB#uR [E]HYRR
X R AR,

2. dwDesiredAccess : 5 O0penFileMappingfIB# = X —H,

3. dwrFileOffsetHighfldwFileOffsetLow : 5 E EMSHINHNRRE, XM NEBHESIERERT— 164
IR E, BIABERRT M HFRYFF ki1 7RSS,

dwNumberOfBytesToMap : IEEEMEIF TR, ALl S5 CreateFileMapping EBRETHIA/NIF Rz, BB
F2ER,

&

HERTFELR

HEYIER
BIBE TR T EANEE, BETRENEMRAE,
BAE—RABAKCERANKRHAHRE, (TR :

#include <windows.h>
#include <stdio.h>

A WDN B

#define M_NAME "MappedMemoryA"

RESE - 12
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5
6 void main()
7 {
8 HANDLE hMap = CreateFileMapping(INVALID_HANDLE_VALUE, NULL,
PAGE_READWRITE, 0, BUFSIZ, M_NAME);
9 LPTSTR 1pBuff = (LPTSTR)MapViewOfFile(hMap, FILE_MAP_ALL_ACCESS, 0, 0,
BUFSIZ);
10 * (PDWORD) lpBuff = 0x12345678;
11 printf("Process A Write Address: %p, Content: %x", 1lpBuff,
* (PDWORD) 1pBuff) ;
12 getchar();
13 }

BATAILBITRER, AREEEBVadl, RINSIEHRE T RINEBHZHIEIE,

A\Program Files‘Bicrosoft ¥izual Studio\ByProjects
Process A Write Address: BO398008. Content: 12345678

89¢c6250 6 2¢O 300 0 Mapped READONLY \WINDOWS\system32\sortkey.nls

898873f8 5 310 315 @ Mapped READONLY \WINDOWS\system32\sorttbls.nls

89bc3aao 7 320 360 @ Mapped READONLY pPagefile section, shared commit ex41

899bb418 6 370 37f 8 Private READWRITE

89a2fecs 7 380 382 @ Mapped READONLY \WINDOWS\system32\ctype.nls

89943dds 8 390 390 @ Mapped READWRITE pagefile section, shared commit ox1

89a184a0 1 200 426 4 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft Visual Studio\MyProjects\VATest\Debug\VATest.exe
898b6240 4 430 52f 8 Private READWRITE

EEE_RABATRRAZNEKE, RNFTEETRBHEEFXANBER THE—1#HE !

#include <windows.h>
#include <stdio.h>

#define M_NAME "MappedMemoryA"

void main()
{
HANDLE hMap = OpenFileMapping(FILE_MAP_ALL_ACCESS, FALSE, M_NAME);
LPTSTR 1pBuff = (LPTSTR)MapViewOfFile(hMap, FILE_MAP_ALL_ACCESS, 0, 0,
BUFSIZ);
printf("Process B Read Address: %p, Content: %x", lpBuff,
* (PDWORD) 1pBuff) ;
11 getchar();
12 }

EH5E1TIAERF, BAEMRIIATET HZME N ROVEIHRIE] T AR ZHEE, FEEBHIZAIVadiH

P27 — 1T R,

O oo~NoOu b wWNH

=
(O]
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\Progrom Files\Nicrosoft ¥isual Studie\NyProjects\

[Process B Read Addres B8390008, Content: 12345678

89ce6b88 6 370 37f 8 Private READWRITE

89ce6atd 7 380 382 @ Mapped READONLY \WINDOWS\system32\ctype.nls

899c4220 8 390 390 @ Mapped READWRITE Pagefile section, shared commit ex1

898b63be 1 400 426 5 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft visual Studio\MyProjects\Test2\Debug\Test2.exe
89511178 4 430 52f 8 Private READWRITE

EHFNVFE—NEIE, —MEETEERAS T — PSS MER, XEYIENEEEMERARIRER, B
B, EEHBERERE T ZYBENRTR, MALUGERFEIBSNAEZEFR, NMEEBERAXERT. &
ARXMAI, HETUFEBIESORINEE (RIBCIEYIENMIRENEN) , S THREXZNER.

X1
KIBFEERIHNES, H—RATOIEHMRNEZXH !

it

7~

Bl

[

1 #include <windows.h>
2 #include <stdio.h>
3
4 #define M_NAME "MappedMemoryA"
5
6 void main()
7 {
8 DWORD dwBytesWritten;
9
10 HANDLE hFile = CreateFile("C:\\abc.txt", GENERIC_READ | GENERIC_WRITE,
FILE_SHARE_READ, NULL, OPEN_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
11 WriteFile(hFile, M_NAME, strlen(M_NAME), &dwBytesWritten, NULL);
12
13 HANDLE hMap = CreateFileMapping(hFile, NULL, PAGE_READWRITE, O,
BUFSIZ, M_NAME);
14 LPTSTR 1pBuff = (LPTSTR)MapViewOfFile(hMap, FILE_MAP_ALL_ACCESS, 0, 0,
BUFSIZ);
15 printf("Process A Write Address: %p", 1lpBuff);
16 getchar();
17 }
TIT EREE, SECEBIE—Dabctxt?AIEE AMappedMemoryA, & SHZ 4R A RIRET B Vad# R SEIR
H#H=,

\Program FilesiBicrosoft ¥isual Studio\ByProjectsh
Process A Write Address: BB3270000

89ce3360 310 315 @ Mapped READONLY \WINDOWS\system32\sorttbls.nls

5
898b11bs 7 320 360 @ Mapped READONLY Pagefile section, shared commit @x41
89944ace 6 370 37f 8 Private READWRITE
89ce6bas 7 380 382 0 Mapped READONLY \WINDOWS\system32\ctype.nls
89c37d98 8 390 390 0 Mapped READWRITE \abc.txt
89509e38 1 400 426 6 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft visual Studio\MyProjects\VATest\Debug\VATest.exe
89cedcas 4 430 52f 8 Private READWRITE

BRATIRERHEHEXH
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#include <windows.h>
#include <stdio.h>

#define M_NAME "MappedMemoryA"

void main()

{
HANDLE hMap = OpenFileMapping(FILE_MAP_ALL_ACCESS, FALSE, M_NAME);
LPTSTR 1pBuff = (LPTSTR)MapViewOfFile(hMap, FILE_MAP_ALL_ACCESS, 0, 0,

BUFSIZ);

10 printf("Process B Read Address: %p, Content: %s", lpBuff, 1pBuff);

11 getchar();

12 }

TITI0EAED, FATAIUBINEMAZEXHIAR, HEXHNEEFLREFBHVER MG, BVEEN
NEMEAAERE, NTTERZRTH. FEISHNE, IR—THRBERTHEXH, BAEERZX
HHEVHIZE R EIR :

O oo~NoOuUu b WNHE

et C:\Program Files\Microsoft ¥isunal Studio\lyProjectsiT
Process B Read Address: BB390888,. Content: MappedMemoryf

E#N

MEAEEZMBANNHEZXHEVad P HRE “Exe” I F T RATIR, XBRNZRNBIXEFHTZRAEAITH,
INRZBRARPITHIXAN B ZFATRITIR, FIAIFAER LoadLibrary RMFX H1EVadiFA = BFRFIL,
HEEXERAFRENTRIT. 5EN

void maing)
{
LoadLibrary{"C:\\Windows\\System32\\cnd .exe™) ;

getchar({);

ch C:\Program FilesiBicrosoft ¥izual Studio\ByProject=\T

894d2670 o 400 426 5 Mapped Exe EXECUTE_WRITECOPY \Program Files\Microsoft Visual Studio\MyProjects\Test2\Debug\Test2.exe
89874298 3 430 s52f 8 Private READWRITE

8952b508 4 4adoo 4ad74 29 Mapped EXECUTE_WRITECOPY \WINDOWS\system32\cmd.exe

899383a8 2 7c800 7c91b 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\kernel32.dll

895211c0 1 7c920 7c9b3 5 Mapped Exe EXECUTE_WRITECOPY \WINDOWS\system32\ntdll.dll

89a99bc8 3 7f6fo 7f7ef 0 Mapped EXECUTE_READ Pagefile section, shared commit ox7

894€0410 2 7ffae 7ffd2 @ Mapped READONLY Pagefile section, shared commit ex33

F I FA IR E LoadLibrary B KB ST I A B 7 BRETSCHFBINLEIRSEIM A Z XM, #LoadLibrary D& AYBRET ST 14
B &EXECUTE_WRITECOPYRTZRIFEM, 1ZE 4 T RHLE EMthH RS RET )4,

H—THZHEERBRE SR, MNREXAFRAFRIFEIEEEXECUTE_WRITECOPY, RFERGIRfEXIHIZ
ER—TRRIED, RYNETURTF ARG HNEIA, XEHENRE X ARMER TR RNmE IERIBRE XX
» XA ERIPALEIE] BB T B LEX R B TTHook F 2 1Fo
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1.2 IERENEE

ARIPEXNRNZIPENLF LELE T —EYERAENER, SaZiBFIRNKERD T #E—TYE
AENEE,

1.2.1 INRIERE

RAYIEARTF

1. 10-10-1299 T : xZiRFIIENTFE 4GB ;
2. 2-9-9-1297T : RZIRFYIBARTFN64GB,

BRIERGRS!

FEWindows XP 32IR{ERLH, BIfER2-9-9-123 R, WAL EEB#AGE, XERNTERNKEEF
(Ntoskrnl.exel®R) , FE—1%FIMmAddPhysicalMemoryExFIERER, IZENEER 7 ExVerifySuiteExik, HER
B TIRERATRING BT 4GBIE Tlo X FExVerifySuiteBNERBIFA DB L 7 Y IRER, BBT#E
TH—F T,

PAGELK:8018B3B0® loc_8818B3Ba: ; CODE XREF: MmAddPhysicalMemoryEx(x,x,x)+A71]

PAGELK :8018B3B0 cmp edi, ebx

PAGELK:8018B3B2 jnb short loc_8013B4@5

PAGELK : 80188384 push 7 ; SuiteType

PAGELK :8018B3B6 [call _ExVerifySuite@4 ; ExVerifySuite(x

PAGELK:8818B3BB cmp al, 1

PAGELK:8@018B3BD jnz short loc_8018B3C6

PAGELK :B8018B3BF mov eax, 1e08e0eh

PAGELK:8018B3C4 jmp short loc_8@18B3E7

PAGELK:80188B3(6 ; ------------===--erereccrem e s e r e e e e e s e s seese s s e - ———
PAGELK:8018B3C6

PAGELK:8@18B3C6 loc_8@18B3C6: ; CODE XREF: MmAddPhysicalMemoryEx(x,x,x)+C31]
PAGELK:8018B3C6 cmp _MmProductType, 698057h

0018B3B6 B018B3B6 | MnAddPhysi calMemorvEx[x, x, x)+BC (Synchronized with Hex View—1)

SRR NTE

HATAT LB S EIRSS R EEEIFMNYIIERNTE ¢
= HERT
At 705 2 PO9ESSE
EEFEET 352 ATE#E 1T44578
i i 0 31 FingETF SRTANG

WA LGB WindbgREE, Blfe4dd MmNumberOfPhysicalPages, X MEZYIETLE NN, FHIIREFRLI4KB
BR] B HYEAERKBA/

kd> dd MmNumberOfPhysicalPages

80562108 ©00R7ff6a 00040 P0VERREE 7fffoeoe

80562118 80000000 7ffeffff 00COOOOO 00000001

80562128 0©OEERERE CVVOVYE VERRRERO VYR
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A

DEC
QCT
BIN

itEss

1F FDAS
2,096,552
7 776 650

EAEEIRIEEL - AEER

TFFEA =< 4 =

1F FDAS8

0001 11111111 1101 1010 1000

122 ZERNHNERE

SRBARRA
ERERAT, BE—T2BHE, BTERMEYERNES.

1
2

coO~NOULhdh WN K

O

10
11
12
13
14
15
16
17

BAIEET © _MMPFN* MmPfnDatabase
HAKE  MmNumberOfPhysicalPages

B TYEEEZEFBEAN—THR, WNEME_MMPEN, ZEREERZunionERMR, BHMRTH
RIEMENENES !

kd> dt _

MMPFN

nt!_MMPFN
+0Ox000 ul

+0x004 PteAddress

+0x008 u2
+Ox00c u3

+0x010 OriginalPte
+0x018 u4

typedef struct _MMPFN

{

union

{

PFN_NUMBER Flink;
ULONG WsIndex;
PKEVENT Event;
NTSTATUS ReadStatus;

unnamed

¢ Ptr32 _MMPTE

__unnamed
unnamed

: _MMPTE

__unnamed

/] ZEEHET EEERPIIZS]
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18
19
20
21
22
23
24
25
26
27
28
29
30
31

32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58

EAEEIRIEEL - AEER

SINGLE_LIST_ENTRY NextStackPfn;
SWAPENTRY SwapEntry;

} ul;
PMMPTE PteAddress; // BT TTEAIPTER BRI E
union
{
PFN_NUMBER Blink;
ULONG_PTR ShareCount; // ERZIENPTENE
} u2;
union
{
struct
{
USHORT ReferenceCount; /] REXNTNESNNBFEEREFERRS At
MMPFNENTRY el;
};
struct
{
USHORT ReferenceCount;
USHORT ShortFlags;
} e2;
} u3;
union
{
MMPTE OriginalPte; // EETIEBLAENPTENRIERNE
LONG AweReferenceCount;
PMM_RMAP_ENTRY RmapListHead;
};
union
{
ULONG_PTR EntireFrame;
struct
{
ULONG_PTR PteFrame:25;
ULONG_PTR InPageError:1;
ULONG_PTR VerifierAllocation:1;
ULONG_PTR AweAllocation:1;
ULONG_PTR Priority:3;
ULONG_PTR MustBeCached:1;
};
} u4; // IBRZIERNPTEFRENTIRIENYIERNGS, Uk—L®

FREAL

WMTFERFR, B1AIMUEWIndbgHERIZEHEEIEFT (0x81086000) , HFTXMHIUEFLITR T —1>_MMPFN
2 (AFHIYERMER) , ZEMEANRIC (RIERFRARE) , ZEMEASHREICRE

S REYIRE.
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kd> dd MmPfnDatabase

80562028 81086000 000Off00 00VOVO6 0000VO3T
805620b8 000Rf4ec 0006d36d 001a3037 00003eef
805620c8 0005464 00000000 0013528 00OOC700
805620d8 0©000263C 00000000 0VOOVOO 0085
805620e8 ©00RRE85T 00LO1Cc81 00227 0VLRVRO1e
805620f8 0000OLfa 0006aboa @O7ffff 00O7ffff
80562108 0007ff6a 00000040 @R0LLEE 7fffo00e
80562118 80000000 7ffeffff 00OOOOOO 00000001

EAEEIRIEEL - AEER

HERER T —MIRTHIP YA TR S AR JFEHIIEDT | MmNumberOfPhysicalPagesTF BRI (E R YR DIRY
B8, 87 _MMPENEMAR RN —MMIER, FitsitS ™MIERS2BBARE T _MMPFNEMEZRIR
3 Lo

Ex7 : MmPfnDatabase + &5 A/ * AAFRE |, 2% ER ¢

1. BB (0x0000 - OXOFFF, ERB={IER5/0x0000) FINH_MMPFNLEM A ML
0x81086000 + 0x1C * 0 ;

2. BT YPIETT (0x1000 - Ox1FFF, HEB=MMER5/0x1000) IFHY_MMPFNLEMI ML ©
0x81086000 + 0x1C * 1 ;

3. LULESSHE. ..

YIRS

YIEMAERZSMIRE, T_MMPFN.u3.el1MMIEHZ—MIER (_(MMPFNENTRY) , EHEMINT, EHE5
PagelocationZ/R 1 HEiIEIAVIRE -

1 kd> dt _MMPFNENTRY

2 nt!_MMPFNENTRY

3 +0x000 Modified : Pos 0, 1 Bit

4 +0x000 ReadInProgress : Pos 1, 1 Bit

5 +0x000 WriteInProgress : Pos 2, 1 Bit

6 +0x000 PrototypePte : Pos 3, 1 Bit

7 +0x000 PageColor : Pos 4, 3 Bits
8 +0x000 ParityError : Pos 7, 1 Bit

9 +0x000 Pagelocation : Pos 8, 3 Bits
10 +0x000 RemovalRequested : Pos 11, 1 Bit
11 +0x000 CacheAttribute : Pos 12, 2 Bits
12 +0x000 Rom : Pos 14, 1 Bit
13 +0x000 LockCharged : Pos 15, 1 Bit
14 +0x000 DontUse : Pos 16, 16 Bits

B MRS — R, ZHERBENE HAIRSHYIEDR, M SiPagelocationBEMER. K&, & XXt
RANTF (EBRIUAFR R AZEREIEDT) -
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ML HER RSAER aX

MmZeroedPageListHead F1t RTNHEZENN, FEFEMATI
EfE. TLEERFTHNEMIERD
NAELWELIES, NFEHIE
WARIE A,

MmFreePageListHead ZEiN RTADIEAEZEANN, FETFEMFT
'ﬂE%o #@}EJ\ZEE}%EgﬁﬁHEI\J; B-II:P
NEEAREE S THENAS. 5
RAXTERRSH, BEMNL
EMIZEERPIREWNIED, HHE
BEEBRAZLHER,

MmStandbyPageListHead &=H XMITHERARTFEMNHERRA
T1E%, BUEENIEEFRR
fRo XLETIEE 2 HIBURTIIAT R
RUTIEEEN, ERIIEEFN
DIRMPTE(YEMIZIE, BE#
PMEATHIEEERBRPTE, X
gﬁ&ﬂ%ﬁﬂﬁﬁﬁﬂgigﬁ

BMEZ | YRANF AR

&, BRIERAREYIERNEZHEIE
EXRIEE L, ENTIEAEE
BEIZENER LR, MEERE
AR, RARKT, BEL

ABIEEEREXH,
MmModifiedPageListHead (5 KUFERRS, TEHEMNEREFRR

TEEPBRR, ERENATER
Bl KT IFEFRBIPTEIATS
EZYETE, BERITENTN
MIETEEBHPTE, NRRSAER
W SETTE A E AR, WA
ROTENABE AR,

MmModifiedNoWritePageListHead BEREAREY  RHUTFEEHKRS, BEXINETFTH
FEESIASNINHENRNEEARK
o XMIREERE BT IniHERAY
iR, RATFTEREFACBIR
2P, IRSEtEE.

MmBadPageListHead mF RTHERETEGEIR, R
BERZNHE, XIS EWRR
BAXTHT, FEDEAERHE
HILIES.
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SPMERNEMINT, AIUEREBEEI. 4THEALIST_HEAD, BITBEHRLNZRS, FEANEIIERM
AifEiE, BEERMNGER

1 MMPFNLIST MmZeroedPagelistHead = {0, ZeroedPagelList, LIST_HEAD,
LIST_HEAD};

2 MMPFNLIST MmFreePagelistHead = {0, FreePagelList, LIST_HEAD, LIST_HEAD};

3 MMPFNLIST MmStandbyPagelListHead = {0, StandbyPagelist, LIST_HEAD,
LIST_HEAD};

4 MMPFNLIST MmModifiedPagelListHead = {0, ModifiedPagelList, LIST_HEAD,
LIST_HEAD};

5 MMPFNLIST MmModifiedNoWritePagelListHead = {0, ModifiedNoWritePagelist,
LIST_HEAD, LIST_HEAD};

6 MMPFNLIST MmBadPagelListHead = {0, BadPagelList, LIST_HEAD, LIST_HEAD};

7 MMPFNLIST MmRomPagelListHead = {0, StandbyPagelist, LIST_HEAD, LIST_HEAD};

EHEREN

N7 BRIFEYEEIERE— I 2REAT, STYIERMN—_MMPFNYIRTURINEEH, ZEREY)E
TAEMRE, HANN— T EEER, MAERINTHEXLEINIRRERTE—E, @I — T RERAREMR
Fo HMNUFHERAA, REWZER EBFAEWIED

BEZEWindbgHiEid 154 | dd MmZeroedPagelistHead, RIXEIFERAZRF :
kd> dd MmZeroedPagelistHead

805518e8
80551818
80551908
80551918
80551928
80551938
80551948
80551958

0005b43a 00000000 @BO@1a7a8 0001ce85

elelalelelolole]
0000t760
oeeoeac’/
elalalelelalole]
00000000
ooeoeeoe
805518e8

00000001
00000002
00000003
00000004
00000005
00000002
8055188

FREFFFFS
eee70dab
FREFFEFS
FEFFFFFF
FEFFFFFF
FEEFEEFS
80551908

FRFFFFFS
00061328
FAFFFEE
FEFFFFFF
FEFFFFFF
FEFFEEES
80551918

EERITAEEITIES | dd 0x81086000 + 0x1c * 0x0001a7a8, BIZBIFTIRAIATN, KE_MMPFNEHIE, HiRE

#EPageLocation (OxCIRBAILEMMAR RMIALER) MIAXE—NS{LIER :

kd> dt MMPFNENTRY 81086000 + 1c * 0001a7a8 + OXc
nt! MMPFNENTRY

+@X000
+0x000
+0x000
+@x000
+0x000
+@X000
+0x000
+0x000
+0x000
+0Xx000
+@x000
+0x000

Modified ! oye
ReadInProgress : oye
WriteInProgress : Qy@
PrototypePte ! eye
PageColor ! Oy000
ParityError ! oye
Pagelocation ! Oyo000
RemovalRequested : oyo
CacheAttribute ! eyll
Rom ! oye
LockCharged ! oye
DontUse ! Oy0000000000000000 (0)
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MEXEHAN I T —PFIER, BERIBE - MZELD ? HLRER, KB EEZBI_MMPFNEITHE

£, ERRRuIFIFRTAFlink, u2B]AFRIABlink :
kd> dt MMPFN 81086000 + 1c * ©@@0la7as

nt! MMPFN
|+0x000 ul ¢ __unnamed|
+0x004 pPteAddress ! @xc0023101 MMPTE
|+0x008 u2 unnamed |
+0x00C U3 : __unnamed
+0x010 OriginalPte i _MMPTE
+0x018 u : __unnamed

kd>|dx -1id @,@,ftftf+f+8e55cea@ -r1 (*((ntkrpamp!

unnamed *)exffffffff8136b663))|

(*((ntkrpamp!__unnamed *)oxffffffff8136b668))
[+exeee] Flink ¢ exffrffffff [Type:
[+0x000] WsIndex i Oxfffffff [Type:
[+oxee@] Event : oxffrffffff [Type:
[+exe00] ReadStatus : -1 [Type: long]

[Type: __unnamed]

unsigned long]
unsigned long]
_KEVENT *]

[+0x000]

NextStackPfn

[Type:

SINGLE LIST

ENTRY]

kds |dx -id @,@,ffffffffgessceae -r1 (*((ntkrpamp!

unnamed *)exffffffffa136b660))|

(*((ntkrpamp!

unnamed *)exffffffffg8136b660))

[Type: __unnamed]

[+oxoe0]
[+0x000]
[+ox000]
[+ox0e0]
[+ox000]

Flink
WsIndex
Event

Readstatus
NextstackpPfn

! @x7c7a8 [Type: unsigned long]
! @x7c7a8 [Type: unsigned long]
! Ox7c7a8 [Type: _KEVENT *]

: 509864 [Type: long]
[Type: SINGLE LIST ENTRY]

FEFATAILERE T HREAE, ulBEERN, EREE, BARMNHAILOETuIRLE T PEWIER
X N AYZEAGA

kd> dd ex81086000 + @x1c * 0x000la7a8

8136b660
8136b670
8136b680
8136b690
8136b6a0
8136b6be
8136b6co
8136bede

0e07c7as8
0eB7c7a8
€0713291
00000
00019b69
0001586
00003000
0000139d

c0023101
00000000
20017b68
eee15cco
PPvO3000
00015792
eoeladeb
coeev3c8

e
P0e01a2c7
0OPO3000
0001ba2b
#e01b2aa
cevl1efol
000000
0001

00003000
0001avae
0001b2a9
c0712a09
00000000
eee145ed
00041153
00011601

EN@id#54 ¢ dd 0x81086000 +0x1c * 0x0007c7a8 (Flink) , FINFREIT B—PNELYIETT_MMPFENLSHIE :
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kd> dt MMPFN ©x81086000 + ©x1lc * @x0007c7a8

nt! MMPFN
+0x000 ul : __unnamed
+0x004 PteAddress ! @xc0023301 MMPTE
+0x008 u2 : __unnamed
+0x00c u3 : __unnamed
+0x010 OriginalPte : _MMPTE
+0x018 ua ! __unnamed

kd> dt _MMPFNENTRY ©x81086000 + OX1C ™ @X0007C7a8 + OXC
nt! MMPFNENTRY

+0x000 Modified ! eyo
+0x000 ReadInProgress : @ye
+0x000 WriteInProgress : Qye
+0x000 PrototypePte : eye
+0x000 PageColor : @yo00
+0x008 ParityError ! eye
+0x000 Pagelocation ! 0yoee
+0x000 RemovalRequested : @yo
+0x000 CacheAttribute : eyll
+0x000 Rom : oye
+0x000 LockCharged : oye
+0x000 DontUse ! 0y0000000000000000 (0)

BLWERRTE SRR YIECI_MMPENEAIESR, ul. w2mGRL51HEKR T Flink. Blink, @EXM®»
RFFFE BYBET SRR — T R,

MmPFMNDataBase

mmZeroedPagelistHead

Total
ListName “Oxtc _mmPEN
Flink - - v  *Oxle _mmPFN
Sink Flink " Flink PFN
i " mm
PteAddress " T tOxic .=
. PteAddress Flink
Blink “0xte :
u3 Blink PteAddress
u3 *0x1c .
OriginalPte Blink
OriginalPte u3
QriginalPte

ud
ud

ud

REPRSYE TR A _MMPFNRS MBI A 53 B X a0 FEIFAR :
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union {
WSLE_NUMBER WsIndex;
}oul;
PMMPTE PteAddress;
union
ULONG_PTR ShareCount;
Fuz;
union {
struct {
USHORT ReferenceCount;
MMPFNENTRY el;

};
} u3;
MMPTE OriginalpPte;
union {
struct {
ULONG_PTR PteFrame: 25;
ULONG_PTR InPageError : 1;
ULONG_PTR
verifierallocation : 1;
ULONG_PTR AweAllocation : 1;
ULONG_PTR Priority : 3;
ULONG_PTR MustBeCached : 1;
L]
} ué4;
(a) FEEHIK S EeY PFN TR

union {
PFEN_NUMBER Flink;
Ful;
PMMPTE PteAddress;
union {
PRN_NUMBER Blink;
Fuz;
union {
struct {
USHORT ReferenceCount;
MMPFNENTRY el;
};
} u3;
MMPTE OriginalPte;
union {
struct {
ULONG_PTR PteFrame: 25;
ULONG_PTR InPageError : 1;
ULONG_PTR
verifierAllocation : 1;
ULONG_PTR AweAllocation : 1;
ULONG_PTR Priority : 3;
ULONG_PTR MustBeCached : 1;

} u4;
(c) Ba9si =@ AEA PFN I

1.2.3 JATHTIEIE

EAEEIRIEEL - AEER

unton {
PFN_NUMBER Flink;

Foul;

PMMPTE PteAddress;

wmion {

PFN_NUMBER Blink;
J u2;
union {
struct {
USHORT ReferenceCount;
MMPFNENTRY el;
1;

} u3;

MMPTE Originalpte;

union {

struct {

ULONG_PTR PteFrame: 25:
ULONG_PTR InPageError : 1;
ULONG_PTR

verifierallocation : 1;
ULONG_PTR AweAllocation : 1;
ULONG_PTR Priority : 3;
ULONG_PTR MustBeCached : 1;

¥

} ud;
b) AR SR CESREN PPN I

union
PKEVENT Event;
NTSTATUS ReadsStatus;

Ful;
PMMPTE PteAddress;
union {
ULONG_PTR ShareCount;
} u2;
union {
struct {
USHORT ReferenceCount;
MMPFNENTRY el;
1
} u3;
MMPTE OriginalpPte;
union {
struct {

ULONG_PTR PteFrame: 25;
ULONG_PTR InPageError : 1;
ULONG_PTR
verifierallocation : 1;
ULONG_PTR Aweallocation : 1;
ULONG_PTR Priority : 3;
ULONG_PTR MustBeCached : 1;
};
b ou4;
(d) ¥4 PFN I

YIEETID AMASE | ZEWNDL. JEEITL, Bl 7T ZERNTTERE— AT

BARERITHA—NERE, EAHHBEEMEBREAL, BE—TVmi A, B_MMSUPPORTEAMIAE, 45K
TE—1VmWorkingSetListi 5, BIEREHRHEE XN ITELEER :
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kd> dt _MMSUPPORT 898ba020+1f8
nt!_ MMSUPPORT

+@x000 LastTrimTime : _LARGE_INTEGER ©@x01d9¢628 6032b7ef
+0x008 Flags : _MMSUPPORT_FLAGS

+0x00c PageFaultCount : Pxcl

+0x010 PeakWorkingSetSize : @xc8

+0x014 WorkingSetSize : Bxc8

+0x018 MinimumWorkingSetSize : ©@x32
+@x01c MaximumWorkingSetSize : ©x159
|+Gx929 VmWovkingSetLIst . PxcP883000 MMNSL'
+0x024 WorkingSetExpansionlLinks : _LIST _ENTRY [ @x89c83c3c - ©x8989923c ]
+0x02c Claim )
+0x030 NextEstimationSlot : ©
+@x034 NextAgingSlot @
+0x038 EstimatedAvailable : ©
+0x03c GrowthSincelLastEstimate : @xcl
kd> dt _MMWSL ©xc©883000
nt!_ MMWSL

+@x000 Quota : e
+0x004 FirstFree 7
+0x008 FirstDynamic 7
+0x00c LastEntry Bx32
+0x010 NextSlot 7

| +ox014 Wsle : @xcP883cfc  MMWSLE|
+0x018 LastInitializedWsle : ©@xc®

VmWorkingSetListXd R RIZEH{K_MMWSLIEE — 1 Wslef 5, FARER—NER T H.
XEoBFREMEE—EHTd, BERKTRILUFEIR (WindowsHIZFESLIH) .

1.3 RIRH

13.1 AR E

FANVARAIBIPTEN S, BUEMPAAMRYUFINEREEN, HCPUFR—MiL, HPTERP(IAO, RS
FERTTRE.

PTE (4KBE1%)
31 12 11 9 8 7 6 5 q 3 2 1 0
nEEL " G PAT D 4 FCD PYT /s RV P

ROIFEHIFSEAFE, KL, EWindowsRAH, SHHRLERITRE, E2BIXMRENE,
Windows=¥ REHS BB B Rt F] AR H R,

132 REXRESEMUARE

Rig SRR ERGR BB BYIERNTF. MR— TR Virtual AllocEREERIE T ML ML I A4 32
0, AB—BESATREN, RRMSEHRBIATF. AMAREHIFRALTHRITRS, BNSHARKE, #HA
FHENT. SARELTHREERTS, ANALABYIER, SHAFAARERIFEEET,

AT IRESYIEAEFIFARE, windows5| AT REFERMIE, ZAGEINZOEBERE, JAEERERLNE
Mol F D ECYIEDL, MNREN LA —RIENRERER, SHESFIEREREOER, 2F
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ROHEZ LNt WA _E VIR REFRIER, FIMNAITIRSE (PTE) BRIPALIRENO, XF¥,
ZYIE IR SR E A 1 sth it (6

FATAIATEWindows XPHIREIERIAE | RAREIE->FR->1ERE->1RE->BR->ERNF>FH.

RREH 2] 2= 2l
| | Ee A | R | aEs | e | MEnE | nEnTEe | IEsheE (47 @) TIEI £ (M)
ERTREHYE EHAEAEERER. pamsi £ SOl St
. BMEIRT » (MR AR A AR RIE T
fechE BRiE .
MR » SIPIRHR . TEEER ) LRSI f—
R © C REIRE IO
zhas c
CIEESER 94541 ME
- PEEIH - PIAFER :* Eiii‘éjcd\ ©):
. T AR o —— 3
SERRAAMEEEE %EAFELET HEAEE AR RE TR ATH 0m) (T IW
RE E) | TR SR BAE ME) (1) 4092
& 2R &)  REREETF (1) © REEEA
- BRPTREESE © LHTI E W"E Q)
Fif B RECEMEAEEE - EEHFAE _
METHFETIER L » Windows HEEANTERE - BSERIR LR L K 12 Bl
#E D | H. SLEFREAME: 2B
FRA3EEhEE B E A S 2046 ME bi:== 3070 ME
HRIESED: 2045 MB
neEew | #EmE© |
wi |
= | = | — | i I o I - | _

XN EB AT SLFR EFBTECE T Bpagefile.sys, EXNNMHAX/NIE LERHIIARILHIRN, RERREIE
B2 EBIER S EEX X H,

=8|

Ipagefile. S¥s

IrfER . REOn

THAL: |MC) |
g : C:h
Fo 1.99 GB (2, 145, 386, 498 F30)

SRTE: 1.99 GB (2, 145, 386, 496 F1)

fIFERETE . 2021EFS AS1H, 21:49:50
{EClEdTE . =o23EF9Ri12H, 16:18:53
thigltiE: 20239 R 12H, 18:16:53

Rt FEEE FREn &o. |

HIRMERGUFIEDT_ EBIRREFRIER LY, RNt IR I PTER B I AIPiRfI T 0. —B
ZEAMMUE R BRI, BP0, NRMEZRITZRE. BLREREZNALIERIE ? HPAIAI0RT, LAY
BIPTERRAMETIAPTE, BLUTHFER
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——— >R
,—»@E’h
Ml xRS 0|0|4&# |PFN*|O 0 o(o|&#]| 0 |O
31 1211109 b4 10 31 1211109 54 10
*PFN: MAXH#S
a) - FmmxH (b EX—=1TNE
EEE— 2 ¢ T
,—bﬁ%ﬁ*—‘:’ﬁ
. . s 2 U/ :
1 WSS (PFN) 0 | &4 [CdWwWt g WI0 A0 0
31 1211109 5 4 3 210 N 10
c) M EEHEB (d RHEE, #WEEVAD

EARRIERT, MEBEROIFENANEAE. Hb, ATFRERENRIFERTE—ER, BNE
XHERNER, EXFERT, WRD (PTE) B91-407, 5-9ff12-31U#HE, RHLMIRERN, R
X AR TR b

LREXMRIIZEN, RELERSF (flfleSHl) MREPTEANHER (EN12-31UNTEXHRER) , A
pagefile.sysPIRIEUEAR, FREMEE—MROMER L, ARFPTEN12-314% B AN YIETTH
ak, FFPALgERNL XiF, ROIFEMNLERTN T, XHEMNROIFEIFEEL, LFRABERE,
BXFRAPXRE, EEIFIEMNREN, BFNAEERIT.

133 FRESERVIRX
Bl BI M 4BRVirtualAlloc %, HE=1S#flAllocationType FIIAERME, IXMTF ©

1. MEM_RESERVE : BRiERNTERY, {VfREGL&MEMAE, Ao EEYIET,
2. MEM_COMMIT : A BB, BARERIUNBEHE—ER.

BN —EIANEBRENMEM_COMMITEY, HRIBAEMSAIINMIED, BFELHIFMLL, FHMTUE—RA
PIRILIE :

#include <windows.h>
#include <stdio.h>

void main()

{

o uUlh WN K

LPVOID 1lpAddress = ::VirtualAlloc(NULL, 0x1000*2, MEM_COMMIT,
PAGE_READWRITE) ;

getchar();

* (PDWORD) lpAddress = 0x12345678;

getchar();

S O 0o~

1 }

RITRE, EFE—NgetcharfZ¥, RE|WindbgEEHIZRICr3, FHIES © Ivtop Cr3 LiEithlt, SEBHFATETN

Freetstintiim iRt BRAERMIZERPTENZ, FRURIGIRRPAE zero PTE, MERTEAIHXEY
BS54 b #TT X B
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o C:\Program Files\Microsoft ¥iszmal Studio\ByProjectsi¥ATe
Address: B0370000

Failed to get VadRoot

PROCESS 8989b82@ Sessionld: @ C(Cid: 899c Peb: 7ffdcB888 ParentCid: 88ac
DirBase: ©a3cB428 ObjectTable: e1138b%98 HandleCount: 15.
Tmage: VATest.exe

kd> lvtop 8x0a3cB8420 8x390000

X86VtoP: Virt 8600860086398608, pagedir BODBEODEGa3cB428
X86VtoP: PAE PDPE ©000008008a3c0420 - 0000000040591801
X86VtoP: PAE FPDE 900oo0e040591008 - oooooeodsfofise7
X86VtoP: PAE PTE peepoeeA3feTEcB30 - AERBAEDEEOLNEE0DA
X86VtoP: PAE zero PTE

Virtual address 390880 translation fails, error 8xDBOBG147.

BEARNEREFREZERE, EE " Mgetcharf®8, WWINELZMEBIBENLMEMIIE A T0x12345678, BEHAL
HIESEWiIndbghEE, WWHIPTERE, BERIHEN TH¥IEM I

kd> !vtop BxBa3cB420 ©x396068

X86VtoP: Virt 0000000008390000, pagedir D00B0LE00a3cO420
X86VtoP: PAE PDPE ©886000080a3ch428 - 000PG00848591861

X86VtoP: PAE PDE 00880000040591008 - 0000000038867

X86VtoP: PAE PTE 080080863 TATEcE0 - 3000080840c19867

X86VtoP: PAE Mapped phys ©000006048c19600

Virtual address 3980808 translates to physical address 48c19088.

HLXBWIzA T RIIF B, %CPUiﬁl‘ﬂﬁa’%’Iﬁi’@i&ET INRAIPTERENO, FARALATTIIPTERIEEHH
BR (REXM, FEHLEVad) o AXMERT, BERAINELFNHZAIVADIY,

EEEEEE— 7 41
,—blﬁ‘-‘p"ﬁ
MEXHwEE 0| 0| & |PFN*|0O 0 o|0|&¥P| O |O
31 1211109 54 10 31 1211109 b4 10
*PFN: MEXHS
(a) i Fmm (b) ER—TFNE
EEE—— L £ 1 T
,—bl.,ﬁ-‘-&’ﬁ
. T oo I 0T .
1 WS (PFN) 0 | &3P |[Cdwit g W10 A0 0
31 1211109 5 4 3 2 1 0 31 10
c) Ml FEHEB d) REREE, \ETVAD

INREMEMUTFIE T Vadi R, IRERGINZLIEMU DT — MR, FHIETPTERY12-311UA1-9f, P
fIigERNL, X#F, LIttt EYIETUC BRI T R X R

IR EVad P RIFTE, IBERSHIRE0XC0000005581R, FRIAIEEMR, EIFRIARITZENM
§l, BRERFEBDSHTELM IR 2 ERIBE X R, IRHERHNEFHRRFERPIEL
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1.3.4 BEEINRIE

REHIIKE-—TEENNERE, PTERSYERNEFHEXN, MvadllS&EtitE X, B NLIRmFIA
T XRERE M.

THEEANTE :

H—THEBHENZEEE RPN EITEREN, #ERAINEPTERIR/WEE.
2B IRIPIIXXERYIETFERIPTERIR/WEERIZE R0 (RIF)
HIRERGHONBHZZ R RRAIETE ARIEN, SMAREHIEDZEOER,
SELEBERHSERHREN VA, FRIZXHNAEFRIFBIENERE
BRERARCB—MHBMIED, FHFFRXAHIAEE N2HFHIERTF,

1 EES R #HAZ P RIBRETHE A X PRI YIIE DT,

ok wnN =

1. PTEH i BT A A ik B e
2. VAD'5 S SRR

RILVAD )5 72
hl

Qg A H Y
BT

BIEXFMHAN, BENLM T HZRIPXENERIP, BEBENXEHNERXRESEMEIEIER, MABSR
XHARE, (BypassEENWERE, BEFNPTENR/WEIHIRL)
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