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BRXFEEHERN. BXXMRIFE ? ELHAFL, W1 EXKRIFFEFERMERERE, mXeE
GB23124wtY (IZEIBEGBKRBHAZXFEXS, TIFMBRRNXFNERFTESHNET | eB2312f5AEH IR
67631XF, GBKHUA 21886 NNFHERRS) ZEIIXNMREMEHE T XKEK, LB ELLANIE?
EXRELEM KN EEFRINR, AEHTHIE, BPFEDIMERMAR — NPT,

BN : AERHRXANTE, FE0xDOMOXDeHHEIERAY, XMRIBREFERNA ? XN, HINELME
TEERBINRITRE, RIRFNFFE"XW N FRAENNAR, OB EHRBERmDR, FRUETH
KHMARENF, MRHIARFAARAIELS”,

2.3 UnicodeZwf3
NTERRASCIBIERPE, UnicodeRIBFLIEA T , A8 Unicode@aNMal i) X — rl ARV IE ?

HIRES, UnicodeZmiILIB T — KSR LAAXFHRIER, REMA LFENXFNS, H#IWT
— P HE—BI4RED.

UnicodeZRIBRISEEIR © 0x0-0x10FFFF, ERIMUAM100Z A NTS, {BERUnicode RS WEERM, HH
Unicode H2— 1155, ERME T RS #EINRE, fREMEXNHEIEAZINAEEE,

BIEERXAFLUnicode HRFER G2 NFH, MEXANFH G4, X MBHRFEATELN 2
2.4 UnicodefZiERISEIM A U

2.4.1 UTF-16

UTF-16/UTF-8:UnicodefZERISEIN AT 5 UTF-164RIZEBUI6 TR S BAIEAL, FERE 16— BN,
BRRT—NEFMRALNL, EFEMNEEFZFMUnicode/RIBFR1EEE, BRRER2FT, BolfEtR4FN,
IMTEN 23 _EBYUnicode/RB—RRFEHIFLBUTF-16,
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HOIENF (BH)
F (UnicodeZmh3) :@ 0x1234
(Unicode#®f3) : 0x12345

UTF-1672ERVAHR, “P"XPNFEEERFENX1234, BE‘E"XNFHMA—E, FEMFBEUTF-16216017 (2
FTH) A—DEBEAL, FAUEXNENR T REMERIZZ0x00 0x01 0x23 0x45,

UTF-16ME=—BEA | it8. . BRERELE, 20FTRA—TEA, — 1%,

UTF-162 B &M ? HLARAR, BI1EINEMNEAFHRaUER—MEBEENR S, FBHRBUTF-16R7E1E
BRTENER, BRHEiel 2FH) A—1NEA, EREFHHT, INFEBARBE— NFHRAIMUR
T, TMEEAUTF-16BMETM21FT, FIUBRES, MXEMEUTF-s#EZeHtt, (UTF-16ERME#HER
BnfE, MEMBRE—SEEZE, ERNRENESEHE, PRI TRET)

2.4.2 UTF-8
UTF-8TTZ AR ZEKEFEL R, HEHREFTANNKDE, INFEARDSE—TFT, XFFRAERD

FT,
s HEZEE ; e | B EMA,
UTF-8TZERN A XA XN FREY ©

UnicodeZs#3 (163#l) UTF-8F ik (=)
0x000000 - 0x00007F OXOXXXXXX
0x000080 - 0x0007FF 110XXXXX TOXXXXXX
0x000800 - OxOOFFFF 1120XXXX LOXXXXXX LOXXXXXX

0x010000 - Ox10FFFF 11110XXK LOXXXAXXX TOXXXXXK TOXXAXXXX
FIIN=H:A, TE0x000000 - 0x00007FSEEIZIE], NIKAOXXXXXXHI A HITEME, BMEERB— T FENHNAREK
AWM 4, TXFHNUWA—ET,
F (UnicodeZ®t3) : Ox4E 0x2D, EJ&TF0x000800 - OXO0FFFFEElZ 8],

0x4E 0x2D =0100 1110 0010 1101, ELUTF-889A X FEFLE1110 (0100) 10(11 1000) 10(10 1101), IESTHICK
st NF“H”BUnicodeZmhg,

=E—NRE, BRIGHEIMBUTF-8HIX ARSI LA, I AUNRIBBUTF-1609 AR ERITIZELD ? W0
i3 AR BUTF-sH AR ERERIE ?

2.5 BOM (Byte Order Mark)
BOMARX AF THIRFIRE, HMERFEAR XA HRUEF X, BAFiR3IUnicodeXXHrIZRIGHEE,
MR XRUTF -

UTF-8 EF EB BF
UTF-16LE (/NimfFf#) FF FE
UTF-16BE (KimfFfi#) FE FF
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N — /= = A
3 CBEHHNRFER
AEFEIHETCGESPUNAFER L —ZEFmEMEBERARTIFRT Ho
ASCIE : char strBuff[] = "HE";

Unicode#td (UTF-16) : wchar_tstrBuff[] = L"RE"; // XEFTEENS | S ZFiN1 ELRREAMRIRFINAIE,
RIFBRSRINERA LI HFNRIOEAEEFME, PAIUERNEEN L, CEEFERAXTHEREEE Sstdio.hiX
P HF)

:f" Hidk:  [12678
Jo012FF78 LD.ﬁ_D.u_B.LEa_u.uJ % :|

B@12FF7D

B@12FF82 12 EB 59 11 HB -
B012FF87 68 61 80 88 80 .....
B812FF8C 28 BE 37 88 BB Y .
B012FF91 BE 37 60 88 80 .7...
B012FF96 0G0 60 68 88 80 .....
0012FF9B 09 08 48 FD 7F ..@7
B012FFAB 61 66 88 88 B6  .....
B012FFAS 69 68 88 9% FF .....
B012FFAA 12 68 B8 1D C6  .....

#include <stdio.h> | IAM2?FFAF R1 FA FF 1?7 AR 48 ___ =

void main{) ¢
char strBuff[] = “H[E";
wchar_t strBuffi[] = L"H[E";

return; =
@} T ik [121t70
8612FF78 [2D_4E FD 56 88 BBJCC N ... =]

@812FF77 CC D6 DO B9 FA 68 cC J3fsftt. ..
OE12FF7E CC CC CO FF 12 0@ 59 ¥
OO12FFBS 11 40 60 61 00 08 B0 _@.....
O612FFEC 20 OE 37 00 BB OE 37 _7...7
O612FF93 00 0O 60 00 DO 0O 8O .......
O612FF9A 0O 08 80 46 FD 7F 81 ...E7.
OA12FFA1 GO AG B0 06 08 OB 8D . ... ...
O612FFA8 9% FF 12 06 08 1D C6 .......
B012FFAF B1 EB FF 12 60 DO 26 2R....&
OO12FFB6 40 0@ 30 20 42 00 B0 Q.0 B..
J IAR12FFRD AR AR AA FA FF 12> AR _______ LI

Unicode/RESXMRIMZALIR LRREFF, PAUTERERFRHIRMER (TR 28R XM 75 o

ASClIZgES M UnicodeRIBTERFRIEFEANA—F, FRUATEAERE X HBHRBETE, NTEMR,
ASCIIZREIER AR, MUnicodelllZ2A1ARY :
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char wchar _t NEZ2FHFFER TFEHFE
printf wprintf IIFTEN R % & E &L

strlen wcslen IFREK

strcpy wcscpy 555 5 B |

s,'frcatI wcscat 17 B HF &

stremp wescmp 1F7F &6 HL A

FENHENTEEEEHERITEN— N EFZHFERS ¢
#include <locale.h>
#include <stdio.hZ
void main{) {
setlocale(LC_ALL, ""); 7/ {HE15H| & RIE ) 2RAT
wchar_t strBuff[] = L"EFI";
wprintf{L"%s wn", strBuff);
return;

@}

¢t C:\Documents and Settings‘Administrator S HYHelloAl

—MIFREFTRNKE !

char strBuff[] = "China";

wchar_t strBuffl[] = L"China";

trlen(strBuff); //ENEZFHEFHEPRFHEE, FE2F 00
wcslen(strBuffl); //ENEZFUFHEFAFHEKE, FEF 00 00

A WN B

=,

T EFEIRFEEID - Win32

|®

CIEEEHHEF - 6



AT EIRFEEIR - Win32

4 Win32 APIRYTE 2T

4.1 TR AZEWin32 AP

Win32 APIFE @ WindowsiRERFIRMBLAENNEE (MARERFED) , EEEEKIEC\Windows\System32
(fZfERIDLLE64MI) . C:\Windows\SyswOowe4 (fZfERIDLLE32fI) TEBIFAEDLLXHE (JLF1) »

BEMDLLYH .

1. Kernel32.dll : &RBOHEVTHEEIRIR, BIMIANGEFEEIR. #HIZLEME X RHE |
2. User32.dll : WindowsFEF REHE XN BERZEO, fIIltIEZEO. ZxXERE;
3. GDI32.dll : £FFEGraphical Device Interface (BFi&&E#EN) , 28 B TEEMNE R XA E.

ECEE PRI TEEFEAWIn32 APIFEEZEERRE P E S windows. hiX NS HEIH],
a8 R H— MERE [, Win32 APISXAS#EEAPIFFR RN T -

1 int MessageBox (

2 HWND hwnd, // handle to owner window
3 LPCTSTR 1pText, // text in message box

4 LPCTSTR 1pCaption, // message box title

5 UINT uType // message box style

6 )

XMRIAIRERRRIFE A, FERFENBRAEMY, BXfF EREFRMH2HEE, PiBaMEAEEITIE
MELRENRAEHET —14F, IERENTHMERESE—L, ETRE, IRIRIBFOENT
FRIEEUER—TREF T, TRNABHITEE.

BN EARREARAIEBILPCTSTR, SEFR EFHANTER#H—THIE (&PF12) SRIMEARRRLEconst char *IXP 3
gg; /E\IZQHIEE*%T_ﬁ\%?%TO

B ARIEE R EWin2PE BRI TR F ¢
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iL%R:

O
i
|

byte
word
dword

char

unsigned char
short
unsigned short
int
unsigned int

C++iEE: I

bool

4.2 TEWIN2RR{ERFRTEH

FAFHEE

N

FITERiEH:

N

BYTE
WORD
DWORD

CHAR
UCHAR
SHORT
USHORT
INT
UINT

BOOL

CHAR strBuff[] = "HHE"; // char
WCHAR strBuff[] = L"HE"; // wchar_t
TCHAR strBuff[] = TEXT("HRE"); // TCHAR tBIEHFIIE MRS EohikZEcharifZ

wchar_t, EWin32f#EFERAXMMAT

PSTR strPoint = "FRE"; // charx
PWSTR strPoint = L"A[E"; // wchar_tx
PTSTR strPoint = TEXT("HE"); // PTSTR tRIEYUBIINE MR ENER M char~t2

4.3 {EAWIn32 APIFEAE

ZETEATT ERIWin32 APIFFRYSEAE, HAFFIMessageBox, HILPR EARBRFLEMessageBoxWHIMessageBoxA :

wchar_tx, EWin32FR#FFERAXMHAT
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PBYTE
PWORD
PDWORD

PCHAR
PUCHAR
PSHORT
PUSHORT
PINT
PUINT
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#iifdef UNICODE

fidefine MessageBox HessageBoxW
flelse

fidefine MessageBox MessageBoxA
ftendif // *UNICODE

MessageBoxA RIS ASCIZRFIAIBEL, MMessageBoxWll R UnicodeZRi3RIS L,

MABT LR, WindowsFFFERMBRFATHI, FrLAEAMessageBoxWXFA N MRERTELF—LL, Ky RME
FiMessageBoxABIRHE, 7EBIARZHIEHMRE (RAKER) HEF{bUnicode, FRIXMEREMEMZE—LL,

SENEEART

CHAR strTitle[] = "Title";
CHAR strContent[] = "Hello World!";
MessageBoxA(0, strContent, strTitle, MB_OK);

WCHAR strTitle[] = L"Title";
WCHAR strContent[] = L"Hello World!";
MessageBoxW(0, strContent, strTitle, MB_OK);

TCHAR strTitle[] = TEXT("Title");
TCHAR strContent[] = TEXT("Hello World!");
MessageBox (0, strContent, strTitle, MB_OK);

R o OWoo~NouhwWNRE

[y
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#include <windows.h>

void main{) ¢
WCHAR strTitle[] = L"Title";
WCHAR strContent[] = L"Hello Yorld*“;
MessageBoxW({ B, strContent, strTitle, HB _OK);

return;

x

Hello World!

Win32 APIFHIZRZFR - 10
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5 HZRIEIEEITE

51 ftAaeiHz

BEFAEENZR BB, [1D..) SHHERMN ; #ER—FEE LA, EHNRITHRRERE,
FERRMEIFER, 5L %,

B—THEEE E S —14GBR/NRIEIZEE], HHLE MO0X0-0XFFFFFFFFXNMEE,

HIZAFZERMA ST, SPHENAKER—7 (826) , REEM=NOXEHEREH (B
26) , MRAEAFEAXEHKNEREE -

2. TR AN FZ ] B HhE R 5

FHEARERX 0x00000000 - 0X0000FFFF
AR 0x00010000 - Ox7FFEFFFF
64KBZEAKX Dx7FFF0000 - Ox7FFFFFFF
A% 0x80000000 - OXFFFFFFFF

HIZW AT DI N B —HEIRA R, BATILUERODITHA— M #HEE—T !

@Eile Yiew Debug Plugins Options Findow Help Tools FBreakPoint->

el BI4x] w0 oI+ H3 ] = LE/M[T[W/A[c[/[K|B[R]-]5] E]F7]

XEEERSIRR, SMERBE—TARITXN, SIETHEENBEIN, BIPEEN, FRFTth A IR
HIZME—HPEA S,

5.2 HZRIEEE

EINFEANEEAHETNE0HELIERN, HE(TEWindows FTWEHITH— X4, LFr LR Rexplore.exe
XNHZCIEN AT A X HRI#HE, HERNAGERME © CreateProcess()
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HIZ QIR I W L2 CreateProcessEEL :

1. BREJEXEX M ({K2G)
BIEARLITREPROCESS (526)
BRETZRZDLL (ntdll.dll)
BIBEZIERILITRRTHREAD (F26)
RAEETHLEIE ¢
a. BREIDLL (ntdll.LdrInitializeThunk)
b. LIEFIRHIT

ol wnN

A exe CreatProcess

A
NTDLL. DL
1

ch 2
3

Ox7FFFFFFF

80000000

EPROCESS

ETHREAD

o0 EEImLZFT A exeBIEUEET A2, HAZRZEE ERIELR, HATRHABNEERFES. MEREAXE

RFENZRLEE, BTHEEVDRE—ITEIE,
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B HIZBIEEL E CreateProcess(), X NEHEBERAEZNT ©

1 BOOL CreateProcess(
2 LPCTSTR 1lpApplicationName, //
module #HEH (GEEXHER)
3 LPTSTR 1lpCommandLine, //
tEs
4 LPSECURITY_ATTRIBUTES lpProcessAttributes, //
5 LPSECURITY_ATTRIBUTES 1pThreadAttributes, //
6 BOOL bInheritHandles, //
option A
7 DWORD dwCreationFlags, //
8 LPVOID 1lpEnvironment, //
HEFET S
9 LPCTSTR 1pCurrentDirectory, //
HEBRENLRIER, REBR
10 LPSTARTUPINFO 1pStartupInfo, //
HIFEMERS (Boh#EEEXER)
11 LPPROCESS_INFORMATION lpProcessInformation //
HRIFMER (GHFZID. LA2ID. HIZAWR. KW
12 )5

AETI X CreateProcessE# NV 7 EFLE R PN ERME2 N2, BIRTESH

IpCommandLine, F—"E2EEEIHIEXHRE, B ITEMDITBE,

BRI LA Ao

AT EIRFEEIR - Win32

name of executable

command line string W%
SD HIZAIR
SD &2

handle inheritance

creation flags 15&
new environment block X

current directory name
startup information 443

process information 45y

. lpApplicationName.

SNRIRBTHEVEIZHE SEETA]

MNITSRRIEECMDE ST METRFAFERHENSH, AIAIFKIHImain ACEE

1 int main(int argc, charx argv[])

2 {

3 printf("%s - %s", argv[0], argv[1l]);
4 return 0;

5 1

HE M EBchar* argv[[LE R 1TSS, EFEAMNIEMRargv0|NIRTEFAE, HREFBUEEH,

argv[l]. argv[2]..FZF :
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int main{int argc, char= argu[])

{
printf{"%s - %s", argu[8], argu[1]};
return 8;

C:ATIRDOYS\system3Zh

C=“Documents and Settings“Administrator-My Documents“UCH .8 MyProjects>Hello“Dehi
g»*Hello CommandParaml

Hello — CommandParami

C:Documents and SettingssAdministrator-My Documents>UC6 .H@“MyProjectz“Hello“Dehu
o

FRIAFRATVZ £ CreateProcessEREI B #HIZHVIE, MIRFERESDITEHNFEEZEETE 1B
[pCommandLine :

#tinclude <windows.h>

int main{int argc, char= argu[])

{
TCHAR childProcessNHame[] = TEXT("C:/WINDOWS/system32/cmd.exe"); // process
TCHAR childProcessCommandLine[] = TEXT{" /c ping www.baidu.com "); // command line
£/ LPSTARTUPINFO 1pStartupInfo
STARTUPINFO si;
// LPPROCESS_INFORMATION 1pProcessInformation
PROCESS_INFORMATION pi;
/7 FeFEEFRsi pi
ZeroMemory{&si, sizeof{si));
ZeroMemory{&pi, sizeof{pi));
/7 LPSTARTUPINFO lpStartupInfo [2—MEM{E, Hihah REFALIAS, BRIk RRRRFRENERSMY, LUBAESME
si.chb =Lsizeof(si);
if{CreateProcess{childProcessName, childProcessCommandLine, NULL, NULL, FALSE, 8, NULL, NULL, &si, &pi)) {
printf({"CreateProcess Succesfully?");
} else {
printf{"CreateProcess Error: %d \n", GetLastError{));
H
CloseHandle{pi.hProcess);
CloseHandle(pi.hThread);
return 8;
H
1 #include <windows.h>
2 #include <stdlib.h>
3
4 int main(int argc, charx argv[])
5 {
6 TCHAR childProcessName[] = TEXT("C:/WINDOWS/system32/cmd.exe");
7 TCHAR childProcessCommandLine[] = TEXT(" /c ping 127.0.0.1");
8
9 STARTUPINFO si;
10 PROCESS_INFORMATION pi;
11
12 ZeroMemory (&si, sizeof(si));
13 ZeroMemory (&pi, sizeof(pi));
14
15 si.cb = sizeof(si);
16

BIEHIE - 14
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17 if(CreateProcess(childProcessName, childProcessCommandLine, NULL,
NULL, FALSE, 0, NULL, NULL, &si, &pi)) {

18 printf("CreateProcess Successfully! \n");

19 1} else {

20 printf("CreateProcess Error: %d \n", GetLastError());

21 }

22

23 CloseHandle(pi.hProcess);

24 CloseHandle(pi.hThread);

25

26 system("pause");

27 return 0;

28 }

W0 EEPTRAES, BAEBRENXTHERZR. #EMDITEH, HXEIBTsi. pil NMEE, AGEH
ZeroMemory BB HOIRFTEMELIE, BHiasi.cbRMEISFISEHERN BAHLEE ? XEREAWindowse
BRZIMRAE, EBFREEHILN) ; RfS5CreateProcessEiEIBIEMIE, H T CreateProcessBi#iA &R [E(E
BI/RERA, PRLUERISRRIET, R NIEEF GetLastError BN EBRAENRAEA S, EF RS N4
ARATUBEZBTEBR | https://baike.baidu.com/item/GetLastError/42788207fr=aladdin

FRRTHIECEEE X AHE, BREIIFAANE, SHEEVE—TLXE, FIURINBEXALIE, 8
CloseHandleBR¥FE X i,

ca O \TINDOTS v systendZicad. exe = |I:I|5|

C:sDocuments and Settings“AdministratorsMy Du-::uments\UCE.B\HyPrujects\Hellu\Dehul
g*Hello

CreateProcess Succesfullyt

C=“Documents and Settings“Administrator-My Documents“UC6 .8 “MyProjects*Hello“Debu

o

Pinging www.a.zhifen.com [188.181.42.121 with 32 hytes of data:

Reply from 18@.1681.4%_.12: bytes=32 time=18ms TTL=52
Reply from 188.1681.49.12: hytes=32 time=12ms TTL=52
Reply from 188_1681 .49 _12: bytez=32 time=12m= TTL=52
Reply from 188.1681.49.12: hytes=32 time=18ms TTL=52

Ping statiztics for 18A.1601_49_12:

Packets: Sent = 4. Received = 4, Lost = B {Bx loss).
Approximate round trip times in milli—seconds:

Minimum = 1Bm=z,. Maximum = 1Zmz. Average = 1lims

6.1 BN B-KR I (STARTUPINFOZ I {E)

CreateProcess() B AR HIZ, HE— S ESTARTUPINFOLIIEK, XNEBHEHEZETIN—EER, &K
I1—FIFE ZeroMemory (BRI IE, TR0, BATESITHIMEREEERE ? HBHREHARIITEDN
BMRFTE Rk A B S EBEONE ?

BRI E — T STARTUPINFOSMIEMI R R -

1 typedef struct _STARTUPINFOA {

BUEHRE - 15


https://baike.baidu.com/item/GetLastError/4278820?fr=aladdin

15
16
17
18
19
20

XL DWORDHEBIW N R TEI— T & E, @idGetStartupInfoliEEIRENER :

coO~NOoOUl b WN B

14
15
16

DWORD cb;
LPSTR lpReserved;
LPSTR lpDesktop;
LPSTR lpTitle;
DWORD  dwX;
DWORD  dwY;
DWORD dwXSize;
DWORD dwYSize;
DWORD dwXCountChars;
DWORD dwYCountChars;
DWORD dwFillAttribute;
DWORD  dwFlags;
WORD wShowWindow;
WORD cbReserved2;
LPBYTE T1pReserved2;
HANDLE hStdInput;
HANDLE hStdOutput;
HANDLE hStdError;

} STARTUPINFOA, *LPSTARTUPINFOA;

#include "stdafx.h"
#include <windows.h>
#include <stdlib.h>

int main(int argc, charx argv[])
{
STARTUPINFO si;
ZeroMemory (&si, sizeof(si));
si.cb = sizeof(si);

GetStartupInfo(&si);

printf("%d %d %d %d %d %d %

AT EIRFEEIR - Win32

%d\n", si.dwX, si.dwY, si.dwXSize,

si.dwYSize, si.dwXCountChars, si.dwYCountChars, si.dwFillAttribute,

si.dwFlags);
system("pause");
return 0;

}

EETF (P1) M7EDTDebugiAIXTE (P2) HiTH :

RIEEHIE - 16



T EFEIRFEEID - Win32

Documents and Settings\Administrator\SMI\H:

Ll

EITaIEBRNER T INETARITERITHAEZL | si.dwXSize, si.dwYSize, si.dwXCountChars,
si.dwrFillAttribute, si.dwFlags

FRIABATRI LARSEX TLMERHI BT AT 1T R

int main{int argc, char= argu[]}
{
STARTUPINFO si;
ZeroMemory{&si, sizeof{si}));
si.chb = sizeof({si);

GetStartupInfo(&si);

if ({int)si.dw¥Size *=0 || (int)si.dwYSize *=8 || (int)si.dwXCountChars *=8 || (int)si.dwFillattribute *=8 || (int)si.dwFlags
exit(e);
} else {

printf("%d %d %d %d %d %d %d %d\n”, si.dwX, si.dwy¥, si.dw¥Size, si.dwYSize, si.dwXCountChars, si.dwYCountChars, si.dwFillp
e

system{“pause’);
return 8;

glE#HEE - 17
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7 AAK

FELE—ZFTH, BT ##E]T CreateProcess() BB B HIZRE — 145 HI{ALPPROCESS_INFORMATION
IpProcessinformation, X NMEMAREHIZMEIZNID. AWER, BBATARID? HAREWE?

7.1 AR

7.1.1 FARHAZITR

BHABRINETHR—TRRNR, UWERLES5SAKMRITRE, fIN#HE. &8, X, BFE. E45FEE
RIZERE — NI RERR, XEEMEEBERNKRHTEIE, FURIET UMz IRAEN R (HBR18E—
NHE, ERARE (F26) MEti@— 1 4HI{KEPROCESS...)

#42 442 1<

|

=]
e
il

>
Hil

ETHREAD FILE_OBJE

BRMEEXR, HTJUTEMSDN Libraryi83RCloseHandleXNEH, ERAXRXFAMIRN, GIETHE
HERIE, BNNRIENE R X ARMBERZNR

aJfEFz - 18
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@ Platform SDK: Helper Libraries

CloseHandle]

The MERFIENGIE function closes an open object handle.

LILIC] oseHandl el

HANDLE hibject /7 handle to cbject
¥

Parameters

hObject
[infout] Handle to an open object.

Return Yalues
If the function succeeds, the return value is nonzero.
If the function fails, the return value is zero. To get extended error information, call GetLastError.

Windows NT/2000/XP: Closing an invalid handle raises an exception when the application is running under a debugger. This includes closing a handle twice, and using
MEFEENGIE on a handle returned by the FindFirstFile function.

Remarks
The function clases handles ta the following objects:

Access token

* Communications device

* Console input

» Console screen buffer

= Event

» File

# File mapping

» Job

* Mailslot

= Mutex

* Named pipe

* Process

» Semaphore

* Socket

7.1.2 EERNKWER

HEANVERW TEFRRNEREIEN, ITERNRECE—EME, MBMZNAEEXLELEMANE ? &R
sNfAIfE X LA ATE ? HSLRIFARR, TR LOEBIAREMAIEREIR, ERXIFMEERNE | NAR
REFRERER Y SBUEMAZESERIAL, 5N AR RBENE R RE — M REFENREIL RS
e, MARIHRD]— PRI EIRD, MRRETUNERZER,.

ARz - 19
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ARE

llI...tlllllI....Il..l'I"IIII.IIIIIIIIIII.-_“IIIII._...IIIIIIIII'I

L=

v

EPROCESS NiZZEH

WECN T BEXMERNEAE, FIAERSHAREHERMUREBRLNVAR, URERRHEIXMAR
EEEE,

7.2 HREAWR

REEHEEARNR, XMEOMKRMELET, ERFEIENE, RAEHEEYEOMK, A i#
EHE - T ERR.

AREK - 20
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RRE

II...I:II.ll.lllll.!llll_.lllllllllllllll.-‘,lIIIII...IIIIIIUIIIIII

NiZE

EPROCESS

ARERRERM—TAE, FNARE. ARKEREAR, B aUmmr UEGHZRREDE, NSRS
ARNELIF ERMEARKREN—1FR5,

73 ZHIEHAZE TR

WITEFRT, A#FEiEd CreateProcessBEIEEIE T — ML R ; Bi#FE:@1d OpenProcessEE F] LUTHAIA
BEIFH—HTE, AR LUSEFENARNR ; AREEER(EARIT RELEN EH X A A iR A a1
(£&510) 5!%?9&1’!5 BHEREXTAKMREEELEBCHAMKRNOE (F5]) KREARER. (FE
AEMRE | AMRE—TILEN, IREMRSHER ORI
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TEZ ARG FHRIRAHRE] T CloseHand e X NEREZ AR X H#HE. 4i2H), HLCHAGMERRAW, B

RAMMERIITTXNEY, IZNARMRUASYEHRSE ; 1 EEFATRARMKEE— 1T, Bl

2, ERNERRIEFABANRERAERN, WNRENIBEAHZETHITT CloseHandleFHH, W&iﬁ%@#?\%i‘ﬁ

i, EA#HIEBIRTEEA, MRAEHEBHAITT CloseHandleBI#, XA RIVITEEE /0, M X HH
7o

®iE R, UEPmtAMES TRTZEBUNNFIERZNR, CIEBH#IE, RNt tRERE, WRIrEE
S£IEXHF, BFEECloseHandleFEE 1L H #3300, EXFEEGNREXH, PALURISEIICIZ T —E
W TH T — 1Mk, NRFNTRE2ENRBPEHET CloseHandleBE, XHFIER BB/HASXH, BTEHA]
FoiREBEANXAREAF T (RBLEXEAT, #EBF2XA) .

7.4 BN E AT LA 1 4k

PR T BATLRBI AR LA ITHZE AR U, WindowsiFigit T —HMAURIBHMBITHEZARI R, i
TR T BB—TARE S AL AR,

MTEFR (IRRERE=IN, 220WE. RKEREEI, TRETATURAR) , LR IIEA
#Hig (Ritiz) SIRT4TARMR !

WA

Creat eProcegs Creat cThrcgd
Creat eEven{ "’-\‘ CreateFil c.{‘-.\

XONEREEE — S HLPSECURITY_ATTRIBUTES IpThreadAttributes, @3 X PMNEHENTATUHIMERBES
BRI R,

ARz - 22
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CreateThread
The CreateThread function creates a thread to execute within the virtual address space of the calling process.
To create a thread that runs in the virtual address space of another process, use the CreateRemoteThread function.

initial stack size

LPT][RE]\II START_ROUTINE 1pSiartdddress, // thread function
LPYOID IpFaremeter, /f thread argqument
DWOBRD dwitreationFlags, ff creation option
LPDWORD IpThreadId £/ thread identifier

BATAILERHBE -T2, EMB—TEE .
SECURITY_ATTRIBUTES

The SECURITY_ATTRIBUTES structure contains the security descriptor for an object and specifies whether the handle retrieved by specifying this structure is
inheritable.

typedef struct _SECURITY ATTRIEUTES {
DWORD nlength;
LPVOID lpSecurityDescriptor;
BOOL  bInheritHandle;

} SECURITY ATTRIEUTES, *PSECURITY_ ATTRIEBUTES;

SMERRIAE | LEMBKE ; 2.ZLHBH ; 3. 0BT RER,

B PRRENVIZRNZRT, EWindowsi&It FTEHSEXFE—TMHE ; B NREMHRE, XPIHAIRIGE
frERBERENX, —REZEMT, RACTEREHRENR, HEEFANIHED ﬁﬁ]@?ﬁﬁﬁ, wHN
B, EFAZXREVIER,

BZIRRBRNERFEX N, HARRET OMEERIUUREYE, NTFERFR, FilikCreateProcessi
HOVERHIR, AR AINRET AR

BOOL CreateProcess( CreateProcess B E X &Mk , R&

LPCTSTR IpApplicationName, // name of executable module SECURITY_ATTRIBUTES sa; R ~
LPTSTR IpCommandLine, // command line string SECURITY_ATTRIBUTE ZeroMemory(&sa, sizeof(sa)); binheritHandlel& &
LPSECURITY_ATTRIBUTES IpProcessAttributes, // SD sa.nlength = sizeof(sa); TRUER IS

b — d E 0N, Z
LPSECURITY_ATTRIBUTES IpThreadAttributes, // SD S, — TR sa.binheritHandle = TRUE; RNHRAW, &
BOOL binheritHandles, // handle inheritance option E(], — P E&EN, \ TR ONRER AT AR A
DWORD dwCreationFlags, // creation flags N
LPVOID IpEnvironment, // new environment block CreateProcess(childProcessName, childProcessCommandLine, NULL, NULL, FALSE, 0, NULL, NULL, &si, &pi);
LPCTSTR IpCurrentDirectory, // current directory name
LPSTARTUPINFO IpStartuplnfo, // startup information CreateProcess(childProcessName, childProcessCommandLine, &sa, &sa, FALSE, 0, NULL, NULL, &si, &pi);

LPPROCESS_INFORMATION IpProcessinformation // process information

7.5 AN E "TOIF" AR

BATAILGL DR, BHNERIL, BEEIESTR4E, HERENDITFFEEHLRHEN TR, XY
BERBEERN—TSHT,
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SUHAE TifiE

CreateProcess CreateThread
CreateEven;\\ CreateFile *
L X

V
EPROCESS

— O |— O

BA1IE R LACreateProcessENEZ I, EH—1E4BOOL binheritHandles, XNEHRE T 2B T CIENF
HIRLRR AN -

BOOL CreateProcesz(
LPCTSTE 1pdpplicaticollems, Ff name of executables module
LPTSTR 1plomnmsiadlins, Ff command line string
LPSECUEBITY ATTRIBUTES pPlrocessdtiributes, ff ED
LPSECUBITY ATTRIBVUTES I1pThreaddtiributes, JFFf D

BO0OL ETnbkeriétHapndles,

£ handle inheritance option

DWORD dpilregiicnalflags, Ff creacion flags

LPTOIN 1pEevi poiamend | £ new environment block
LPCTSTR 1plureentliraectory, Ff ocurrent directory name
LPETRARTUYPINED 1pStertuplnfc, Ff startup information

LPPROCESS TNFORMATION nlrocessinformatiom ff process information

REXNMSHIGENTRUER, FKISIZMFHZF SRIFRAKHZN DM,

AREK - 24
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8 HIZFE X API

8.1 ID5A)H

MEBFHATRINEIE T — N iHIZ, CreateProcessEERATAVBREI—NEMEK, QASTUNEE | #HIZHS
(ID) . HIEAWH. &BHES (D) . LEAW,

HZIDELENERRI T, BEHNIFZAPID, EESEESFHABZI=THAILIRFENEN !

E Tindows HFEEHIE - ||:||£|

THE ERQ ZEW R e
mRRF #E |we @ |Be |

wmtooled, exe E040 Administratoer oo 15, noe

. E
wmtoolsd. exe 1912 SYSTEM oo 14, 252 K
VehuthService, | . 1745 SYSTEM oo 9,044 E
atfmon. exe 1654 Administrator oo 3,820 K
swchost. exe 1865 LOCAL SERVICE oo 3,304 E
MEDEV. EXE 1532 Administrator oo T.540 E
spoolsw. exe 1454 SYSTEM oo B, B56 K
taslmgr. exe 1444 Administrator 01 5,024 K
swchost. exe 1300 LOCAL SERVICE oo 4,620 E
swehost, axe 1225 HETWOERE SEREVICE oo 3,202 K o
=wechoszt. exe 1120 SYSTEM oo 19, 5365 K
rundlliZ. exe 1036 Administrator oo 3,468 K
wianclt, exe 1024 Administrator oo 5,288 K
cOnlme, exe 1020 Administrator oo 3,204 K
swchost, exe 976 HETWOEE SEEVICE o0 4,392 K
swehost, exe 932 ZSYSTEM oo 4, T80 K
vmacthlp. exe 916 SYSTEM oo 2,468 K
l=as= rxa T4MN  STSTEM nn 5 974 E ;I
v STEERPRIHHIE ©) gmsig e |

SMHERAE—MALENORE, MEERALE—NAOWNE, RIMZALBORE, XKKREASTHE
[ETEETTHU#IZ, 402 ¢
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2BHAWHE 02875636

0x812345 |-
0x987654

Lo I T =N L | |l [

0x87TH433 |
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~EPROCESS

- ETHREAD

A
EPROCESS

“ ETHREAD

PIDEA LI LURE N R £/ BMKRPH—1 RS, BAPIDMAMHIXGIMEBREZELEKT, PIDRERE
89, EEMHAEPHEEN, MAIUER, MORUEEBN. EN ; PDEM—H, LXNFFAREHAES

WEE, BRIHIBER, BLXD
FHLBOMKRPHENMNDR)

PIDFLE FIBER DA B A — T iE,

8.2 TerminateProcessiZX
BATRILURISIE— TN LM BIEE, B A AHETEFTFFIER 528

#tinclude <windows.h>
#tinclude <stdlib.h>

int main{int argc,
{

char= argu[])

TCHAR childProcessName[] = TEXT{"C:\\Program Files\\Internet Explorer\\IEXPLORE.exe"}; // process

TCHAR childProcessCommandLine[] = TEXT{" http://www.baidu.com/"}; // command line
// LPSTARTUPINFO 1pStartuplInfo

STARTUPINFO si;

// LPPROCESS_INFORMATION 1pProcessInformation

PROCESS_INFORMATION pi;
/7 FeEiEFsL pi

ZeroMemory{&si, sizeof(si));
ZeroMemory{&pi, sizeof(pi));

// LPSTARTUPINFO 1pStartupInfo =—-4
si.cb = sizeof({si);

afE, B RERATLLAS, {Bebit-

if(CreateProcess{childProcessMame, childProcessCommandLine,
printf(“CreateProcess Succesfully?t \nPID:%x \nG)if:%x \n",
¥ else ¢
printf{"CreateProcess Error: %d \n",

pi.dwProcessId, pi.hProcess);

GetLastError{));
H

. ot C:\Documents and Se
CloseHandle(pi.hProcess};
CloseHandle{pi.hThread);

CreateProcess Succesfully?

PID:524
G

system{"pause’);

return 8;

ai‘i‘XﬂJlﬁ-ﬁ — Bicrosoft Internet Explorer

i R FIRFUR MR E B0,

THO MO TRO RO IRO EBO |

|/
"

_)IEE =

D ¥ B | Pm= Jowax &) - L FH B

Hitl @) [&] nep: /s, bai du. con/

EorB# R fEA TerminateProcessENERA IEAHRTE, BALFERAUMERLZL

B
1

(PIDAZ AN, BERALLETPIDIR

, SAIGIREUHFZIDAN AR

B BZRETNME

NULL, NULL, FALSE, 8, NULL, NULL, &si, &pi)) ¢

HIZHEXAPI - 26
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// TerminateProcessPE#
BOOL TerminateProcess/(
HANDLE hProcess, // handle to the process iR
UINT uExitCode // exit code for the process EBHH

)3

a b wWN PR

?  Unknown Attachment

TerminateProcessEIBUE AR LEHIZRY, EABIRIAEZEMSDN Library, EXEBRITBBEENAIUFTRL L
HEXKT, XITMBERAESHNERRSEAMITN, BLMICIET AMEIEN, HMHEETERBEX MIREK
&\ 312, BEERRITEERENXAX#HE, IBMEEMERIPIDRRRORT, EEMATNT,

8.3 OpenProcessEK

T #RY TerminateProcessBNE /G, BHITEEEIEMNE X F—#HIE, FEEMEBIOpenProcessiil, X EEHZER
RITHHEN R -

1 HANDLE OpenProcess(

2 DWORD dwDesiredAccess, // access flag 1% ZLHHIRIIR

3 BOOL bInheritHandle, // handle [inheritance option 27 ALt
4 DWORD dwProcessId // process [identifier #HFZID

5

)

B X API - 27
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OpenProcess

The OpenProcess function opens an existing process object,

HANDLE OpenProcess(
MOED dellesireddccess, f/ access flag

BOOL bImberitHapndle, Ff handle inheritance option
IMOBED dwlirocessId Ff process identifier
¥:
Parameters

dwlesiveddccess
[in] Specifies the access to the process object. For operating systerns that support security checking, this access is checked
against any security descriptor for the target process, This parameter can be STANDARD_RIGHTS_REQUIRED or one or more of
the following values,

¥alue Description

PROCESS_ALL_ACCESS Specifies all possible access flags for the process
object,

PROCESS_CREATE_PROCESS Used internally,

PROCESS_CREATE_THREAD Enables using the process handle in the

CreateRemoteThread function to create a thread in
the process,

PROCESS_DUP_HAMDLE Enables using the process handle as either the source
or target process in the DuplicateHandle function to
duplicate a handle.

PROCESS_QUERY_INFORMATION Enables using the process handle in the
GetExitCodeProcess and GetPriorityClass
functions to read information from the process object.

PROCESS_SET_QUOTA Enables using the process handle in the

AssignProcessTolobObject and
SetProcessWorkingSetSize functions to set
mermory limits,

PROCESS_SET_IMNFORMATION Enables using the process handle in the
SetPriorityClass function to set the priority class of
the process,

PROCESS_TERMIMATE Enables using the process handle in the
TerminateProcess function to terminate the
proacess.

PROCESS_WMM_OPERATION Enables using the process handle in the

YirtualProtectEx and WriteProcessMemaory
functions to modify the virtual memory of the
pracess.

PROCESS_WM_READ Enables using the process handle in the
ReadProcessMemory function to read from the
virtual memory of the process,

PROCESS_WMM_WRITE Enables using the process handle in the
WriteProcessMemory function to write to the
wirtual memory of the process,

STYNCHROMNIZE Windows NTf2000fXP: Enables using the process
handle in any of the wait functions to wait for the
process to terrninate.

WTFRREFTR, FBIPIDITH#HFE (OpenProcessi®) , HMABEFAEIN, FUEAINEK, HOpenProcessEE
PITERZE, BRRE— 1MW, B3 M™aRERAT UL IEHE !

HANDLE hProcess;
hProcess = OpenProcess(PROCESS_ALL_ACCESS, FALSE, 0x524);

if(!TerminateProcess(hProcess, 0)) {
printf("&LIEHIEERK  %d \n", GetLastError());

O uh wWNBRE
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8.4 LR CIEHIE

CreateProcessBEIBMFMESHIETZE THE—T, WERINTRE—TE/1SELDWORD dwCreationFlags !

1 BOOL CreateProcess(

2 LPCTSTR 1pApplicationName, // name of executable module
3 LPTSTR 1lpCommandLine, // command line string

4 LPSECURITY_ATTRIBUTES lpProcessAttributes, // SD

5 LPSECURITY_ATTRIBUTES 1lpThreadAttributes, // SD

6 BOOL bInheritHandles, // handle dinheritance option
7 DWORD dwCreationFlags, // creation flags <--XP&H
8 LPVOID 1lpEnvironment, // new environment block

9 LPCTSTR 1lpCurrentDirectory, // current directory name
10 LPSTARTUPINFO 1pStartupInfo, // startup information

11 LPPROCESS_INFORMATION 1lpProcessInformation // process information

12 )

HEMNE— TR o #HIZN, AWM FHIENHZHER— P eaHiTEFIEH !

#tinclude <windows.h>
#tinclude <stdlib.h>

int main{int argc, char= argu[])

{

TCHAR childProcessName[] = TEXT("C:/WINDOWS/system32/cnd.exe");
TCHAR childProcessCommandLine[] = TEXT({" /c ping 127.68.68.1 -t");

STARTUPINFO sij;
PROCESS_INFORHATION pi;

ZeroMemory{&si, sizeof(si));
ZeroMemory{&pi, sizeof(pi));

si.cb = sizeof(si);

if{CreateProcess{childProcessName, childProcessCommandLine, NULL, NULL, FALSE, 8, NHULL, HULL, &si, &pi)) {
printf{"CreateProcess Successfully? \n");

} else {
printf{"CreateProcess Error: %d \n", GetLastErrur()I;

H

CloseHandle{pi.hProcess);
CloseHandle{pi.hThread};

¢t C:\Documents and SettingsiAdministrator\lly Documentsh

system(“‘pause™); C 2 Successfully?
return 8; 1= -
Pinging 127.8.8.1 with 32 bytes of data:

Reply from 127.8.8.1: bytes=32 time<{ims TTL=128
Reply from 127.8.8.1: bytes=32 time<{ims TTL=128

Ml RBNVEEX 2 EIEM EEEBIdwCreationFlagsiX N2, JFHEE2ICREATE_NEW_CONSOLEENT] :
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Ff creation flags

dwCreationFlags

[in] Specifies additional flags that control the priority class and the creation of the process, The following creation flags can be
specified in any combination, except as noted.

¥alue

CREATE_BREAKAWAY_FROM_IOB

CREATE_DEFALLT_ERROR_MODE

CREATE_FORCEDOS

[CREHTE_NEW_CONSOLE]

#include <windows.h>
#include <stdlib.h>

int main{int argc, char= argu[])

{

Meaning

Windows 2000/fXP: The child processes of a process associated with
a job are not associated with the job,

If the calling process is not associated with a job, this flag has no
effect, If the calling process is associated with a job, the job must set
the JOB_OBIECT_LIMIT_BREAKAWAY_CK limit or CreateProcess will
fail.

The new process does not inherit the error mode of the calling
process, Instead, CreateProcess gives the new process the current
default error mode. &n application sets the current default error mode
by calling SetErrorMode.

This flag is particularly useful for rulti-threaded shell applications that
run with hard errors disabled.

The default behavior for CreateProcess is for the new process to
inherit the errar rmode of the caller. Setting this flag changes that
default behavior.

Windows NT/2000/XP: This flag is valid only when starting a 16-hit
bound application, If set, the system will force the application to run
as an MS-D0S-based application rather than as an 05/2-based
application.

The new process has a new consale, instead of inheriting the parent's
consale, This flag cannot be used with the DETACHED_PROCESS flag.

TCHAR childProcessName[] = TEXT{"C:/WINDOWS/system32/cnd.exe");
TCHAR childProcessCommandLine[] = TEXT(" /c ping 127.8.8.1 -t");

STARTUPINFO si;
PROCESS_INFORMATION pi;

2eroMemory(&si, sizeof(si));
ZeroMemory(&pi, sizeof(pi));

si.cb = sizeof(si);

if(CreateProcess{childProcessName, childProcessCommandLine, NULL, NULL, FALSE, |CREATE_NEW CONSOLEJ NULL, NULL, &si, &pi)) {

printf{"CreateProcess Successfully? \n");

} else {

printf("CreateProcess Error: %d \n", GetLastError{));

H
CloseHandle(pi.hProcess);

CloseHandle{pi.hThread);

system({"pause");
return 8;

CreateProce Successfully?

HDO¥S/system32/

Pinging 127.0.8.1 with 32 bytes of data:

from 127.0.8 byt time<{ims

from 127.0.0

from 127.6.0

from 127.0.0
-8.@

from 127

.1z
5
.1z
1z
.1z

bytes=32 time<{ims TTL=128

BRXMHAZRNNREER, HEHRFRHEEARXIEY, BEXNESH(E)ICREATE_SUSPENDED

, R LRSI HR,

MINREBLIEEN S N EIE#HIE, BLHENCIRIERRLETI(L
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. BREFEXEN (4 ({§26G)
. BIERNZIIREPROCESS (F2G)
. BREYZESDLL (ntdll.dll)
. BIELREAZXIIRRTHREAD (526)
. REEohERE:
BREYDLL (ntdll.LdrInitializeThunk)

SAEFRRT

. BREFEXEN(E ({§26G)

. BIEAITHREPROCESS (526)

. MREYZEZDLL (ntdll.d11)

. BIBREIEAZITRRTHREAD (52G)

. EENA A BIEH#E
5. ..

. MEMNERERTIT
BREJDLL (ntdll.LdrInitializeThunk)
5 Epa =t K B

BEHMGAT —R, HEARLEENEEE, #HIEEEREIERN, i, RLMRBRENIEHLERE L

12
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ttinclude <windows.h>
ttinclude <stdlib.h>

int main{int argc, char= arguv[])

{

TCHAR childProcessName[] = TEXT("C:/WINDOWS/system32/cmd.exe");

TCHAR childProcessCommandLine[] = TEXT(" /c ping 127.8.8.1 -t");

STARTUPINFO si;

PROCESS_INFORMATION pi;

2erolemory(&si, sizeof(si));

2erolemory(&pi, sizeof(pi));

si.ch = sizeof(si);

if{CreateProcess{childProcessName, childProcessCommandLine, NULL, MULL, FALSE, CREATE_SUSPENDED, NULL, NULL, &si, &pi)) {
printf{"CreateProcess Successfullyt \n");

} else {
printf{"CreateProcess Error: %d \n", GetLastError{));

H

RS

ResumeThread(pi.hThread);

CloseHandle{pi.hProcess); BT £ L.

CloseHandle(pi.hThread); Pinging 127.8.8.1 with 32 hytes of data:

Reply from 127.8.8.1: bytes=32 time<{ims TTL=128
system({*'pause”); Reply from 127.8.8.1: hyte time<{ims TTL=128
return 8; Reply from 127.8.0.1: bytes=32 time<{ims TTL=128

H

8.5 BREBRESIFBR

1832 GetModuleFileNameFlGetCurrentDirectory B FI U 93 FIFKS HRiE R B RN LU TERR ©

1 char strModule[256];

2 GetModuleFileName (NULL,strModule, 256); // SEIHEIERER, HilexePRTEHIE
%, d8exeXt%

3

4 char strWork[1000];

5 GetCurrentDirectory (1000, strWork); // FRERHIL{EER

6

7 printf("ERBEFE ! %s \nIT{EER : %s \n", strModule, strWork);

FEIENRIEERETMERD, FKTrILUE D CreateProcessEEREIE— MR, HBEENHTIEE
R, XECreateProcessEE IR\ MBS EILPCTSTR IpCurrentDirectory,

RigHENAEXFE—IFK | HTTAERTEER TRLXH !
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#include <stdlib.h>

int main{int argc, char= argv[])

i

char strWork[1888];
GetCurrentDirectory{1888, strWork);
char fileMame[] = "\\1.txt™;
strcat{strWork, fileHame);

FILE* f = fopen{strWork, "r'};
printf("0Open File: %s \n", strWork);
system("'pause};

return 8;

C:\Documents and Settings‘Administrator'illy Documents=
Open File: GC:“Documents and Settings“Administrator“My Ducuments\UCE.E\HyPPujectsl’

“Hello™d .txt

BiEEE
XBHEREATAT LU CreateProcessE

#tinclude <{windows.h>
#tinclude <stdlib.h>

int main{int argc, char* argu[])

{

FRENH A
FRENH A
FREXERS1T - GetCommandLine

o

FREX

TCHAR childProcessHame[] =

hCHHR workPath[] =

TExr("c:\\")i

STARTUPINFD si;
PROCESS_INFORMATION pi;

Zerolemory{&si, sizeof{si));
ZeroMemory{&pi, sizeof{pi));

si.ch = sizeof(si);

if(CreateProcess{(childProcessHame, HULL, NULL, HULL,

printf({"CreateProcess Successfully? \n");

¥ else {

printf("CreateProcess Error:

CloseHandle{pi.hPFrocess);
CloseHandle{pi.hThread);

system{"pause"};
return 8;

FALSE, 8,

%d wn", GetLastError());

T EFEIRFEEID - Win32

BB TIERRTE, ILEIREFRIHEE TIFB R M !

TEXT({"C:y\Documents and Settings\\ndministratur\\ﬁiﬁﬁ\\Hellu.exe");

NULL § workPath,|&si, &pi)) {

ot [:\Documents and Settings‘Administrator'illy Documents

Successfullyt

H{th#321H X AP

#32ID (PID)
HIZEA :

. GetCurrentProcessld

GetCurrentProcess

ESENE R | GetStartuplnfo

JB[FIHFZID : EnumProcesses
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RER : CreateToolhelp32Snapshot
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AT EIRFEEIR - Win32

9 BIELAE

9.1 ftABLIE

1. SREEMEEHRE LBRITRE, BABENBITHRE
2. —?ﬁ%&ﬂl)(@ﬁ%ﬁ\éﬂi (—MHEEVESEIT—MEE, #ERZE LR, LR E LR
&) o

I WindowsfESSEESRHATE AT UIRBMHNE NS N HIZSAINAENE *

E Tindows & EHE - IDIEI

TEEE ETQ ZEQ XA
mREr HE e xR AR |

E2) .
e

Hello. exe 3396 Administrator oo 1,084 K 1

MSDEY. EXE 2652 Administrator oo B, 544 K 10

taslmgr. exe 2560 Administrator nz 5,036 K 3

hh. exe 2304 Administrator oo 15,540 K g

vmtoolsd. exe 2040 Administrator oo 15,096 K 5

emd. exe 2004 Administrator an 2,388 K 1

vmtoolsd exe 1912 SYSTEM oo 14,352 K =3

VrhuthService. . . 1748 SYSTEM oo 9,044 K 2

ctfmon. exe 1684 Administrator an 3,848 K 1 b

svchost, exe 1685 LOCAL ZEEVICE 0o 3,312 K =

cmd. exe 1544 Administrator oo 2,396 K 1

cmd. exe 1524 Administrator an 2,512 K 1

spoolsy. exe 1454 SYSTEM oo G, 656 K 11

svchost, exe 1300  LOCAL SERVICE oo 4,600 K 13

swchost. exe 1228 HETWORE SERYICE oo 3,308 K 4

swchost, exe 1120 SYSTEM oo 19,228 K B0

rundl13Z. exe 1036 Administrator oo 3,468 K 4

wnanrlt ere N4 ddmini=strator 1 O 2AF BN ——— ;I
v STEHEREPRHE G EHMizE |

BIINEERKRTES/LTABERT, ERENHFA—ERENHT, FIMNEKNCPURR FTEAFES L
12HY, SAERVHITRENREIRFR, (BRCPUTIHRIIFEER, FTATITMIRIEMZCPURMT AKX,

9.2 BIEELIE

BRI E A CreateThread %Y, HiBERAWTF ©

1 HANDLE CreateThread( // RENERLZIZAIR

2 LPSECURITY_ATTRIBUTES lpThreadAttributes, // SD Z2RE!E, SE&LT MR

3 SIZE_T dwStackSize, // initial stack size IRk

4 LPTHREAD_START_ROUTINE 1lpStartAddress, // thread function Z&IEHITHIE
A

5 LPVOID lpParameter, // thread argument ZIEFEME
E54
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6 DWORD dwCreationFlags, // creation option #RiR, ALY
R IR L
7 LPDWORD 1pThreadId // thread identifier ER[EIHFTL
F21ID
8 )
SKIEMITRBBEEERAOT ©
ThreadProc

The ThreadProc function is an application-defined function that serves as the starting address for a thread. Specify this address
when calling the CreateThread or CreateRemoteThread function, The LPTHREAD_START_ROUTINE type defines a pointer to
this callback function. ThreadProc is a placeholder for the application-defined function name.

IOED WINAPTI ThreadProci
LPVYOID 1pPeremeter Af thread data

yi

BIMNZ A BT L2 ITlor B, WNTFE :

fiinclude <windows.h>

/7 SRINATRIEE G 1EEER, SENSDN Library
DWORD WINAPI ThreadProc{LPVODID 1lpParameter) {
70 ENATRIRED _
for{int 1 = B; 1 < 1808; 1++) {
Sleep(588);
printf{"++++++ %d 0", i);

¥

return 8;

int main{int argc, char= argu[])

(=55

CreateThread{NULL, HWULL, ThreadProc, HULL, 8, HULL);

/¢ ENATHIICEY
For{int i = @; i < 188; i++) {
Sleep(588);
printf{"-———-—- 2d wn", 1);
H

return 8;

#include <windows.h>

/] LRERITHERBEIEEEKR, BEMSDN Library
DWORD WINAPI ThreadProc(LPVOID 1lpParameter) {
/] ERITHHRS

a b wN PR

RIEELZKIE - 36



T EFEIRFEEID - Win32

6 for(int i = 0; i < 100; i++) {
7 Sleep(500);
8 printf("++++++ %d \n", i);

9 }

10

11 return 0;

12 }

13

14 int main(int argc, charx argv[])
15 {

16 /] BIELIE

17 CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
18

19 /] ERITHINED

20 for(int i = 0; i < 100; i++) {
21 Sleep(500);

22 printf("------ %d \n", i);
23 }

24 return 0;

25

26 }

SREAAEERS, MESEHIITECH, NRBVERSHUFRTHRLEERE, XTRERFIE,

9.3 MEIZHBUTESH

ME&FREESY, MTEMRT, RITEEBEXLERITOMEIFRIRE, FMnffEHE, XNRFEIZSHN
RER LRSS HNEHRPEFE, FEAEMNMEFERFIER—T !

#include <windows.h>

/7 SEREPATHEEFIREE R, SHBUSON Library
DWORD WINAPI ThreadProc{LPVUODID lpParameter}) {

Fnt* p = (int=) 1pParameter4

£ EATEIIED

for{int i = @8; i < =p; i++) {
Sleep(508);
printf{"++++++ Zd \n", i);

b

return 8;

int main{int argc, char=* argu[])

/1 ENATRIS
for{int i = @; i < 188; i++) {
Sleep(588);
printf{"--——-—- %d \n", 1);
H

return 8;

ATRIESENESEH, RMEAILRSEREEREEX
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#tinclude <windows.h>

/1 SEFRNATNEIFIEEER, S35NDN Library
DWORD WINAPI ThreadProc{LPUOID lpParameter) {

fintx p = (intx) 1pParameter ;|

£ EWNFTRINGY

ford{int i = 8; i < =p; i++) {
Sleep(580);
printf{"++++++ Zd \n", i);

H

return 8;
¥
int n = 10;

int main{int argc, char= argv[])

{
CreateThread(NULL, NULL, aneadPruc 8, NULL):
£ ENFTRINGS
for{int i = 8; i < 100; i++) {
Sleep(580);
printf{"-----—- %d \n", i);
return 08;
¥
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10 TS
10.1 1L TRE TR

10.1.1 SleepE#X
SleepE RiL Y BIITERIAEMBHE RIS E N B 2 EER T, HII0 :

for(int i = 05 i < 100; i++) {
Sleep(500);
printf(" ______ %d \n”) -I);

A OWN PR

10.1.2 SuspendThreadx#X

AT EIRFEEIR - Win32

SuspendThread B AT EE (L) EM4&iE, HYEEFEREZEAEFARLHACPU, HIFEARARESR, RFEE

T A= EAZFRENA -

1 DWORD SuspendThread(
2 HANDLE hThread // handle to thread
3 )

10.1.3 ResumeThreadB#k

ResumeThread WA TR E WEF (HEiE) B4R, HIEEARABRER, RFEBEA-TLZDWEIA

1 DWORD ResumeThread (
2 HANDLE hThread // handle to thread
3 )

FEIENE, BE/IIXRMERE LK.
SuspendThread(hThread) ;
SuspendThread(hThread) ;

ResumeThread (hThread) ;
ResumeThread (hThread) ;

aua b wnN =
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10.2 HFEELER

10.2.1 WaitForSingleObjectB#

WaitForSingleObject I A FERF— MR BFRET R ELE, BERBRITERCE, FTRBERA THRIT,
HiBEMIUNT ¢

1 DWORD WaitForSingleObject(
2 HANDLE hHandle, // handle to object IR
3 DWORD dwMilliseconds // time-out interval ZH#FEEAYE ()
4 )
Parameters
hHandle

[in] Handle to the object. For a list of the object types whose handles can be specified, see the following Remarks section.
If this handle is closed while the wait is still pending, the function's behavior is undefined.
Windows NT/2000/%P: The handle must have SYNCHRONIZE access. For more information, see

dwilliseconds

[in] Specifies the time-out interval, in milliseconds, The function returns if the interval elapses, even if the object's state is nonsignaled. If dwMiliiseconds is zero, the
function tests the object's state and returns immediately.llf EwMa‘Ea‘sechnEs 15 INFINITE, the function's me-out interval never & apses.l
A A 7 — Sl Ry
IR —EFFRNE, PSS S HEIEIREJINFINITE,

HANDLE hThread;

hThread = CreateThread(NULL, NULL, ThreadProc, NULL, O, NULL);
WaitForSingleObject(hThread, INFINITE);

printf("OK...");

A WN PR

10.2.2 WaitForMultipleObjectsEKiZX

WaitForMultipleObjectsE#{ 5 WaitForSingleObject EKBIEAR— R, RATEAUFFZIMEITRIVIRE
RETE, HiBERKAOT -

1 DWORD WaitForMultipleObjects(

2 DWORD nCount, // number of handles in array AR E
3 CONST HANDLE *1pHandles, // object-handle array WZMRAGIHELE

4 BOOL bWaitAll, // wait option FHFEI

5 DWORD dwMilliseconds // time-out interval ZH{FBEIBYE ()

6 )
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Parameters

nCount
[in] Specifies the number of object handles in the array pointed to by lpHandies. The maximum number of object handles is MAXIMUM_WAIT_OBJECTS.

IoHandles
[in] Pointer to an array of object handles. For a list of the object types whose handles can be specified, see the following Remarks section. The array can contain
handles ta objects of different types. It may not contain the multiple copies of the same handle.

If one of these handles is closed while the wait is still pending, the function's behavior is undefined.
Windows NT/2000/%P: The handles must have SYNCHRONIZE access, For more information, see Standard Ac
Windows 95798 /Me: No handle may be a duplicate of another handle created using DuplicateHandle.

bW aitall
[in] Specifies the wait type. If TRUE, the function returns when the state of all objects in the loHandles array is signaled. If FALSE, the function returns when the state
of any one of the objects is set to signaled. In the latter case, the return value indicates the object whose state caused the function to return,

dwMitliseconds
[in] Specifies the time-out interval, in milliseconds. The function returns if the interval elapses, even if the conditions specified by the AWaitd# parameter are not
met. If dwMilliseconds is zero, the function tests the states of the specified objects and returns immediately. If dwMilliseconds is INFIMNITE, the function's time-out
interval never elapses.

EFRANERHRER, — 1 ETRUE, —NEFALSE, TRUERMZEFRATENRIVFIBRSRLELE, FALSE
NEEFF/ER—THRIRSLEEE,

HANDLE hThread[2];

hThread[0] = CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
hThread[1] = CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
WaitForMultipleObjects(2, hThread, TRUE, INFINITE);

A WN B

10.2.3 GetExitCodeThreadi %k

KRB E—REE (DWORD) , XMREMEFMURIERAFERHATTIRE, MENIFTENEREIGX TR
[E]45R0E ? XBHERL 7] LA GetExitCodeThread ¥y, HIEEMIUUIT :

1 BOOL GetExitCodeThread(
2 HANDLE hThread, // handle to the thread
3 LPDWORD 1pExitCode // termination status
4 )3
Parameters
hThread

[in] Handle to the thread.
Windows NT/2000/XP: The handle must have THREAD_QUERY_INFORMATION access, For more information, see Thread Security and Access Rights,

IpExitCode
[out] Pointer to a wariable to receive the thread termination status,

FRHEMSDN LibraryF A 1Al LURE IZ BV S 0 5) REEAR, MB— TN RoutZKEI B, XFhZEEIN ] LR
R 7JGetExitCodeThread EZ IR [BIZE R,

HANDLE hThread;
hThread = CreateThread(NULL, NULL, ThreadProc, NULL, O, NULL);

WaitForSingleObject(hThread, INFINITE);

DWORD exitCode;
GetExitCodeThread(hThread, &exitCode);

Ooo~NoulhwWNRE

printf("Exit Code: %d \n", exitCode);
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#include <windows.hZ

A SFRIATREE A 1RIEE R, S-5HSDN Library

DWORD WIHAPI ThreadProc{LPUDID l1lpParameter}) {

£4 EANATRINY

for{int 1 = 8; i < 2; i++) {
Sleep{508);
printf("++++++ 2d 0", 1);

H
H
int main{int argc, char= argu[])}
{
HAHDLE hThread;
hThread = CreateThread{NULL, HULL, ThreadProc, HULL, 8, HULL};
WaitForSingleDbject{hThread, INFIHITE};
DWORD exitCode;
GetExitCodeThread{hThread, &exitCode};
IprintF("Exit Code: %d “wn'", Exitﬂude);l
getchar(};
return 8: ch C:\Documents and SettingsiAdministratorilly Docomentsi¥C
4

|Exit Code: @

FEIENEXNEBNZEREN EFRRR D EREE—EER, FARRENERF R RLAERERE]
)=

103 1B, FKENEIELTX

SR L TXRIEFE—NERCPUTEFHRMEFITHSENAR, NRBERE. RERE L TXHREBERLE
i,

10.3.1 GetThreadContextBxZK
GetThreadContextB# A FRENAE T, HiZBEEINUT -

BOOL GetThreadContext(

HANDLE hThread, // handle to thread with context A&
LPCONTEXT 1pContext // context structure

A WDN PR

)3
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Parameters

hThread
[in] Handle to the thread whose context is to be set.

Windows NT/2000/XP: The handle must have the THREAD_SET_CONTEXT access right to the thread. For more information, see Thread Security and Access

Rights,

IoContext
[in] Pointer to the CONTEXT structure that contains the context to be set in the specified thread. The value of the ContextFlags member of this structure specifies
which portions of a thread's context to set. Some values in the CONTEXT structure that cannot be specified are silently set to the correct value. This includes bits in
the CPU status register that specify the privileged processor mode, global enabling bits in the debugging register, and other states that must be controlled by the
operating system.

BT SHAURLEIN, XNRIFIERE, EREE 1S, HE—CONTEXTEMIE, ZEMEAZIEE
20 X, HContextFlagshl SIBVEIETE 7 BIRE A2 L T XHMLERR D

LA TRFCONTEXTLEEMIKRAY ContextFlagsFl R FYEIZ B JICONTEXT_INTEGERBS AT LAFKENedi. esi. ebx. edx.
ecx. eaxiXLILZIFESAYE -

i

/f This section is specified/returned if the

/f ContextFlags word contians the flag COHNTEXT_INHTEGER.
i

DWORD Edi;
DWORD Esi;
DWORD Ebx;
DWORD Edx;
DWORD Ecx;
DWORD Eax;

TR ZIRIRER

1 HANDLE hThread;

2 hThread = CreateThread(NULL, NULL, ThreadProc, NULL, O, NULL);
3

4 SuspendThread (hThread) ;

5

6 CONTEXT c;

7 c.ContextFlags = CONTEXT_INTEGER;

8 GetThreadContext(hThread, &c);

9
10 printf("%x %x \n", c.Eax, c.Ecx);
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#tinclude <windows.h>

11 STEIAT R IRIEE R, S5Ns0N Library

DWORD WINAPI ThreadProc{LPUDID 1pParameter) {

/f BIITRINY

For{int i = 8; i { 2; i++) {
Sleep(588);
printF{"++++++ 2d \n", i);

AT EIRFEEIR - Win32

H
return 8;
H
int main{int argc, char* argu[])
{
HAHDLE hThread;
hThread = CreateThread{MULL, HULL, ThreadProc, HULL, 8, HULL};
SuspendThread{hThread
COHTEST c;
c.ContextFlags = CONTERT_IHTEGER;
GetThreadContext{hThread, &c);
printf{"%x %x wn", c_Eax, c.Ecx);
getchar{};
return 8;
3 v C:\Docoments and Settingzihdeinistratorilly Docoment=i¥EG

481 680a 48

10.3.2 SetThreadContextBK%K
GetThreadContextEHZ @ MRBENEIE LT, HiBEARKWT :

1 BOOL SetThreadContext(

2 HANDLE hThread, // handle to thread
3 CONST CONTEXT =*1pContext // context structure
4 )

BT U R BN Eax, AEHIRE

1 HANDLE hThread;

2 hThread = CreateThread(NULL, NULL, ThreadProc, NULL, O, NULL);
3

4 SuspendThread (hThread) ;

5

6 CONTEXT c;

7 c.ContextFlags = CONTEXT_INTEGER;
8 c.Eax = 0x123;

9 SetThreadContext(hThread, &c);

10

11 CONTEXT c1;
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AT EIRFEEIR - Win32

12 cl.ContextFlags = CONTEXT_INTEGER;
13 GetThreadContext(hThread, &cl);
14

15 printf("%x \n", cl.Eax);

clude <windows_h>

/f SFRPATIVEEIFIREE SR, S3ENSDN Library

DUORD WIHAPI ThreadProc{LPUOID 1lpParameter} {

int

75 BEIATRNES

for{int i B; 1 € 2; i++) {
5leep(508j};
printf{"++++++ 2d 0", 1i);

¥

return B8;

main{int argc, char=* arqu[])

HAHDLE hThread;
hThread

SuspendThread{hThread);

CreateThread{HULL, HULL, ThreadProc, HULL,

8, NULL);

[ COMTEXT c:
c.ContextFlags
c.Eax 0x123;

LSetThreadEuntext{hThread, &C);

CONTEXT_INTEGER;

COHTEXT c1;
c1.ContextFlags
GetThreadContext{hThread, &c1);

CONTEXT INTEGER;

printf{""%x wn", c1.Eax);
getchar(};
return 8;

:\locuments and SettingsiAdeini=ztratorilly
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11 /R KX

11.1 KIEZLZ LA

BSTARRHEECHEL, BEERFHEERTH, IREREESTHIERZE—NECH“OME

27 (%) , MREENNERBCH BT BRAFELARERERHE, K2, MRSIMEELA—2
REER ? BLEMFLERTENDR ? PREYSEELA— T REEHNHHATESHNEETR LM
A, RBIRBIERE R

IMTFATRAE, BIET - 1EERE, ZHBNIFRANEEREREE, BUNEMREERm, £R%
%;:ountNumberﬁﬁiﬁ%ﬁﬁ'ﬂfé\%, HEREL, MUOREZMA (42 == (BR) XT™Wa (2R%
8) , W= :

1 #include <windows.h>
2
3 int countNumber = 10;
4
5 DWORD WINAPI ThreadProc(LPVOID lpParameter) {
6 while (countNumber > 0) {
7 printf("Sell num: %d\n", countNumber);
8 /] &ib-1
9 countNumber--;
10 printf("Count: %d\n", countNumber);
11 }
12 return 0;
13 }
14
15 int main(int argc, charx argv[])
16 {
17 HANDLE hThread;
18 hThread = CreateThread(NULL, NULL, ThreadProc, NULL, O, NULL);
19
20 HANDLE hThreadl;
21 hThreadl = CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
22
23 CloseHandle(hThread) ;
24
25 getchar();
26 return 0;
27 }

NE, HEMBETTARE, AMEENELEE, HEAIEREHETRT1:
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ttinclude <windows.hZ>

int countMumber = 18;

¢ C:\Documents and Settingsihdeinistrato

DWORD WINAPI ThreadProc(LPUODID lpParameter) { Sell num:
while (countNumber > B) {
printf("Sell num: %dwn", countHumber);
1 EHA
countHumber--;
printf("Count: %d\n", countHumber};
H

return 8;

int main{int argc, char= argu[])

HANDLE hThread;
hThread = CreateThread{HULL, HULL, ThreadProc, HULL, 8, MULL);

HANDLE hThread1;
hThread1 = CreateThread({NULL, NULL, ThreadProc, HULL, 8, HULL);

CloseHandle(hThread});

getchar();
return 8;

HILX B EBERRRREE T AR ? BASEARERTHRMBERERSHTH, HAZRRINFR, PrARIER
REZ, BARSHIXHENR.

11.1.1 R RA)R
BERRALERLLNT, REZS|HE—MES | IFREE, KAERETHZERNSE—RREE—1
2 ; BiEREENT—BER, RITHZRIERER,

BARININAERMIEREXE ? F—, RITTUBSKE, ERXFE—EME, EFAIZNETRE, -, A
LUERAWIndowsZHEEIAPISRSZEL,

11.2 EMIFHRX

BASE—SE, RIRERIRNT X0, BAXMRGENRNLRZIFNE, AREAREISHITARE
PREREE, REFERHE ; MIRAMEAEREXRHRXIHEEMEERIXT TR, EHTHEEH
EE R T &A1

RigfrESRLIMIEFRX, AEEHHTEEREEEENMERX ILIRAE, FAUESKREFRXERE
—ERMIEAT.
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2121,
-

- AES
I3iEh8

éﬁ%i@EZ: W“m”mnhh- a2
TN I :&

RAE
338

ERAE 31
wmole
)

11.3 Zf28
FZIEDMBIRRXMNELM AR, EIEERI T UTEZ RN EFmnmnE, EH5 BN TR ©

1. BIELBETE | CRITICAL_SECTION cs;
2. MIR{L BT E | InitializeCriticalSection(&cs);
3. EWIGRFRKX : #HA - EnterCriticalSection(&cs); BFF — LeaveCriticalSection(&cs);

AT AT U AR 2 ARV & =4 mBIAHED
EERLRTEMFRAMEHHARKX, ERATZEBEARAK :

#include <windows.h>

CRITICAL_SECTION cs; // tiEeRL=
int countNumber = 10;

DWORD WINAPI ThreadProc(LPVOID lpParameter) {
while (1) {
EnterCriticalSection(&cs); // MEIRHRX, FKESHE
if (countNumber > 0) {
printf("Thread: %d\n", *((intx)1lpParameter));
printf("Sell num: %d\n", countNumber);

H O WOWoWOw~NOoOUubhWNR

— e
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12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
38
40
41
42

int

AT EIRFEEIR - Win32

/] &i-1
countNumber--;
printf("Count: %d\n", countNumber);

1} else {
LeaveCriticalSection(&cs); // BHIEIRAEX, FiESHE
break;
}
LeaveCriticalSection(&cs); // BHIEIRAX, FiESHE
}
return 0;

main(int argc, charx argv[])

InitializeCriticalSection(&cs); // FEHZEHEHITIHRIL

int a = 1;

HANDLE hThread;

hThread = CreateThread(NULL, NULL, ThreadProc, (LPVOID)&a, 0, NULL);
int b = 2;

HANDLE hThreadl;

hThreadl = CreateThread(NULL, NULL, ThreadProc, (LPVOID)&b, 0, NULL);
CloseHandle(hThread) ;

getchar();
return 0;
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#tinclude <windows.h>

CRITICAL_SECTION es; // 2R TE
int countNumber = 18;

DWORD WIMNAPI ThreadProc({LPUOID lpParameter) {
while (1) ¢ - -
[ EntercriticalSection(&cs); // fai#ifg B0, FRETHE |
1f {countHumber > 8) {
printf("Thread: %dwn", ={{int=x)lpParameter));
printf{"Sell num: %din", countNumber)};
7t B
countHumber--;
printf{"Count: %d\n", countNumber};

¥ else { -
|Leaue[:riticalSectiun(&cs); I BEFmEERE, UEIEQHE]
break;

s p—
[Leaue[:riticalSection(&cs); /B EEEE, Uﬂiﬁéﬁﬁ]
H

return B;

int main{int argc, char= argu[])

InitializeCriticalSection(&cs); // 27 BT HI5

int a = 1;

HAHDLE hThread;

hThread = CreateThread{MULL, HULL, ThreadProc, (LPUDID)&a, 8, HULL);
int b = 2;

HANDLE hThread1;

hThread1 = CreateThread{HULL, HULL, ThreadProc,

(LPUDID}&b, B, NULL);

CloseHandle{hThread);

getchar();
return B;

HEAGERIRIZZEIR - Win32

Documents and SettingziAdministrator

hread: 1
Sell num: 18

Count: %

hread: 2
Sell num: 9
Count: 8

hread:= 1
5

Thread: 1

Count: 3
Thread: 2
Sell num:
Count: 2
Thread: 1
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12 BER{R

12.1 ARRIaHREIRELD ?

AT EIRFEEIR - Win32

E—ERBRNTHRT ERLEMNRBRSNMEELA - T 2REENARER LN ; BARIRAHENBLEREM

CHEMIDLEE, FNEANEARENIGRER (REHR | L,

X #E...) ZELUXDIHRNELE

B9 ? EALREMNARBEETT, BAEEMNERFHRHEFNSEE,

HIZAPXERIE

Fraaihinl e 555 4R

BRE | et - S —
g -

BAXEHERAFE—TEEBBIERKF R SERER, MERX

HFZAPRERAR
FEEARE
. ;>§.Jﬂ$ =
e RE -~ 01
L I3iE4hE R

12.1.1 BERFABIER
S E AR EIS I CreateMutex, XY EERIIT |

HIEBhTEEAS

Franifin) -

- lERE
&ipin)

MMERB, HNZAERE,

HIZB I TERFE
ikl mHMHH““u§EHE4%HE f
- IERE
T4

// SD ZZ2EM, BELEEARR
// initial owner EEHFLHRFK

SIBHRAUBES, HERAAIUER, MRFBLENIEMNAFALSE ; BHBRBRNINRIZEITRUENIE

1 HANDLE CreateMutex(

2 LPSECURITY_ATTRIBUTES 1pMutexAttributes,

3 BOOL bInitialOwner,
THAAEERBEZEREFBEN

4 LPCTSTR 1pName

// object name BERF{FKELF
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AT EIRFEEIR - Win32

5 )
BT URI— T RERRAF O ¢
1 #include <windows.h>
2
3 int main(int argc, charx argv[])
4 {
5 /] BIEBERAE
6 HANDLE cm = CreateMutex(NULL, FALSE, "XYZ");
7 /] FERFERFERSLETL, URERESHNERAFREE, RNSHE
8 WaitForSingleObject(cm, INFINITE);
9
10 /] BIEHRR
11 for (int i = 0; i < 5; i++) {
12 printf("Process: A Thread: B -- %d \n", 1);
13 Sleep(1000);
14 }
15 /] TFEHRSRE
16 ReleaseMutex(cm) ;
17 return 0;
18 }

HNATLEETRMNHEERE—TERFEBER !
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AT EIRFEEIR - Win32

*«.Hello — Microsoft ¥isumal C++ — [Hello. cpp

||33‘{1’¢® fEE HFW HAO IEE #EE TEO HO@ o

BRI e 2 DEE W w)
(Globals) |/ global members ~|[main j@"“@lﬁl ! ELM

2l x| #tinclude "stdafx.h"
& L1EX 'Hello 1 Lz #include <windows.h>

=& Hello files int main{int argc, char=* argu[])
=43 Source Files {

#] Hello.cpp 17 BIRERFE

: StdAfx.cpp HANDLE cm = CreateMutex{NULL, FALSE, "Xvy2"
=<3 Header Files /7 EEE RIS ST, ﬂ.ﬁmﬁﬁ"i*ﬁﬁﬁ:—ﬁ:ﬁﬁ%, FREL-hE
"2 StdAfx.h WaitForSingleUb]ect(cm, INFINITE);
1 Resource Files o .
ReadMe.txt 77 RAFETR

for (int i = @; i < 5; i++) {
printf{"Process: A Thread: B —- %d \n", i);
Sleep(18680);

3

/7 TR
ReleaseMutex(cm);
return 8;

(1 External Depend

¥

]JB THE MEE SEW FAO IEE 2 TAO F00 B

for (int i = @8; i < 5; i++) {
printf{"Process: A Thread: B -- %d \n", i);
Sleep(168688);

FIA
‘l | ReleaseMutex{cm);

- § return B;
"= ClassV... I =] File¥ir y

12.2 B FAMEERNXS

A2 HBE A T B AR B RVAAZ IS
ERFAAILOSE FHIE, [BAIZMATRE
SERNERE, BRAFTLGE G ITRER
ERFANERRBHIENS

wn e

12.3 BN B-ERAHLLEERZF

[ zad | na 2y DR @ ||
“ [Globals) jl[ﬂll global memhersjlmain J@. “J@ 2% 0 M ‘
_———————————— a| x| #include "stdafx.h"
Iﬂﬂz Test: 1 I% #include <windows.h>
=-EA Testfiles int main{int argc, char* argu[])
E| 43 Source Files {
(] StdAfx.cpp /7 SIRERFE
Test.cpp HANDLE cm = CreateMutex(MNULL, FALSE, "X
- (3 Header Files 77 HEE FIEREEEEN, ﬁﬁxﬁ#ﬁﬁ%ﬁ%ﬁ;ﬁﬁ% FREI4HR
..... {11 Resource Files WaitForSingleObject(cm, INFINITE
--[E] ReadMe.txt g
-] External Depend 77 RIEGR

CreateMutexEKZIHYR E{EMSDN LibraryfINM AR X R . MIREBAETH, REEE—MEEmutexd R

W ﬁﬂ%un%ﬂgmutexﬁﬁﬁmﬁﬂfﬁEUE’.?E#TI, EHOEOMEXRRNDIE, GetLastErroriE[E]

ERROR_ALREADY_EXISTS (RTEFEURESE) ; N, ARELEZmutexIR ; HIREHENK, REE

ANULL, BERET BNHIRFEL, &AM GetLastErroriXEL,

Return Yalues

If the function succeeds, the return value is a handle to the mutex object. If the named mutex object existed before the function call, the function returns a handle to the

existing object and GetLastError returns ERROR_ALREADY_EXISTS. Otherwise, the caller created the mutex.
If the function fails, the return value is NULL. To get extended error information, call GetLastError.
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FRABATRI AR B E R LEIZF#ITS T

1 #include <windows.h>

2

3 int main(int argc, charx argv[])

4 {

5 /] BIZERR

6 HANDLE cm = CreateMutex(NULL, TRUE, "XYZ");

7 /] HIETEREESCIERK

8 if (cm != NULL) {

9 /] HITERGAEEEEEFE, IRGFENRTEFHZSKITH

10 if (GetlLastError() == ERROR_ALREADY_EXISTS) {

11 printf("ZIEFEEAET, BIBXRAER!");

12 getchar();

13 } else {

14 /] FREFTRSEEDL, UHEEESINERTIAES, RS
15 WaitForSingleObject(cm, INFINITE);

16 /] BERR

17 for (Aint i = 0; i < 5; i++) {

18 printf("Process: A Thread: B -- %d \n", 1);
19 Sleep(1000);

20 }

21 /] BB

22 ReleaseMutex(cm);

23 }

24 1 else {

25 printf("CreateMutex GIELM! FHRAIE: %d\n", GetlLastError());
26 }

27

28 return 0;

29 }

Thread:
Thread:
Thread:
Thread:
Thread:

]
Q
0o
1]

]
Q
0o
1]

T

Q

a

o]
Mo oo @
Bow oW @

gsihdminiztrator\lly Docume
I=]
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AT EIRFEEIR - Win32

13 EH

EHABHE—MARNR, HEERRERLEN.

13.1 BEEIER
FEHASRILUME @R RER, AIESM4EAEKICreateEvent, EIEERINUT

1 HANDLE CreateEvent(

2 LPSECURITY_ATTRIBUTES 1lpEventAttributes, // SD Z2EM, @R EERTT

3 BOOL bManualReset, // reset type WIR{RHFLHFIEMHE
BIZ@EMERNETRUE, RZFALSE

4 BOOL bInitialState, // initial state #AIRE, REL
BHERMNMERSERES, BHNTRUE, BB NFALSE

5 LPCTSTR lpName // object name HEHEF

6 )3

BrBAMERI|EZ M2 ? HNTUT—RABERE—T :

1 #include <windows.h>
2
3 HANDLE e_event;
4
5 DWORD WINAPI ThreadProc(LPVOID lpParameter) {
6 /] EFEMH
7 WaitForSingleObject(e_event, INFINITE);
8 printf("ThreadProc - running ...\n");
9 getchar();
10 return 0;
11 }
12
13 DWORD WINAPI ThreadProcB(LPVOID lpParameter) {
14 /] FEEH
15 WaitForSingleObject(e_event, INFINITE);
16 printf("ThreadProcB - running ...\n");
17 getchar();
18 return 0;
19 }
20
21 int main(int argc, char* argv[])
22 {
23
24 /] CIEEH
25 /] BIANEBH, FALSERTIFBMIEELEHN, WIMEERF ; TRUENIRT B AR
26 /] BENBERTUBRESREES
27 e_event = CreateEvent(NULL, TRUE, FALSE, NULL);
28
29 /] B2 AR
30 HANDLE hThread[2];
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31 hThread[0] = CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
32 hThread[1] = CreateThread(NULL, NULL, ThreadProcB, NULL, 0, NULL);
33

34 /] EBEHAEEHA, HIMERBENEES

35 SetEvent(e_event);

36

37 /] FHEERITER, HRARSR

38 WaitForMultipleObjects(2, hThread, TRUE, INFINITE);

39 CloseHandle(hThread[0]);

40 CloseHandle(hThread[1]);

41 /] BHERBRARNR, FAIUABEE X HADH

42 CloseHandle(e_event);

43

44 return 0;

45 }

STERR, BALBEITTARER, AWM TERRBHRITTY, MURBZARIMEREFERIENLEATRIT

ARLRBFNFABAITENHE (RITER) FRAT,
HITER, BERNSIZEEHRITT

#tinclude “stdafx.h"
#tinclude <windows.h>

XEHANELIZH

:\Documents and Settings\Administrator\ly Do

ThreadProc — running ...

HANDLE e_event; ThreadProcB — running ...

DWORD WINAPI ThreadProc(LPUDID lpParameter) {

/SRS
WaitForSingleObject{e_event, INFINITE);
printf{"ThreadProc - running ...\n");
getchar();
return 0;

H

DWORD WINAPI ThreadProcB{LPUDID 1pParameter) {
1 SREERME
WaitForSingleObject(e_event, INFINITE);
printf{"ThreadProcB - running ...\n");
getchar();
return 0;

int main{int argc, charx argu[])

B RISER T getchar()PELE T 472

, FALSEFTRIAEMANLRGEHN, kR i
‘ ’2' [ YW"H"IM. [J II)‘
e_event = createEuent(NULL TRUE, FALSE, NULL);

TRUEN| 7% T% i Fn 2t Hl

HANDLE hThread[2];
hThread[ 0] = CreateThread(NULL, NULL, ThreadProc, NULL, @, NULL);
hThread[1] = CreateThread(NULL, NULL, ThreadProcB, NULL, @, NULL);

7 EBEFEENDEM, hEtERENEES
SetEuent(e event);

/7 SEREERIRINATLE R, RV R

WaitForMultipleObjects(2, hThread, TRUE, INFINITE);
CloseHandle(hThread[8]);
CloseHandle(hThread[1]);
11 BRI R,

CloseHandle(e_event);

BT Lt TR B2 () A7

return 0;

BIMERTRIBEHHBHBENER, XE—T, BoEFMERZERHX 5]

— TFTRRBAENETRHRKT !
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¢t C:\Documents and Settings\Administrator\

#include “stdafx.h* — -
#tinclude <windows.h> ThreadProc — running ...

HANDLE e_event;

DWORD WINAPI ThreadProc(LPUOID lpParameter) {

1 FREEE
WaitForSingleObject(e_event, INFINITE);
printf{"ThreadProc - running ...\n");
getchar();

return 0;

H

DWORD WINAPI ThreadProcB({LPVUOID lpParameter) {

/SRR
WaitForSingleObject(e_event, INFINITE);
printf("ThreadProcB - running ...\n");
getchar();

return 0;

int main{int argc, char» arqu[])

/7 I3 |f?
/0 R BEL, FALSEFTRARI AN T A | TRUENI 75T i n 255y
11 BENERFTER A S

e_event = CreateEvent(NULL, FALSE, NULL);

HANDLE hThread[2];
hThread[ 0] = CreateThread(NULL, NULL, ThreadProc, NULL, O, NULL);
hThread[1] = CreateThread(NULL, NULL, ThreadProcB, NULL, O, NULL);

A BEFENDIEN, R EEENEES
SetEvent(e_event);

77 HFEERRIATER, HEPE R
WaitForMultipleObjects{2, hThread, TRUE, INFINITE);
CloseHandle(hThread[0]);

CloseHandle{(hThread[1]);

1" $fﬁﬁim‘uﬂ‘ﬁf#? BT LT H A

CloseHandle(e_event);

return 8;

2B B SLI B RIBRZ 4R ? PR X MERWaitForSingleObject Bi#i A X, FfTATLAE TMSDN Library
SHZBEEEIN A

A LURBMEIE RREHE, ZRBREAANRNREVRES, PAIMENEENRIEREES T, mEYSEM4X
RABARBNZEBHASEEBRRIRS, XTRSHATAILOERME G A, ZWaitForSingleObjecti
%ﬂ%‘ﬂﬂ#ﬁﬁﬁﬁ&ﬂ%&ﬂﬁﬁ%ﬂ@ﬁ&ﬁ&T)ﬁ?’&l:r']'F#lﬁ, MRAMEEREARBESS, XHEERFH

13.2 ZIEES

SKELR | ZSEEREENTEENHERARR, EEENEEBHRNNEEY ; SEETIEHEHNEEH
RE—HZRRN, FANNSRZIIRGTF—TEELEFEH, HEEFRAZRRNARELTES, ERNLSRAREREE
ﬂgézﬁZIV(‘ﬁ\Aﬁﬁo

ZRERY | HIERY BIEARECEFMEAEN—MHLIXR, —PERENPITERMSZ —TEENER, H3EXR
BRASF—TLAENERNNEFS, BERERIANFRRE ; APHNREER, HXUMEERF, EFHF

RE|ALE S DIEFR EREHM—ESBEAEFELE, WATERAZRE, SMERTEFNNRE, FAURES R
EERFMERFF.
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13.2.1 &=E&5HHEE

REUEREHNEFREERGNX?, HITEIUEREFES HREREREMF, BAXMEREEALZR
e ?

O EFEEERERANEEE —PRERMREETHEENRBS (KHE) B, EF-EMHEE
Rtz EAEREN, MEdEZENTIREITEN, PFAIAEFEET TR ETASRHERER
B, BERNGEENS, HEEAREFEZHE, MEERMEENTIER, BEAFIMBLET—
MERX, FET7EFENERENLEES,

BRI UERBANEFEE—)m, FEHBERSRE, AREEENTSTImEITHEEE, MXEFIR
BRI T ..

BRE
BABENRE—RERFAETHEFESHEENNRD !

1 #include "stdafx.h"
2 #include <windows.h>
3
4 /] BE
5 int container;
6
7 /] RE&
8 int count = 10;
9
10 | // BERFf
11 HANDLE hMutex;
12
13 | /] &
14 DWORD WINAPI ThreadProc(LPVOID 1lpParameter) {
15 for (int i = 0; i < count; i++) {
16 /] FEERFE, RS
17 WaitForSingleObject(hMutex, INFINITE);
18 // FREEHENHEIZID
19 int threadId = GetCurrentThreadId();
20 /] EFEERHESE
21 container = 1;
22 printf("Thread: %d, Build: %d \n", threadId, container);
23 /] BRGHE
24 ReleaseMutex (hMutex) ;
25 }
26 return 0;
27 }
28
29 /] HEE
30 DWORD WINAPI ThreadProcB(LPVOID 1lpParameter) {
31 for (int i = 0; i < count; i++) {
32 /] FEHEERFE, RS
33 WaitForSingleObject(hMutex, INFINITE);
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34 // FREEHENHEIZID
35 int threadId = GetCurrentThreadld();
36 printf("Thread: %d, Consume: %d \n", threadId, container);
37 /] HE
38 container = 0;
39 /] BRGHE
40 ReleaseMutex (hMutex) ;
41 }
42 return 0;
43 }
44
45 int main(int argc, charx argv[])
46 {
47 /] CIBERE
48 hMutex = CreateMutex(NULL, FALSE, NULL);
49
50 /] BIE21EAZ
51 HANDLE hThread[2];
52 hThread[0] = CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
53 hThread[1] = CreateThread(NULL, NULL, ThreadProcB, NULL, 0, NULL);
54
55 WaitForMultipleObjects(2, hThread, TRUE, INFINITE);
56 CloseHandle(hThread[0]);
57 CloseHandle(hThread[1]);
58 CloseHandle (hMutex) ;
59
60 return 0;
61 }
TERNTEMS :

:‘\Documents and SettingsiAdeinistratorilly Docume

Thread: 3%56. Consume: A
Thread: 886, Build: 1
Thread: 3556, Consume: 1
Thread: 888, Build: 1
Thread: 35%56. Consume:
Thread: 888, Build: 1
Thread: 3556, Consume:
Thread: 886, Build: 1
Thread: 3556, Consume:
Thread: 88@. Build: 1
Thread: 3556, Consume:

888, Build: 1
3556 . Consume:
BEA.
3556 .

888, Bu

BEB, I
3556 . Consume :

BB, Build: 1
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BATRILUBMNE NERAF SN VEEN, £~ —REE—

REVBF#1T

T EFEIRFEEID - Win32

, BEERHIT SOHEBRREFNIE

ot C:\Documents and Settings\Administrator\By Documents
Build: 1

Consume: 1

Buil

Consume :

» Builc

Consume =

By XANEEA TR A KB R RD R
1R
DWORD WINRPI ThreadProc(LPUﬂID 1pParameter) {
for ) adi+) {
/ il‘l EI'DI‘_Y
if (container == 8) {
77 ST T I, TR hE
WaitForSingleObject(hMutex, INFINITE);
£ RS HAR 1D
int threadId = GetCurrentThreadId();
/R RS : 2076,
container = 1; : 1140,
printf("Thread: %d, Build: %d \n", threadld, container); s 2076,
else { ad: 11480,
/1 TRAECEY
1-=3
L
/1 FERA R
ReleaseMutex{hMutex);
H
return 0;
}
RGE &
DWORD WINRPI ThreadPrucB(LPUDID 1pParameter) {
for ++) {
if (cuntalner == 1) {
7T T, ey i :
WaitForSingleObject(hMutex, INFINITE); Thread: 1140,
/4 TRET S EHE I
int threadld = GetCurrentThreadId();
pr1ntF( ‘Thread: %d, Consume: %d \n", threadld, container);
Hv,[;
} else {
/1 ARAEEY
1--3
} r A
g
ReleaseMutex(hHMutex);
H
return 8;
H

XiFEABLURERT R, B2
DR ERATERR,

FH

BIMEREHNAM AT UEMTRMBRX—FK :

1 #include <windows.h>
2
3/ BE
4 int container = 0;
5
6 /] RE
7 int count = 10;
8
9 /] BF
10 HANDLE eventA;
11 HANDLE eventB;
12
13 /] &F&
14 DWORD WINAPI ThreadProc(LPVOID 1lpParameter) {

Kir EBEHFS IR, ARMEforfBIAMITT RLE10R, 3

XFRfAIZ
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15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

AT EIRFEEIR - Win32

for (int i = 0; i < count; i++) {
/] FEFEG, BRBEARS
WaitForSingleObject(eventA, INFINITE);
// FREVHBHHIZID
int threadId = GetCurrentThreadlId();
/] EFEEROHESE
container = 1;
printf("Thread: %d, Build: %d \n", threadId, container);
/] “heventBiEBIES
SetEvent(eventB);

}

return 0;
}
/] HEE

DWORD WINAPI ThreadProcB(LPVOID 1lpParameter) {

int

for (int i = 0; i < count; i++) {
/] FEFEMG, BREEBRE
WaitForSingleObject(eventB, INFINITE);
// FREVHBHHIZID
int threadId = GetCurrentThreadld();
printf("Thread: %d, Consume: %d \n", threadId, container);
/] HE
container = 0;
/] theventAiEBIES
SetEvent(eventA);

}

return 0;

main(int argc, charx argv[])

// BIESEH

/] SREESHIFREER

/] RFFIRIBAREFTEHESE, FIABHAIRERES, SHREBEIETELIERILBES
eventA = CreateEvent(NULL, FALSE, TRUE, NULL);

eventB = CreateEvent(NULL, FALSE, FALSE, NULL);

/] B2 4

HANDLE hThread[2];

hThread[0] = CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
hThread[1] = CreateThread(NULL, NULL, ThreadProcB, NULL, 0, NULL);

WaitForMultipleObjects(2, hThread, TRUE, INFINITE);
CloseHandle(hThread[0]);

CloseHandle(hThread[1]);

/] BHEEBRARNER, FRUABEEXFGOR

CloseHandle (eventA);

CloseHandle (eventB);

return 0;
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3=

BITERUNTE :

A C:\Documents and Settings\Administratoer\ly Docume

Build:= 1
Consume =
Build: 1
G

Thread:= 2996,
Thread: 2176,
Thread:

G,
: 2996,
l"
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14 BEOMWKR

ZAENFIENRFRESETEN SN, MAEEFHRFSIERCREEXBRIR,

ZEIRNFARSIAHIZE. KIEC R, HIEOF R T kernel32.dll - ntoskrnl.exe ; MEHNEFSIIBERAL
REMED, EEETuser32.dil. gdi32.dll - win32k.syso

user3Z. dl1
gdi32. d11

user32.dlIflgdi32.dIKIX FIFEIIE ? HiE BIRBEAWindowsELEIFHNRERAE, EIFZIIGUIELE ;
BERMMEECE—IFE, AINREE—RE, BLHMEARE, AAXHRIEERXNARE, E1FZ

JIGDIRTR.

AN T #EIHANDLER) R, HEZAAR, MEERLFRETE TR, HWHWND, win32k.systefit
TARELIZERCRE, RNEEENARERUZENNNDRHWND, MXMORREEEN, HER

ﬁ _/|\o
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win32k. sys
HWND
X (s |
HAND:1 HWND:1 | -

S RMAIHE

CE

14.1 GDI- B ig&#EC

GDIRZGraphics Device Interface 4B, HPXHEFIEEED,

AEFERFIMAHITCDIRE, ERFRNEBENIFRZAFTERAIN, HEAREBAHLAKEEX (FE
HEREIMAR) , RINFIECMBATRTBEEONKR. HEBNGIRIER,

X FGDIEXAILIEER ¢

1. IREWR BB
2. DC (Device Contexts) : 8% LFTXx% (R#EF)
3. BEff (Bf) XR: REMEBENFENEME

&% {EH

H % (Pen) Fak%k, GFEHEG. B, B, §kmRE

H ffl(Brushes) | EmxiR. XHZE#EE, mEAMNERE. REEHES
Z{k(Fonts) 208 3 F BT

frE(Bitmaps) | Wi EGIE. MEREMFRES

14.2 HITREI RS E
MTFRBEMEERERHITSE, EARKBERESEIRTT, AT HATILATEMSDN LibraryFhEif) :

#include <windows.h>

int main(int argc, charx argv[])
{

HWND hwnd; // BEAJIR

HDC hDc; // 1&& ETFH5

O ulh WNRE
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

HPEN hPen; // E%E
/] 1. BRENR, BLENWUE

A EIRIEEIS - Win32

// RBANULLNR RIERERLEE

hwnd = (HWND)NULL;

/] 2. FREUEEM LTS (DC)

/*
EEE
HDC GetDC(
HWND hwnd
)3
x/
hDc = GetDC(hWnd) ;

/] 3. BIEEZE, RELFNEYE
/*
BEEER
HPEN CreatePen(
int fnPenStyle,
int nwidth,
COLORREF crColor
)
x/
hPen = CreatePen(PS_SOLID,
HY4E &L T AR R T A —FRER BB,

/] 4. xBX
/*
EEE
HGDIOBJ SelectObject(
HDC hdc,

HGDIOBJ hgdiobj
)3
*/
SelectObject(hDc, hPen);

// 5. FHiaEZL

/*
EEE
BOOL LineTo(
HDC hdc, // dev
int nXEnd,
int nYEnd
)
x/

LineTo(hDc, 400, 400);
/] 6. BHEIR
DeleteObject(hPen);
ReleaseDC(hWnd, hDc);

return 0;

// handle to window

// pen style
// pen width
// pen color

5, RGB(OxFF,00,00)); // RGBRTLLFE, LIFIE

// handle to DC
// handle to object

ice context handle

// x-coordinate of ending point
// y-coordinate of ending point
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B Windows XP Professional

rosoft ¥isual C+t [break]
B e &EE #F W HAO IBRE Bio IA@® #0o) #HEhow

B BE(oy - (DR =l
[Globals) :”[AII global memhersj| @ main LI &2
HDC hdc, // handle to DC

HGDIOBJ hgdiobj // handle to object
H
msdn */
SelectObject(hDc, hPen);

14 5. FFAATEEE

oy C:\Document. and Settings\Ad /*
- AR
BOOL LineTo(

HDC hdc, // device context handle
int nXEnd, // x-coordinate of ending point
int nYEnd  // y-coordinate of ending point

MSDN Li
= ob.

brary
her

er

Hello

)i
*/
L] LineTo(hDc, 400, 400);

/4 6. FEREER
55 DeleteObject(hPen);
ReleaseDC(hWnd, hDc);

return 0;
H
|
ﬂ J:'FI:Imain[inl. char * %) j ﬁ‘lﬁ_ﬁ_

£

R

[ hde 0x1c@18551
[ hPen 0x3430030b

<I :h Auto { Locals ) this /

tﬁiﬂﬁl [%) MSIN Library - Octo... ”m Hella - Microsoft V... [N C:\Documents and sE.._| | @
<

e 21031
4
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15 ;HRPAS

15.1 tA=2HE

UEST EARNHE, SEYRIBETEENE, RERREEIDXLEMIEIER TR, FEE—1NEHE
R, XNEEREFEER.

15.2 JHERAF

BMEERE—IEENT,

? nknown Attachment

15.3 BO54%E

HEMNBEMREEAEOXFRE, AtAERXHA, XTXE (#45. £AR.) RIERAIHEIEH
#E (BR) , BAXMHERINAEHEE RS N AR LLAZTE ?

DobugVisw wn \\DTDS-1BT6940400 (locsl) § S RIEEA Qe 1260120864 —RILE. .. .

FzEHd L 8- BT 97 A 0

7 WA Debag #T LM_J—:'—LLM_J—]
Code
Iheai Mok |=0 | gbouw |
[Sewge |—Ci—[ 3w | [t ]

Doves Cpaat Saha Last Evor

Reg Ik (IS |
e

Mmsnastrater

o0 vHRE [ e

BRRANRERG AR ENEARS|, EHRAINNVNED, EOEARPEEEOMNRY, MXME
AXMRMILE TG, XTHAMBLRENRIET, AEXATTHEHR], AUZE—TRFREREZE
BT,
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RERm. 17
T&. Hith
HFZiE T AR

AR L TMEERMEZSTELD, ER—1MEAORBT 1R
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16 B— 1 "WindwosizF

16.1 FiEWindowsE OIZ2FINE

VC6HTIETHE, 1#%EHEWin32 Application, F—HiEFE—MEEMIWIN3289FEF-

“*. Tindows — Microsoft ¥isunal C++ — [Tindows. cppl

FIte e FFew HA0 I2e #2e IED 0w #FHho

BleEd ) we oo DEE W =1/ n]
(Globals) =|[tan global members = |[winkiain A - HJ@ B 2% ! My
2l x| // Windows.cpp : Defines the entry point for the application.
& L{ER "Windows': 1 _ 4"
EI---Wlnlews files #include “stdafx.h"
=<3 Source Files
StdAfx.cpp int APIENTRY WinMain{HINSTAMCE hlInstance,
Windows.cpp HINSTAHCE hPreviInstance,
-[Z] Header Files LPSTR 1pCmdLine,
-[Z1 Resource Files int ncmdshow)
- ReadMe.txt {
/4 TODD: Place code here.
return B8;
H

EH SRR EMMainE BN AOFBRITH, Mwin32EOEF M WinMain BT 11T,
FEMNTIE ERAXHELEFTERRTIMIWIndows W AAXHEET ¢
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**. ¥indows — BMicrosoft ¥isual C++ — [Stdifx k]

B EHE ®REE ZFW BAO I#E #:e IAO ®A@ o

A EP s e o DR

=

[Globals)

jI[AII global membersjl $ WinMain

Jx-|lomz 1m0

———————————alx
7 TEX 'Windows": 1 _
E-E8 Windows files
E-£3 Source Files
-[%] StdAfx.cpp
[# Windows.cpp
=<3 Header Files
E(StdAfch]
L1 Resource Files
--[E] ReadMe.txt

/7 stdafx.h : nclude files,

// or project specific include files that are used frequently, but
/7 are changed infrequently

/

include file for standard system

#if tdefined(AFX_STDAFX_H_ A9DBS3DB_AYFD_11D8_BFD1_444553548008_ INCLUDED_)
#idefine AFX_STDAFX_H__A9DBS3DB_A9FD_11D0_BFD1_4445535400806_ INCLUDED_

#if _MSC_UER > 1088
#ipragma once

#endif // _MSC_UVER > 1868
#idefine WIN32_LEAN_AND_MEAN // Exclude rarely-used stuff from Windows headers

#include <windows.h>|

/7 TODO: reference additional headers your program requires here

//{{AFX_INSERT_LOCATION}}
// Wicrosoft Visual C++ will insert additional declarations immediately before the previous line.

fiendif // tdefined{AFX_STDAFX_H__ AYDB83DB_A9FD_11D6_BFD1_4445535400800_ INCLUDED )

16.2 WinMainBx#&

WinMainEIE{EAWIn328 ORI A OEKE, Fil

1
2
3
4
5
6 | );
SRR .

int nCmdShow //

BTR—THRENBE, EARINT !

int WINAPI WinMain(

HINSTANCE hInstance, // handle to current instance
HINSTANCE hPrevInstance, // handle to previous instance
LPSTR 1lpCmdLine, // command line

show state

1. HINSTANCE hinstance, XE—"MIil, EWIn32HHFFLBEE A, XERHINSTANCEZRIEME
REVEINE, SRR EXAMEFRIERTEHTIEZ BRI R IFHIIL ;

2. HINSTANCE hPrevinstance, 1ZEB#UEKITAZENULL,

~ \—

CHRIER

3. B=. BEENBE (LPSTRIpCmdLine. intnCmdShow) EHCreateProcessBILPTSTR I[pCommandLine.
LPSTARTUPINFO IpStartupInfoB${£3#/Y,

16.3 FERE R
RiNEBEOEFTRERBERM AT UERprintf 7, FHNATUERSBA—TEEOutputDebugString, Hig

ARV

1 void OutputDebugString(

3 )

LPCTSTR 1pOutputString
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AT EIRFEEIR - Win32

FIFER, PRMUNRFERIN AL, FEEXZAIERsprintfE@##THRIUE (B1TER)
A H HATRREY AU

coO~NOULhdh WN

(o)

10
11
12

13
14
15
16

#include "stdafx.h"

int APIENTRY WinMain(HINSTANCE hInstance,
HINSTANCE hPrevInstance,
LPSTR 1pCmdLine,
int nCmdShow)

// TODO: Place code here.
DWORD dwAddr = (DWORD)hInstance;

char szOutBuff[0x80];

ARMRX TR HEITENEEFFT SR, FREFTENMEIUER

, XBHATAIUZS

sprintf(szOutBuff, "hInstance address: %x \n", dwAddr); // ZEHEEES

Bstdio.hk3Xff
OutputDebugString(szOutBuff);

return O;

}

BITENBEM R EDebughl HAER K IFTEINF T &, XpE—TRTFML
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*. ¥indows — Microsoft ¥isual C+t — [Findows. cppl

|@ File Edit Y¥iew Imsert Froject Build Tools Hindow Help

AeEd | meo- o [ BER | ® MR
(Globals) =l[tan global membersz|| & WinMain N HJ@ ; ! ) HJ EEZELE «=33B0 Ao
2= |2 ¥isMain ~|=]|% int APIENTRY WinMain UNSTANCE hInstance, HINSTANCE KPrevInstance, LPSTR lpCndline, int nind

E Workspace "Windows": 1 proji /7 Windows.cpp : Defines the entry point for the application.
=] v Windows files 1

-3 Source Files tinclude “stdafx.h"

f [# StdAfx.cpp include “stdafx.

&) Windows.cpp int APIENTRY WinMain(HINSTANCE hInstance,

=3 Header Files HINSTANCE hPrevlInstance,

 [5) stdAtxh LPSTR 1pCndLine,

: L1 Resource Files int nCmdShow)

-[E] ReadMe.txt {

=l ([ External Dependencies £/ TODD: Place code here.

DUWORD dwaddr = (DWORD)hInstance;

char szOutBuff[0x80];
sprintf{szO0utBuff, "hInstance address: %x \n", dwAddr);
OutputDebugString{sz0utBuff);

return 8;
3

4 | J ’
"2 Olass g Fievi © vavi T2 yA0) {0
7

Zl[Coaded ‘ntdll.dil’, w matching symbolic information found.

Al oaded ' C:AWINDOWSA\system32\kernel32.d11', no matching symbolic information found.
hInstance address: 400000

The thread B8xA%4% has exited with code 8 (8x8).

16.4 RIEEOREF
INTREEAIET —MEEMNEOER :

1 // Windows.cpp : Defines the entry point for the application.
2 /1l
3
4 #include "stdafx.h"
5
6 // BORKEX
7 LRESULT CALLBACK WindowProc (HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM
1Param) {
8 /] BREREB—TEOARCEEAERE, XA, &IVb. RRICEBZHRINE D IERHLLIE
8
9 return DefWindowProc(hwnd, uMsg, wParam, 1Param);
10 }
11
12 int APIENTRY WinMain(HINSTANCE hInstance,
13 HINSTANCE hPrevInstance,
14 LPSTR 1pCmdLine,
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17
18
19
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21
22
23
24
25
26
27
28
29

30
31
32
33
34
35
36
37
38
38
40
41

42

43
44
45

46
47
48
49
50
51

52
53
54
55
56
57
58
59
60
61
62

A EIRIEEIS - Win32

int nCmdShow)
char szOutBuff[0x80];

// 1. EXCIZNEO (BIEFMEOZE)

TCHAR className[] = TEXT("My First Window");
WNDCLASS wndClass = {0};

/] RBEBOES
wndClass.hbrBackground
/] REXHLF
wndClass.lpszClassName = className;

// gERERHE

wndClass.hInstance = hInstance;

// SMIEE R RIE OB

wndClass.lpfnWndProc = WindowProc; // FAEEREE, HRHFEERSE, HaE

(HBRUSH) COLOR_BACKGROUND ;

OX A E O EIER&ER 4

L]

10,

/] EMEOZE
RegisterClass(&wndClass);

// 2. BIEHEREO

/] SIEEO

/*

CreateWindow iEZERR :

HWND CreateWindow(
LPCTSTR 1pClassName, // registered class name ZEZF
LPCTSTR lpWindowName, // window name BO%ZF

DWORD dwStyle, // window style BONMAVED
int x, // horizontal position of window X FREOx
int vy, // vertical position of window AAXMFREOyH
int nwidth, // window width BORE : &
int nHeight, // window height BOKE : §&
HWND hWndParent, // handle to parent or owner window X&)
HMENU hMenu, // menu handle or child ddentifier EEAIIRE
HINSTANCE hInstance, // handle to application instance &R
LPVOID 1pParam // window-creation data MINNZE

)

*/

HWND hwnd = CreateWindow(className, TEXT("ZM"), WS_OVERLAPPEDWINDOW,
10, 600, 300, NULL, NULL, hInstance, NULL);

if (hwnd == NULL) {
// SARANULLIEOGERM, HHEIRER
sprintf(szOutBuff, "Error: %d", GetLastError());
OutputDebugString(szOutBuff);
return 0;

}
// BREO

/*
ShowWindow AR :
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63 BOOL ShowWindow(

64 HWND hwnd, // handle to window B&OAIR

65 int nCmdShow // show state ERHIFR

66 );

67 */

68 ShowWindow (hWnd, SW_SHOW) ;

69

70 /] 3. BUCERHLIE

71 /*

72 GetMessage IBAIGT ©

73 BOOL GetMessage(

74 LPMSG 1pMsg, // message information OUTZEEBH, XZ2—TIEF

75 /] BENSEEELREM

76 HWND hwnd, // handle to window &AM, WRANULLNIFRIZ
HEETPHFREEEHE

77 UINT wMsgFilterMin, // first message F—%ER

78 UINT wMsgFilterMax // last message BRE—XRER

79 )

80 */

81 MSG msg;

82 BOOL bRet;

83 while( (bRet = GetMessage( &msg, NULL, 0, 0 ))

84 {

85 if (bRet == -1)

86 {

87 // handle the error and possibly exit

88 sprintf(szOutBuff, "Error: %d", GetLastError());

89 OutputDebugString(szOutBuff);

90 return 0;

91 }

92 else

93 {

94 /] FEHHER

95 TranslateMessage (&msg) ;

96 /] PRER I MEBARAAAEOLIERY

97 DispatchMessage (&msg) ;

98 }

99 }

100

101 return 0;

102 }

INTEREORERFEEHRITRE
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RRE

- BAR. AR

HWND

)
e
RE. BT IER
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17 /\ﬁ /u\¥§2

17.1 JHERNFEE S IERIZ

HENFEESLERE, NERKEXTRFRR, RERIMNAETENEONBETE—TER, BIERSR
REXMERESH LA RENEW I EL, REMENEONSR, BRIEFONRIENE DRG]
MW ELAE, —BIRETWNARE, RIERAUSICHEFIER (XR—NEME, 287 MEARRERLR
FHHER) FRWNHAVERMIE, NARFIMEETGetMessage MERIMIE R PATIFEUE R

priz

P AR EE.
POEIENR

e AR CIHD 307 00 O ITARTAY
---------------- PR AIRIBR, HiTE DR

17.2 JHEERIK

AR E T GetMessage ENEUHRIOH EBY, HE—"SHMBRKEVER (EM1F) , PRUAIUEZRIBREEH
EAAMSGRAFF12ERH#HE — T HREMEEN !
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FE
* Message structure
*®f
typedef struct tagHiG {
HUWHD hund ;
UIHT message;
WYFARAH wParam;
LPARAH 1Param;
DYWORD time;
POINT pt;
fifdef HAC
DUWORD 1Private;
ftendif

y (&, *PHMSG, NEAR *NPHMSG, FAR *LPMSG;

1 typedef struct tagMSG {

2 HWND  hwnd; // P&

3 UINT message; // HEZHE RS

4 WPARAM wParam; /] MINEEE, #H—FHEdERN
5 LPARAM 1Param; /] MINEEE, #H—FHEdERN
6 DWORD time; // HEEFERBYE

7 POINT pt; /] EWE~ER

8 } MSG, *PMSG;

REFEH RN RANMER | 1.8 2. BiF 3. AN FAERF 4. BRIERANBER, EXAZHRERE,
FRLURERGRRAEHRR DR, STMERSMEIR—TZNES.

HEXMEMEEENEREAS, RENEERRTHIED, RAFIENNEARBEM 2, FTUEA]
FEFEZEXHER#HITH R (DispatchMessageB#) , M/EHRZAECIEAERIITE DR,

mmEx, HMNXTERNENELIR LMEEESTEOES, RAENSBNEHERESHENEE M ER

o

17.3 JHEZER
BITEEXFECEEX FIEEER, HArUEEORMPITE EE R EENE 2 EE SR

1 /) BAREENX
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2 LRESULT CALLBACK WindowProc (HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM
1Param) {
3 char szOutBuff[0x80];
4 sprintf(szOutBuff, "Message: %x - %x \n", hwnd, uMsg);
5 OutputDebugString(szOutBuff);
6
7 /] BARERER—TERINCHRERE, XF. &Mt RRCEBEHRINVE 2O ERHLIE
B9
8 return DefWindowProc(hwnd, uMsg, wParam, 1Param);
9 }
2021 [ Widtain cLasolone |9 1oHAR classHane[] = TERTO - - ~| &co
Workspace "Windows' // Windouws.cpp : Defines the entry point for the application. =
=8 Windows files /7
E1-44 Source Files . - “
[ StdAx.cpp #include “stdafx.h
[#[Windows.cpp FEh Ry
=<3 Header Files

(5] StdAfx.h char sZOutBuff[8x80];
L1 Resource Files sprlntF(szl]utEuFF “"Message: %x - %x \n", hund, ulsg);
=1 ReadMe.b<t sz0utBuff);

) Extemnal Depend /1 STERT-ISARIEOAEER, X, R BAUIR BB SAEERIE

LRESULT CALLBACK WindowProc{HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM 1Param) (]

J return DefWindowProc({hwnd, ulsg, wParam, 1Param)
T | >
Eack i v v [l Ll_l
K| - = [ =
4 antext.l J K EName .Value
Name [Value ; :
Auto 4 Locals 3 this <[]\ Watchl f Watch? 3 Watch3 » Watchd /
ZLoaded 'C:\WINDOWS\system32\ole32.d11l', no matching symbolic information found. .|
|‘| Message: 1181fe - 83 —
e55aqe 81fe )

AIUE XD T —1oxl, BEMEXPMWNET2, FITRILTEC:\Program Files\Microsoft Visual
Studio\VC98\Include B RF$LFIWINUSER.HIX/ N EREE, 1ZE0x0001FE I LURE) :

N SE S

[ =
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t. Tindows — BMicrosoft ¥ismal CH+ [ron] — [C:%. . AVCO98\Include\TINUSEE. H]

“D File Edit Yiew Insert Project Debug Teols Yindow Help

[acad s na - o R | | 2 o
J] (Globals) =l| (11 global members)z|| & WindowProc o e JJ@ ] H
|2l x| | WINUSEE. H MEl
5 Workspace "Windows",
=8 Windows files #ifndef NOWINMESSAGES
=3 Source Files beai .
StdAfx.cpp f/ begin_r_winuser
[Windows.cpp | |
HmﬁﬂlieaderFHes * Window HMessages
i [E] StdAfx.h xf
-] Resource Files
ReadMe.txt f#tidefine WH_HNULL @x 0000
# (1 External Depend #tdefine WH_GCREATE 0x 6061
f#tdefine WH_DESTROY gx 8082
t#tdefine WH_HOUE ax 08883
4| | _’I ttidefine WH_SIZE 8= 0085
- . | IS R |

AR TAIUE W N EFEEWM_CREATE, X' MEHENEEMEEOCE, FIURIBEZSHEEFRE
XM, MBBEENZIEESE, EEEES,

17.3.1 AMBZEO % HF
EEOEAN, SFEHEERAXE, FURNEEEEORKD SR, Ym0 %A TR,

1 // BOERBENX
2 LRESULT CALLBACK WindowProc (HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM
1Param) {
3 switch(uMsg) {
4 // SEOXANRH#HE
5 case WM_DESTROY:
6 {
7 PostQuitMessage(0);
8 break;
9 }
10 }
11
12 /] BREER—TEOARHEAERE, X, &IMb. RARICEBEZHRINE DB IERH IR
=]
13 return DefWindowProc(hwnd, uMsg, wParam, 1Param);
14 }

17.3.2 AMBEEIRT

ENTBR T AT URMEE O X 7, DERBIZR TR RAFN, BRIZTHLEEWM_KEYDOWN, BREITEER
TaXMEZEFRIBZELD ? BEKNFEZEZER—TMSDN Library :
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1 LRESULT CALLBACK WindowProc(

2 HWND hwnd, // handle to window
3 UINT uMsg, // WM_KEYDOWN

4 WPARAM wParam, // virtual-key code
5 LPARAM 1Param // key data

6 );

ALRBRHNENE OB SH B ELRE (B2 LS TREBNN—TEMHED) , HiTEH
T Ta, ENNMEMEBENA

1 // BAOESEX
2 LRESULT CALLBACK WindowProc (HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM
1Param) {

3 switch(uMsg) {
4 /] HEER TR
5 case WM_KEYDOWN:
6 {
7 char szOutBuff[0Ox80];
8 sprintf(szOutBuff, "keycode: %x \n'", wParam);
9 OutputDebugString(szOutBuff);
10 break;
11 }
12 }
13
14 /] BREREB—TEROARGERAIERE, XA, Vb, RXCEBZHRINE R IERH L IE
8y
15 return DefWindowProc(hwnd, uMsg, wParam, 1Param);
16 }
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Ll | Hindows. cpp =] [=[&se
5 Workspace "Windows", /7 Windows.cpp : Defines the entry point for the application. H
E-E8 Windows files /" -

=43 Source Files
[#) StdAfx.cpp

[# Windows.cpp 10 BOEREEYL

#tinclude “stdafx.h"

=3 Header Files LRESULT CALLBACK WlndowProc(HWND hund, UINT ulisg, WPARAM wParam, LPARAM 1Param) {
5] stdAfx.h switch(uMsg) {
(L1 Resource Files Iz éf@‘m‘f—ﬁ‘ﬂl lsi:)
[£] ReadMe.txt case WH_KEYDOWN:
(L1 External Depend {
char szOutBuff[8x80];
sprintf{sz0utBuff, "keycode: %x \n", wParam);
| | QutputDebugString(sz0utBuff);
-
ua CI E] Fil o VEI i E |‘| I hraal - _>|_
| . = |2
KT antext.l J 4 Name E:\ll’alue
Name [value =
=0 =
4 I : I} Auto / Locals & this /

L

Loaded 'C:\WINDOWS\system32\msucr B
Loaded 'C:\WINDOWS\system32\MSCTF
Loaded 'C:\WINDOWS\system32\versi
Loaded 'C:\WINDOWS\system32\MSCTF
naded "G AUTNDOUS\system32\ole3d2

N EEFR, B TFazEiaHELIRIEE0x41, FRIAERITAI LURIEX N R#H1THIBT,

174 #EER

ZATERNEA R U IERZETHER, ERRNEBEEVNEIERAT T AMASELRIDIZEAD ? X
BHMEIN B EZEAWM_CHARXNER T, BRAERX A, RIFVHERUMBLEIRIRA, IEHKRT,
AR RE LIRS ¥ BEL R B AR F1Fo

else

{
/7 FETRIE R

TranslateMessage{&msqg) ;

/T RTEE. BUESE A GA AT AT

DispatchMessage{&nsqg) ;
’

WM_CHARZE XS N VB O BB S ERMNT ¢

1 LRESULT CALLBACK WindowProc(

2 HWND hwnd, // handle to window
3 UINT uMsg, // WM_CHAR

4

WPARAM wParam, // character code (TCHAR)
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5 LPARAM 1Param // key data

BT SRR FAPTURATE R X B

*. Tindows — Microsoft ¥isual C++ [run] - [Tindows. cppl

[B File Edit View Insert Project Debug Tools Hindow Help

BeHE| a2 mEE | W N EEEE I R EEEERE
(Globals) =|[tan global members = || ¢ WindowProc 1 |“@ ] ! M |“ EEFEE A e 30 s
—Aﬂ  Windows. cpp jﬁl ]
5 Workspace "Windows"; .
B Winduws files #include “stdafx.h"
EJ +j Source Files —
/4 BREEESL
i StdAfx.cpp LRESULT CALLBACK WindowProc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAH 1Param) {
Windows.cpp switch{uhsg) {
El ﬁHeader Files 77 L—"Iﬁ?ﬁﬁ—l‘d &Hj@
- 2 SudAxh case WH_CHAR:
(1 Resource Files {
+|E] ReadMe.txt char szOutBuff[8x880];
(1 External Depend sprintF(szuutB9FF, “keycode: %c \n", wParam);
OutputDebugString(szOutBuff);
break;
| i} 3
220 5 Ad @Y Jig g *
ﬁ antext:l j iIIName |Va|ue
Name |Value
&0 =0l x|

<I:I} Auto { Locals & thiz /

Loaded 'C:\WINDOWS\system32imsvcrt.d:
Loaded 'C:\WINDOWS\system32\HSCTF.d1.
Loaded °C:\WINDOWS\system32\version.:
Loaded C AWINDOWS\system32\MSCTFIME

AWINDOWS\system32\ole32.dl!
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18 FE ZEHF

18.1 X FFHEOZEH

1. WindowstEf#t 7 JLANFIUE X VB OS5 BHAIBER, HI—RUENTAFEDZENS, BMES
2. ZHECAEER, A EECRSAERZRENRED ;
3. FEXBIZRMGE &, §RE. RIBIE. BSFHRNENRDERS.

18.2 GIZ4RIENEFIRI

Bl A8 F & D EZE A A UAE A CreateWindow BB R BIZ, SIEMIBIAAILUEEE QRHH, SHEOCIEN
FntlEFEOEMF.

// Windows.cpp : Defines the entry point for the application.
/7

#include "stdafx.h"

/] EXFEOWRR

#define CWA_EDIT 0x100
#define CWA_BUTTON_O 0x101
#define CWA_BUTTON_1 0x102

O~NoO U~ WNH

10 // EXZ2RER
11 HINSTANCE gHinstance;

14 // BOERBENX
15 LRESULT CALLBACK WindowProc(HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM

1Param) {

16 switch (uMsg) {

17 /] HEER TR

18 case WM_CHAR:

19 {

20 char szOutBuff[0x80];

21 sprintf(szOutBuff, "keycode: %c \n", wParam);

22 OutputDebugString(szOutBuff);

23 break;

24 }

25 // SEOCIZNFReIETFE CEG

26 case WM_CREATE:

27 {

28 /] BUEMRIEE

29 CreateWindow(

30 TEXT("EDIT"), // registered class name ;IMiR92E%, fEREDIT
IpSELEgE

31 TEXT(""), // window name BEO%FR

32 WS_CHILD | WS_VISIBLE | WS_VSCROLL |
ES_MULTILINE, // window style FHMOZEHGER | FEO. CIEZEAMUER. &R

. BT
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34

35
36
37
38

39
40
41
42
43
44
45

46
47

48

49

50
51
52
53

54
55
56
57
58
59
60

61
62

63

64

65
66
67
68

69
70
71
72
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0, // horizontal position of window EXREO
L HIx R FR

0, // vertical position of window EX&EOL
By 24

400, // window width ¥EH4FRE

300, // window height EH4EE

hwnd, // menu handle or child identifier RBEOAIW

(HMENU) CWA_EDIT, // menu handle or child

identifier FHEOFRIR
gHinstance, // handle to application instance 1&iR
NULL // window-creation data KinNZKiE
)3

// BIEMZE"#ZH
CreateWindow (
TEXT("BUTTON"), // registered class name ;Iff92¢%, /4

BUTTONMI93%4A

TEXT("™&E"), // window name IRHLFN

WS_CHILD | WS_VISIBLE, // window style F& O
X FEO. CIEEAUEER

450, // horizontal position of window EXE
O _ERIx 4R

150, // vertical position of window EXEO
L H9y 2 ER

80, // window width {ZE4EEE

20, // window height BH4#SE

hwnd, // menu handle or child ddentifier KB

(HMENU) CWA_BUTTON_O, // menu handle or child

identifier FHEOFRIR
gHinstance, // handle to application instance 1&iR
NULL // window-creation data KiNNZiE
)3

// BUE"IREX"#=H
CreateWindow (
TEXT("BUTTON"), // registered class name ;Iff92¢%, 6/

BUTTONMI93%4A

TEXT("FREX"), // window name IRHZFN

WS_CHILD | WS_VISIBLE, // window style FBEOZTH##
X FEO. CIEEAUEER]

450, // horizontal position of window EXE
O _ERIx 4R

100, // vertical position of window EXREO
L H9y 2 ER

80, // window width {ZE4EEE

20, // window height BEH4#SE

hwnd, // menu handle or child ddentifier KB

(HMENU) CWA_BUTTON_1, // menu handle or child

identifier FHEOFRIR
gHinstance, // handle to application instance 1&iR
NULL // window-creation data KiNNZIE
)3
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74
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79
80
81
82
83
84

85
86
87
88
89
90
91
92

93
94
95
96
97
98
99
100
101

102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
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break;

/] S RENE
case WM_COMMAND:

// TEWM_COMMANDHR, wParamB#EVE16fIFBEIRIR, RIBIRIRFAF BEHIERIE

MEFAMYRIENE, EFLOWORD () AT LUFREVE 1641

WORLD")) 3

B9

int

}

switch (LOWORD(wParam)) {
/] BERANGE
case CWA_BUTTON_O:

{
// SetDlgltemTextEBUEBIRIEENS
SetDlgItemText (hwnd, (int)CWA_EDIT, TEXT("HACK THE
break;

}

/] SBIREAFIIRE
case CWA_BUTTON_1:

{
// MessageBox#iEMHRFEERNS
TCHAR szEditBuffer[0x80];
GetDlgItemText(hwnd, (int)CWA_EDIT, szEditBuffer, 0x80)
MessageBox (NULL, szEditBuffer, NULL, NULL);
break;
}
}
break;

/] BABEB—TERIARGHRMERE, XF. &VE. RACBEHRINE R IEREIE

return DefWindowProc(hwnd, uMsg, wParam, 1Param);

APIENTRY WinMain(HINSTANCE hInstance,

HINSTANCE hPrevInstance,
LPSTR 1pCmdLine,
int nCmdShow)

char szOutBuff[0x80];

// 1. EXCIENEO (BIEIMEOZE)

TCHAR className[] = TEXT("My First Window");
WNDCLASS wndClass = {0};

/] EBEOER

wndClass.hbrBackground

(HBRUSH) COLOR_BACKGROUND ;

/] REXLF

wndClass.lpszClassName = className;
// IgERERHE

gHinstance = hInstance;
wndClass.hInstance = hInstance;
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123

124
125
126
127
128
129
130
131
132
133
134
135

136

137
138
139

140
141
142
143
144
145

146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169

// EHERNE OB
wndClass. lpfnWndProc =

(mpopvA: S MBI =y i/

L]

10,

/] EMEOZE
RegisterClass(&wndClass);

// 2. BIEHEBREN

// BIEHEO

/*

CreateWindow iEZEMRR :

HWND CreateWindow(
LPCTSTR 1pClassName, //
LPCTSTR 1lpWindowName, //

A EIRIEEIS - Win32

WindowProc; // AEREBE®, ARSFRFERSE, HaiE

registered class name EZF
window name BHO&FE
window style BEONMBIEET

ANTT

horizontal position of window FE¥FREx
vertical position of window AAXMFREOyH

window width BORE : &
window height BOKE : &%

ANTT

handle to parent or owner window X&)

menu handle or child identifier 3EAIM
handle to application instance 1&ik
window-creation data MiNNEE

CreateWindow(className, TEXT("&MH"), WS_OVERLAPPEDWINDOW,

DWORD dwStyle, //
int x, !/
int vy, /1l
int nWidth, //
int nHeight, //
HWND hWndParent, //
HMENU hMenu, //
HINSTANCE hInstance, //
LPVOID 1pParam //

)

x/

HWND hwnd =

10, 600, 300, NULL, NULL, hInstance, NULL);

if (hwnd == NULL) {

// SARANULLIEOGRRM, HHEIRER
sprintf(szOutBuff, "Error: %d", GetLastError());
OutputDebugString(szOutBuff);

return 0;

}

/] BREO
/*
ShowWindow EERE :
BOOL ShowWindow(
HWND hwnd,
int nCmdShow

// handle

)3
x/
ShowWindow (hWnd, SW_SHOW) ;

/] 3. BUCHEHLIE
/*
GetMessage IBAIET ©
BOOL GetMessage(
LPMSG 1pMsg,
/] BETBEE RIS

to window BOAJHR

// show state BRI

// message information OUTZEE!BE, XE2— &
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170 HWND hwnd, // handle to window BHOAR, fRFINULLNERRIZ
KEPNEEEHRE
171 UINT wMsgFilterMin, // first message H—%EE
172 UINT wMsgFilterMax // last message BRE—XER
173 )
174 */
175 MSG msg;
176 BOOL bRet;
177 while( (bRet = GetMessage( &msg, NULL, 0, 0 )) != 0)
178 {
179 if (bRet == -1)
180 {
181 // handle the error and possibly exit
182 sprintf(szOutBuff, "Error: %d", GetLastError());
183 OutputDebugString(szOutBuff);
184 return 0;
185 }
186 else
187 {
188 /] FEHHER
189 TranslateMessage (&msg) ;
190 /] PRBR I MBARFPAEOIERH
191 DispatchMessage (&msg) ;
192 }
193 }
194
195 return 0;
196 }
BITEARINT
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. Windows — Microsoft ¥ismal Ctt [run] - [Tindows. cppl

@ File Edit Y¥iew Insert FProject Debug Tools Window Help

QA EEE | a2 BEE Hln| [BEEEs 52 @0« [FEEDRO
(Globals) jl[AII global memhers:" & WindowProc R~ |“@ i ! A |JJ HEEY D« E3o sy
———————————1x| |9 WindowProc. =witch. BEC. Cre¥ |5 |
Workspace "Windows': char szOutBuff[B6x80];
EJ"Windows files sprintf{sz0utBuff, “keycode: %c \n", wParam);
OutputDebugString(sz0utBuff);
break;
1" 5= i
I§] {;ﬂHeader Files casfﬁlz{l:gE ﬂ:ﬁ Gl AR
- [E) StdABch ¢
~-(_] Resource Files 7/ G IRIEAE
[2] ReadMe.txt CreateWindow(
(] External Depend TEXT("EDIT"), // registered class name yEfffAYEE4Z, & FEDITN H4RARAE
TEXT(""), // window name [ FN
WS_CHILD | WS_VISIBLE | WS_USCROLL | ES_MULTILINE, 7/ window style {3954
8, T /7 horizontal position of window FEA2E O _FAIxAL AR
0, /4 vertical position of window FEAZETC _EAYYAL T
400, // window width 1§$ B
300. // window heiaht =
man smix|
. o HACK THE WORLD | FARA
I
230 S WAW iy | -
i;' Context: | HACK THE WORLD

Name [Value

—BR |
BE |

WindowsFiiE X AI B [ ZE AT LAFEMSDN LibraryBJCreateWindowB# FEXE :
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I T -lslx]
IHE FHEE FEW HEG MR
o &

T Lo =2 0 =
MR =R t—# T—% B @t it BE En  §0

{EEDFER (B) Remarks d
I[@ﬁﬁ%ﬁ'] j Before returning, CreateWindow sends a WM _CREATE message to the window procedure. For overlapped, pop-up, and child
windows, CreateWindow sends WM _CREATE, WM GETMINMAXINFO, and WM _NCCREATE messages to the window, The
{Pararm parameter of the WM _CREATE message contains a pointer to a CREATESTRUCT structure, If the WS_WISIBLE style is
BR© Y | HEE | 4L|L| specified, CreateWindow sends the window all the messages required to activate and show the window,
BAEEHACRT () If the created window is a child window, its default position is at the bottomn of the Z-order. If the created window is a top-level
window, its default position is at the top of the Z-order {but beneath all topmost windows unless the created window is itself
|C|ealeW'\ndow edit topmost),
- For infarmation on controlling whether the Taskbar displays a button far the created window, see Wisibility of Taskbar Buttons.,
CreatewindowBuffer The following predefined system classes can be specified in the jpClassiame parameter, Note the corresponding control styles you
IPWXFirewall can use in the dwStyle parameter,
CreateWindowE s —
createWindowGraphics Mtem class Meaning \
CreatetindowStation
CreateWwithContext method EU‘ITON Designates a small rectangular child window that represents a button the user can click ‘
Createw/ithimplementation Method (IElem to turn it on or off, Button controls can be used alone or in groups, and they can either
CreateWithTipT ransaction method be labeled or appear without text, Button controls typically change appearance when the
CreateWwithT ransaction method user clicks them, For more information, see Buttons,
C’rd};‘é";‘ggﬁ;ﬁ:&%% - Far a table of the button styles you can specify in the dwStple parameter, see Button
Create\WizardPages Styles.
IWEE stendhizard N - ; " - "
CreateWarkspace method COMBOBOX Designates a control consisting of a list box and a selection field similar to an edit contral,
Create\/rapperQType methad When using this style, an application should either display the list box at all times or
CreateXml method enable a drop-down list box. If the list box is visible, typing characters into the selection
CreateXmiDeclaration method field highlights the first list box entry that matches the characters typed. Conversely,
CreateZone selecting an item in the list box displays the selected text in the selection field, For more
CreateZane Method of the MicrosaftDNS, infarmation, see Combo Boxes,
CreateZoneE numerator Method (linternels For a table of the combo box styles you can specify in the dwStyle parameter, see
creating Combo Box Styles,
Creating ‘
[esdede-i:;s;ia«daliza]al Basic EDIT Designates a rectangular child window into which the user can type text from the
adding with Visual Ca+ keyboard, The user selects the control and gives it the keyboard focus by clicking it or
addresses moving to it by pressing the TAB key, The user can type text when the edit control
advanced queries displays a flashing caret; use the mouse to move the cursor, select characters to be
application-defined window control replaced, or position the cursor for inserting characters; or use the BACKSPACE key to
audio applications delete characters, For more information, see Edit Contrals,
bitmaps For a table of the edit control styles you can specify in the dwS#yle parameter, see Edit
buttons Control Styles,
cache entry
caret " . : : . ati
carets LISTROX Designates a list of character strings, Specify this control whenever an application must
Tificat " present a list of names, such as file names, from which the user can choose, The user
gghegiesma ‘ager can select a string by clicking it A selected string is highlighted, and a notification
COM D‘bi';ms message is passed to the parent window, For more information, see List Boxes,
COM+ applications to host XLANG sche For a table of the list box styles you can specify in the dwS#yle parameter, see List Box
combo boses Styles,
command bands controls o
command bars . MDICLIENT Designates an MDI client window. This window receives messages that control the MDI
Compensation for Transaction page application's child windows, The recommended style bits are WS_CLIPCHILDREN and
companent definition files WS_CHILD, Specify the WS_HSCROLL and WS_VSCROLL styles to create an MDI client
computer account window that allows the user to scroll MDI child windows into view, For more information,
concurent flows in XLANG schedules see Multiple Document Interface,
configurations
contrals RichEdit Designates a Rich Edit version 1.0 control, This window lets the user view and edit text
cookies with character and paragraph formatting, and can include embedded COM objects, For
C5Ps more information, see Rich Edit Contrals.
Eﬂ';tg:: brushes For a table of the rich edit control styles you can specify in the dwStple parameter, see
custom components Rich Edit Control Styles,
cyclical references ;I
Dbl (DAL ICHEDIT_CLASS Designates a Rich Edit version 2.0 control, This contrals let the user view and edit text
== with character and paragraph formatting, and can include embedded COM objects. For
frdnlii)) more information, see Rich Edit Controls,
u Far a tahla af tha rich adit cantral ctvlac wan ran cnacifv in tha AnChicda nararmatar caa LI
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19 EPIRESYIERE
19.1 EHARESYIERNEFEN X R

BMHIZEE B CR4GBRTE, ERXMGBREFHAREREFEN, MERELAE.

TEHFZARI0x123456 T8N TEHINE R IF A —1ME, 7EHIZEBAYOX12345678NFHINtHIZA—ME, WEHAEH
2, MEZEENEZEN,

HIEA #H+2B
0 0

123-10

FFFFFFFF FFFFFFFF

BERERIXMERFREMERNEF LY, FIUAXENEBAENYIERNERE TN XR, SIREERR
HEHMEY LD EMERE, TEANMBENURRABEERAE (ZXXF) -
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F—TEREHNANEKB, RRIKBAIRIE (Page) , FILUNEEFT, MEMEITX MR,

19.2 ERIAFHIEY

gﬁ\iﬁﬁﬁﬁﬁ%BE’\JE?ﬂW#, ERREFIE R NERDH ? Bk, RINFENE— T EMRED NE26.
2G,

STERFR, BRZEERZREG, ARZEERES26, WRIKREREERE26HAF2E, B26HZZEERM
BHEHLAN.

@%% ARRREGHAF EEERITARI64KBN I HHIREXM/S64kBN AR RARZRITE I FRERE
23 N8
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0x00000000 |64KB->==#2£tIR{EX |H =8 1§26

AAEARX

OX7FFFFFFF
0x80000000

64KB->FH P& AKX

M= 526

OXFFFFFFFF

THRERAE X 0x00000000 - 0xO000FFFF
F P EIX 0x00010000 - Ox7FFEFFFF
64KBZEAX 0x7FFF0000 - Ox7FFFFFFF
% 0x80000000 - OXFFFFFFFF

ARIE | MR A F R
1EAIIREA ¢ Lttt E4G , BRGERRESIE), FRAREIERMPLM A DT,

19.3 ¥IBATE

19.3.1 AJ{ERANYIERE

NTEBFE, YMERFLUKBR/NKD DL, BAEREEEX T™IETINRERZ VIR ? HEANELIE
BILUSERFEAN (MR LR LEEBAXME—TRESR)

RERNEFSYIERNTF - 92



AT EIRFEEIR - Win32

i A
L EREH Windows XP Professional: £ 223 F1A7E IS
A3
Az
MB
4 MB 32768 MB
(3E7)
ﬁ 5 30720 MB T EFEHY Mac
BRET ?
NS R AR, 7T HEERMTIE EHIRE.
- 4

teanFIMAERIZ 268 (2048MB) , FAIUTEES EERERBMHIE MAYIERNEFH S BIZIRT2048*102489 ¢
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FEFRIRAE | iR
CRU {8

CPU A E T

TU 0L A3

Al HERY ()
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B51Z2
352
30

193048
40347 36
430848

20868552
1741336
1TT0216

53064
40432
12632

CPU fER: 0%

BLX—RYIERNFREE S DYIER

e ? FATAT LA S 8%/4 -

ARTIWNL 166M [/ 3940M
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ET

HwyE (E) =HE (V) #HEED(H)
| 524138,

| Backspace

Wt HE524138 ™MIIBTT (+3#F) , B+ HIFE20XTFF6A

BLENE REXERBBIZELN ? R ERAR D IERZERBELRE, KTTLLEIRER
MRER., BERYFISRNEBAREAN
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2 x|
| iteas | By B8 | £%TE | aaEs | ze |
TR ERRED, BRTENEERER. I
1 Mane SE | smniTme |
TR , IR, FEEA . LURELLME L &l
~ hbIBER IR
RHE (3) | ' s i i EAT
EE&%ET LR R A e T AR B SRIEAT
~FPERE TRIRE LB T
S Ra X mEE + 125 () C EEREE
_UBO® | eem
[——— gil.»k'mﬂ'F o VR R A B P RSB AT R E0AR
FLREEh, FRErEMTmsE R IR 2L B A
* 185 R C REGERTE @
WE ) | 4 “
EIE .
IEENEE [4E45] ) T A MR EFI##ET“EJ: » Windows HEETEXN AITFERELE
11 G -
FRTSERDERTI M oM Bl 2048 MB
—> _¥0 |
~ FRIEDEEhBRAOTT dnir i
IFEhaf 0
FTRIZEE: 85929 MB
¢ BRENAS ©: wE | i | adw |

BN MB) (L) |2°“IE =

FCC{E B (1) |4092

O REEEHAS O \

" FESTIHE W) WE E) |
~ B A ERDER I m 1 S
FEVFRIRME 2 WB
T 3070 MB
SRR 2046 MB
wE | mE |

A LB I RI909a K/ NE2046MB, BRAXNZFBREMEIE ? HATAIUECETEER (FEETREREX
%) pagefile.sysX T, ERIEFE2046MBE AN, KNG AFRMEMAEFN !
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Settings
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Frogram Files RECYCLER

Syztem Volume (—— AUTOEXEC. BAT
Information "J WINDOWS ".-',%.,':-' ms-nos HEETEIN

bn::-fl.. i:.“i. bnntfnpt.bin CDI_E'IG.ISYE
AiEE BIN Tri ] 'f| AR
1 KB 118 KB 0 kKR
10, 5Y5 MSD0S. SYS S| NTDETECT. COM
vea] | R Tea] | Fimarld MS-D0s [y FR $2
0 Ke 0 KB 17T KB
e | LAY S agefile, sys
ua ':‘I" :"'|I|'I 78 |I'|' oa ] h&x# \
= 252 KB —= 2,085, 104 KB

2]
WA |
@ Ipt:lf:i.ll. £YE
e Rigioe
STFAR: W, |
(- C:% f
Fos: 1.99 GB (2, 145, 386, 488 )

19.3.2 A[iRRBYIERTE

RfHRERFERZAILLRTIMIEBRNEN6IG, BERIZERAR
7% (Windows Server 2003fR 53 28 iR AR LURFI4GA L) o

BN LLBEIT HOOKR G B B R eI X PIRER i BY4GB R o

TR, FIIOXPEXNRFERBEIRGI4GHIMENRN

19.4 Y¥EDINfEA

FANFLE T #HEEERELRNEN, Mesi— I ERNE WER) , EREBRLZER, BRMELHEY
BR, RERAFXEIRIT, MEREEMNERFESETEMBNERYIER, NIRFAERIMEMRKNFIRE
EEYIENAR B R Epagefile.sysXHH, AN M™MIERDELEMEENHE ;

RIFIZFBRIRIEIETENE, MRERLIRDECYIER, ASIEEIEMpagefile.sysX R Z HRMEH
BUMIIETIH, XEERRERATIREYN, TEFERIAIXFNATIN.
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20 FhERFRYERIBREN

MEBERED M, —PEIEAE (Private) —PEHERE (Mapped) , IWEREFNETEEZXRYIER
7 WER) REMRER, MEZRAEFEURSNiHE—ER.

?  Unknown Attachment

20.1 BRISAREFENAEMA N

1. FABERFEEDVirtualAlloc/VirtualAllocExEEIFR1E, XA NMRBEERLNEEEXFH, EREER
B UTE Ethi# IR ERIENTE,
2. H£ERWFEII CreateFileMapping EE RS

20.2 REHIEERER

ERIENER B E R VirtualAlloc, HiBAKUT ¢

1 LPVOID VirtualAlloc(

2 LPVOID lpAddress, // region to reserve or commit EHEMIREXIEA
Hillk, ERBERNHRERKEEREE

3 SIZE_T dwSize, // size of region ZREHIARN, —PMERIA/NE
0x1000 (4KB) , BIFHEERFL D MIEIMEUAZ D

4 DWORD flAllocationType, // type of allocation S ECHIZER!, HREME
MEM_COMMIT (&HFLkMthht, WEEYIEANTF) FMEM_RESERVE (GRAZKM4MUL, BRFEYE
HN1F)

5 DWORD flProtect // type of access protection ZREFEMIRFIFEMLE

5 );

FB=. BESHOIUIRIEMSDN LibraryBEERATE X ©
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fidllocationType
[in] Specifies the type of allocation, This parameter must contain one of the following values: MEM_COMMIT, MEM_RESET, or
MEM_RESERVE, All other values can be used as indicated in the following table,

Yalue Meaning

MEM_COMMIT Allocates physical storage in meraory or in the paging file on disk far the
specified region of memory pages. The function initializes the mermory to
zero,

An atkernpt to commit a memory page that is already committed does not
cause the function to fail, This means that you can commit a range of pages
without determining the current commitment state of each page.

If a memory page is not yet reserved, setting this value causes the function
to both reserve and commit the memory page,

MEM_PHYSICAL Allocates physical rmermory with read-write access, This value is solely for
use with Address Windowing Extensions (AWE) mermary.

This value must be used with MEM_RESERVE and no other values,

MEM_RESERVE Reserves a range of the process's virtual address space without allocating
any actual physical storage in memaory or in the paging file on disk,

Other memory allocation functions such as malloc and LocalAlloc, cannot
use a reserved range of memory until it is released,

You can commit reserved mermory pages in subsequent calls to the
Yirtualalloc function,

MEM_RESET Windows NT/2000/%P: Specifies that the data in the mermory range
specified by lpdaddress and dwsize is no longer of interest, The pages should
not be read from or written to the paging file, However, the memory block
will be used again later, sa it should not be decornmitted, This value cannat
be used with any other walue,

Using this value does not guarantee that the range operated on with
MEM_RESET will contain zeroes, If vou want the range to contain zerogs,
decornmit the mermory and then recormmit it,

when you specify MEM_RESET, the ¥irtualAlloc function ignores the value
of ferotect. Howaver, you must still set ffrotect to a valid protection value,
such as PAGE_NOACCESS,

Yirtualalloc returns an error if vou use MEM_RESET and the range of
rmermory is mapped to a file, & shared view is only acceptable if it is mapped
to a paging file,

MEM_TOP_DOWHN Windows NT/2000/f%P: dllocates memory at the highest possible address,

MEM_WRITE_waATCH Windows 98 fMe: Causes the system to track pages that are written to in
the allocated region. If you specify this value, vou must also specify
MEM_RESERVE.

To retrieve the addresses of the pages that have been written to since the
region was allocated or the write-tracking state was reset, call the
GetWriteWatch function, To reset the write-tracking state, call
GetWriteWatch or ResetWriteWatch. The write-tracking feature remains
enabled for the mernaory region until the region is freed.
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[in] Specifies the type of access protection. If the pages are being committed, you can specify any one of the following value,

A EIRIEEIS - Win32

along with PAGE_GUARD and PAGE_NOCACHE as needed,

Yalue

Meaning

PAGE_READONLY

Enables read access to the committed region of pages, An attempt to write
to the committed region results in an access violation, If the system
differentiates between read-only access and execute access, an atternpt to
execute code in the committed region results in an access violation,

PAGE_READWRITE

Enables both read and write access to the committed region of pages,

PAGE_EXECUTE

Enables execute access to the cornmitted region of pages. An atternpt to
read or write to the committed region results in an access violation,

PAGE_EXECUTE_READ

Enables execute and read sccess to the committed region of pages, An
atternpt to write to the cormmitted region results in an access violation,

PAGE_EXECUTE_READWRITE

Enables execute, read, and write access to the cornmitted region of pages.

PAGE_GUARD

Windows NT/2000/%P: Pages in the region becorne guard pages. Any
atternpt to read from or write to a guard page causes the system to raise a
STATUS_GUARD_PAGE exception and turn off the guard page status, Guard
pages thus act as a one-shot access alarm,

PAGE_GUARD is a page protection rmodifier, An application uses it with one
of the other page protection modifiers, with one sxception: it cannot be
used with PAGE_NOACCESS, When an access attempt leads the system to
turn off guard page status, the underlying page protection takes aver,

If a guard page exception occurs during a system service, the service
typically returns a failure status indicator,

Windows 95798 /Me: To sirnulate this behavior, use PAGE_NOACCESS,

PAGE_MNOACCESS

Disables all access to the cormmitted region of pages. An attempt to read
frarn, write to, or execute in the comrmitted region results in an access
violation exception, called a qeneral protection (GP) fault,

PAGE_MNCOCACHE

Allows no caching of the cormmitted regions of pages. The hardware
attributes for the physical memory should be specified as "no cache." This is
not recommended for general usage, It is useful for device drivers; for
example, mapping a video frame buffer with no caching. This value is a
page protection modifier, and it is only valid when used with one of the page
protections ather than PAGE_NOACCESS,

BN FRRRIFERMEDR, SRALEUHSEYIERNE, ZRENRE !

1 LPVOID pm = VirtualAlloc(NULL, 0x1000*2, MEM_COMMIT, PAGE_READWRITE);

BLAFRIFE THENARET, XEMEMFERR, BREBVirtualFree, EiEARIVAT !

BOOL VirtualFree(

A WN K

LPVOID 1lpAddress, // address of region R7EXIiZGAYMiE
SIZE_T dwSize, // size of region HTEA/
DWORD dwFreeType // operation type IR, BHAVER, —HBERIDER .

MEM_DECOMMIT (BRMU4IENTF, BLAIMMURE) . MEM_RELEASE (BREWNEERTE, Bkt

i, FERXMEBEIIHMERREAR/NFERHN0)
g )

FIAEN TR ERBMERNT, BR&IEMIERE N THRS !

1 VirtualFree(pm, ©, MEM_RELEASE);
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20.3 H#54%

ZAEN I mallocsiEnewRIERE, EIIRHIBENMTARER ? HLEIENHIENAFRRBIAE,
EAENENEZRIBFHIRNEFRHIFLECHN, BIClRBENREFTAERTE, BREEMNERRE.

TIEHAFERIERAT, BERIFERABMNIHEERSEAVirtualAlloc EREE TR ITHFHY,
FRUE. RHIARMENERE, i@ dVirtualAloc B IFR,

1 int main(int argc, charx argv[])

2 {

3 int x = 0x12345678; // %

4

5 int* y = (int*)malloc(sizeof(int)x128); // iff
6

7 return 0;

8 }
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21.1 HERE
HE=RF @I CreateFileMapping EE RS, ZBBUEERINIOT ©

7

8

AT EIRFEEIR - Win32

HANDLE CreateFileMapping( // MRNR, XPTWRAUNKITESIEAT, BRI

BREST 47 IE T
HANDLE hFile,
XHMETEMET, NAIETEZEE

// handle to file XHaHR, MRFER

LPSECURITY_ATTRIBUTES 1lpAttributes, // security Z2EM, SEL2EAR

DWORD flProtect,

DWORD dwMaximumSizeHigh,
ERfUITENEEEIRENZE

DWORD dwMaximumSizelLow,
EYPERFRIAR/N

LPCTSTR 1pName
ERNATIURIEE
)3

// protection fRIFIEZ, ¥IEHIEMS
// high-order DWORD of size &321i,

// low-order DWORD of size {&321i, 1§

// object name WRHZF, ~NARNE, B

ZEBERMRARITERFYIERNTE WIER) , ERBEF T HARKRAAIUERT, BIEEE&ED
MapViewOffileEREUST IR 1 S5 & M3 #H1TIRES, MapViewOffileBEREUEAMRINAOT ©

BRI -

=

6

7

© WO ~NOOUD~WNPK

LPVOID MapViewOfFile(

HANDLE hF1ileMappingObject,
mappingX RV

DWORD dwDes<iredAccess,
HHEE AN &)

DWORD dwFileOffsetHigh,
HENEBEREIRENE

DWORD dwFileOffsetLow,
B tabRgt

SIZE_T dwNumberOfBytesToMap
SRR/ h—E
)5

#include <windows.h>

#define MapFileName "HERE"
#define BUF_SIZE 0x1000
HANDLE g_hMapFile;

LPTSTR g_1lpBuff;

/7

/7

/7

/7

/7

int main(int argc, charx argv[])

{

handle to file-mapping object file-

access mode IARIRTC (BRI ERIFREIL T LR
high-order DWORD of offset m321i, 7£321I
low-order DWORD of offset {E32fi, 35T MME

number of bytes to map HEREMIA/N, —h%

/] RERR AEFYIER, TRAWE-1. YEIARE. RiE—TER
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11

12
13

14
15
16
17
18
19
20

21
22
23

A EIRIEEIS - Win32

g_hMapFile = CreateFileMapping(INVALID_HANDLE_VALUE, NULL,
PAGE_READWRITE, 0, BUF_SIZE, MapFileName);
/] THPIEDIS L hE T TRRGY
g_lpBuff = (LPTSTR)MapViewOfFile(g_hMapFile, FILE_MAP_ALL_ACCESS, 0, 0,
BUF_SIZE);

/] EYIEAEREE
* (PDWORD) g_1lpBuff = 0x12345678;

/] REFIBRET, XFIMRETNIRTAER T &Rstit, BEYIETUEET

UnmapViewOfFile(g_1lpBuff);

/] RGN, XEFERBYIED, EREFHFENERATETSEENER, XERES
IRRARNETHERERZARN WER) BT

CloseHandle(g_hMapFile);

return 0;
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A EIRIEEIS - Win32

22 XHR5%

XHRGRIBERFATEERE E XA ENBIESN ; BRI MEERE FNAARXHG %,

NTFS FAT32

R XAEE 2T(2048G) 32G

B RE 4GP mA4G
EFSHn® X HF AL

Tk £ e P& AL FF

#EWindows FANTFS, FAT32ZXPMZHRY, RITAILUBIEEAMMENEMLES :
wa
21 x|
gl BHEEE € BM |TA e % || |
T EEh 77 RS 5 |
SeE 4 HufE
H sswd a0 [GEfERl  wes

<=

B EAEE: 8,930,242,560 5  6.31 6B
[ ES R 98, 429, 734,812 F¥  91.8 6B

it 107, 359, 877, 472 35  99.9 GB

YR C M ) |

I IEHEEahEE L 5 R a8 )
v FEUF S G & sl iR R AR S | L R AR (O

mE | mAw |
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AT EIRFEEIR - Win32

22.1 B XAPI

SRLIEMARERNNAEE (BEEMER) , KITTLUE—BRBHAEFERIARTE, BEXHE
XHMBER.

22.1.1 3REE (GBiEIXGHES)
E$iGetLogicalDrives F F I 4 ¥ i A F G SBIREHSS, EARH |

1 DWORD GetLogicalDrives(VOID); // RE{ER—/"DOWRD, EREZSH

INTFERFRAES, BITRLREEIMME—+7ESINd, FEMSDN Library?RBRFES PR Y X MR EIERTHY
#R:

TN EEEEMLIRENES, oA1INRRZFEIRRIERA, MM1A1NRTFEERRIZEB, LU, XB
FAVFREBYoxd Z 3 HI 21101, 1141, {290, 31, 1441, BRAMKRTENIEZEIRENESA. C. Do

1 /) FEE (Z1EREHER)
2 DWORD gLd = GetLogicalDrives();
3 printf("GetLogicalDrives: %x", glLd);

int main{int argc, char=* arqgu[])

{
/R (ZARIEE RS )
DWORD gLd = GetLogicalDrives();
- printf("GetLogicalDrives: §x", glLd);
=5 return 0;

ov C:\Progrom Files\Microsoft ¥izunal Studio

GetLogicalDrives: d_
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AT EIRFEEIR - Win32

Sl FHME ©)

A A E=hiT S &

H s s o ;&) A e )
S L&

22.1.2 FREVFRBZER R F R &
B# GetLogicalDriveStrings i T REXFA B Z BRI FRIE, BAKA -

1 DWORD GetLogicalDriveStrings(

2 DWORD nBufferLength, // size of buffer AZE, EFENFRFREAIA/N

3 LPTSTR 1pBuffer // drive strings buffer HiHEHR, RN FRFBRKEZ
B

41 )

ST EFRIR I LRI B Z B F AT &, ARARBHMBAIUE N ZEREDHZNFITEMERTM LS
SHRFT

/] FRE—1ZERhIERFTH

DWORD nBufferLength = 100;

char szOutBuffer[100];
GetLogicalDriveStrings(nBufferLength, szOutBuffer);

A WDN B
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#-(_] Header Files

A EIRIEEIS - Win32

int main{int argc, char= argu[])

------ [ Resource Files {
- [] ReadMe.tx 11 RES (RIS
[+ External Depend // DWORD gLd = GetLuglcalnrluesﬂ;L B
£ BN AR E R MR e, A 001N SRR AR
/4 printf({"GetLogicalbrives: %x'", gLd});
/1 FREL— M iR AhEE 1 F R &
& DWORD nBufferLength = 108;

char szOutBuffer[100];
GetLogicalDriveStrings{nBufferLength, szOutBuffer)

( (ol =) return 0:

}

12cCle g Fif P VARV |1

Cantext: [main(int, char * *) d
Name |’1.r‘alue |;
nBufferLength 1060 -
E szOutBuffer BxO012FF18 A\
[0] 65 'R’
[1] cg 't
[2] 92 '\
[3] o
[4] 67 'C*
[5] g '
[6] 92 '\
[71] 6"
[8] 68 ‘D’
[?] g o
[18] 92 '\
— [11] a -
— [12] a -
22.1.3 REE (ZiEIFchER) HIFER
¥ GetLogicalDriveStrings i FIREVERIAR, EEMRA !
1 UINT GetDriveType(
2 LPCTSTR 1pRootPathName // root directory IRER, XERKIeIUFEHRNZRFRT
=2
3

ST ERR, FIREL Y ZIEIEENERCRISER

// IREVERIAEE
UINT type;

a pdh wN =

type = GetDriveType(TEXT("C:\\"));

if (type == DRIVE_UNKNOWN) {
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u
t
i

H
H

AT EIRFEEIR - Win32

fgn: ERRELRELREEM[E \n");

6 printf ("FTABEIRNEFHIER \n");
7} else if (type == DRIVE_NO_ROOT_DIR) {
8 printf ("REEELHH,
9 } else if (type == DRIVE_REMOVABLE) {
10 printf ("EER AT UUMIEEERREE \n");
11 } else if (type == DRIVE_FIXED) {
12 printf ("HEETEEMIREFPEE \n");
13 } else if (type == DRIVE_REMOTE) {
14 printf ("ZzERERe—MNEE (ML) Rahgk \n");
15 } else if (type == DRIVE_CDROM) {
16 printf ("ZIXEHERE—1CD-ROMIRENEE \n");
17 } else if (type == DRIVE_RAMDISK) {
18 printf ("ZIRaIERE—TRAMEEE \n");
19 }
/ FRETBRER
IMT type;
ype = GetDriveType{TEXT({"C:y\"));

f (type == DRIVE_UHKHOWH) {

printf (" TiEREIRENRSMERL \nm )-

else if (type == DRIVE_NO_ROOT_DIR})

printf(* *EﬁgéEﬂﬁﬁﬁj ﬁ'ﬂlﬂ Eﬁﬁ%&imﬁﬁ%&ﬂ% ATy

else if (type == DRIVE_REMOUABLE) {

printf ("REA T LIRSS HEH A0

else if (type == DRIVE_FIXED) {

printe ("REATEE MIRZNEE HELLH o)

else if (type == DRIVE_REMOTE) {

printf ("ZIEENEE R — PR (L) JEEhES \n);

else if (type == DRIVE_CDROM) {

printf (" ZIREHEE—~co-ROMIEENEE \n");

¥ else if {t&e == DRIVE RAMDISK) {

}

r

IR EHEE R — > RAMREAR \n");

printF("

eturn 0;

fisk G [III II-'Il ||“”|||||"'|'

22.1.4 FREVEMER
E#GetVolumelnformation i FIREVAERME R, BERAN ¢

BOOL GetVolumeInformation(
LPCTSTR 1pRootPathName,
LPTSTR 1pVolumeNameBuffer,
DWORD nVolumeNameSize,

KE

5 LPDWORD 1pVolumeSerialNumber,

5=

A WDN B

6 LPDWORD 1pMaximumComponentLength,

EX MRS RAHHIRARKE

oy C:A\Program Filesz\Nicrozoft Viznal Studio\NyProjectsz\Test\Debnug

/1
/1
/1
/1

/1

root directory AR,

volume name buffer HHZEAY,
length of name buffer HAZE, B4

IRXEhER T 15 R
HKE, REEH

volume serial number HiHZEHRY,

BRF

maximum file name length HHIZERY,

5
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7 LPDWORD 1pFileSystemFlags,

HRGHE X BIITE

AT EIRFEEIR - Win32

// file system options HHIER, 5IEEX

8 LPTSTR 1pFileSystemNameBuffer, /] file system name buffer HZER!, X
HZRS: (WIFATEINTFS) &R
9 DWORD nFileSystemNameSize // length of file system name buffer
BMAZEY, XHRFLTHNKE
10 )

SNTERR, FIRENT ZEESRCHEXER

TCHAR
DWORD
DWORD
DWORD
TCHAR

~No o WN B

/] REVEBHIER

szVolumeName[260] ;
dwVolumeSerialNumber;
dwMaximumComponentLength;
dwFileSystemFlags;
szFileSystemNameBuffer[260];

GetVolumeInformation("C:\\", szVolumeName, 260, &dwVolumeSerialNumber,

&dwMaximumComponentLength, &dwFileSystemFlags, szFileSystemNameBuffer, 260)

J

&[] Header Files
_1Resource Files
£] ReadMe.txt

#-() External Depend

i

r

/1 RBERE R,

TCHAR szUolumeName[268];

DWORD dwUolumeSerialNumber ;

DWORD dwMaximumComponentLength;
DWORD dwFileSystemFlags;

TCHAR szFileSystemMameBuffer[268];

GetUolumeInformation("C:\\", szVolumeName, 260,

tdwlolumeSerialNumber, &dwMa

& return 8;
}
i
B30 § Fiol 4 val 4 vl Lol |
ﬂ antex‘t:lmaln[lnt, char * *) EI ﬂ Name
N [Value
? duFileSystemFlags 459007 \
[ &dwFileSystenFlags 0xe12fFe70
duMaximumComponentLength 255
tdwMaximumConponentLength Bx0012fe74
255
tdwUolumeSerialNumber x0012fFe78
dwUolumeSerialNumber 4040178006

szUolumeMame
szUolumeMame[ 260]

: szFileSystemNameBuffer
szFileSystemNameBuffer[26¢ -1 '§j*

-6 *7 ‘)"

0:0012Fd6c "NTFS™

axee12fesc "
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A EIRIEEIS - Win32

22.2 BRI XAPI

222.1 BIEZEHR
B ¥ CreateDirectory B FEIZEBE R, HiBASAWT :

1 BOOL CreateDirectory(
2 LPCTSTR lpPathName, // directory name BER%&M, &
EREESERROSETN
3 LPSECURITY_ATTRIBUTES 1pSecurityAttributes // SD Z2RE!%, S&LT MR
4 )
ECET B8R testBR -

1 // BIEER, MRFMEELEMERE, WRIAREEFIRERT
2 CreateDirectory(TEXT("C:\\test"), NULL);

int main{int argc, char* argu[])

{
/t BIRRER
CreateDirectory(TEXT("C:\\test"), HULL);
return A;

}

WG TA@ ARG
Jem | e | [T

("] Documents and (= ,

L#_'_j Settings lﬁ-—-j Frogram Files RECYCLER
System Yoluma (=
Information - M L—J WINDOWS

22.2.2 HIRBER
E#IRemoveDirectory I FHIFRE R, HiBEAERWT :
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AT EIRFEEIR - Win32

1 BOOL RemoveDirectory(

2 LPCTSTR lpPathName // directory name BREZT, EEEETRERFRIESETH
3 )
MHPRCE T HtestB R :

1 // BIFRER
2 RemoveDirectory (TEXT("C:\\test"));

22.2.3 ERBRBIF (B5h)
E#MoveFile I FIERE REH (B5h) , HBFERMT :

1 BOOL MoveFile(

2 LPCTSTR 1pExistingFileName, // file name BEZ%

3 LPCTSTR 1pNewFileName // new file name ¥TEZR%
4

)
FHCE T test X L E L Mtestl, WRILABEA UGB HEIFNERT !

1 /] 1BREREH (#oh)
2 MoveFile(TEXT("C:\\test"), TEXT("C:\\testl"));
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A EIRIEEIS - Win32

int main{int argc, char= argu[])

{
/BB FR

CreateDirectory{TEXT{"C:\\test"), HULL);

/ MHER BFR

/7 RemoveDirectory{TERT({"C:\\test"));

/B EFAE (FBah)
HouveFile{ TEXT{"C:\\test"), TEXT("C:\\test1"));

return 0;

) THR@ #ERho

o xwn |
[
|JI “7] Documents and I’I = Bragram i s | RECYCLER
Settings IR |
- AUTOEXEC, BAT
- System Volume i~ . -
| Systen Velu L'J WINDOWS gy | vs-oos Tzt
' P boot, ini e | Bootfont bin e | COWFIG, SYS
iy BEE T3] | BTN i T } R
1 KH = 316 KB = 0 Kh
ey | 10, SYE e | MSDOS, SYE NTDETECT, COM
saal | RERIS aaal | R MS-D0S [ AR A
= 0 EH = 0 KB 4T KB
91 ntldr 4 pagefile. sys l-'_:'},--
T | EEe T3 | R II.-J testt
252 K 7 095, 104 KE

2224 RENEFIFIER
E#lGetCurrentDirectory H FIREVIEF HA B R, HiBANRIWT :

1 DWORD GetCurrentDirectory(
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AT EIRFEEIR - Win32

2 DWORD nBufferLength, // size of directory buffer HWAZE, FKENYFIEREH
K
3 LPTSTR 1pBuffer // directory buffer HHZER, HFiEBREH
4
RO :
1 /] REEFIHRER
2 TCHAR dwOutDirectory[200];
3 GetCurrentDirectory (200, dwOutDirectory);
E I;lHeader Files int main{int argc, char* argu[])
1 Resource Files {
[E] ReadMe.txt /1t BIREF
-] External Depend /f CreateDirectory{TEXT("C:\\test"), HULL);
/1 iR BF:
/{4 RemoveDirectory(TEXT("C:\\test")};
/1 1B EFRER (FEh)
A HoveFile(TEST("C:yNtest”), TEXT{"C:\\test1));
/1 REREFF ST B R
TCHAR duwoutDirectory[200];
GetCurrentbirectory(208, dwiutDirectory);
& return 0;
‘| | |
"0k N Filel ¥ va| 5 val L |

d Context: |ma|n[lnt.. char * ¥ I

i

Name \Value

B dwlutDirectory 0x08012feb8 “C:\Program Files\Microsoft Uisual
| Studio\MyProjects\Test"

duwOutbDirectory[200] -64 '

2225 REEFHAIER
E#iSetCurrentDirectory I TR EREFHFIER, HiBARIWT :

1 BOOL SetCurrentDirectory(
LPCTSTR lpPathName // new directory name #FHIBZREM

N

3 )

TEIARES

1 /] EBEEFLSFIER
2 SetCurrentDirectory (TEXT("C:\\test"));
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AT EIRFEEIR - Win32

22.3 X1 HHXAPI

22.3.1 BlENH
¥ CreateFile A FRIENH, HiBEKAWT :

1 HANDLE CreateFile(

2 LPCTSTR 1pFileName, // file name X%

3 DWORD dwDesiredAccess, // access mode IHAIREIL

4 DWORD dwShareMode, // share mode HE®ER, 1R~
oNEHEME, MEEfEERNEMARTEEFERN

5 LPSECURITY_ATTRIBUTES 1pSecurityAttributes, // SD Z2RE!%, S&LT MR

6 DWORD dwCreationDisposition, // how to create HfEIBIEE, =]
LITHA— 1 BLEFENXHF

7 DWORD dwFlagsAndAttributes, /] file attributes XH&REH,
BT LA GRS

8 HANDLE hTemplateFile // handle to template file

9 )

UAIRAIEAXNANERRE, EnBEEREMFTENS N EE—TRES M !

1 // BlEXH
2 CreateFile(TEXT("C:\\A.txt"), GENERIC_READ|GENERIC_WRITE, 0, NULL,
CREATE_ALWAYS, FILE_ATTRIBUTE_HIDDEN, NULL);
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#tinclude "stdafx.h"
t#tinclude <windows.h>

int main{int argc, charx argu[])

{

4

1l

ra
i)
13

M

Hd
e
4

fLady
Heb
L
Jlin
FTE

e

A EIRIEEIS - Win32

@, HULL, CREATE_ALWAYS, FILE_ATTRIBUTE_HIDDEN, HULL};

| — oI

22.3.2 XAXH
E#CloseHandle i T X A, HiZBASNWOTF ¢

1 BOOL CloseHandle(

/7 BIRESTHE
CreateFile(TEXT("C:\\A.txt"), GEMERIC_READ|GENERIC_WRITE,
return 8;
MOV TEE 2]
W |
(o]
|j A txt | »
el Sraddee
aRAR W e .. | RN L
{ir it : (R Program Files RECYCLER
Hes: 0
: S| \UTORYEC, BAT
SRZE: 0 FF WINDOWS gy [1s-nos st
L 0 KB
GlERATE: 202158 HaF, 0:51:34
fEeRATE: 202148 A3H, 0:51:34 ET;‘?T‘F""“ G EUN'.E:IGIleS
UhiElRdiE:  2oz1EFe ASE, 0:51:54 e o
MED0S, SYS SN WTDETECT. COM
' ETRY | T A na-n0s B R
Ll rﬁﬁmm 7 fam & B m$l| mh;'”“
R = IO
% 085, 104 KB n_,J o
R | wAw |

2 HANDLE hObject // handle to object XA

3

int main{int argc, char#* argu[])

{

(= arats

HAHDLE hFile = CreateFile{TEXT{"C:\\A.txt"), GEHERIC_READ|G

A

CloseHandle(hFile);
return A;

22.3.3 IREUXH AR/

B £ GetFileSizeFd FIRE A/, HIEARIUAT !
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N

4

TEIREAT -

N =

~No 0w

—
#-(_] Header Files
(L1 Resource Files
[E] ReadMe.txt
#-(] External Depend

AT EIRFEEIR - Win32

DWORD GetFileSize(
HANDLE hFile, // handle to file AR, XHAIR
LPDWORD 1pFileSizeHigh // high-order word of file size, R, H320IM
RN, XNEER, KE—REE320MF, it LaiERrREE
)3

// eI

HANDLE hFile = CreateFile(TEXT("C:\\A.txt"), GENERIC_READ, 0, NULL,
OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);

/] FREXGRN, BURFT

DWORD T1lpFileSizeHigh;

DWORD dwLow = GetFileSize(hFile, &lpFileSizeHigh);

/] RAXH

CloseHandle(hFile);

int main(int argc, charx argu[])

{

/1 BRI
HANDLE hFile = CreateFile(TEXT("C:\\A.txt"), GENERIC_READ, @, NULL, OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);
/1 FRBII A
DWORD 1pFileSizeHigh;
DWORD dwLow = GetFileSize(hFile, &lpFileSizeHigh);
/1 R

] CloseHandle(WFile);

] return 0;

| -

So y e Wad ||,

ﬂ Cnnlext:lmaln[lnl. char **) [ E] |Vulue
\anue |

Name
duLow

22 |

22.3.4 FREXHHEMEMER

B GetFileAttributes. GetFileAttributesEx RIS N EMEFEE, HiEERAWT -

O wNRE

8
9

TRAEEIT -

DWORD GetFileAttributes( // XMYAEFREUEME
LPCTSTR 1lpFileName // name of file or directory XsiBERAE

)

BOOL GetFileAttributesEx( // XNEIMFEEEE. ER

LPCTSTR 1pFileName, // file or directory name HHAZE
B, N4 ERNET

GET_FILEEX_INFO_LEVELS fInfoLevelld, // attribute class HAZER, XTMNRA
GetFileExInfoStandard—M&E

LPVOID 1pFileInformation // attribute information fmHiZEEY,
XHBHEFERNE
)3
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AT EIRFEEIR - Win32

1 WIN32_FILE_ATTRIBUTE_DATA data; // EX—1NEHIE

N

3 GetFileAttributesEx(TEXT("C:\\A.txt"), GetFileExInfoStandard, &data); //
Egr ity

WIN32_FILE_ATTRIBUTE_DATA dataj;

GetFilepttributesEx(TEXT("C:\\A. tXt"), GetFileExInfoStandard, &data);

& return 0;
}

i =

"2l u) i ® V4 VA e |

Context: |ma|n[lnt. char * %)

El ::II Name

N
dwFilepttributes a2
= ftCreationTime {...%
dwLowDateTime 2344270313
dwHighDateTime 30889935
"IE] ftLastnccessTime {...}
' dwLowDateTime 123108849
dwHighDateTime 30889937
|E ftLasturiteTime (..
. dwLowDateTime 2001752561
dwHighDateTime 30889936
nFileSizeHigh 8
\;f nFileSizelow 22

22.3.5 3%/B/# D /RIBRSC 4

B % ReadFile. WriteFile. CopyFile. DeleteFileFl8Ti%/E/# N /MIBr> 4, EiBERINWOT ¢

)

O owo~NOUbh WNE

e el el
ONWN RO

)

el e
© o~ o

BOOL ReadFile( // B
HANDLE hFile,
LPVOID 1pBuffer,
DWORD nNumberOfBytesToRead,
LPDWORD 1pNumberOfBytesRead, //
LPOVERLAPPED 1pOverlapped

BOOL WriteFile( // BAXf
HANDLE hFile,
LPCVOID 1lpBuffer,
DWORD nNumberOfBytesToWrite,
LPDWORD 1pNumberOfBytesWritten,
LPOVERLAPPED 1pOverlapped

BOOL CopyFile( // N
LPCTSTR 1pExistingFileName, // name of an existing file BAEFEMNXHE

LPCTSTR 1lpNewFileName, // name of new file EHINXXHE

/1
/1
/1

/1

handle to file &R

data buffer IR, IR

number of bytes to read BEZDFT
number of bytes read EIFEZVFET
overlapped buffer

// handle to file X{aIR

// data buffer EEAMNIIRIEM

// number of bytes to write BEZDFT
// number of bytes written EIEFEZVFT
// overlapped buffer
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AT EIRFEEIR - Win32

20 BOOL bFailIfExists // operation if file exists FALSENE&INIERY
XHBEEFEEMES, TRUERZ

21 )

22

23 | BOOL DeleteFile( // BRI

24 LPCTSTR 1lpFileName // file name X%

25 )

THIREINT (FE—R=)

1 #include <windows.h>
2 #include <stdlib.h>
3
4 int main(int argc, charx argv[])
5 {
6 HANDLE hFile = CreateFile(TEXT("C:\\A.txt"), GENERIC_READ, 0, NULL,
OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);
7 /] EE A
8 // 1. S3ECZEE
) DWORD 1pFileSizeHigh;
10 DWORD fileSize = GetFileSize(hFile, &lpFileSizeHigh);
11 LPSTR pszBuffer = (LPSTR)malloc(fileSize);
12 ZeroMemory (pszBuffer, fileSize);
13 // 2. REHENREBIAIE
14 /] XHafE. BINFEE. &32. AXGRFBIUE
15 SetFilePointer(hFile, 0, NULL, FILE_BEGIN);
16 // 3. REEE
17 DWORD dwReadLength;
18 ReadFile(hFile, pszBuffer, fileSize, &dwReadlLength, NULL);
19 /] 4. BEAE
20 free(pszBuffer);
21 // 5. XEAXH
22 CloseHandle(hFile);
23 return 0;
24 }
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AT EIRFEEIR - Win32

alxl

5 main jﬂl'& int main(int arge, char¥ argw[])

35 Workspace Test': 1 pr
= Test files
=44 Source Files
[#] StdAR<.cpp
[#] Test.cpp
#-|_] Header Files
1 Resource Files
£} ReadMe.txt

DWORD fileSize = GetFileSize(hFile, &lpFileSizeHigh);
LPSTR pszBuffer = (LPSTR)malloc(fileSize);
ZeruMemury(pSZBuFFer, Fllesize);

iy
WS, soew. jorpemmmes

SetFllePulnter(hFlle, 8, HULL, FILE_BEGIN);

/4 3. RETEVIR

DWORD dwReadLength;

ReadFile{hFile, pszBuffer, fileSize, &dwReadLength, HULL);

¥ External Depend /7 h. fiﬁﬁlmﬁ—
(] free(pszBuffer);
17 5. R
[ ] CloseHandle{hFile};
return 0;
}
1] | =
usClk 5] Fi ® val & val Lo
::II Cnntext:lmaln[lnt. char * *) El ﬂ Name
Name [Value B—
duReadLength 22
[f &dwReadLength 0xA012FFo6c
fileSize 22
hFile Ax000007e8

| @ pszBuffer

0x0eu3nese 123123
123123

123123 '

L9 *1°

22.3.6 EHNXHE

Ei#FindFirstFile. FindNextFileFlFZ&EH X, HiBERAMT !

w N

o ~No Ul b

S

BRI -

HANDLE FindFirstFile(
LPCTSTR 1lpFileName, // file name HAZE, XH4H
LPWIN32_FIND_DATA lpFindFileData // data buffer #HHIER
WIN32_FIND_DATAZEMIFISE, BB HLUE
)

BOOL FindNextFile(
HANDLE hFindFile, // search handle HRIAZE, #RAIR
LPWIN32_FIND_DATA 1lpFindFileData // data buffer #HZEAE!, WIN32_FIND_
SEMEIEE, FEREREIR AR
)3

WIN32_FIND_DATA firstFile;
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AT EIRFEEIR - Win32

2 WIN32_FIND_DATA nextFile;
3 /] ECETHER. txtE&nxH
4 HANDLE hFile = FindFirstFile(TEXT("C:\\*.txt"), &firstFile);
5 printf ("E—"XH%: %s XHFKAK/N: %d\n", firstFile.cFileName,
firstFile.nFileSizelLow);
6 if (hFile != INVALID_HANDLE_VALUE) {
7 /] BERT, MEMAFindNextFileFHT—IXMHE, FindNextFileEHBREINENRR
BRAT
8 while (FindNextFile(hFile, &nextFile)) {
9 printf("XH%: %s XHK/N: %d\n", nextFile.cFileName,
nextFile.nFileSizelLow);
10 1
11 1

int main{int argc, char# argu[]}

{

WIN32_FIND_DATA firstFile;
WiH32_FIND_DATA nextFile;
/7 FECHE T INE txt RS AVIT I
HAMDLE hFile = FindFirstFile(TEXT({"C:\\=.txt"), &FirstFile);
printf ("B — I fE : %s I %dvnt, firstFile.cFileMame, firstFile.nFileSizeLow);
if (hFile %= INUALID_HAMDLE_UALUE}) {
11 BREE|, SEFFindNextFile R4k T —3ft, FindNextrile@i#his @HENRTHE S T
while (FindMextFile(hFile, &nextFile)) {
printf ("3 0 %s SO A %dvn", nextFile.cFileMame, nextFile.nFileSizeLow);
H
h
return 8;

et C:\Progrom Files\Microsoft ¥isual Studio\MyProjectz\Test\le

———Tr T — T
MRS s ALt PEFE 2
A" AL

=101
4]
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23 NIRRT H
23.1 AR EFRE S H

AEFRFA ARG TE, MEEETNXARGEYIER L, ARERYIETRE B EMREP.

iz

e S (RER)

s

L BRXGRMEIHRRE—FER, B, BEAFMELE, TRIBLAES
2. XHEREY, ERARTFREXANAI, AN TEE/0ILREF RS,

23.2 AFREIIFIRE

Z B EA1F S A CreateFileMappingERERAIZHZAE, XN EBEF B LUFXXAHRFEMIER, IFd
AR BHENBEE RN,

IMTRBEENE T — MR 4RARE— 1 FTRE !

1 DWORD MappingFile(LPSTR 1lpcFile) {
2 HANDLE hFile;
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3 HANDLE hMapFile;
4 LPVOID lpAddr;
5
6 // 1. BIEEXH (GREXXH4AIHR)
7 hFile = CreateFile(lpcFile, GENERIC_READ|GENERIC_WRITE, 0, NULL,
OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);
8
9 /] ¥l#fiCreateFile@THMITHIN
10 if(hFile == NULL) {
11 printf("CreateFile failed: %d \n", GetLastError());
12 return 0;
13 }
14
15 // 2. EIEFileMappingfi&R
16 hMapFile = CreateFileMapping(hFile, NULL, PAGE_READWRITE, 0, O, NULL);
17
18 // ¥l#iCreateFileMapping@&HITAIN
19 if(hMapFile == NULL) {
20 printf("CreateFileMapping failed: %d \n", GetLastError());
21 return 0;
22 }
23
24 // 3. YIETIRETEEEAE
25 1lpAddr = MapViewOfFile(hMapFile, FILE_MAP_COPY, 0, 0, 0);
26
27 /] 4. FEEXXHF
28 DWORD dwTestl = %(LPDWORD)lpAddr; // iEENSEHIARI4FTS
29 printf("dwTestl: %x \n", dwTestl);
30 // 5. BEX#
31 // *(LPDWORD) lpAddr = 0x12345678;
32
33 /] 6. RHIRIR
34 UnmapViewOfFile(1lpAddr);
35 CloseHandle(hFile);
36 CloseHandle(hMapFile);
37 return 0;
38 }

BARRBEITERIEEH, FREEIXNNAR

1 MappingFile(TEXT("C:\\A.txt"));

RTEBRET ST - 123



T EFEIRFEEID - Win32

aeeeea l31 32 33 31 82 33 6D 6A 31 32 33 31 32 33 6D OA 123123..123123..

goea1a 31 32 33 31 32 33 123123

o C:\Program Files\Bicrosoft ¥isual Studio\NyProjectsiTe
duTestl:| 31333231

“I:I v || A7) At [®Y Testepp| & Disassernbly |
INETR - TEVCeHRAREMHEXM BB RE N HRIER UEFT A X 4R X FFIRE ¢

21
N 7 () | o B HIEIEE () j + B = -
[ JDocuments and Settings "V AUTOEXEC, BAT “|NTDETEC
[ JFrogram Files boat, ini T ntldy
RECTCLER Tl bootfont, bin Ol pagefll
System Volume Information 7| CONFIG.SYS [ & A
| ) WIHDOWS o IO, SYE
7] At 7| MSD0S, 515
R >l
SRR W) A txt TH Q)
[ RN ATH ©)
Open as:  [ZHEESANNGE_—_—G— -
&

B—Rk=, EXHORER, ERFEIENEEXHFBUMNENN, MESLFEANEREIEES, RE
FAMMBRRRRT F RIEEFENERENTARX .

INRRFHEIERATLAIENER, TR LOEE FlushViewOfFileBREBUR B E &R, HiB AT ¢

1 BOOL FlushViewOfFile(
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2 LPCVOID lpBaseAddress, // starting address {RER|FEIMIIE
3 SIZE_T dwNumberOfBytesToFlush // number of bytes in range ERIFFAIAN
(F1)
4 )
LS ¢

1 FlushViewOfFile(((LPDWORD) lpAddr), 4);

23.3 AFRGI N HE

RTFRGFI A AT LUL2 R R HE— 3

HTE

PR N1F

H
ST+ (B8 E)

HIARREE, BITREEEEEFleMappingtf REMELE— DI RBFRENA,
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#idefine MAPPINGNAME *“Share File"

DWORD MappingFile(L 1pcFile) {
HANDLE hFile;

HANDLE hMapFile;
LPUDID 1pAddr;

/7 1. BRI ORBUCH IR

hFile = CreateFile(lpcFile, GENERIC_READ|GENERIC_WRITE, @, NULL, OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);

/¢ ¥|HfcreateFile 2G0T R T

if(hFile == NULL) {
printf(“CreateFile failed: %d \n", GetLastError());
return 8;

¥

/4 2. GliEFilenappingf
hMapFile = CreateFileMapping(hFile, NULL, PAGE_READWRITE, 0, 0, [TZECITINED;

MERNFKAHIZEA, BHEENERIEEFEEHENRE, AR !

1 #define MAPPINGNAME '"Share File"

2

3 DWORD MappingFile(LPSTR 1lpcFile) {

4 HANDLE hFile;

5 HANDLE hMapFile;

6 LPVOID 1pAddr;

-

8 // 1. BIEEXH (GREXXHAIHR)

9 hFile = CreateFile(lpcFile, GENERIC_READ|GENERIC_WRITE, ©, NULL,
OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);

10

11 /] ¥l#fiCreateFile@THMITHIN

12 if(hFile == NULL) {

13 printf("CreateFile failed: %d \n", GetLastError());

14 return 0;

15 }

16

17 // 2. BUEEFileMappingiR

18 hMapFile = CreateFileMapping(hFile, NULL, PAGE_READWRITE, 0, O,
MAPPINGNAME) ;

19

20 // ¥l#iCreateFileMapping@&HITHRIN

21 if(hMapFile == NULL) {

22 printf("CreateFileMapping failed: %d \n", GetLastError());

23 return 0;

24 1

25

26 // 3. YIETETEERAE

27 lpAddr = MapViewOfFile(hMapFile, FILE_MAP_ALL_ACCESS, 0, 0, 0);

28

29 /] 4. EEUXH

30 // DWORD dwTestl = %(LPDWORD)lpAddr; // iEZENRFFIAMI4FTS

31 // printf("dwTestl: %x \n", dwTestl);

32 /] 5. BEX#

33 * (LPDWORD) 1pAddr = 0x41414142;

34 FlushViewOfFile(((LPDWORD)1pAddr), 4);

35 printf("Process A Write");
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36
37
38
38
40
41
42

BRENAES ¢

0o ~NouhWNBE

()

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

AT EIRFEEIR - Win32

getchar();

/] 6. XHAIRIR
UnmapViewOfFile(1lpAddr);
CloseHandle(hFile);
CloseHandle(hMapFile);
return 0;

#define MAPPINGNAME '"Share File"

DWORD MappingFile(LPSTR 1lpcFile) {
HANDLE hMapFile;
LPVOID 1lpAddr;

// 1. ¥JFFileMappingfi&
/*
OpenFileMapping EREGEERT :
HANDLE OpenFileMapping(
DWORD dwDesiredAccess, // access mode A&

BOOL bInheritHandle, // dinherit flag #&MriR, ABENFRRXALUE

g R, ABRRZ
LPCTSTR 1lpName // object name XREHR
)3
*/

hMapFile = OpenFileMapping(FILE_MAP_ALL_ACCESS, FALSE, MAPPINGNAME) ;

// 2. YEETIMSRIEEIAE

lpAddr = MapViewOfFile(hMapFile, FILE_MAP_ALL_ACCESS, 0, 0, 0);

/] 3. EEXH

DWORD dwTestl = x(LPDWORD)lpAddr; // EZENSRHIARIAFETS
printf("dwTestl: %x \n", dwTestl);
/] 4. BEXH

// *(LPDWORD)lpAddr = 0x41414142;
printf("Process B Read");
getchar();

/] 5. XARIR
UnmapViewOfFile(lpAddr);
CloseHandle(hMapFile);

return 0;

}

P HEBgetcharBBEE(E 73517, AHIEE A0x41414142, B#HFZMHALINIEENE] T XME -
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Process A Write

¢t C:\Program Files\Microsoft ¥isual Studie\MyProjec

dwTestl:= 41414142
Process B Read

23.4 REFMRETXF B

FNAET AFMRB XA AIUHAE, BEXFEERE, WTEMR, KEERNERFERRuser32.dIX3dl
X, tEREdXMAXHTRBRN, MRBMNHEFAMELTETDLL, RESEHEBH R,
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HIEE

N

kernel32. dl1l
user32.dll
ntdll. dll

AT RRXMERE, BITEIUEASTE NS ARLIE,

Eﬁﬁﬂi BISLILEL 2 MapViewOfFile BB HYE — NS EEIFILE_MAP_COPY, ENREBRTUMRESHNIRH
1T,

HRNNRENZAEN, WZHEZERMOZR—RYIER, ERYHEAT AR X OYIETE
MA—THFRYIER#HITE !

ATZRET ST - 129



TEKHEEIRIEEIS - Win32

37418 73
4
Lt BERE

({................5.)

(. ............... >.

A

S (B A

EENEMERME, BARHRREMRARERE,
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24 H%lu\%\_%r_

RMHEEEXATERBE 7, ASHNRERIES, —ITAERHBERARNAZIEES, RHARETREE—TERR
Eifgq:?, EHERSBREDAZSMER, BTMRREMNHAEE, HFSHERERSRRR{CE—MAE

24.1 YRE SRS HER T

TEVCer I iEEa S EEEIN R -
Fer 21|

Files Projects | Workspaces | Other Documents |

L& ATL COM AppWizard Project name:
¢|Cluster Resource Type Wizard |
g Custom AppWizard
fp Database Project

R DevStudio Add-in Wizard Logetion:

A Extended Stored Proc Wizard |C:".Prngram Files\Microsoft Visu: J
i1 |1SAPI Extension Wizard

Makeflle

i MFC ActiveX ControlWizard

# MFC AppWizard [(dll) + Create new workspace

Z4MFC AppWizard (exe) ¢ Add to current workspace

S New Database Wizard
4 Utility Project
3|Win32 Application [TestStatic =l
Win32 Console Application
%) Win32 Dynamic-Link Library

Wind2 Static Library

[T Dependency of:

Platforms:
w'Win32

o | [ comemr |

SIEIEA, SAEFHEA.cppFlAh, FAhREBE—NaddAE, EA.cppPEIIZAE :
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oA — Bicrosoft ¥isual CH+ - [A cppl

B File Edit ¥Yiew Insert Project Build Tools Window Help

2|ZE0| B8 (2 [DEE Rt o]
(Globals) ~|[tan global members > |[add R - H@ ' ELM H EEER D+

REN TS || civProgran Fileshicrosoft Visual Studio\MyProjects\A\A cpp
I Workspace 'A": 1 project(s) /f A.cpp: implementation of the A class.

=8 A files /"
] asoume Files Rttt iitiiiiitiiitiiiitiitiiiitiiiiiiiitiieiiiis

1
2
3
n
5| ft#include "stdafx.h"
6
7
8
9

(2] StdAfx.cpp #include "A.h"
=23 Header Files
S| FEEEEEEEEEERERETEEEEEETERETEEEEEETERETETEEEETEREEEEEEEPEEEEE0EE0EEE
B // Construction/Destruction
[E) Readme.txt A8 SALIPPIEPFIREEER IR IR ERR LR IR IR REERFIRI IR EELRIRIIREEEPEEIEREEEET

11
12| int add(int x, int y) {
13 return x+y;
14 H
15

|
"3 Class g Filevid @ vavi T va0 “D v J ) Acpp [B) Ah]

wE—T, EHEBERNDebugERTEE—TAIDXH, XHERHRNBIBSHRRE

BESHEREE - 132



= Debug
MAHE MBE FEE WK TAD AR

QrE - - (T Onm | xbx |G

A EIRIEEIS - Win32

Hihik @) I|]__] Ci\Program Files'Microga oy Trojects\A\Debug

PR PEFAES &

) BRI
%) FF’T‘I#?&&#@J
L]

pu! FEIEREICMSE

IERT &

&

() oz
)
o Ao
) ALaE

FHRRR ¥

INRFNFELH ARBRIEIFFEA lib + AKX HF—iELa 50 Ao

24.2 FRSHEEREREER

BHSHEENERAMMI A !

242.1 INEHEER
A SERNAS. b4 SIFRERER, ABEABHDIE

1 #include "xxxx.h"
2 #tpragma comment(lib, "xxxx.lib")

l 5 Stdhfx, obj l 5 vebl, idb | j
= Intermediate f1le : Intermediate £file : ntermedi
o 2 KB - 3 KB o 52 KB
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.. Test — Bicrosoft Visual Ci+ [break] - [Test. cpp

AT EIRFEEIR - Win32

[A File Edit View Insert Project Debug Tools Hindow Help

B EEE ) |2 - [BEE | HowrcMapsice R EE I L R EEEEE T
(Globals) ~|[{a1 global members ~][ ¢ main j@"”@ B 0 ED HJ EERE Y B 0n R HJ@H
x| nain I[P int maintint sree, chark arevll)
I Workspace 'Test': 1 pr 1| /7 Test.cpp : Defines the entry point for the console application.
=8 Test files 2|
=<3 Source Files 3 .
[# StdAfx.cpp 4| f#include “StdAfx.h"
— - 5
[#[Test.cpp| 6| | #include “a.n"
=43 Header Files 7| | #tpragma comment(lib, "A.1ib")
EAh 8
[£) StdAfx.h 9| fint main(int argc, char= argu[]) {
1 Resource Files 19 int a = add(1, 2);
[E] ReadMe.txt 11 printf("add: %d", a);
(2] External Depend 12 return 9; o\ C:\Program Files'Nicrosoft ¥isual Studio\MyProjects\Test\D:
13[CA » TP
M Test
Wi E) R E #EQ wEe TA@  #hhap
L Qme - - T Omw | | [
ma) =
== | Hi3E @) [ c:\Program Files\Wicrosoft Visual Studio\MyProjects\Tast
ET -
or "
A MMM 2 /} Debug {fz Roadhle, et
|Nan B KB
U I L At
R IR AN Stdhfx. h Test,
@5 R 6w |og] B
b LI 1 KB ol R
Test, dsw Test, nch
Froject Hor HCB 7
WERE 2 ffg i A T
[ MyProjects - '
. t t t AR
(L) ezl HTWL Docunen POSTTLONS ¥ 1 k| e e
[ Eﬁiiig k 1 KB 1 KB 1 KB
3 Ao :
&) FLarE
q Watchd § Watchd /

2422 VC6REBRR

BRI E | FooohGxox libX 4 E BIEIVC6eZREB R, SEXHRE—IRE, REEIRE>RE>EE >R/
FEREIR AR IMxxxx.lib, REFAIUGRERCGESE—EERET

o KXHEETE ¢ C:\Program Files\Microsoft Visual Studio\VC98\Include
o BERSHEEREEERRTR ¢ C:\Program Files\Microsoft Visual Studio\VC98\Lib

I E) I E) BEE O diEe) ITAT #RhaD

Qre - - Y| Our | xmx [

A @) | \Progran Files\Microsoft Visual Studio\VCSB\Include

ot | oo | 2R | ez 1A
IR A4 ®  L)6L AL 2021-5-31 14:07
) "N [ 0biMedel i 2021-5-31 14:07
=] Efﬁg’z FIrE )5S i 2021-5-31 14:07
oy TERMTTILH [h] _bBDAD. H 22 KB C Header file 1998=4-24 0:00
N I W] _ENTRYTD. K 3 KB C Header file 1988-4-24 0:00

N HRE IR Yab (]A. 1 |

1 KB C Headar file

2021-6-3 11.52
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I WIBE FEEQW WA TARA@  #Rhan

QrFe - ¥ Onr || s |-

HUAE @) | C:\Program Files\Microsoft Visual Studio\VC8ALik

——— ENEEE

) Wenza e ACLCLS, LIB  ACTIVEDS... ADDRLEVE. ..

EIBIERE AALb, ZMibX AR

. Test — Bicrosoft ¥isual CH+ [break] - [Stdkfz. cppl

JJ File Edit VYiew Insert Project Debug Teols Window Help

AlzEd 4 f..J.v - | m[EE | BfewrieMapsize EPNEEEEIEEET S
(Globals) ﬂ|[m| global 'emhersj| & main R m@ 2 M HJ =

Projel:t Settings ilil
Workspace '"Test'

-8 Test files Settings For! |wWin32 Debug j General | Debug | CiC++ | Link | Resources | B; EE
E| 4 Source File

] StdAbc.cp Category: IGeneraI j Beset |

! Test.cpp
=<3 Header File Output file pame:
EAh |Dehugﬂ'est.exe

[E] StdAfc.h
1 Resource F Objectflibrary modules:
5] ReadMe.tt [1e32.1ib oleaut32.lib uuid.lib odbc32.lib odbeep32.lib| Adlit
[+ ] External De

v Generate debug info [~ Ignore all default libraries

¥ Link incrementally [~ Generate mapfile

#iinclude "StdAfx.h""
include <A.h> 9
int main{int argc, char#* argu[]) {
int a = add{1, 2);
printf(""Add: %d", a);
[~ return 8;
I{:) r

= SRR s S

cv C:A\Program Files\BMicrosoft ¥isual Studio\MyProjects\Test\Debug

24.3 FHSHERERNRSR

F— | ERARSHERERNATRITEERBRKR, AIMNBRIMNNCREEERE, BRREATERDWNEFHSE
FREYAESRY
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7: int a = add{1, 2);

aa4a1628 push 2

aaue162n push 1

aaua162c call add (984810878)
aa4a1031 add esp,8

a0481034 mow dword ptr [ebp-U4],eax
8: printf{"Add: %d", a);

aa4e103/ mow eax,dword ptr [ebp-4]
08481030 push eax

A640103B push offset string "Add: %d" (0042001c)
aaua10u40 call printf (004010a0)
a0401 045 add esp,8

9: return B:

EEENETETHSEHEENAR, PR2BAEERANED (B EREAIFNERFP.

B2 2SEENAHAE, SRS, RISRNES T EPEAR— SRR, AR TEE
BIhS £ 210,
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25 THAHEIEE

IS HERE RS T B EEN A MRS, SSHEHEE (Dynamic Link Library, SEJDLL) , RHMHKATIE
IR Windowsi (RS R IHEEMEMRN —MLIL R, EERMEOX A BLHY | dl. o (25
ActiveXtESIBIE) o

25.1 RIEDITEEE

25.1.1 extern® AT

VCeBIEIA :
Mo 2| x|
Files Projects | Workspaces | Other Documents |
L] ATL COM AppWizard Project name:
t]Cluster Resource Type Wizard IB
# Custom AppWizard
‘g Database Project .
& DevStudio Add-in Wizard Logation:
& Extended Stored Proc Wizard [C:AProgram Files\Microsoft Visu: J
& |SAPI Extension Wizard
i Makefile
#i5 MFC ActiveX ControlWizard
i) MFC AppWizard [dIl] & Create new workspace
S MFC AppWizard [exe) " Add to current workspace
';QNBW Database Wizard [T Dependency of:
T Utility Project S
R|Win32 Application [Test ]
Win32 Console Application
%| Win32 Dynamic-Link Library
%] Win32 Static Library
Platforms:
¥Win32

0K | Cancel
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Tin3? Dynamic—Link Library Step 1 of 1

S SEEENtIEAN—#F, RSB HHZEMYDLL, XA BEEIEMyDLLhFIMYDLL.cpp !
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PENE
|

‘0
I: oet az Active Project

opm] Hew E_-L Object. ..

ﬂ{ Hew Folder. ..

q}lﬂ' Add to Source Control. ..

Hide

Froperties




AT EIRFEEIR - Win32

FERMAMYDLLhRERAIEEBREO (KL , SEEABEEBRIKRERMAEREFSHERERFERER,
BIOT GE : UTRAFNABNERAUTAEE, NERERSHRSHERRLETL)

1 extern "C" _declspec(dllexport) FAALE REIZEE WG (BHIIR);

#if tdefined(AFX_MYDLL_H_ 76B668D2_1293_463C_8D06_17671F9B2403_ INCLUDED )
#tdefine AFX_MYDLL_H_ 76B668D2_1293_463C_8D06_17671F9B2483_ INCLUDED_

#if _MSC_UVER > 1808
H#ipragma once
ftendif // _MSC_VER > 1888

extern "C" _declspec{dllexport) _stdcall int add{int x, int y);

ftendif // tdefined{AFX_MYDLL_H__ 76B6GOD2_1293_ 463C_8DA6_17671F9B2403_ INCLUDED_)

FEMyDLL.cppHKRIMAE, REEFXE L—HNARAE :

=1 = |JJ |JJ
o¢ MyDLL. epp jﬂ I':D C:hFrogram Files'Microzoft Wisual Studia‘MyFrojectsiE\MyDLL. cpp
/4 MyDLL.cpp: implementation of the MyDLL class.
rf
FEEFEERFFIIERPTRE AT PP ET IR IR E P PP I TP FTREF iR i ir i iiiiiriiey

fiinclude "HyDLL .h"™

FEEAEERFFIEEE I FEET i i PR Friiddrridddirirsriridirridddiiidfiiiidirriiey
/f Construction/Destruction
10 FIAAEPFFEEEEEREEE I TR FF T ridd i ii i iridrrfiddiriidsiriiiirriieyd

1
2
3
L
5 #include “stdafx.h"
[}
Fi
B
9

12| _stdcall int add{int =, int y) {
13 return ®+y;

14 H

15| |

YRI1X[eTEDebug B R R ERB I :

Hﬂﬂtﬂl]hL;]E:ﬂPrn:rtm Files'Microzoft Visual Studio‘\MyProjects'\B\Dabug

NP P AR A .
) I

AEXEHN AT UERLordPEREFRNTX MO HHISHE (BRPEILRFERATURS) , HIMNRIEN
BEXNFHERPAEXTDLLARRIRE

B, axp
EXF 2004
| KB
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Il

4t 3] [RELE | WA [« PE $ithah
o [R#7) 00000000 00000000 00000000 st 8P ch ity
o [R4%) 00000004 00000000 0O000000
d’o\:y:umroo\\:y:um32\:m::. axe 00000220 48580000 0000FO00 e re
0% \77\ e windows\ systen32\csrss, exe 0000025C 4ABB0000 00005000 -3
ﬁ\??\c:\window:\:y:um%\winlugon. axe  000002AC 01000000 0007C000 E‘ IR 8

RVA R
[ 1T 7 S — v :

0002ADS0 | 00000148 | 2
—

[PE GR4HE] - c:\documents and settings\adeinistrator\St : 0002F000 | 00000028 | ..
(3EE PE LN 5 00000000 | 00000000 | ..

H
H

H

A 00001100 TR [ ooz [ *F 00000000 | 00000000 i
1]

1

ey 10000000 e =N 0005 B 5 00000000 | 00000000
[ e 00032000 RS A | B0BBSCED ; 00030000 [ ooooiztd [ [ L |

HEEBERE 00001000 AN ooo01000 7 |+ | izt 00028000 | 0000001C u&l&‘
G 00001000 IFEME: | 2108 || : 00000000 | 00000000 |_._ |
s ooolooo. A [~oo000000 .7 | === : 00000000 | 00000000
N T — R o e S
FBF: 0108 RVA BRI 0000010 |+ [ - | oo WEEE
000ZFIAC | 00000184

00000000 | 00000000 m@
CHIHER [ oooooooo | oooooooo [ L[ H |
St AR RS | [OooZADED  WAME: | ooooooot [ oooooooo [ oooooaoo [}
FAEE: [Tooooooon EEENE: [ ooooooor
£ 31 [“ooooooor EEHAE: O00ZADAB

& [ DoozanEz AT 000ZADAC
BIRFEH: B. dl1 BB RS L 0002ADED

Fs RVA 1RES HREE
0001 00001004 00001004 _add@s ]

AILURERNERENINHBBIT LR T _add@8 (LAHMEBHETERT _stdcaliBANESHEBBRLETH
T, ESAZER, WFREEHEERadd, MEEERLLNRT) .

25.1.2 fEMH.DEFX {4
BATEUIET B OB — NS B2 5. deffySTfE, 1R E R TR =R :

1 EXPORTS
2 E% kT // BRS, WELW
3 G Rs NONAME // BRS, RELFR

R BRI T
S -

5| #if tdefined(AFX_MYDLL H_ 76B66OD2_1293 463C_8DO6_17671F9B2483_ INCLUDED )
6| M#define AFX_MYDLL _H_ 76B660D2_1293 463C_8D06_17671F9B2403_ INCLUDED

8| #if _MSC_VER > 10888

9 #ipragma once

18| #endif // _MSC_UER > 1008
11
12 int add{int %, int y);
13
14| Hendif // tdefined(AFX_MYDLL_H__76B66BD2_1293_W63C_BDO6_17671FPB2403___IHCLUDED_)
15

CPPX 1 ©
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#tinclude "stdafx.h™
fiinclude “MyDLL .h"

FEEFTEFTEFEFiiriiiiridrididrifidlidiididrifidifiiidifiiiiiriifiiiifiiies
9 /4 Construction/Destruction

10 FAEFPFFFFFEEET i iiidiiiiiddidiiiiiiidddiiiiifididdiiiiddididiiisfiiidss
12 int add{int x, int y) {

13 return xX+y;
14 3}

DEFX {4 :

iﬁ)ﬁéﬁﬁ, FLordPEfTAEE —THHRBTMIAIMERE T @oodXFWRRAMEHNEX T AFREN 4
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‘A [ LordPE SRSERK 1 by yvoda

A EIRIEEIS - Win32

RYA N

o00zaDe0 | oooo014a | ..
o00zFo00 | ooooooze | ..

$itHRE :
T8

0%\:y:t|mroot\:y:t|m32\:mn. axe
%077 e \windows\system32 ey 55, ¢
0%\'?'?\:: windowssystem32winloge

iR 00000000 [ 00000000 | . .
00000000 | 00000000
00000000 | 00000000
00030000 [ oooo1z2t4 ||
ooozeo00 | oooooo1c [, |

00000000 | 00000000 | ..

B

00000000 | 00000000

00000000 [ 0000000 | [ L |
00000000 [ ooooooon. | L
00000000 [ oooooooo || L
O002FLAC | 00000184

00000000 | oooooooo. [ L |

ooooo0o0 | oooooooo || L | x|

00000000 | 00000000 [1]

I 0002ADE0
I Q0000000

0000000c
Q00ZADEZ
B dll

I 00000001
I Q0000001

000ZADAS
Q00ZADAC
000ZADED

St (RS
RFEE :
ik

EE2ECE -
EXES AT
R EETRHAE

L

| EvA

B
BT

XM AHE | IURENNEREES, FEENARERLUADRREIEN.

25.2 {FRAMISTHEEE

ERThASTHE RS B LR,

o~NoubhWN

—HBEMFNTE

// FEOLLXHEFRFMEBERT

// TBL EXEHES, W :
typedef int (*1pAdd) (int,int);

/] T2 EPAEMBIEHEE, W
1pAdd myAdd;

/] TE3  BEMEdUEREFR, 90

// LoadLibraryB#RFNHRIBRTIX, RARERKERTK
HINSTANCE hModule = LoadLibrary("B.dl1");

/] B4 D IREGEBAL, 40
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14
15
16
17
18
19
20

myAdd = (1lpAdd)GetProcAddress(hModule, "add");

// HEs : EREE, M
int a = myAdd(10,2);

/] 6 . BINGhAREEE, M !
FreelLibrary(hModule);

WITERWNTE :
74 AL GESLEEHER .0

typedef int (+=1pAadd)}{int,int);

/4 2. FEOREEHEETE.IN.

1pAdd myAdd;

/¢ s, EhERNEdE| RS 0.

HINSTAHCE hModule = LoadLibrary(“B.d11"};

77 B, FREVEREE B0,

nyAdd = (1pAdd)GetProcAddress{hModule, "add");

/¢ WS, R FEE 00,

int a = myadd(1e,2);

70 WS, FEREN AR EE L

FreeLibrary(hHodule);

return 0;

d

A EIRIEEIS - Win32

i Tgst,cpplh SIdAfH.hl ﬂ StdAFH.cpp|
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AT EIRFEEIR - Win32

26 [RIVERR

ZEIENTARSHEERE (DLLXH) EANARKER EEEN#EE, ENNRRHERE, RAEMIERE
KIEER, TREED,

AETRMNRFZIRAEE, BEIREERINIFTE—XREE, ZEMIIFEENHE,

26.1 Paz{iEiE

RAEEAXIINTR !

1. F.duFllibEImMEERT
2. ¥ #pragma comment(lib, "DLLAA.lib") ZRNINEIE A X 4
3. NABEFEEH

B ERRRR TN ¢
AR L TEIRIEPA R _declspecBAR N TRILR, 3T RZERXRGF LE—TTHEABTTUERSFND.

1 _declspec(dllimport) _JABYAE REHE WL (HEEHIIR);

al =l |5 Test. cpp jﬁ I':b C:hProgram Files'Mierosoft Visual Studico'MyProjectsiTest\Test. cpp
5 Workspace 'Test': 1 pr 1| F/ Test.cpp : Defines the entry point for the console application.
B Test files 2l i
EI-@ Source Files d winclude "Stdafx.h"
: ) StdAbx.cpp ;; include X.
[£] Test.cpp 6] #pragma comment({lib,"B.lib")
43 Header Files 7| _declspec{dllimport) _stdcall int add({int x, int y);
(5 StdAbh 8
1 Resource Files 9 int main{int argc, char= argu[]) {
£ Ah 10
[£) ReadMe.txt " int x = add{1, 2);
[ Ext 1D d 12
v ermal Lepen 13'={> return 0;
1O )
4] | Bl -
"5 Ck u) Fig ® vA G vy “|:| v || 1 Testepp [B) Stddben]| B Stddhucep]
ﬂ antext:lmaln[lnt. char**) El ::II Name
Name |Value !
¥ 3
[# add returned 3

AR, NRMRABEDSEZEENARNRexternBV AR, BAEE =T INARERNFEN ZIZBexternBIME L
X

1 extern "C" _declspec(dllexport) JARLE ROHEE WL (BHIIR);
2 extern "C" _declspec(dllimport) JARLE REHEE WkE (BHIIR);
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A EIRIEEIS - Win32

26.2 Fa\PEIRAISEI
FEARER S, RiIFHRSFEENDLLYGERRISAEKDF :

. EXE

FASE

%)
T()

B. DLL

HO
KO

BT LU{E B LordPERBE—T -

[H 53]
[PE @R$E8] - c:\documents and settings\administrator\Sii\1 - BRER

R PR AER - RVA FAs

PN=I"H [~ ooo01080 FReR: 0003 || - ; 00000000 | 00000000 L
QIR [ 00400000 CEREA 0005 ‘ g 00024000 gggggg% _' HEY
A [~ oooze000 IR (] ks BOBAGE1F :::;:::: — o
HRBIEAE [ooootooo  ERdA: 000010002 | + | j

00000000 | 00000000
AL 00001000 RAE(R: oior [ [ 00025000 | 00000C0 |_..
LR 00001000 HHA: 60000000 2 | : 0001F000 | 000D0OLC |,
TR 00001000 ATESKARAAD: Q0EQ : 00000000 | 00000000 | .
FHE: 010) RVA BB 00000010 [+ ] - | : 00000000 | 00000000

00000000 | 60000000 |_..|
00000000 | 00000000

00000000 | 00000000 |_..|
0002417C | 00000140

: Bo000000 | 00000000 | L |
OriginalFir. .. | BWRTEAES | ForwarderChain | &7 | FirstThunk [ oooooooo [ oooooooo | [ L [ 1]
0002403C 00000000 00000000 00024250 0002417C [ 5000000 | 000000 [

00024060 00000000 00000000 0002460E 000241AC

BREEE FirstThunk ()

HETALUFMARYICRER T DLLPAYHLE KLY
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A EIRIEEIS - Win32

| ILLAE OriginalFir. .. | ERARTE¥RRE ForwarderChain | &¥F FirstThunk
B, d11 00024030 ([ u]n[u]N]H] ([ [u N[ N]] 000242 EC 00024170
KERWEL3ZE, 411 000z 4060 Qo000 Qaao0000 000z 460E 000241 AC

Thunll [ Thusi {uﬁ I Thork 8] ®/r | APLET

Thurde #: 1k / 1d @riginalFirstThunk chain) | [0 8&&FF FirstThuk¥)

26.3 DLLAYL S

DLLE’Jffﬁtu'FlFﬁj‘-, DLLRERZFRME —%, EXMNHEREEENRIE, A3 aHEERADLLL
AEEMWDLLAS :

i#ig

26.4 DlIMainBxZk

HABVIEFI SRR A D EMainBi#, MDLLXHHIA DB ZDUMainE# (DUMainEBETRESMITIRE R,
FMEHENHIMainB B RHIT—R) , HiBERLOT :

#ﬂliliF’\]T

piig
MEWT

KFHEEE)

3 (BB )

1 BOOL WINAPI D1lMain(

2 HINSTANCE hinstDLL, // handle to the DLL module DLLIERAYAINE, HHIDLLIK
MEBIAGE
3 DWORD fdwReason,

// reason for calling function DLL#IARMERR, H4¥
&% © DLL_PROCESS_ATTACH (HEMN#EE—XHiTLoadLibrary) . DLL_PROCESS_DETACH

(HEMNFHIZEMTDOLL) « DLL_THREAD_ATTACH (HE/NHIZMEMEIZHEMNIT
LoadLibrary) . DLL_THREAD_DETACH (ME/FHIZAEMLIZREM TDLL)
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A EIRIEEIS - Win32

LPVOID 1lpvReserved // reserved
)
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AT EIRFEEIR - Win32

27 IR IE

27.1 ZRIERIELR

ZiIZTEMBEERE LRITER, BABRMNHRITRE ; ABRATUBT LEF 1T,

27.2 CIEBIZIZZREE

BB R IZEMI BN 2 CreateRemoteThread, EIEERIAMT ©

1 HANDLE CreateRemoteThread/(

2 HANDLE hProcess, // handle to process HAZE!,
HIZER

3 LPSECURITY_ATTRIBUTES lpThreadAttributes, // SD HAZE, Z2E%, 2542
HIRRF

4 SIZE_T dwStackSize, // dinitial stack size A
B, RN

5 LPTHREAD_START_ROUTINE 1lpStartAddress, // thread function AZEE, £
TR, LARRBOHUNZEERRHZPEERN

6 LPVOID lpParameter, // thread argument RAZHE, &
2B

7 DWORD dwCreationFlags, // creation option HAZEHE, ¢l
BigE

8 LPDWORD 1pThreadId // thread -identifier s
Zi2id

9 )

CreateThread 2 HaNHERAIELTE, MCreateRemoteThread WEE NIFEEMIHIERAIELIE, AR
LURTREEM I LB N B IEAHEF LR,

BIEASTE, ARSI

1 void Fun() {
2 for(int i = 0; i <= 5; i++) {
3 printf("Fun running... \n");
4 Sleep(1000);
5 }
6 }
7
8 DWORD WINAPI ThreadProc(LPVOID lpParameter) {
9 Fun();
10 return 0;
11 }
12
13 int main(int argc, charx argv[]) {
14
15 HANDLE hThread = CreateThread(NULL, NULL, ThreadProc, NULL, 0, NULL);
16
17 CloseHandle(hThread) ;
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18

19 getchar();
20 return 0;
21 }

#HiZBE T —MZIEAAZ SIS

AT EIRFEEIR - Win32

1 BOOL MyCreateRemoteThread (DWORD dwProcessId, DWORD dwProcessAddr) {
2 DWORD dwThreadId;

3 HANDLE hProcess;

4 HANDLE hThread;

5 // 1. REUGHIZAIR

6 hProcess = OpenProcess(PROCESS_ALL_ACCESS, FALSE, dwProcessId);
7 /] ¥IBTOpenProcess @EHITHIN

8 if(hProcess == NULL) {

9 OutputDebugString("OpenProcess failed! \n");

10 return FALSE;

11 }

12 /] 2. BIBIRELIE

13 hThread = CreateRemoteThread(

14 hProcess, // handle to process
15 NULL, // SD

16 0, // initial stack size

17 (LPTHREAD_START_ROUTINE)dwProcessAddr, // thread function
18 NULL, // thread argument

19 0, // creation option

20 &dwThreadId // thread didentifier
21 )

22 /] Hl#iCreateRemoteThread 2B HITHRIN

23 if(hThread == NULL) {

24 OutputDebugString("CreateRemoteThread failed! \n");

25 CloseHandle(hProcess);

26 return FALSE;

27 }

28

29 // 3. XA

30 CloseHandle(hThread) ;

31 CloseHandle(hProcess);

32

33 // R&[E

34 return TRUE;

35 }

B MyCreateRemoteThreadfZ A2 NE#, — 1N E#HIZID, —NELIZHE L,
HIZDBEIESEEREE !
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v C:\Program Fil

un
un
un

running. ..
running. ..
running. ..

TiEE) O ETQ) E S B
mIFEE MR e | em | Be |

T EFEIRFEEID - Win32

B 180 45 [ rn[APS [ cru|  prEeem | -
conimE. &XE 4056 Administrator (i1} 3, 140 K
winanelt, axa 3TOB  Administrator i} 5,164 K
WoweEae, EXe Administrator oo
nbvdm, axe 3268 Administrator 0o 1,388 K
MSDEY, EXE 3172 Administrator 06 18,124 K
Admini strator TEE K
hh, exe 2528 Administrator [ulx] 13, 098 K

FAEHIZABI RS TR 3R B2 B ot

13: DWORD WINAPI ThreadProc(LPUDID

& [pouo1080

a4 e108B1
d8481088B3
o84 810886
aeun18B7
dd4B10B8
aaL a1 8B9
d84B8188C
apuaiec
apup1acH
14:

apupiacs
15:

41 acD

push

mow
suhb

push
push
push

lea
mouw
mouy
rep

stos

Funi();

cal

return 0;

=0r

AR N EIEARIANRAZ B LR

ebp
ebhp,esp
esp,48h
ebhx
esi
edi

edi,[ebp-48h]

ecx,.18h

eax , BCCCCCCCCh
dword ptr [edi]

@ILT+5(Fun) {(0040100a)

Edx ,BdX

1pParameter) {
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T EFEIRFEEID - Win32

19 /7 1. FRBEHTE AR
M hProcess = OpenProcess{PROCESS_ALL_ACCESS, FALSE, dwProcessId};
12 /4 H|#ropenProcess 2L IT T
13 if(hProcess == HULL) {
14 OutputDebugString("OpenProcess failed? \n");
15 return FALSE; .
16 ¥ . . ’
17 /4 2. GlERTIRAR running. ..
18 hThread = CreateRemoteThread( running...
19 hProcess, running. ..
28 HULL, // SD running. ..
21 a, Iy running. ..
22 (LPTHREAD_START_ROUTINE)dwP »
23 HULL,
24 a, /! ocr
25 &dwThreadId
26|C )i
27 /7 F|HrcreateRemoteThread-2 &1,
28| if(hThread == HULL) {
29114

|0 || ) Testopp [B) Stabfuh] 1) Statece]

C:\Frogram rosoft Yiszual Studio\MyPro

Watchd 3 Watchd /

mIRLEIE - 152



AT EIRFEEIR - Win32

28 IELLIEFEA
CHRNBELNREE, AANEEARE SNSRI, MIRKIESETRAZEREDEXNE
EEMR R EERTRABEALA,

28.1 FA@EA

B E AR EEE = AHERMEREFAIFNE L TIERSEEREE AN A HEZE, HigERITHRE
Ko

TELZEeTE, IAN'BIEETEEN—FTAFE, TASERIAL—ELTFRTLR, MEURRRKEZIN
FOEA=1==

BHINIEARR :

EIREAZEA APCEAL HEBFIA. FMERIA. SAKIA. BAEEIAFF.

28.2 ILIRLAEEARYAIZ
TR AN B BRI RARARETE, FARERIEELoadLibrary .

AT LATLUX DN ? XERABNHITIRELERBH S REERIFT, — 1B E4FTHEIA
(ThreadProcFk @ X HERVSEM) -

Biftiz AR
HANDLE CreateRemoteThread(

HANDLE hProcess, //{ handle to process
LPSECURITY_ATTRIBUTES 1pThreadAttributes, // SD

ThreadProc()... <. N SIZE_T dwStackSize, // initial stack size

T | PTHREAD_START_ROUTINE 1pStartéddress, /f thread function

LPVOID lpParameter, // thread argument
DWORD dwCreationFlags, // creation option
LPDWORD 1pThreadId // thread identifier

BATERE—TLoadLibraryBEANIEEME :

1 HMODULE LoadLibrary(
2 LPCTSTR 1pFileName // file name of module
S )

HATAIUER# (F12) —THMODULERILPCTSTRXFNENEN, MAXNELRRIFHREE,
BASEMS BN TERR
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#Hi2a

TEKHEEIRIEEIS - Win32

B

TERZAP GRS, BEIRREIEMA . Loadlibrary ()
BRIE R

1. TEiEAh BT[], 77 “A DLL”

2. FEBILoadlibraryFEIAIHAE

3. QIRIEEIZ, MiTLoadlibrary O BEL

28.3 ROfAIAITIRS
DLLI {4, 7EDLLXEAOBEHIRrFHEIEETE ¢

O oo~NOUhd WNBRE

NNNNNRBEHEHRRREBERRBRR
BWNRFROOONOOUNWNKRO

// B.cpp : Defines the entry point for the DLL application.
/1

#include "stdafx.h"

DWORD WINAPI ThreadProc(LPVOID 1lpParaneter) {
for (55) {
Sleep(1000);
printf("DLL RUNNING...");

}

BOOL APIENTRY D1lMain( HANDLE hModule,
DWORD wul_reason_for_call,
LPVOID 1lpReserved
)
{ // HHEWITLoadLibraryBtRliZ—PEIE, HiTThreadProc4ki®
switch (ul_reason_for_call) {
case DLL_PROCESS_ATTACH:
CreateThread(NULL, 0, ThreadProc, NULL, 0, NULL);
break;
1
return TRUE;
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AT EIRFEEIR - Win32

NERITAZEIERNTestl.exeBIT], I mIZFHIDLLATestl.exeIEE—1B RFH T F Testl.exeo

AASEH

0o~NoO U~ WN B

34
35
36
37
38
BY
40
41

42
43
44
45
46

// Test.cpp : Defines the entry point for the console application.
/1

#include "StdAfx.h"

// LoadDUIFERNEH—TESHEHIZID, —DEDLLHFHIERE
BOOL LoadD11(DWORD dwProcessID, charx szDl1lPathName) {

BOOL bRet;

HANDLE hProcess;
HANDLE hThread;
DWORD dwLength;
DWORD dwLoadAddr;
LPVOID 1pAllocAddr;
DWORD dwThreadID;
HMODULE hModule;

bRet = 0;
dwLoadAddr = 0;
hProcess = 0;

// 1. FREUHIZGIHR
hProcess = OpenProcess(PROCESS_ALL_ACCESS, FALSE, dwProcessID);
if (hProcess == NULL) {
OutputDebugString("OpenProcess failed! \n");
return FALSE;
}

/] 2. FREDLLXHRENKE, HERGE+1, BAEN LoERHKE
dwLength = strlen(szDl1lPathName) + 1;

// 3. EERHEEDEANRE
lpAllocAddr = VirtualAllocEx(hProcess, NULL, dwLength, MEM_COMMIT,
PAGE_READWRITE) ;

if (lpAllocAddr == NULL) {
OutputDebugString("VirtualAllocEx failed! \n");
CloseHandle(hProcess);
return FALSE;

}

/] 4. HIDLLEBERFE BIT#ENATE
bRet = WriteProcessMemory(hProcess, 1lpAllocAddr, szDllPathName,
dwLength, NULL);
if (!bRet) {
OutputDebugString("WriteProcessMemory failed! \n");
CloseHandle(hProcess);
return FALSE;
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AT EIRFEEIR - Win32

47

48 // 5. FREVEIREIR

49 // LoadLibraryX M EEkernel32. . dTUXMERAH), PRUAFEERILIREL
kernel32.d U UXMERE AR

50 hModule = GetModuleHandle("kernel32.d11");

51 if (!hModule) {

52 OutputDebugString("GetModuleHandle failed! \n");

53 CloseHandle(hProcess);

54 return FALSE;

55 }

56

57 // 6. 3XKHlLoadLibraryAB#gitiit

58 dwLoadAddr = (DWORD)GetProcAddress(hModule, "LoadLibraryA");

59 if (!dwLoadAddr){

60 OutputDebugString("GetProcAddress failed! \n");

61 CloseHandle(hModule) ;

62 CloseHandle(hProcess);

63 return FALSE;

64 1

65

66 /] 7. BIEIRIELLIZ, MNEHDLL

67 hThread = CreateRemoteThread(hProcess, NULL, 0,
(LPTHREAD_START_ROUTINE)dwLoadAddr, 1pAllocAddr, 0, &dwThreadID);

68 if (!hThread){

69 OutputDebugString("CreateRemoteThread failed! \n");

70 CloseHandle(hModule) ;

71 CloseHandle(hProcess);

72 return FALSE;

73 }

74

75 // 8. XHAIHEER

76 CloseHandle(hThread) ;

7 CloseHandle(hProcess);

78

79 return TRUE;

80 }

81

82 int main(int argc, charx argv[]) {

83

84 LoadD11(384, "C:\\Documents and Settings\\Administrator\\&M®\\test\
\B.d11");

85 getchar();

86 return 0;

87 1

EARI
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T EFEIRFEEID - Win32

2 | G4 [awThreadiD = ‘h‘ [ERES=NE?
o]

|| c\Progran FilesWierosoft vi o E—
itputbebugString("GetHoduleHandle f running. ..
.oseHandle{hProcess); running. ..
rturn FALSE; running. ..

running. ..

» B0 e |[HEEERE&

N N = [ = Ty T

running. ..

FREILoadLibraryng bt RUNNING...DLL RUNNING...DLL RUNNING...DLL RUNNING...DLL RUNNING...DLL RUNNIN
Iaddr = (DWORD)GetProcAddress{hModu
luLoadAddr ) {
itputbebugString("GetProcAddress fa
.0seHandle(hModule});
.oseHandle{hProcess);

rturn FALSE;

vC:\Program Files crosoft ¥isual Studi

| I [T\ watchl { Watch2 } Watchd } Watchd /
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A EIRIEEIS - Win32

29 HiZ[EhEE
A R ANEERAERE WS, BEARIERENG,

]
-....................................................

29.1 Z5l35EH

BRISME RN HEANRB XN

1 void Attack()

2 {

3 printf ("xkkxkxxkx kBT xkkxkxxkx% \n");
4 return;

5 }

6

7 void Rest()

8 {

9 printf("xxkxkxxkxkF B xxkxkxkxkxx \n");
10 return;

11 }

12

13 void Blood()

14 {

15 printf ("xkxkxkxxkxkJOMIx*kxkxx%kx% \n");
16 return;

17 }

18

19 | dnt main(int argc, charx argv[]) {

20 char cGetchar;

21 printf ("xxxxxxxxxxGAME BEGIN**x*xxxxxxxx \n");
22 while(1) {
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23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41 }
42 retu
43 }

cGetchar = getchar();
switch(cGetchar) {
case 'A':

{
Attack();
break;
}
case 'R':
{
Rest();
break;
}
case 'B':
{
Blood();
break;
}
}
rn 0;

AT EIRFEEIR - Win32

XERRBG AR F RS, T4, MM NER, BITRESMEER XM EFMARE CRAZEA
7 ? MR B EEA T PARBRNIMERA, EXEL[FEMETEEREIA, BT HEBEFHZAR

WITHREE,
T 2DLLI RIS -

//
#include

#define

coO~NOoOUlh WN B

/] B%EE

9 #define
10 #define
11 #define

13 #define

// B.cpp :

"stdafx.h"

_MAP_ "HZERE"
EIREN K R Ry th3lE
ATTACK 0x00401030
REST 0x00401080
BLOOD 0x004010D0O

BUFSIZE 256

15 HANDLE g_hModule;
16 HANDLE g_hMapFile;

17 LPTSTR 1pBuffer;

18 DWORD dwType;

19

20 DWORD WINAPI ThreadProc(LPVOID lpParameter)
21 {

22 dwType = 0;

23 g_hM

24

Defines the entry point for the DLL application.

apFile = OpenFileMapping(FILE_MAP_ALL_ACCESS, FALSE, _MAP_);
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AT EIRFEEIR - Win32

25 if (g_hMapFile == NULL)

26 {

27 printf("OpenFileMapping failed: %d", GetLastError());

28 return 0;

29 }

30

31 / [ BRFFATF

32 lpBuffer = (LPTSTR)MapViewOfFile(g_hMapFile, FILE_MAP_ALL_ACCESS, 0, 0,
BUFSIZE);

33

34 for (;3)

35 {

36 if (lpBuffer != NULL)

37 {

38 // EEEAE

39 CopyMemory (&dwType, 1lpBuffer, 4);

40 }

41

42 if (dwType == 1)

43 {

44 /] B&

45 __asm {

46 mov eax, ATTACK

47 call eax

48 }

49 dwType == 0;

50 CopyMemory (&dwType, 1lpBuffer, 4);

51 }

52

53 if (dwType == 2)

54 {

55 /] T

56 __asm {

57 mov eax, REST

58 call eax

59 }

60 dwType == 0;

61 CopyMemory (&dwType, 1lpBuffer, 4);

62 }

63

64 if (dwType == 3)

65 {

66 // i

67 __asm {

68 mov eax, BLOOD

69 call eax

70 }

71 dwType == 0;

T2 CopyMemory (&dwType, 1lpBuffer, 4);

73 }

74

75 if (dwType == 4)

76 {
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77
78
79
80
81
82 }
83

/[ EEBEHRE

A EIRIEEIS - Win32

FreeLibraryAndExitThread ((HMODULE)g_hModule, 0);

84 return 0;

85 }
86

Sleep(500);

87 BOOL APIENTRY Dl1Main( HMODULE hModule,
ul_reason_for_call,

88 DWORD
89 LPVOID 1pReserved
90 )
91 {
92 switch (ul_reason_for_call) {
93 case DLL_PROCESS_ATTACH:
94 {
95 CreateThread (NULL, 0,
NULL, ©, NULL);
96 break;
97 }
98 }
99 return TRUE;
100 }

FEIRNERRNE LT

(LPTHREAD_START_ROUTINE)ThreadProc,

IRENER A, X FA AT LOEIVCe SICRKF K -

.. Test — Microsoft ¥isuwal CHt [run] — [Disasseablyl

@Eile Edit ¥iew Insert Froject Dlebug Tools Yindew Help

B E2EE ¢ B - - ||m[E R | GdwFileMapSize

jl‘%HJE&EE&.@H R

-] External Depend

apuB10887
0pLB1088
apuB1089
aaua1088C
L1 091
a1 096

push
push
push
lea
nov
nov
rep

stos

esi

edi
edi,[ebp-48h]
ecx,168h
eax,CCCCCCCCh
duword ptr [edi]

WFFOLLZ G, BNFE-DHIEBRIEHHEZA, ABMOTF

A WN

#include <tlhelp32.h>
#include <stdio.h>
#include <windows.h>

[Globals] =l[tan global membersz]| @ Blood T, H]@ b 2 ! M HJ = G
ai= [ oeust1e7B  int 3
Wurkspace 'Test': 1 pr ggi:g:: g;g i:; g
5 @ Testfiles PO4O107E  int 3
&3 Source Files 804A107F  int 3
--= CG:\Program Files\Microsoft Uisual Studio\MyProjects\Test\Test.cpp -------
*] Test.cpp 11:
=4 Header Files 12:  void Rest()
- [E) StdAfch 13: 4
(1 Resource Files push ebp
EAh 06401081  mov ebp,esp
. apua1083 sub esp,ufh
ReadMe.txt 00401 086 ebx
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38
39
40
41
42
43
44
45

46
a7
48
49
50
51
52
53

54

AT EIRFEEIR - Win32

#define _MAP_ "HZ=ERHE"
#define BUFSIZE 256

HANDLE g_hMapFile;
LPTSTR 1pBuffer;

BOOL LoadD11(DWORD dwProcessID, charx szDllPathName) {

BOOL bRet;

HANDLE hProcess;
HANDLE hThread;
DWORD dwlLength;
DWORD dwLoadAddr;
LPVOID 1pAllocAddr;
DWORD dwThreadID;
HMODULE hModule;

bRet = 0;
dwLoadAddr = 0;
hProcess = 0;

// 1. REUHIZAIR
hProcess = OpenProcess(PROCESS_ALL_ACCESS, FALSE, dwProcessID);
if (hProcess == NULL) {
OutputDebugString("OpenProcess failed! \n");
return FALSE;
}

// 2. FREDLLXHBENKE, HERE+1, BAEMELERMNKE
dwLength = strlen(szDllPathName) + 1;

// 3. EERERESERTEF
1pAllocAddr = VirtualAllocEx(hProcess, NULL, dwLength, MEM_COMMIT,
PAGE_READWRITE) ;

if (1lpAllocAddr == NULL) {
OutputDebugString("VirtualAllocEx failed! \n");
CloseHandle(hProcess);
return FALSE;

}

// 4. #IDLLEBERF I BMEENRNE
bRet = WriteProcessMemory(hProcess, lpAllocAddr, szDllPathName,
dwLength, NULL);

if (!bRet) {
OutputDebugString("WriteProcessMemory failed! \n");
CloseHandle(hProcess);
return FALSE;

}

// 5. FREUVEHRAIIR

// LoadLibrary XM E#EEkernel32. dTUXMERAR, FRIAEE K
kernel32.d U UXMEIREY AR

hModule = GetModuleHandle("kernel32.d11");

HiZENEE
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55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71

72
73
4
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89

90
91
92
93
94
95
96
97

98

99
100
101
102
103
104

if (!hModule) {

AT EIRFEEIR - Win32

OutputDebugString("GetModuleHandle failed! \n");

CloseHandle(hProcess);
return FALSE;
}

/] 6. $RElLoadLibraryA@#ithit

dwLoadAddr = (DWORD)GetProcAddress(hModule, "LoadLibraryA");

if (!dwLoadAddr){

OutputDebugString("GetProcAddress failed! \n");

CloseHandle(hModule) ;
CloseHandle(hProcess);
return FALSE;

}

/] 7. CIEEIELAE, MEDLL

hThread = CreateRemoteThread(hProcess, NULL, 0O,
(LPTHREAD_START_ROUTINE)dwLoadAddr, 1pAllocAddr, 0, &dwThreadID);

if (!hThread){

OutputDebugString("CreateRemoteThread failed! \n");

CloseHandle(hModule) ;
CloseHandle(hProcess);
return FALSE;

}

// 8. FHAHIEAR
CloseHandle(hThread) ;
CloseHandle(hProcess);

return TRUE;
}

BOOL Init()

{
/] BIBHERE

g_hMapFile = CreateFileMapping(INVALID_HANDLE_VALUE, NULL,

PAGE_READWRITE, 0, 0x1000, _MAP_);
if (g_hMapFile == NULL)

{
printf("CreateFileMapping failed! \n");
return FALSE;

}

/] BREATE

lpBuffer = (LPTSTR)MapViewOfFile(g_hMapFile,
BUFSIZE);
if (lpBuffer == NULL)
{
printf("MapViewOfFile failed! \n");
return FALSE;

return TRUE;

FILE_MAP_ALL_ACCESS, 0, 0,
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AT EIRFEEIR - Win32

105 }

106

107 | // RIBHIZRIFREUGHIZID

108 DWORD GetPID(char xszName)

109 {

110 HANDLE hProcessSnapShot = NULL;

111 PROCESSENTRY32 pe32 = {0};

112

113 hProcessSnapShot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);

114 if (hProcessSnapShot == (HANDLE)-1)

115 {

116 return 0;

117 1

118

119 pe32.dwSize = sizeof (PROCESSENTRY32);

120 if (Process32First(hProcessSnapShot, &pe32))

121 {

122 do {

123 if (!strcmp(szName, pe32.szExeFile)) {

124 return (int)pe32.th32ProcessID;

125 }

126 } while (Process32Next(hProcessSnapShot, &pe32));

127 1

128 else

129 {

130 CloseHandle(hProcessSnapShot);

131 1

132 return 0;

133 }

134

135 int main()

136 {

137 DWORD dwCtrlCode = 0;

138 /] HESBASI

139 DWORD dwOrderList[10] = {1, 1, 2, 3, 3, 1, 2, 1, 3, 4};

140

141 printf("Are you ready? \n");

142

143 getchar();

144

145 if (Init()) {

146 LoadD11(GetPID("Test.exe"), (charx)"C:\\Documents and Settings\
\Administrator\\&m\\\test\\B.d11");

147 1

148

149 for (Ant i = 0; i < 10; i++)

150 {

151 dwCtrlCode = dwOrderList[i];

152 CopyMemory (1lpBuffer, &dwCtrlCode, 4);

153 Sleep(2000);

154 1

155

156 getchar();
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157

158 return 0;

159 }

FRTHAITHHERI T #72A -
- E

Are you ready?
]

cv C:\Program Filez\BMicrosoft ¥isunal Studio\ByProjec

HraHHHAEHEERGAME BEGIHARH e

HHHHHHHHHH"._{I|I'HHHHHHHHHH
HHHHHHHHHH"._{I|I'HHHHHHHHHH
HHHHHHHHHHI{_-'.|||'HHHHHHHHHH
HHHHHHHHHHI{_-'.|||'HHHHHHHHHH
HHHHHHHHHHI{_{|||'HHHHIIIIIIIIIHHH
HHHHHHHHHHI{_{|||'HHHHIIIIIIIIIHHH
HHHHHHHHHHH-_-'_Ill'Hl-lHHHHHHHH
HHHHHHHHHHH-_—'_Ill'Hl-lHHHHHHHH
HHHHHHHHHHll |IHHHHHHHHHH

T EFEIRFEEID - Win32
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AT EIRFEEIR - Win32

30 1RIRF2E

ZEEATT BT BEEEA—DLLE#HIEFR, BEXFRMFLERREFEEN, HARFREZHMAILUETAPIK
IRENZRTINFBIDLLEIR, FRAFRA IR EERRIRBERA KR E CFEEARDLLRIR,

30.1 TRIR[ZfELZ T 5E
AP A SRR IR0 7 ELSRAPHBR ML MMt (SHIBRT IR SRasigHisRe

1. TEB(Thread Environment Block, £&f2IFIEHR), EEREIENMEXER, B— 1" XIEHBEBSWTEBE
B, FS:[0]ENE HAI%IZRITEB,

2. PEB(Process Environment Block, #HiZIFIER), EEHEENEXER, 8N HIZEEEBESHPERE
B, FS:[0x30]ENH mi#FZHIPEB,

MTERT (RANBEEXE *E%E’\J%E'\)

L. TEB% TRRR—TEEE, XPNEREIE T HRTAEERAEN SR 2R IR ; TEBRV020/R
Aﬁ**’]ﬁk, Hag Tﬂﬁ/\ﬁh\, AR Y AR IR PIDF M AT AR B CROATRID ;
2. PEBE’Joodﬁ%%E NEME, RNERETEERER, APIRBENERMEEEX R,

ko= dt_TEE
nti_TEB

ke dt_TIB
[-0x000 NtTiD NT_TB F—— i ts
[-0x020 Clienta _CLEENT_ID
[-0x004 StackBase P32 Vo
— — ~ [-0<008 StackLinit PU32 Void
[-0x030 ProcessEnvionmentBiock _Pu32_PEB
k> dt_CLIENTID
nt1_GUIENT_ID
[+0x000 UniqueProcess P32 Void |
b 0 oeree [+0x008 UniqueThread Pir32 Void |
[oo0c ta P32 _PEB_LDR_DATA
[ ] k- &_PEQ_LDR DATA

nt|_PEB_LDR_D;

_LIST_ENTRY

_LIST_ENTRY

st _LIST_ENTRY
kd> dt _LDR_DATA TABLE_ENTRY

nt!_LDR_DATA_TABLE ENTRY
+0x000 InLoa s @ _LIST_ENTRY /ARSI AR R
s : _LIST_ENTRY FIEE RV\JTWV IR kb

1)

+0x008 InMlem: rder
+0x010 Inlni izationOrderlinks : _LIST_ENTRY

il R
+03018 D11Bax Ptr32 Void
+0x01lc Entryl : Ptr32 Void
+02020 Siz mmag : Uint4B /AZRRIRMBARA
+0x024 FullD11Nane : _UNICODE_STRING RSB ERERE
+0x02< BaseD11Name : _UNICODE_STRING JITAERERERE
+0x034 Flags : Uint4B
+0x038 LoadCount : UintZB /ARSI AiTE
+0x03a TlsIndex : Uint2B
+0x03¢ HashLinks : _LIST_ENTRY
+0303¢ SectionPointer : Ptr32 Void
+05040 CheckSun : Uintdp
+0x044 TimeDateStamp @ UintdB
+0x044 Loadedlmports : Ptr32 Void

102048 EntryPointActivationContext : Ptr32 Void
+0x04c PatchInformation @ Ptr32 Voi d

FATNREFREUX N TEBLE AR ? Bl 1] LABEEIR— N EXEHE#HDTDebug, AEKE—TFSEHESE (BHIfR
AEBMETEBRIMU S FE7EFSTF23 AN, ERATEDLKIRED)
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%' DTDebug — BSDEYV.EIE - - [CPU - main thread,
@ File V¥iew Debugz Plugins Options Hindow Help

module BSDEY¥]

A EIRIEEIS - Win32

=10l
=18l

Pored (14 [0 w4 ¥ W] % L]
55 'PUSH EBP 4|

Registers (FPU)

w] 7 w|n] c| /K 8] r].J 5] i=/]?]

08401246 8BEC MOV EBP,ESP ECX G013FFBO
00461248 6a FF PUSH -1 EDX 7C92EBO4 ntdll.KiFastSystemCallRet
00401240 68 601445000 |PUSH MSDEU.00401460 EBX 7FEDCO0O
084 0124F 68 ADI74B00 |PUSH HMSDEV.O04817AD ESP 0013FFCh
00401254 64:A1 OOOOOO( MOV EAX,DWORD PTR FS: |Epp 0013FFF0
00461250 58 PUSH EAX EST 00000000
00401258 64:8925 D000 MOV DWORD PTR FS:[0]. |Ep1 00020915
00401262 83EC 68 SUB ESP,68
00401265 53 PUSH EBX EIP 00401245 MSDEV.<ModuleEntryPoint>
00401266 56 PUSH ESI C 0 ES 0023 32bit O(FFFFFFFF)
00401267 57 PUSH EDI P 1 CS 001B 32bit O(FFFFFFFF)
00401268 8965 E8 MOU DWORD PTR SSI[EBF' A B SS 0023 32bit O(FFFFFFFF)

! |XOR EBX.EBX ) pS_ 0023 32bit
EBP=DU13FFF D

§ HOOH NU

00402000 00 00 00 00 B0 B0 60 00| 0O PO MO 60 | RETURN to Kernel32.7C816D4F -
0040201000 00 00 00 B0 B0 00 00| 00 PO PO 68 | B013FFC8| 00020915
00402020 00 00 00 00 6O BO 6O 00| OO PO PO B0 1 B013FFCC| O00B0OBO
00402030| 00 00 00 00 0O 0O 00 00 OO 00 0O 00 | | OO13FFDO| 7FFDCOON
00402040| 00 00 00 00 0O 00 00 00 00 PO 00 00| |OO13FFD4| BOSUBGED
00402050/ 00 00 0O 00| 00 00 00 0O 00 00 00 00| |0O13FFD8| 0O13FFCS
00402060/ 00 00 0O 00| 00 00 00 00 00 00 00 00| |0O13FFDC| 88FA76ES
00402070/ 00 00 00 00| 00 00 0O 00| 00 00 00 00| | 0B13FFE0| FFFFFFFF|End of SEH chain
00402080| 00 00 00 00 0O 00 00 00 00 00 00 00| |OO13FFE4| 7C8399F3|SE handler
00402090| 00 00 60 DO/ 00 00 00 00| 00 00 00 00| ( | OB13FFES| 7C816D58|Kerneld2.7C816D58
00402000/ 00 00 OO 00| 00 00 00 00| 00 00 00 00| | OO13FFEC| 00000000
00402080/ 00 00 00 00| 00 00 00 00 00 00 00 00! | 0O13FFFO| 00000000
0040200/ 00 00 00 00| 00 00 00 00 00 00 00 00| | 0O13FFF4| 00000000
004020D0| 00 00 00 00 6O 00 00 00 60 00 00 00| | OO13FFF8| 00401245 MSDEV.<ModuleEntryPoint>
004020E0| 00 00 OO 00| 00 00 00 0O 00 00 00 00| | BO13FFFC| 0000000
004020F0| 00 60 00 00 OO 0O 00 00 6O 00 0O 00 |
00402100| 060 60 00 00/ 6O 0O 00 00/ 6O 00 0O 00 |
00402110| 00 60 00 60/ 06 00 00 00/ 66 00 0O 00 |
00402120| 060 60 00 60 00 00 00 00 6O 00 0O 00 |
00402130| 00 60 00 60 06 00 00 00 6O 00 0O 00 |
00402140| 00 60 00 60 6O 0O 00 00| 6O 00 0O 00 |
00402150/ 060 60 00 60/ 06 6O 00 00/ 6O 00 0O 00 |
A0NA2140! 006 006 00 00 0606 006 006 0606 0606 006 006 060 hd hd
we | =l

| Analysing MSDEV: 5 heristical procedures, 9 calls to knawn functions

RITAIUEALE T AERdd TFFDF000F S KB B TERLE YA -
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fFFDFB5H
fFFDF BS54

HH14HHHH
@p13D 000
ST LTS TR
BeBe1EDD
ST LT TS
/FFDFB00
dpbooane
BO0008BCY
AdaBABAA
AdaBdnBana
AdaBdnana
7FFDCABA
AdoBdoanA
AdoAnAnA
AdoAnAnA
E2E33218

LIEENE QCH

SAR000A00

AT EIRFEEIR - Win32

{Tup of thread's stack)
{Bottom of thread's stack

{Thread I1ID)

{Pointer to Thread Local 35ty

{Last error

ERROR_SUCCESS

[

BT

|dd TFFOFOO0

=

FS#T?%%EPT?ﬁ%E’J?Jt%%EﬁIEEﬁﬁé AU AR TEBLE MY (AR AL,

HEIFSEH 17 as PRt A0x30fRIEFAIGER BN ]

|nn [HLE] -- &
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AT EIRFEEIR - Win32

&

R » A013FFED| (Pointer to SEH chain)

S+l 140000 (Top of thread's stack)
S+8 00130008 {(Bottom of thread's stack)
S+ aapoenan

5+10 AaBe1ERD

S+14 aaBoenan

5+18 JFFDFB00

S+10 anaapooen

S+20 0A00NABCY

S+2) 0a0000A0 | { Thread ID)

S+28 AR LERATES LA S)

S+20 00000000 {(Pointer to Thread Local St
$+30 JFFDC BB

S+34 00000008 {Last error = ERROR SUCCESS
5+38 Aaoaoene

S+30 SLSTSTSTSTSTsTs)

5+40 EZ2E33218

S+LY Aaoooone

S+48 Aaoooone

S+40 (RS LERSTERSfETS)

5+50 AaeeeAnan

S+CL gapeeean

vy C o AAGAAAAGA

#$ 1 |dd TRFOFO00 Eall

Analyzing M5SDEY: & heurniztical procedures, 9 calls to known functions
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A EIRIEEIS - Win32

$+3H jroenrann
S+ah @  Backup * Yor = ERROR SUCCESS
$+38 B Copy 4
$+30 B  FBinary b
g’fﬂ E Modi fy
+ .
Ereakpoint 4
S+48 8
S+ 4L - Search for 4
$+5I-] 8 Follow in Dump
$+51|- ﬂ G‘ﬂ to .'
L - I
Hex ¥
LA dd 1 Taxt k .
Analpzing MSDEY  Short b |3 calls b known functions
Long »
Float »

Dizas=emble
Special »
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fFFDLEBBR
FFFDLGBRY
FFFDLGBBE
FFFDLGBBLG
FFFDLEBTR
FFFDLGBTY
FFFDGBTE
FFFDGBTG
FFFDLBZR
FFFDLBZY
FFFDLBZE
FFFDLBZLE
FFFDLBGR
FFFDLBGY
FFFDLBIE
FFFDLBGL
fFFFDLBLE
FEFDLBAY
fFFFDLBAE
FFFDCB4YE
FFFDCB5A
FFFDCAS Y

00010000
FFFFFFFF
00400000
00250688
00020000
00000000
00150000
7CO9ELC O
70921005
FC9218ED
goavonn
F7p12974@
gppooonnn
doaoooon
doaoonoe
doaoonoe
FCO9E4LBA
00887FFF
dodoooon
FFG6F 0088
FFG6F 00800
FFGFB6EE

LLEEDNC ACE

~LEEONRARG

UNICODE "=::=::\'"

MSDEVU . 80400000

ntdll.7C99E4CH

ntdll .Rt1EnterCriticalSectii
ntdll.RtlLeaveCriticalSectii

USER32.77D12970

ntdll.7C99E488

AT EIRFEEIR - Win32

h

T dd TFFOFOOO

w

|.ﬂ-.nal_l,lsing MSDEY: & heunstical procedures, 9 callz to known functions

BRI BE T H#E 7 APINBUE M IEIRIL B E B PEBAR MR, FTURNER DAL EEE NIRRT,

30.1.1 BrEESCIRACHT
1T IR T3 B S f 5 TSI T — N BR R A R EE :

a b wnN P

/] FREURIRBYEINA

void HideModule(char* szModuleName) {

HMODULE hMod = GetModuleHandle(szModuleName) ;
PLIST_ENTRY Head, Cur;
PPEB_LDR_DATA 1dr;
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© O o0~

12
13
14
15
16
17
18
19
20
21
22
23

24

25
26

27

28
29

30

31
32
33
34

AT EIRFEEIR - Win32

PLDR_MODULE ldmod;

_asm {
mov eax, fs:[0x30] // EXPEBZEHJ{K
mov ecx, [eax + 0x0c] // EXPEBLEHMIAMI00cRIEMILEHIE, 72

PEB_LDR_DATA

mov ldr, ecx // Ffecxf#AF|ldr
¥
// FREUETEMZEAIERGZR
Head = &(ldr->InLoadOrderModulelist);
!/
Cur = Head->Flink;
do {
// FRCONTAINING_RECORDARIBLEMIAP RN R BV SRIE R HiZ 5 (A BRIkt
ldmod = CONTAINING_RECORD(Cur, LDR_MODULE, InLoadOrderModulelist);
/] TEER, NRMHE—ENRTIBIXN RARREK, T
if(hMod == ldmod->BaseAddress) {
// ErERIBREEMENEMREEIR
ldmod->InLoadOrderModulelList.Blink->Flink = ldmod-

>InLoadOrderModulelList.Flink;

ldmod->InLoadOrderModuleList.Flink->Blink = ldmod-

>InLoadOrderModulelList.Blink;

ldmod->InInitializationOrderModuleList.Blink->Flink = ldmod-

>InInitializationOrderModulelList.Flink;

ldmod->InInitializationOrderModulelList.Flink->Blink = ldmod-

>InInitializationOrderModulelList.Blink;

ldmod->InMemoryOrderModuleList.Blink->Flink = ldmod-

>InMemoryOrderModulelList.Flink;

ldmod->InMemoryOrderModuleList.Flink->Blink = ldmod-

>InMemoryOrderModuleList.Blink;

}

}
Cur = Cur->Flink;
} while (Head != Cur);

EANTAT LR AR kernel32.d X MEIR, FAIGADTDebug REEF—T !

o uUlh WN K

int main(int argc, charx argv[]) {

}

getchar();
HideModule ("kernel32.d11");
getchar();
return 0;

PRIRFTH (RMERVCEITH) Test.exeSATGfEEADTDebugFAttach#HiE :
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A EIRIEEIS - Win32

L DTDebag ist. exe [Ezecutable modulexs]
| Fila Yiew Debug Flugins Options Yindew Help

Tel  Open Fi
Emi Ettll:h
oo« Exit ALL+Y

Sselect process to attach

=10

Procass |Hlml |Windnw |Plth e
O000064C | i MEDN Library = October Z00]C:\WINDOWS\hh.exe
00000654 | Explorery | 8ysFader CAWINDOWE\Explorer. EXE
Q0000698 | srahost CoAWINDOWE systan3dZ swehost
00000750 [VEAuthSas C:yProgram Files)\VMuware UM
O00007AC |vntoolsd C:hvProgram Files)VMware\VID
00000224 | MSDEV Froperties C:hProgram Files'\HMicrosoft
Oo0onass | Tast C:hvProgram Files\Microsoft |C:'\Program Files\Microsoft
O0000CCd | newdn MOWExme CoAWINDOWE systand 2 ntwdn.
OO00002C | vumacle CoATINDOWES sy et ens 2 vaauc 11
Q00000 EE | mdm CIATINDOWEY syeten3 2 mdn ., &
OO0C00E?C | vamacle CoAWINDOWES syet and 2 maauc 11
OO000FDE | conine " C: \WIH‘DDWSE:yﬂlmEEEcnnimIT
Attach | Cancel
L

*{DTDebug - Test.exe - - [Executable modules] =181x|

@[ilu View Debug FPlugins Optionz Hindow Help .llﬂ.lﬁl
Bl x| wju| v+ H 4]+ Leim|T|wH|c|/|K[BIR|..|s]| /7]

2;:;0000|§:::7000|:E:;TSJ.O ?:::: e venson ::‘::xo ram Files\Microsoft Visual Studio\MyProjects)\Test\DebugTest.exe

70800000 | 0011000 [ 7ce0B43{Jrarnalaz 5.1.2500.21?5@

7C920000|00094000|7C933156 | ntdll £.1.2600.2180 (JC:A\WINDOWE \ systen3Zintdll. dll

LEZIFRATZ TR Wkernel32.dIIEREY, BEHRINEEFE—THEREMERT :

ol x]
Elr_ilu View Debug Plugins Options Yindow Help ;Iﬂﬁl
Teminated | @44 x| w[ 00| Wi 43| $ 48] W] = uE[m]T|W[B|c|/|K|B|R]..|8] E5[iE]?]

ESZEDUUul32327000123:2.’610'?::: Fie arsion z:.:l:rogram Files\Microsoft Visual Studio\MyProjects)Test)\Debug\Test.exe =
FCHZ0000| 00094000 | 7CA331E6 ntdll 5.1.2600.2180 (4C:A\WINDOWS \ system3Z\ntdll.dll

=1 =)

30.2 1RIRFRHEZ PEFELX

BERIMREE—MERPEISS, XEFAntdILAUZEE) :

=
Ellilu Yiew Debug Plugins Options Hindow Help alﬂﬁl

[Teminated (@4 x| w]M] il 43 345 2] »f v]e[m[T|w|n|c|/|k[B|R[.|s] EE/iH]?]

Base | Size | Entry |Hn:m File wersion Path

00400000 | 00027000 (00401610 |Test
70920000\ 00094000 [FCA33156 ntdll 5.1.2600.2180 ¢

C:yProgram Files'\Microsoft Visual Studio\MyProjects)Test\Debug)Test.exe
CiA\WINDOWS  systen32\ntdll. dll

HithiR7¢920000, FK{1EDTDebugHRERA AT db 7¢92000081F] B R IZIEIRMER -
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AT EIRFEEIR - Win32

7C920000 4D 5A 90 00 03 00 00 OO G4 60 60 00 FF FF 00 00 M2? ... |...0j.. | =«
7C920010/B8 00 0O 00 00 00 00 60 40 00 00 60 00 00 00 00/ 7...... @.ennn.
7C920020| 00 00 6O 00 00 00 0O 60 00 00 00 60 00 00 00 00| .......ioiuaa..
7C920030| 00 00 00 00 00 00 00 A0 00 00 OO OO EO 00 00 00| .. .......... ..
7C920040| OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68| WE?.777L7Th
7CO20050)69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F | is program canno
7CO20060|7h 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20|t be run in DOS
76920070 6D 6F 64 65 2E 0D 6D BA 24 00 00 00 00 00 0O 0O muue .......
7CO20080(08 40 63 FE 4C 21 6D AD 4C 21 0D AD 4C 21 0D AD|N H Hie
76920090 8F 2E 51 AD 4D 21 6D AD 8F 2E 53 AD 4D 21 6D AD ?u t UL ST .
7CO20000)8F 2E 02 AD OC 21 0D AD 8F 2E 6D AD 4F 21 0D AD| 7 -¢1.FH .niEt
FCOZ00B0)8F 2E 52 AD 9D 21 aD AD 8F 2E 57 AD 4D 21 aD AD ?Hﬁﬁ!.ﬂ!.
fC9200CH(52 69 63 68 4C 21 OD AD OO0 00 OO0 00 OO0 0O OO 00 RichLt.?.......
FCOZ00D0) 80 PO 00 00 00 00 A0 00 00 00 00 0D 0O A0 A0 89| .. ... ... e enns
FCOZ00ED |50 45 A0 00 4C 01 A4 00 7C 45 21 41 08 A0 A0 89| PE. Lji |Et*H....
FCOZ200F0) B0 A0 00 00 EQ A0 BE 21 BB 01 087 BA A0 AR 87 00 ....?l!ljy..?.
FCOZ201100) 88 50 81 00 00 A0 A0 60 56 31 91 B0 A0 10 00 AA .Zji....u1ji.l..
7C920110| 00 60 67 00 00 00 92 7C 00 10 00 00 00 02 00 00| .°N... ST
7C920120| 85 00 01 00 05 00 01 0O 04 00 BA OO 00 00 B0 00 Y.L YL L......

FCO20130) 80 49 09 00 00 A4 60 60 53 C4 09 OO A3 60 60 60| .@... |..57. ...
FC920140) 80 B9 64 9O 00 10 60 00 60 60 10 00 60 10 60 60|.. |..0....0..0..
fC920150( 00 B0 68 60 10 60 60 68 34 32 00 B0 48 97 00 60| ... .0... .49 .6@7.
;C0opds6 A0 A6 A0 G0 00 A6 G0 00 A6 10 62 00 EL EZ7 00 Q0 T -
#d @ [db 7C8z0000 k2l

ZARRF KRN FTEAD5A, BREMZ, SENXAINFTE, THUBMGEIXEAF T, RIMWEE0, BA
FLMAEHEC AR B 0x7c920000/M0XED, XAEFEAL T 0x7c9200E0, SATSFATHREIX Rzsthhk FIFE N F 54950 45,
BREEPE,

7co20000[HICGA) 90 00 63 00 00 00 04 00 00 00 FF FF 00 00|H2? ... |...Jj..
76920010 0 00 60 B0 0O 0O OO 4O 0O OO DO OO OO 00 00| ?...... @.......
76920020 nn nn 00 00 00 00 OO 00 00 60 OO 00 00 OO 00 00| .....cueuinian..
7092003000 60 00 00 00 00 00 00 00 00 00 nnnn 00 00| . .vevnnnnna?e.
70920040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68|NE?.?77L7Th
JC920050| 69 73 20 70 72 6F 67 72 61 6D 20 63 ﬁ1 6E 6E 6F|is program canno
70020060| 7% 20 62 65 20 72 75 6E 20 69 G6E 20 44 4F 53 20|t be run in DOS

7C920070[6D 6F 64 65 2E OD OD OA 24 00 00 00 60 00 00 00 mode....$.......
7C920080[ 08 40 63 FE A4C 21 0D AD 4C 21 8D AD 4C 21 8D AD ll f.ﬂf.ﬂt.
70920000(8F 2E 51 AD 4D 21 0D AD BF 2E 53 AD 4D 21 0D AD|7Q%Et.FE.S
FCO9200R0)8F 2E 62 AD BC 21 8D AD 8F 2E 6D AD 4F 21 8D AD ?-‘H ﬂ 'l.
7C920080(8F 2E 52 AD 9D 21 OD AD 8F 2E 57 AD 4D 21 0D AD| 7RAT Y .HE Wi .7
7C9200C0[52 69 63 68 AC 21 OD AD 00 00 00 00 00 00 00 00 RichL?.?.......
£09200D0| 8000 nn 00 G0 00 00 00 00 0O 00 00 00 00 00 00 . .. ..oooueeennn.
50 _45) 00 00 4C 01 04 00 7C 45 21 41 00 00 00 00|PE..L L. [EtA....
XFe— 1 PEIEN, MREEFHEX—ERENRTXE—MER,

30.3 1RIRP2 IR VADH

XEHRARAIR, BB 2
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31 JFAES

RIFRRRRETRREA, BREAEEA, FRIMNEERITHRDEARE,

311 JFARLENE

BATRI LR B E X E RIRBrdtiEgd, XFBIREEMAIMRITRITEERITHNR T, XmETANE
HYEES -

Skaprizi= (AW Eyics

IrEkRiES, EREPERSRA !

1. REFBEENXEHYE HEBEmARED, MEFINRERRETA?
2. fREFIEEM—ERTLUAITIS ? ARG RH A ?

31.1.1 #1258

ERBRITRBRA—TE—NAHE, RilZETVCeRaIMES KLY, ML — MEFLEERank
BSCARATEIS ? ESRa, EXRNFARZENSEE, MTERRAHENSEE, iRy Sm T
R, HIEEE L CAARERNVCeH R TES | S 2 Y T A |

6: void_Fun(} {
= BO4OBF6O 465 (ﬂﬁsh ebp \
8848BF61)8B EC mow ebp,esp
084BBF63 |83 EC uB sub esp,u4bh
BB4BBF66 |53 push ebx
BO4OBF 67 |56 push esi
004BBFG6B |57 push edi
084BBFOQIBD 7D CBO lea edi,[ebp-48h]
0B4BBFGC|B? 18 BB 66 68 mow ecx,18h
084BBF71)B8 CC CC CC CC mow eax,BCCCCCCCCh
0840BF76F3 AB rep stos duword ptr [edi]
7: printf{"Fun vufningd..."});
BO4OBF78 |68 1C 00 42 0@ push offset string "ssexxsexxx\RDI\RASAKDDARF7 *xmmexnnnx \n" (0042001c)
0B4BBF7DJES 9E 52 FF FF call printf (00n61220)
004 0BF 82 Qs G4 B4 / dd esp,i )
8: return;
9: H

AR - 175



FRIAZRA1#E Mg KRR iZ 2 M 2855

31.1.2 BURSHE
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SITERT, ZEEEERDMAAANSREMREIARNT, RABFHERTERE BIrtItRNFSLIR

HITEER :
8: void Fun{) {
aa4yBe10628 55
gBap1821 88 EC
864081023 83 EC 48
apap1826 53
ae40810827 56
aoye1028 57
gghp10829 8D 7D CA
a6408102C B? 16 60 00 AA

8848183188 CC CC CC CC
W S 1

push
mau
sub
push
push
push
lea
mov
mou
Loy ol pc

ebp

ebp,esp
esp,46h

ebx

esi

edi
edi,[ebp-48h]
ecx,16h

eax , BCCCCCCCCh
duoid ple [ndi]

9: g=1;

6401038 C7 85 BC 35 42 688 81 mov dword ptr [g (0884235bc)] 1
10: printf("Fun running...'");
Bohp1642 68 1C B8 42 B8 push offset string “Fun running...' {(884%2801c
BoLp10647 EB o4 B0 OO B0 call printf (00LO10bA)
pauwp1anuc 83 CL4 By add esp,h
11: return;
12: 1
N e
31.2 EFIMCEERNERERN

TEE2REE
TREERAEEF &
. FEEEARSIARA

. FEEBRE IR HE MR

AW

31.3 BESH

BERXAZREZELD ? RIGFKRNEFHEHENABE NI E, XBRABHERAMELIEXY, BLERTR

A2 A AN FEFAR ¢
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Birifiz NSEE

B HIENThreadProc § #llid &, BN & flid B2 G Bim#ZAYHINIELEF CreateRemoteThread X
8, XHERBRT BENXEEHIRD ;

HERBANECIEX M BIEM L N EfEA CreateFileEN®, T REEXMEE, HATKMIFIHIZNSA
x, HIEENBERHESARIMIISERA—F8, FﬁMZ‘HAﬁfﬁUﬁEB@QﬁEENU;FELXﬁﬂ‘]EJLXEﬁ
SRRNBNBERER, B1HFAERINERSEER— M EMEh EHEIBmAE, ARRERHES
AL Sb k| USRS Z e TES GRS

31.3.1 F3sCIR
1T 2 RS EGH TS A RN :

1 #include <tlhelp32.h>

2 #include <stdio.h>

3 #include <windows.h>

4

5 typedef struct {

6 DWORD dwCreateAPIAddr; // CreatefileBEayitiL
7 LPCTSTR 1pFileName; // TEZEZECreateFileFTEEREIM

o

8 DWORD dwDesiredAccess;

9 DWORD dwShareMode;
10 LPSECURITY_ATTRIBUTES 1pSecurityAttributes;
11 DWORD dwCreationDisposition;
12 DWORD dwFlagsAndAttributes;
13 HANDLE hTemplateFile;
14 } CREATEFILE_PARAM;
15

16 | /) EX—TEHBETH

17 typedef HANDLE (WINAPI* PFN_CreateFile) (
18 LPCTSTR 1pFileName,

19 DWORD dwDesiredAccess,

AR - 177
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27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72

AT EIRFEEIR - Win32

DWORD dwShareMode,

LPSECURITY_ATTRIBUTES 1pSecurityAttributes,
DWORD dwCreationDisposition,

DWORD dwFlagsAndAttributes,

HANDLE hTemplateFile

)

/] REE S HIR BRHEZN K

DWORD _stdcall CreateFileThreadProc(LPVOID lparam)

{
CREATEFILE_PARAMx Gcreate = (CREATEFILE_PARAMx)1lparam;
PFN_CreateFile pfnCreateFile;
pfnCreateFile = (PFN_CreateFile)Gcreate->dwCreateAPIAddr;

// creatFileZfkLEFSE

pfnCreateFile(
Gcreate->1pFileName,
Gcreate->dwDesiredAccess,
Gcreate->dwShareMode,
Gcreate->1pSecurityAttributes,
Gcreate->dwCreationDisposition,
Gcreate->dwFlagsAndAttributes,
Gcreate->hTemplateFile

)

return 0;

}

/] IERRBIES
BOOL RemotCreateFile(DWORD dwProcessID, charx szFilePathName)
{
BOOL bRet;
DWORD dwThread;
HANDLE hProcess;
HANDLE hThread;
DWORD dwThreadFunSize;
CREATEFILE_PARAM GCreateFile;
LPVOID 1pFilePathName;
LPVOID 1pRemotThreadAddr;
LPVOID 1pFileParamAddr;
DWORD dwFunAddr;
HMODULE hModule;

bRet = 0;

hProcess = 0;
dwThreadFunSize = 0x400;
// 1. FREUHEZNGIR

hProcess = OpenProcess(PROCESS_ALL_ACCESS, FALSE, dwProcessID);

if (hProcess == NULL)

{
OutputDebugString("OpenProcessError! \n");
return FALSE;
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74
75
76
77

78
79
80

81
82
83

84
85
86
87
88
89
90
91
92
93
94
95

96
97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113

114
115
116

117
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}
/] 2. DERARE | FHESE, LERR, X%

/] 2.1 AXREFEEXHS +12EITERERELS
lpFilePathName = VirtualAllocEx(hProcess, NULL, strlen(szFilePathName)
+1, MEM_COMMIT, PAGE_READWRITE); // TEIEERHERDEANEF

/] 2.2 FREEZIZR
lpRemotThreadAddr = VirtualAllocEx(hProcess, NULL, dwThreadFunSize,
MEM_COMMIT, PAGE_READWRITE); // TEIEER#HIZEHFNEEAE

/] 2.3 FREEXHEEH

lpFileParamAddr = VirtualAllocEx(hProcess, NULL,
sizeof (CREATEFILE_PARAM), MEM_COMMIT, PAGE_READWRITE); // TEiEERIMHIZEFHED
Az

// 3. #HA{kCreateFile®#

GCreateFile.dwDesiredAccess = GENERIC_READ | GENERIC_WRITE;
GCreateFile.dwShareMode = 0;
GCreateFile.lpSecurityAttributes = NULL;
GCreateFile.dwCreationDisposition = OPEN_ALWAYS;
GCreateFile.dwFlagsAndAttributes = FILE_ATTRIBUTE_NORMAL;
GCreateFile.hTemplateFile = NULL;

// 4. FRElCreateFilefyithit

/] EREMNHEFM LoadLibrary®E#EfEKernel32.d11%, MALMIIMYIETIRHE
B9, PR TEIER RSN LoadLibrarytiitFIFIHIEE 2 — 1M

hModule = GetModuleHandle("kernel32.d11");

GCreateFile.dwCreateAPIAddr = (DWORD)GetProcAddress(hModule,
"CreateFileA");

FreeLibrary(hModule);

/] 5. #afbCreatFileX 4
GCreateFile.lpFileName = (LPCTSTR)1lpFilePathName;

/] 6. {BRLEIZmEGR MMt
dwFunAddr = (DWORD)CreateFileThreadProc;
// E1EBk
if (*((BYTEx)dwFunAddr) == 0xE9)
{
dwFunAddr = dwFunAddr + 5 + *(DWORDx) (dwFunAddr + 1);
¥

/] 7. FAREH

/] 7.1 ¥IXHL

WriteProcessMemory (hProcess, lpFilePathName, szFilePathName,
strlen(szFilePathName) + 1, 0);

/] 7.2 EBNERERK

WriteProcessMemory (hProcess, lpRemotThreadAddr, (LPVOID)dwFunAddr,
dwThreadFunSize, 0);
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128
129
130
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132
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137
138
139
140
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142
143
144
145
146
147
148
149
150
151
152
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159
160
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165
166
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/] 7.3 ¥
WriteProcessMemory (hProcess, lpFileParamAddr, &GCreateFile,
sizeof (CREATEFILE_PARAM), 0);

// 8. BIBITIZLAZ

hThread = CreateRemoteThread(hProcess, NULL, 0,
(LPTHREAD_START_ROUTINE) lpRemotThreadAddr, 1pFileParamAddr, 0,
/ 1pAllocAddr AR EBE . AANd 1R FDEEREFF

if (hThread == NULL)

{
OutputDebugString("CreateRemoteThread Error! \n");
CloseHandle(hProcess);
CloseHandle(hModule) ;
return FALSE;
}
// 9. *HARR

CloseHandle(hProcess);
CloseHandle(hThread) ;
CloseHandle(hModule) ;
return TRUE;

}

/] IRIEHELIREUHIZID

DWORD GetPID(char xszName)

{
HANDLE hProcessSnapShot = NULL;
PROCESSENTRY32 pe32 = {0};

&dwThread) ;/

hProcessSnapShot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);

if (hProcessSnapShot == (HANDLE)-1)
{
return 0;

}

pe32.dwSize = sizeof (PROCESSENTRY32);
if (Process32First(hProcessSnapShot, &pe32))
{
do {
if (!strcmp(szName, pe32.szExeFile)) {
return (int)pe32.th32ProcessID;
}
} while (Process32Next(hProcessSnapShot, &pe32));
}
else
{
CloseHandle(hProcessSnapShot) ;
}
return 0;

}

int main()
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RemotCreateFile(GetPID("#HIZE"), "XHH");
return 0;
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