EAGEEIRIZER - R

1 B
AR ESRONEH TS, MBMEFE—NERE, TR APEERRRST, %7, 08
I 5 R RIS E i, AT TN EE,

BREARNEIETES B Bkernel32.dll. ntdlldilFintoskrnl.exeo IFF—LERAFHER, FHATATMU
JBidReactOS (https://master.dl.sourceforge.net/project/reactos/React0S/0.3.15/React0S-0.3.15-REL-src.zip?
viasf=1) REEBIFNIXBFHITO

1.1 IR

1.1.1 AR SWIARIER

BRSSO AP RS NE, RIVEMSHEZAAELE, REEET— M/, DS
ZENEG, WHRERITERONZE, S HENEGHREEN, RILERST LB TR 5mEite
HATEE,

EE R

BYEIRGEEER—MEFAERTNE, -5 ERE T CreateProcessEHBITA— 1 RIETHER, £
5 EEMIN#ERNS T, B DebugActiveProcessEREIF I — NETEE THYHE,

XM AEELERIDHEERKRANAXNE N, H—FERIZECreateProcessEZ T — &, RleIEH
12, EtFHITRBERSHTDebugActiveProcessBEERLRERE R ITBX RN A&,

1.1.2 DebugActiveProcessHl{TAzE
xBTS 5 EH 2

FA @2 IDAR DM DebugActiveProcess ¥RV TRAZ, BT, F1i#H Akernel32.dIIHFAIDebugActiveProcess
B, ERBNREIE, RITATLOEER—MERS X /EREE, % IDbgUiConnectToDbg,

SEMNEAXTESE, HNEXRCBERTZ—TEREE, UTntdLdIERSF,
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T ERIZEIR - REIAR

; BOOL _ stdcall DebughActiveProcess(DWORD dwProcessId)
public _DebugfctiveProcess@d
_DebughctiveProcess@d proc near ; DATA XREF: .text:off_7(C802654T0

dwProcessId= dword ptr 8

mov edi, edi

push ebp

mov ebp, esp

call _DbgUiConnectToDbg@@ ; DbgUiConnectToDbg()
; NTSTATUS _ stdcall DbgliConnectToDbg()
_DbgUiConnectToDbg@® proc near 5 Address Ordinal Name Library
. . . . ; ®E 7ce01118 DbgUiC tToDb tdll
jmp ds:__imp_ DbgUiConnectToDbg@e  ; A& giionnectietbe n

FA VLR H IS & TntdILdIFEIRFAIDbgUiConnect ToDbgEKE , FfTRTE M SLIRENFS:[0x18], IR
_TEB. NtT|b Self, HLRLE _TEBRYMILEAR S, FAfE8d ©RIREXFS:[0xF24], B)_TEB.DbgSSReserved[1] (iZBE5
B—NMEHEE, AIUEEN, ER—MREHR, EMARKNEER, AiRErUERZFERE#S
E),ﬁbﬁﬁ*ﬁ 53T _ZwCreateDebugObject B, RAZHBHITRIREILERMEEAX, HIMRTEHER
[B]15 277f#%] 7 _TEB.DbgSSReserved[1]/,

mov edi, edi
push ebp
mov ebp, esp
sub esp, 18h
xor ecx, eCcx
mov eax, large fs:18h v dt__TES

+BxBAR NETib : _NT_TIB
(?mp [Eﬂ)ﬁ-@Fz'ﬂ-h] ) BCX +BxBLe EnvironsentPeinter @ PTr32 Veld
jnz short loc_7C9706D5 kd> ¢t _NT_TIB

nt!_NT_TIE

+exB@0 Exceptionlist  : Ptr32 _EXCEPTION_REGISTRATION_AECOAD
mow [ebp+var“_18] » 18h +8xB8d StackBase : PEr3Z Void

+@xB33 StacklLimit : PEr32 Veid
mov [Ebp+‘u’ap_1d] » BCX +EBds SubSystemTib : Ptr32 Veoid

+28x818 FiberData : PEr32 Waid
mov [Ebp+vaP—C]J ecx +2x218 Version : UintdB
mon [ebp+var~ ']_[a] ecx +Bxe14 ﬁrb*traryuaeupannter : Ptr32 veld

- 4 +Rx]d Self : Ptriz WT TIR
mowv [ebp+var_8], ecx )f
mov [ebp+var_4], ecx kd> dt _TEB
mov eax, lane fs:18h nt!_TEB
[]USI'I 1 +0xBB8 NtTib : _NT_TIB
+8x81lc EnvironmentPointer : Ptr32 Veid
lea ecx, [ebp+var 18] .
+@xflec ReservedForMtRpe : Ptr32 Void

push ecx /' +0xf20 DbgSsReserved  : [2] Ptr32 Void
DUSI’I 1FGBBFh +8xf28 HardErrorsfAreDisabled : Uint4B
add eax, OF24h
push eax
call _IwCreateDebuglObject@lo 5 ZwCreateDebuglbject(x,x,x,x)
mow ecx, cax

_ZwCreateDebugObjectEN#E L H 2 1%F, MEBBTRA RS HAMRITHMAIF KL RMEENE
&, RIBRHNGmG, HITLOHEY, XMNRENEBRZBTERRSR_DEBUG_OBJECT (LU TFE#AHE
RHR) . WAMRAYH TREIZFRIANEN, BaiAtR5 RN REL XBERT.
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T ERIZEIR - REIAR

Hitb, XEKREZRHEDREIGERNAARTR, EFSBEHZREF T REFAMAL, FRIUTEF
_TEB.DbgSSReserved[1]PEM T ZRHANRNDW. X 1ORAFEFRH5 | BFRERIRAITR,

: stdcall ZwCreateDebuglbject(x, x, x, X)

public ZwCreateDebuglObject@l6

_ZwCreateDebuglbject@le proc near ; CODE XREF: DbgUiConnectToDbg()+454p
; DATA XREF: .text:off 7C92395Cto

mov eax, 21h ; "I’ ; NtCreateDebugObject

mov edx, 7FFE@388h

call dword ptr [edx]

retn 16h

X EOARA N R 5w HZ
AU ERZERE R, BEEkernel32.dll, ITEMR, RLBREIZER, WMRIFANREVERIDFHATTR

o

mov
push
mov

call

test
Jjge

push
call

edi, edi

ebp

ebp, esp

_DbgUiConnectToDbg@d 3 DbglUiConnectToDbg(

eax, eax

short loc_7C859F23 ; WEOROGER, RFE T ZmThar ks
eax ; Status

_BaseSetlLastNTError@d ; BaseSetLastNTError(x)

YreRBRHCES, W TFEFTRENIAIUE R B @id_ProcessldToHandleBER, 1BIEHFZIDIRENE AR HIZH 2
W GREILREAXSBERIES) , EXRFRIEIRNHZDRIENSEE AE]_DbgUiDebugActiveProcessE

loc_7C859F23: ; CODE XREF: DebugActiveProcess(x}+C1j
push esi

push [ebp+dwProcessId] ; ProcessHandle

call _ProcessIdToHandle@s ; RIBHEIDFIHAEDM (AR HE)

mov esi, eax

test esi, esi

jz short loc_7C859F54

push edi

push  esi ; BRE B AE D SRR A

call _DbgUiDebughctiveProcess@sd ; DbgUiDebughActiveProcess(x)

_DbgUiDebugActiveProcessBIE i FntdILdIIEIRAR, FRAFEEIIEHITES, TZEHHMATRINTFILEN
_TEB, #ASIREX_TEBRYOXF24{RFEAIANG, BNARM R, HESKEARXHIZOR—HIEASEH AT
_NtDebugActiveProcessEi#l, MXTEHBMAR—TMRFAAR, RL#H A,
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; int __stdcall DbgUiDebugActiveProcess(HANDLE Handle)
public DbgUiDebughctiveProcess@d

_DbgUiDebughctiveProcess@4d proc near

Handle= dword ptr 8

mov
push
mov
push
mov
push
push
call

edi, edi

ebp

ebp, esp

esi

eax, large fs:18h

dword ptr [eax+8F24h]
[ebp+Handle]
_NtDebughActiveProcess@s

|

; _ stdcall NtDebugActiveProcess(x, x)
public _NtDebughActiveProcess@8
_NtDebughctiveProcess@8 proc near

mov
mov
call

retn

eax, 3%h ; "9’
edx, 7FFE@300h
dword ptr [edx]

8

2

E

E

E

; DATA XREF: _text:off_7(C92395Cto

R LEIERTER
E A TEB+0xF24, BIEEAE
AR R IR0 A

MtDebughActiveProcess(x,x)

; CODE XREF: DbgUiDebughActiveProcess(x)+154p
; DATA XREF: .text:off_7(C92395CtTo

; NtDebughActiveProcess

ENEREIRFHIF, HELEntosklexetRiR, IK[FEIBEIE_NtDebugActiveProcessBE], S TFEFAR, FAIAT
WE MR FIAER D 728 T _ObReferenceObjectByHandleB%Y, ZEBAEAMEE T ORRENMR, ©
BeMBH, F5 TS ERTEEREGAEHEN R, EXESBIHIARBEENDR (B8 K
HY_PsProcessType (B#3) FHBRIFR, WFELE_EPROCESS,

; NTSTATUS _ stdcall NtDebughctiveProcess(HANDLE Process, HANDLE DebugObject)
_NtDebughctiveProcess@8 proc near

AccessMode= byte ptr -4
Process= dword ptr 8
DebugDbject= dword ptr @Ch

mov
push
mov
push
mov
mov
push
mov
lea
push
push
push
push
push
call

edi, edi

ebp

ebp, esp

ecx

eax, large fs:124h

al, [eax+146h]

(%)

[ebp+AccessMode], al

eax, [ebp+Process]

eax

dword ptr [ebp+Accesshode]
_PsProcessType

806h

[ebp+Process]
_0ObReferenceObjectByHandle@24

3

L e P

DATA XREF: .text:@840Ee824to

-3

=

#e

Z805: ouUTEE!, B TIFHEEmEFREIR_EPROCESS

Z8a

Z#13. ObjectType

ZH#

21 WA HEDW

BRI EAEE AR, BTSRRI FER_EPROCESS

BFEE - 4



EAGEEIRIZEIR - AR

FTHEE, XEMESRNEERER AL SRR EEEQEmut#THEE, YRS EERSER
BORER, MREFENBEE, UkHiTHKARHERSE2VBCRIEHER, MRBMEBILE. X8
HSCREHEA T M e AR SR,

push
push
mov

mow

cmp
jz

cmp
jz

ebx
esi
eax, large fs:124h

esi, [ebp+Process]

esi, [eax+44h]
short loc_58B227

esi, PsInitialSystemProcess
short loc_58B227

M e e b b e tes e W

Y BT LR AZ 4549 45 _KTHREAD

Fs:[@] -» KPCR

FS:[0x124] -»> _KPCR._KPRCB.CurrentThread

ebp+Process E N EEHEHHIEDR T
T£_ObReferenceObjectByHandle R EIHAT = &
RESETRE T AW HIZM_EPROCESSE IR

B2 BT 32 ( KTHREAD . ApcState .Process) S8 2 # 4T #f tr
T EH Y ESETE2EH A2

WAEE B 2iEE B R

; EEHAMIEE R ARE SRR SRR

>

; WEEN B

RESCRE 7 BT aRRIRNRNTT, XAEESIARNNRODWIAEUE A R, HFEMARXR
BB IERN #4150 H A2 8Y_EPROCESSEE /AL E B 8T A _DbgkpSetProcessDebugObject A H1To

push
lea

push
push
push
push
push
call

push
push
push
push
call

%

eax, [ebp+Process]

eax

dword ptr [ebp+AccessMode]
_DbgkDebuglObjectType

2

[ebp+DebugDbject]

_ObReferenceObjectByHandle@24

[ebp+Debuglbject]
eax

[ebp+Process]

esi

_DbgkpSetProcessDebuglbject@le

; HandleInformation
; FREIUE
; Object

; AccessMode
; ObjectType

; DesiredAccess

; AR B AR

5 BT B8 AR R T R S R A

; A ATR A

; int

; ER TS B L

;T HEFERY EPROCESSEETH4E

; DbgkpSetProcessDebuglObject(x,x,x,x)

_DbgkpSetProcessDebugObjectEBHEAMENAIXT REMIANHE X, WTERFR, EITAIUELE
REN T RIS # AR A iRt v R # IR R T B AR THIEIRAIRE, BEI_EPROCESSHIOXBCIRFENIA 7
DebugPort@ &30, MNRAMFBTREEWBALEE THIT. BEMER* BN, AR R
ELE{ErIDebugPort R HH, EILHIISFIE BITH X BXEER.

AR - 5



EAGEEIRIZEIR - AR

; int _ stdcall DbgkpSetProcessDebugObject(PVOID, PVOID, int, PVOID Object)
_DbgkpSetProcessDebugObject@l6 proc near
; CODE XREF: NtDebughctiveProcess(x,x)+97{p

P= dword ptr -18h
var_14= dword ptr -14h
FastMutex= dword ptr -18h
var_C= dword ptr -6Ch
var_8= dword ptr -8
var_2= byte ptr -2
var_1= byte ptr -1

arg 0= dword ptr 8
arg 4= dword ptr @Ch
arg 8= dword ptr 18h
Object= dword ptr 14h

mov eax, [ebp+arg 8]

Xor ebx, ebx ; ebxe

cmp eax, ebx

loc 58AF74: ; CODE XREF: DbgkpSetProcessDebugObject(x,x,x,x)+341]
cmp [ebp+arg_8], ebx

mowv edi, [ebp+arg @] ; FH EPROCESS

mowv esi, ds:__ imp_@ExAcquireFastMutex@4 ; ExAcquireFastMutex(x)

i1 loc_58B019

mowv ecx, offset DbgkpProcessDebugPortMutex ; FastMutex

mov [ebp+var 1], 1

call esi ; ExAcquireFasthMutex(x) 3 ExAcquireFastMutex(x)

cmp [edi+@BCh], ebx : #|HiDebugPort { EPROCESS+@xBC) 2HH0

jnz short loc_58B@ac ; MEFRe, NETEEHERT. N

loc_58AF99: ; CODE XREF: DbgkpSetProcessDebugObject(x,x,x,x)+CF]
mov eax, [ebp+arg 4] s FENA S

mowv ecx, [ebp+Object] ; Object

mov [edi+BBCh], eax ; BB AR TFR RSB #TEMIDebugPort

call @0bfReferencelbject@sd ; ObfReferencelbject(x)

1.1.3 DEBUG_OBJECTZ5#y{&k

B ERFS), HA) 7R T RS SRR, BRI REM R _DEBUG_OBJECTRLINRY X BXiE
¥
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I 11 . TR (fi#50xF24) B =65 . FPROCESSHDebugPort

Fftﬁ M&: _DEBUG_CBJECTRIZR A)1A . A TFHEME: _DEBUG_OBJECT 71 SR Hthil

DEBUG_OBJECT

LU 9_DEBUG_OBJECTZERI{ARHIZERY, -

typedef struct _DEBUG_OBJECT {
KEVENT EventsPresent;
FAST_MUTEX Mutex;
LIST_ENTRY EventList;
ULONG Flags;

} DEBUG_OBJECT, *PDEBUG_OBJECT;

o uUlh WN K

1.1.4 R
ETRTERREZE, RITTUSE YRR ;

1. DebugPortieE LS B0 : BIE— LR, FEIKZE HLFIHIEMNDebugPortfE, —BREEMERHEFIGH
B0, FETEIRXNREHIBILHEZERER,

2. EAPFTEHEMTEB+0xF244 | KEZNUBREEE, WREE, HAEEARSE, TLUEZFRHE
o

3. Hook NtCreateDebugObject : BE1ENtCreateDebugObjectB# AR IE X SR, MMmFALEIEIR 23890,

REBERNGE :
1. $t¥¥DebugPortieZE L5 B0 : F{EADebugPort, MEEHIZEMAET S NEEFE— DTN R RFR
_DEBUG_OBJECTHY#IL,
2. §t¥Hook NtCreateDebugObject : BT ECATE4,_DEBUG_OBJECTEMIMEA, HAEMAME, SdR
B Hooko
3. EEDebugActiveProcessEI# | E#F S DebugActiveProcessEER, LUEMN R ALHIEES,
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1.2 AIAEHIRE

1.2.1 FidSEHG

A2 5 IR #HIE 8@ _DEBUG_OBJECT (FiXI5R) REILEBR, Aidss@E T Al RAYEventList
gﬁsﬁ]ﬁaigpﬁtﬁ FREAETHLER, ZRAR—IER, HPEMENEMNEIEIRHER XS RS F
BEIAIR =S

typedef struct _DEBUG_OBJECT {
KEVENT EventsPresent; // ATFHERBREHASGHLZENSGHNSR
FAST_MUTEX Mutex; // ATFRAFZHNERITR
LIST_ENTRY EventlList; // REFIAHEHFMNER
ULONG Flags; // tn&fiL, HEidEEREE R
} DEBUG_OBJECT, *PDEBUG_OBJECT;

O uh WN K

IR il itie

WEEE. TEB(jEF80xF24) B 7441 . EPROCESSHDebugPort
& _DEBUG_OBJECTI R A A B : _DEBUG_OBJECTRY S il

4 y ;
EBUG_OE JECT

s
FEFEHRITASAFCBREEN, BRBELSHE, WTHT—GsH, BE— 1 EEEF, B
R = e T

typedef enum _DBGKM_APINUMBER

{
DbgKmExceptionApi = 0, // BE
DbgKmCreateThreadApi = 1, // BIE&E

A WN R
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5 DbgKmCreateProcessApi = 2, // BIE#HiZ
6 DbgKmExitThreadApi = 3, // &iZRH

7 DbgKmExitProcessApi = 4, // #HiZRH
8 DbgKmLoadD11Api = 5, // HNEDLL

9 DbgKmUnloadD11Api = 6, // EIEDLL

10 DbgKmErrorReportApi = 7, // BEHR

11 DbgKmMaxApiNumber = 8, // =AE

12 } DBGKM_APINUMBER;

REHE

FEWindowsREE it 7 —LELIDbgk L BYBE, ATATRERASN, FHEMBNEAHNERE, RITH<
PRREHREE. NTEAR, RISIAMXERAREHBEREAPHABNSE 2 EMARN, EH
REFERNEHBMES T EMHAPIRZHMIEINMST, KREFERNEREATRERLEMH, IBFRIEK
BF%x (BA) EdEH.

<1> gEHTE . HFELEHE
FPspUserThreadStartup
DbgkCreateThread
DbgkpSendApiMessage(x, x)
<2= RHERTE . HIBEE Z B
FPspExitThread
DbgkExitThread/DbgkExitProcess
DbgkpSendApiMessage(x, x)

<3> MR A2 7 8%
NtMapViewOfSection
DbgkMapView(OfSection
DbgkpSendApiMessage(x, x)
4> EEASR AT 7 B
NtUnMapViewOfSection

DbgkUnMapViewOfSection
DbgkpSendApiMessage(x, x)
<b> REMIWE K
KiDispatchException
DbgkForwardException
DbgkpSendApiMessage(x, x)

1.2.2 RERRE

BINERAERERBM T T2 FERAMIE, RECHRBEE, XBEHNUCIEHIE. 4i2, MRH%
12 HREARIKERE D T— T

IR, LEEHRE

SIRBRENARMEOELE, HPEXOIBEENACIEHE, A, TRLIEHELRLEE, EE
RN EMERR, #EPspUserThreadStartupEiZi.

TEPspUserThreadStartupERE A, AT LABIRE BRI N 89X B4 R E K _DbgkCreateThreado
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@RAAFEDS
O84AFEDS
OB4AFEDA
©B4AFEDA
OB4AFEEQ
@RAAFEE7
@RAAFEE7
OB4AFEES
@B4AFEEC
OB4AFEEC
OB4AFEFL
@RAAFEF1
OB4AFEFL
OB4AFEFS
OB4AFEFS
OB4AFEFB
@RAAFFO2
084AFFO2

32
FF

F6
75

FF
E8

80
aF

83
74

EAGEEIRIZEIR - AR

loc_AAFEDS: ; CODE XREF: PspUserThreadStartup(x,x)+441]
c9 xor cl, cl ; NewIrgl
15 84 10 49 00 call ds:__ imp_(@KfLowerIrgl@d ; KfLowerIrgl(x)

86 48 92 00 00 06 test byte ptr [esi+248h], 6
08 jnz short loc_4AFEF1
75 ec push [ebp+arg_4]
E@ FE FF FF | call DbgkCreateThread@s ; DbgkCreateThread(x) |
loc_AAFEF1: ; CODE XREF: PspUserThreadStartup(x,x)+801]

7D E7 9@ cmp [ebp+var_19], @
85 83 72 00 00 jnz loc_4B717E
3D E8 92 48 00 00 cmp _CcPfEnablePrefetcher, @
13 jz short loc_4AFF17

1 lea edx, [edi+248h]

@04AFFO4 8D 97 48 02 00 00
0009B4EC 004AFEEC: PspUserThreadStartup(x,x)+85 (Synchronized with Hex View-1)

4r42 R DbgkCreateThreadEE, IR AMEHIMT T Hr#HIZRNIDebugPort NERETHNZE, XTHIEED
B EGRERBHBENZE, NRFERAENRRSFHZEEHRDIMBEH R,

; _unwind { // _ SEH prolog

; CODE XREF: DbgkCreateThread(x)+3DCE6!]
; DbgkCreateThread(x)+3DDF@lj

; CODE XREF: DbgkCreateThread(x)+3E@1Bij
; DbgkCreateThread(x)+3EB2FL]
; DbgkCreateThread(x)+3EQ7AL]

push ®D4h

push offset stru_4248A0
call __SEH prolog

mov eax, large fs:124h
mov [ebp+var_3C], eax
mov esi, [eax+44h]

mov [ebp+var_30], esi
xor ebx, ebx

cmp ds: PsImageMotifyEnabled, bl
jnz loc_4EDAB4
loc_4AFDFD:

cmp [esi+BBCh], ebx
jnz loc AEDBCoH

loc AAFE@9:

call __SEH_epilog

retn 4

s} // starts at 4AFDD1

BRBRAL B RS, EATAIUBRE—FRm T —HEE, BHETSmLERENE— A2, LUk
BTE BRI E B e HZE B BB,
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loc_ AEDBCE:

cmp [esi+3Ch], ebx
jz short loc_4EDBD7
xor eax, eax

inc eax

lea ecx, [esi+248h]

lock or [ecx], eax

EAGEEIRIZEIR - AR

; CODE XREF: DbgkCreateThread(x)+321]

loc_4AEDBD7: ; CODE XREF: DbgkCreateThread(x}+3DDF81j
xor ecx, ecx
inc ecx
lea edx, [esi+248h]
mov eax, [edx]
loc_AEDBE2: ; CODE XREF: DbgkCreateThread(x)+3DE1947j
mov edi, eax
or edi, ecx
lock cmpxchg [edx], edi
jnz short loc_4EDBE2
mov [ebp+FileHandle], ebx
test cl, al
jnz loc_AEDE18
mov [ebp+var_A8], ebx
push dword ptr [esi+138h] ; P
call _DbgkpSectionToFileHandle@4 ; DbgkpSectionToFileHandle(x)
mov [ebp+Handle], eax
mov eax, [esi+13Ch]
mov [ebp+var_B4], eax
mov [ebp+var_Ad], ebx
mov [ebp+var_B@], ebx
mov [ebp+var_AC], ebx
;5 _try { // __except at loc_4EDC76
mov [ebp+ms_exc.registration.TrylLevel], 2
push dword ptr [esi+13Ch] ; BaseAddress
call _RtlImageNtHeader@s ; RtlImageNtHeader(x)
mov [ebp+var_44], eax
cmp eax, ebx
jz short loc_4EDCBD
mov ecx, [eax+34h]
add ecx, [eax+28h]
mov [ebp+var_Ad], ecx
mov ecx, [eax+08Ch]
mov [ebp+var_B@], ecx
mov eax, [eax+18h]
mov [ebp+var_AC], eax
| Jmp short loc_4EDCBD |

BEECHTE-AEE, SNEBREFTER—E0E, BRI THERAN, RARER
_DbgkpSendApiMessageEi#l. X MNEREHYE —NEBEIEZ AT 2 F BRI FE RIS A,
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loc_ AEDCSD: ; CODE XREF: DbgkCreateThread(x)+3DE75%]
; DbgkCreateThread(x)+3DES51T]

or [ebp+ms_exc.registration.Trylevel], @FFFFFFFFh

mov [ebp+var_DC], 780024h

mov [ebp+var D8], 8

mov [ebp+var C4], 2

push ebx

lea eax, [ebp+var DC]

push eax

|call DbekpSendApiMessage@s | ; DbgkpSendApiMessage(x,x)

BH&ZIE. HIZEHXRE

REHFAZNARUBRELZRE, HPRHLEARE—HEAREHEE. Hit, TR REHH#AEZERLEIE,
EZBABNEHHKEERD, EBREPspExitThread K,

7EPspExitThreadEEA, TAIUE WE ¥R T DebugPort@E M0, MIRARAORTFYFIEEFIR, whFHTH

¥,

loc_49F1A6: ; CODE XREF: PspExitThread(x)+D171j
; PspExitThread(x)+9023Alj

cmp [ebp+Object], @

jnz loc 4AB723F

loc_A49F1B@: ; CODE XREF: PspExitThread(x)+1817Flj

cmp dword ptr [edi+@BCh], @

jnz loc_52F387

loc_A49F1BD: ; CODE XREF: PspExitThread(x)+99246.j
; PspExitThread(x)+9025D!]
; PspExitThread(x)+9@26Al]

cmp _KdDebuggerEnabled, @

jz short loc_49F1D3

BRFPRELEV T RS, XEHET T SRRHMNARERARRE—, UMERTHMES2RENHER, WRE
T3 FA %R _DbgkExitProcess, RZINRABMFRTHANRHAIZLAAZ, NIAAEE_DbgkExitThread, XEBRZ
IRHER H B RN I HY R SRR
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loc 52F387:

¥

¥

»

»

; DbgkExitProcess(x

EAGEEIRIZEIR - AR

: CODE XREF: PspExitThread(x)+EFT]

; CODE XREF: PspExitThread(x)+902581]

: DbgkExitThread(x)

MENENBEEEE, RANKFRBERFTMRNMERBM4LELE, RZFAH_DbgkpSendApiMessageH

test byte ptr [esi+248h], 10h
jnz loc_49F1BD

cmp [ebp+var_19], @

jz short loc 52F32A4
push dword ptr [edi+24Ch]
call _DbgkExitProcess@d
jmp loc_A9F1BD

3

loc 52F32A:

push [ebp+arg 8]

call _DbgkExitThread@4
jmp loc_49F1BD
#o

_DbgkExitProcess

mov eax, [ebp+arg 0]

mov [ebp+var_58], eax

push 2]

lea eax, [ebp+var_78]

push eax

mov [ebp+var_78], 78000Ch

mov [ebp+var_74], 8

mov [ebp+var_60], 4

call _DbgkpSendApiMessage@8 ; DbgkpSendApiMessage(x,x)

1.2.3 DbgkpSendApiMessageEKEX

BITMAZ

_DbgkExitThread

mov eax, [ebp+arg 0]

push ebx

mov [ebp+var_58], eax

mov [ebp+var_78], 78000Ch

mov [ebp+var_74], 8

mov [ebp+var_60], 3

call _DbgkpSuspendProcess@@ ; DbgkpSuspendProcess()
mov bl, al

push 2}

lea eax, [ebp+var_78]

push eax

call _DbgkpSendApiMessage@d ; DbgkpSendApiMessage(x,x)

T EEIINRGIB D, FKITKIEDbgkpSendApiMessage BIEIHIE A 2 B BIBMIRIX B4 & XBFIA X R

BIEAFHERF,

HAREA, KIMEFAT _DbgkpQueueMessagel#y, ZEHBEMNEE, — 1 EEvent, EEHIFIXFEHF
SRHELIBNELE, F—1=EFastMutex, XB—N—1TEFGFEY, SEAMNROE—THEER,
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loc_58B438: ; CODE XREF: DbgkpSendApiMessage(x,x)}+Ct]
mov edx, [ebp+arg 0]

mov dword ptr [edx+1Ch], 183h

mov eax, large fs:124h

mov ecx, [eax+44h]

xor eax, eax

inc eax

lea esi, [ecx+248h]

lock or [esi], eax

mov eax, large fs:124h

push ebx ; FastMutex

push ebx ; Event

push edx ; int

push eax ; PVOID

push ecx ; Object

call _DbgkpQueueMessage@2d ; DbgkpQueueMessage (x,X, X, %,X)

(' 1ER#_DbgkpQueueMessageB#, TEZEHBAELZIMALILZEHNITE—FEH, ELXNEEHEN
_EPROCESSEMIMARIREUAIAMR (XM RANZE) . SAREMNARITRAENE EventListB RBIE#IE (0x30
RBAD , HRHMREFEEEBXTIT SBAREventlistIE—MIE, UMRTXENEBX AL IBFIIRIXEH.
Eitt, EMWIALSGMEATERD, JUERERSFHITRET,

loc_58A296: ; CODE XREF: DbgkpQueueMessage(x,x,x,x,x)+1081j
add ecx, 16h ; FastMutex
loc_58A1E4: ; CODE XREF: DbgkpQueueMessage(x,x,x,x,x)+171] mov [ebp+FastMutex], ecx
mov ecx, offset DbgkpProcessDebugPorthutex ; FastMutex call ds:_ imp_@ExAcquireFastMutex@4 ; ExAcquireFastMutex(x)
lea  ebx, [ebp+var B8] - - :
mov [ebp+var_8C], esi mov edx, [ebp+Event]
call ds:__imp_@ExAcquireFastMutex@4 ; ExAcquireFastMutex(x) s byte ptr [edx+3éh], 1
jnz short loc_58A2CD
mov. eax, [ebp+Object] —
ov eax, [eax+0BCh] ; DebugPort -> BT F M cmp [ebp+var_4], edi
oV [ebp+Event], eax eax, Sdw30
mov eax, [ebp+arg 8] ecx, [eax+d] 5 RS, BB HES
mov eax, [eax+18h] [ebx], eax
cmp eax, 1 s [ebx+4], ecx
jz short loc_58A217 [eex], ebx
inz short loc_58A2C8
T
B e

ZHEHEER TS, XEEGERA—T :

281 [ EREN, SHEETMERNERSH, SWERNEECHEREN, XLEEMERARNIEILEMS
RERMEIEN,

B2 | BR&ARENS. TSR ATERESTERERT AaHECHNEMLERERE, L RE4RER
FHEMERE, st xtinSimNEHE ; MELIERSGNARTEEELE, ERMESM,
DbgkpSendApiMessage BRI E B MEAREMHRENTEAD, MREXNDEHBPIEE THT, ERARNTTEALE
BT RE,

1.2.4 F5& DEBUG_OBJECT

BIMEBE—TRANRNENRE, NiZAEFIFEMAE—L, FiEHEDbgkpQueueMessageFIBUFIAIR B MR
IN%®|$5%R/5, _DEBUG_OBJECT.EventsPresentihEBUEN, HiB[BFIMTXMNRE, HREHZEM
EventListFER PR EUAIR B4

AT BT FH R EREventListiER, BEFA—MutexHTEFRME, XF, HiFiX28MEventListiEx P1REX
JAIXE4Y, [EBYDbgkpSendApiMessageBKE [AEventListiEREALKIBRN B EWIEHMER, B9, FlagsB¥
ATFIRRZEGRE SRR,
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typedef struct _DEBUG_OBJECT {

KEVENT EventsPresent; // ATFHERBREASGHLAENSGHNSR
FAST_MUTEX Mutex; // ATFRAFZHNERITR

LIST_ENTRY EventlList; // RFEXEHFNEER

ULONG Flags; // tn&fiL, HEidEEREE R

} DEBUG_OBJECT, *PDEBUG_OBJECT;

1.3 I FEHFRILE

BREGRECERFENTRNEAHTAE, FTRBNTEIRFRLFMEILRRA X RHAN (BNEIE
iz, MIN#HTE) , SRR EERNMEIENTREIRSEMEAT,

1.3.1 BN X R | IEHE

WMTRBERR, BIET —NME2BHAEE, SEE—ALHE (CreateProcessBEIEE6 N BRI BIE
HENRS, BTIEECIEH#ENITAMEBEM, XEMENDEBUG_PROCESS | DEBUG_ONLY_THIS_PROCESS,
FrtlE— N RE#E, HEREEIREHFRRSETUMINEZ#ERETRL, BERAHIENIHSENZS
%) , EEHA—EARER.

RN, FHERAREHNRE, NRE. L2012, #2I8F, ARREEANIEXEMHEEHTHENN
3, RIETERE, SFRBHEFASRNIT.

coO~NOoOULh WN K

#include "windows.h"
#include "stdio.h"

int main()

{

/] XA HZRE

const char* dbgProcessName = "C:\\notepad.exe";

/] BIEEIH#HIZ

STARTUPINFO startupInfo = {0};
PROCESS_INFORMATION processInfo = {0};
GetStartupInfo(&startupInfo);

BOOL createProcessSuccess = CreateProcess(
dbgProcessName, NULL, NULL, NULL, TRUE,
DEBUG_PROCESS | DEBUG_ONLY_THIS_PROCESS,
NULL, NULL, &startupInfo, &processInfo

)3

if (!createProcessSuccess)

{
printf("CreateProcess error: %d\n", GetLastError());
getchar();
return O;

}

// EIRER

MR - 15
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while (TRUE)
{
/] FEHEHREHS
DEBUG_EVENT debugEvent = {0};
BOOL waitForDebugEventSuccess = WaitForDebugEvent(&debugEvent,
INFINITE);
if (!waitForDebugEventSuccess)
{
printf("WaitForDebugEvent error: %d\n", GetLastError());
return 0;

}

/] REERES
switch (debugEvent.dwDebugEventCode)

{
case EXCEPTION_DEBUG_EVENT:

printf ("XEREIRRAESF\n");

break;

case CREATE_THREAD_DEBUG_EVENT:
printf ("BIEZAZFAEMHF\n");

break;

case CREATE_PROCESS_DEBUG_EVENT:
printf ("SIEHZIRAESF \n");

break;

case EXIT_THREAD_DEBUG_EVENT:
printf ("RHELERAAESF \n");

break;

case EXIT_PROCESS_DEBUG_EVENT:
printf ("REFHEZEXESF\n");
break;

case LOAD_DLL_DEBUG_EVENT:
printf ("MEDLLIEIREH\n");

break;

case UNLOAD_DLL_DEBUG_EVENT:
printf ("EIEDLLIEIREH\n");

break;

default:
break;

}

/] SERWRIRIERF I L EAR ST
/*
BEENBHEIUERNME
1. DBG_CONTINUE : RNAIXASEENIEZRSE
2. DBG_EXCEPTION_NOT_HANDLED : R NAIXAEFRENIEZRE, BEFAFLS
RHTT, SHAUAEZRENSELNIEES

REREE - 16
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79 */

80 ContinueDebugEvent (debugEvent.dwProcessId, debugEvent.dwThreadId,
DBG_CONTINUE);

81 }

82

83 return 0;

84 }

R

FiFE fEE B0 FEW B
123

PEIEE SRS Y A

FIRARBTEGEEH, HI2EITEMIRDEBUG_EVENTEWaitForDebugEventEIE IREUEIR B4, %4
MENEX T,

A= T RRIFIER, RE—TRRE—TEKEE, EEaa7T8WENEK, XRRANFAEFLENZHE
%, PR NAEMEARE, BIXFNA A MRERNERENERNEGERNROENEER (KR
At AFRNEREGEFFRERIREER) -

1 typedef struct _DEBUG_EVENT {

2 DWORD dwDebugEventCode; // iEi{ZE{F5

3 DWORD dwProcessId; // fAtAVEIXEHRIHIZID

4 DWORD dwThreadId; // AREZEIASZMHRILIZID

5 union { // BEX&&

6 EXCEPTION_DEBUG_INFO Exception;

7 CREATE_THREAD_DEBUG_INFO CreateThread;

8 CREATE_PROCESS_DEBUG_INFO CreateProcessInfo;

9 EXIT_THREAD_DEBUG_INFO ExitThread;
10 EXIT_PROCESS_DEBUG_INFO ExitProcess;
11 LOAD_DLL_DEBUG_INFO LoadD1l1l;
12 UNLOAD_DLL_DEBUG_INFO UnloadDl1l;
13 OUTPUT_DEBUG_STRING_INFO DebugString;
14 RIP_INFO RipInfo;
15 } ug

16 } DEBUG_EVENT, *LPDEBUG_EVENT;

BEEAE RN AEEIT
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typedef struct _EXCEPTION_DEBUG_INFO {
EXCEPTION_RECORD ExceptionRecord;
DWORD dwFirstChance;

} EXCEPTION_DEBUG_INFO, *LPEXCEPTION_DEBUG_INFO;

/] ZARIRAERER
typedef struct _CREATE_THREAD_DEBUG_INFO {
HANDLE hThread;
LPVOID 1lpThreadLocalBase;
LPTHREAD_START_ROUTINE 1lpStartAddress;
} CREATE_THREAD_DEBUG_INFO, *LPCREATE_THREAD_DEBUG_INFO;

/] HECIEAERER
typedef struct _CREATE_PROCESS_DEBUG_INFO {
HANDLE hFile;
HANDLE hProcess;
HANDLE hThread;
LPVOID 1pBaseOfImage;
DWORD dwDebugInfoFileOffset;
DWORD nDebugInfoSize;
LPVOID 1pThreadlLocalBase;
LPTHREAD_START_ROUTINE 1lpStartAddress;
LPVOID 1pImageName;
WORD fUnicode;
} CREATE_PROCESS_DEBUG_INFO, *LPCREATE_PROCESS_DEBUG_INFO;

/] SHIRRHERER
typedef struct _EXIT_THREAD_DEBUG_INFO {
DWORD dwExitCode;
} EXIT_THREAD_DEBUG_INFO, *LPEXIT_THREAD_DEBUG_INFO;

[/ ERREAERER
typedef struct _EXIT_PROCESS_DEBUG_INFO {
DWORD dwExitCode;
} EXIT_PROCESS_DEBUG_INFO, *LPEXIT_PROCESS_DEBUG_INFO;

/| BRIMEZERER
typedef struct _LOAD_DLL_DEBUG_INFO {
HANDLE hFile;
LPVOID 1pBaseOfD11l;
DWORD dwDebugInfoFileOffset;
DWORD nDebugInfoSize;
LPVOID 1lpImageName;
WORD fUnicode;
} LOAD_DLL_DEBUG_INFO, *LPLOAD_DLL_DEBUG_INFO;

[/ FRRENVFAERER
typedef struct _UNLOAD_DLL_DEBUG_INFO {
LPVOID 1pBaseOfD11l;
} UNLOAD_DLL_DEBUG_INFO, *LPUNLOAD_DLL_DEBUG_INFO;

typedef struct _OUTPUT_DEBUG_STRING_INFO {
LPSTR 1pDebugStringData;
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55 WORD fUnicode;

56 WORD nDebugStringlLength;

57 } OUTPUT_DEBUG_STRING_INFO, *LPOUTPUT_DEBUG_STRING_INFO;
58

59 typedef struct _RIP_INFO {

60 DWORD dwError;

61 DWORD dwType;

62} RIP_INFO, *LPRIP_INFO;

N =EIRASEM

FATRILATE LbeyE 57 AR AR Y R B R EIEA SN, BRELERMUHTH, ARTTHE, m
SE|—TWARHIZ—VEERE ST, ERFET —IEERAREN.

1 printf("XERBIRRAEMHSF: %x\n",

debugEvent.u.Exception.ExceptionRecord.ExceptionAddress);

c E:‘hl"rngral Files\Bicrosoft ¥isnal Stodio\ByFrojec

.EFF 2¢921238

=
=
=7
=
=
- 'gf
= '$f
el
=7
=7
=t
=
=
F

HEMEXENTS, BITAILGEIODRITHAFKIAINHE, EX eI E— T AR EER
=, HWinMainZ B System breakpoint, X#EF AT HE—FTFFIIFERT K ¢
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x|
Code Start
Mnemaonics
ng;pands Wwhen starting application, make first pause at:
5 bStfin_gS |& Eystem breakpon |
ebugain e
Dobuins data € TLS callback (i defined] 1
&E " Entry point of main maodule
E:s;tastinns If'" Winkdain [if location iz known]l
Run trace " Na pause
Hit trace
SFx wihen attaching to application, make first pause at:
Juzb-i-time .
Analpsic = Spstem breakpaint
Advanced & Application code
Inwalid commands ol
Search B[S
LRl Wwhen loading DLL, make first pause at;
 Mare CPL B 2
Ellectnnec'ls ) ™ Entry point of LOADDLL.EXE
rors and warhings L
fppearance g * DLL entry paint [if defined]
gefaulls € After call to LoadLibramn(]
kartLy
Fonts R " Mo pause
Colours
Code highlighting
Text-to-zpeach
Mizcellaneous 0K I ez |

RERINBEFHAMERHE, MELUERERINCERENES BRBFARmENAERE R IS4Gt
I—A9tiE (0x7c921231) H1T T HIS.

011¥Dbg — notepad. exe — [CFU — main thread, modole ntdll] _IDIEI

IE' File V¥iew Debuz Trace Flugins Optionz Windows Help _IEIEI
= 4- oo

el x| »[+u] w533 =lvl bz |wwlr]c|R]-{x] ][]

R ToE

eesiser| oo NP afReaisters (PR =
PLSEIEED 2 HOP B polniEes

PLAZ1ZEE 6 HOP s

FLAZ1ZEF 6 HOP Epi apamene

cCocicoales Cc INTS Ebn fhhDanes

5 ml. &= RETH EEF GRATFCSY

SEaEisa o hop TR e

FLoz1ZEE S HOP EDL BE1R1EE4

FLoEIEEE 2@ HOP EIF 7921231 nedll. FC921251
FLoZ1EET 6 HOP -

C @ ES G823 32bit ©(FFFFFFFF)
fLasless |, 2R Thrs B C5 BA1E 3Zbit BLFFFFFFFF)
feasisaalll 3 RETH A G S5 @823 3%hit @(FFFFFFFF) =
feaziem £ RET ? & DS BEZ3 2bit GLFFFFFFFE)
foaziesE e A — S & FS GGSE ZPbit PFFOFGEE(FFF)
a2 e 35 L oecees oone
fEsitin 22 s <00 5 LastErr sescmess ERROR_SUCCE
Ton of ctack LBOOTFEZHI=ntdll. CIEEDLD = | EFL B@@oazaz (MO, ME,MNE, A, NS, PO, GE

2l =70 empry +UNORM 0B2E 0B1290594 o0

ST1 empty -LNORM EDSS BBI1ZSATC o6

STZ empty +LUNORM BBG1 G61ZA620 o6
ntdl L. ObgBreakPoint+1 ST% emptw -UMORM 9054 BE4ECTID o6 T

Address |Hex dump C7CISEDCH| 4o i | RETURM from ntdll.OboBrea 4
B1BE900E 68 65 GO G5 04 7O 60 61 68 69 00 G600 pourkBod) CEEDPEIEl ea b
BlEEIE18[( B8 BE BE B B8 B8 B8 Q@ 7S BE B8 BA Al BARETFESC| GERRRREE

H18E9E268| 4E BE &F Q@ 74 08 &5 B8 FE B8 &1 G| &4 & ARAFFESE| GPEEEEIE| @

BlEE383E| FF FF FF FF| @1 B8 B8 [E| B2 B8 66 B0 A2 8 GEETFEZ4| PoRRREEE

BlEE3a4E| B4 AR BB BE) B B8 B8 BE| B BB B0 BE) A7 8 GEETFEZZ| poRRREEE

B1EE9E5E| B AR BB BE) B9 B8 B8 BE| BA B8 O0 B0 BE 8 BEETFESC| PEEEEEEE

B18E9E5E| OC BA B8 Q8| B0 Q08 B0 08| BE 8 B8 68| aF & AAATFEAE| GREEEEHEH

BlEE387E| 18 BE BB BE) 11 B8 B8 BE| 12 B8 B@ B0 12 8 GEETFEd4| PoRRREEE

BlEEsasE| 20 B8 BB BA) 14 B8 B8 BE| 15 B8 66 B0 16 8 GEETFE4E| PoRRREEE

BlEEsasEl 17 B8 B8 Ba) 12 88 B8 B8l 19 B8 00 80| 1A 8 GEETFEAL| GEEEEEEE

H1EE9EHA| 1B B8 B8 BE| 1C B8 B8 @d| 10 B8 B8 84| 1E & AAATFECE| GEEEEEHEH

B1EE9EEE| IF BB BB BE) 20 B8 B8 BE| 21 B8 B0 B0 22 8 GEETFECY| PoRRREEE

BlEE3ECH| 253 BB BB B 24 B8 B8 BE| 25 BB O0 B0 26 @ e

A1AG0PEG| 26 OB 68 bA| Zc 09 A4 ba| 5% 99 oA 81|30 9 2990FESC| GooaGon =
GIRRSAEAlSC 95 A6 G1 4F S0 G6 @1 4r G0 oo 61l as Sl BAAFFEEE| BEEOOEIE) B -
|S_I,Istem breakpoint | |F'auseu:|
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18] 5 11z 25 48 B AR OIS SRS BINT 3, RIER T RERHFHERET . ETAAAIEALIAXN
Brm, HINFERF—THENLIRTIE

1. BREJEXEX & ({f%26G)

2. BIEBAXITREPROCESS (526)
3. BERSDLL (ntdll.dll)

4. BIELIEAZITRRTHREAD (F26)
5. RABEIEIE:
(ntdll.LdrInitializeThunk)

EE5%, RABNAIRHITOLLAYMET S 2 E A ntdHER P A LdrinitializeThunkBEE, AR IZRBE—
T, fELdrinitializeThunkEIEXNERSIAA_LdrpinitializeBi$%, 7E_LdrpinitializeBENEINS ST NTIRIENET
HE—NER, NREMSITEE_LdrpinitializeProcessE#i,

; _ stdcall LdrInitializeThunk(x, x, x, x)
public _LdrInitializeThunk@l6
_LdrInitializeThunk@lé proc near ; DATA XREF: .text:off 7(C92395Clo

arg_0= dword ptr 4
arg C= byte ptr 16h

lea eax, [esp+arg_(]

mov [esp+arg 8], eax

xor ebp, ebp

jmp _LdrpInitialize@12 ; LdrpInitialize(x,x,x)

loc_7C938DBF: ; CODE XREF: _LdrpInitialize(x,x,x)+26AF6]
mowv [ebp+var_28], ebx

s _try { // _ finally(loc_7C95F905)

mowv [ebp+ms_exc.registration.Trylevel], ebx

cmp [esi+@Ch], ebx

iz loc_7C941616

loc_7C941616: ; CODE XREF: _ldrpInitialize(x,x,x)+621]
; _unwind { // _ SEH prolog

mov _LdrpInldrInit, 1

_try { // __finally(loc_7C95F9@5)

; _try { // __except at loc_7C95F8B9

mowv [ebp+ms_exc.registration.TrylLevel], 1

push [ebp+var_28]

push [ebp+var 2(]

lea eax, [ebp+var_3C]

push eax

push [ebp+arg 4]

push [ebp+arg_0]

call _LdrpInitializeProcess@2@ ; LdrpInitializePro

2

s
m
LA
B

(XJX.'XJX.'X)
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EERIH A _LdrpinitializeProcessEE, XMEHBMARAZ, BNREXEBNR. B, BT RFPEBRYMIL
FERIEBXFFERH, HE N RIOEPEBLEMIETRIZAH0HINMIE, BlBeingDebuggedBERT N0, MIRAEFTF
0, JFBkEEFIAMAE S DbgBreakPoint, DbgBreakPointEFLE 1T T INT 3Mi s,

mov _NtD11Base, eax

mov eax, large fs:18h
mov ; ebx, [eax+30h]

loc_7C94165C: ; CODE XREF: LdrpInitializeProcess(x,x,x,x,x)+BCD{j
cmp byte ptr [ebx+2], @

jnz loc 7CO95EDBB

loc_7C95EDBB: ; CODE XREF: LdrpInitializeProcess(x,x,X,x,x)-45CT]
call _DbgBreaH*ﬁnt@@ ; DbgBreakPoint()

int 3 : Trap to Debugger

retn

BARNMNEAELRLEL, TORCHER, 2@FCEPEBHAIBeingDebugged FE R HRIHZR TR IERE
WiFid. MRIFHEBIERMAE, MIAEHFM—DINT 38R0

1.3.2 BirAid X R Mtz

AT LLE SIS NGEIR 2B F IR, BlCreateProcessBERAVIZ 4E1E2 I DebugActiveProcessEiEl
B2, XFERAIALIAMINEFZA A UREILLE IR X Ro

1 DWORD PID;

2 scanf("%d", &PID);

3 if (!DebugActiveProcess(PID))

4 {

5 printf("AttachProcess error:%d\n", GetlLastError());
6 getchar();

7 return 0;

8 }

AXUENFEELFHERES EERHVATULEIHIZD, AREREHNSTRA, LAARIHWMEZERNE
B9

XEBAMDALnotepad.exe AFIAITHINIAEL, MEZFABNREBLERKE, ERMMNEREANSEIEH
BARNHRETLXS,
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cv C:Y\Program Filez\Bicroseft ¥izual StudioiByFProjec

%‘_.E" r ==
A ’#f%‘fﬁt

BERNILIERALIZHIZRNN, MADLLNIERRNERENG. ERMMHERERERN, HRFNSHE
DLLANE 2B IR EH

REBEHIEBXN T HIZCQENIER, FRBRHEEMELSM TOLLNE, AT ATEMINE X #1T T DLLAYINE,
e ? AT MRXNAEE, FHAIFEERE— FntoskrnliRIRFEINtDebugActiveProcessEI

EMRERER

L {13 ANtDebugActiveProcessEI#EY, FATRIUAMBEEF M AHES HIAWT R XBzr], *ERA—

% 9_DbgkpPostFakeProcessCreateMessagesHIERI %,

NFERBIER, XTHEENWENRERE, MERARNSELAE—LEMNRER. HELN, WHEXH#HZEEREX
SRR X B, FIbER2ETEBFKCEBHIAREENTENER.

# A_DbgkpPostFakeProcessCreateMessagesE &g, FTAIMNAM G5 LLIEE X NEHRE R U R SERE X N E

BRHEEHWLELARNE. B, YBRITEIHMFENARELRDL X X6, BRMOLLINERRE4H
18 SEBR_E = FH_NtDebugActiveProcessBRI R XA TR SN EHNBER.
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lea eax, [ebp+Debuglbject]

push eax ; int

push [ebp+Process]

push esi

call _DbgkpPostFakeProcessCreateMessages@12 ; DbhgkpPostFakeProcessCreateMessages(x,x,x)
push [ebp+Debuglbject] ; B R

push eax 5 int

push [ebp+Process] ; BT E B

push  esi s MR AER)_EPROCESSESHE

call _DbgkpSetProcessDebugObject@le ; HBul & 5B W HEHTEE

lea * eax, [ebp+Object]

push eax ; int

lea eax, [ebp+var 8]

push eax ; int

Xor edi, edi

push edi ; Object

push [ebp+FastMutex] ; FastMutex

push [ebp+PROCESS] 3 PVOID

call _DbgkpPostFakeThreadMessages@2@ ; DbgkpPostFakeThreadMessages(x,x,X,X,x)
mov esi, eax

cmp esi, edi

jl short loc_ 5BA760

push [ebp+FastMutex] ; FastMutex

push [ebp+var 8] ; PVOID

push [ebp+PROCESS] ; Object

call _DbgkpPostFakeModuleMessages@l2 ; DbgkpPostFakeModuleMessages (x,x,x)

IR 2R FTARE R BRI AZ MBI BIDLLIEIR, TERR NS MERMEE, BB RERB S
REXLEZN, FRELRXGRERS.

B MEN#HEN A RN X R0, HFEENRIHZMRCMENDLLRR, Fitt, EHIT
NtDebugActiveProcessEI# BT, MATXLERER, FENEABRELENES.
BEREEAXLEREEHRASE, RACTEEZLKBITPEB.LIAHN=17%K (BEEZFER) , XLHERU
REINIRREFiE 7 ZH 2N E P ERR,

kd> dt _PEB_LDR_DATA

nt! PEB_LDR_DATA

+0x000 Length : Uint4B
+0x004 Initialized : UChar
+0x008 SsHandle : Ptr32 Void

+0x00c InLoadOrderModulelList : _LIST_ENTRY
+0x014 InMemoryOrderModulelList : _LIST_ ENTRY

+0x01lc InInitializationOrderModulelist : _LIST_ENTRY
+0x024 EntryInProgress : Ptr32 Void
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1.4 ZRMIBRIE
EiiRnE (BRPRENDEASEARBRENDLZIZE) ETNEIH, FHT9H T KiDispatchExceptionEKEAY
HITR1E. EHitt, HMFEERED AN, BASKEERIRREETF. PBARNFEEFEFARBFZNAZERER
ZNERT, WIERED X HE,

1.4.1 ARG THRED X
ERESBHEIh, BIBETHKiDispatchException MK EEHER E 9 2N AHE— T EEERIKIEE
32 (B UNBRIBEREE INAERN, FHEEXERITIMUATEREI T —FE TSN RS %

Ao

EAGEEIRIZEIR - AR

INTFRBEFARENEE— T RERE, ERRITIIE, EERERIHEA _except THITHNE !

co~NOoOUL S~ WNH

#include "stdio.h"

int main()

{

int a = x / y;
printf("Error");
}
_except(1l)
{
printf("Except");
}

getchar();

return 0;

AR - 25



#include "windows .h"
#tinclude “stdio.h”
int main()
{
int x = 188;
int y = @;
_try
1
int a = 2 / y;
printf{"Error"};
¥
_except{1}
{
printf{"Except™);
¥
getchar();
return 8;
b2

AR LGB ODFKIFIR Z AT, X

EAGEEIRIZEIR - AR

FilesiBicrosoft ¥isual StudioillyProjec

B EMRRIBEFODR BN BB ER BARED

%, IREEL, ODIFIHBMARTEERIRERFEIHITContinueDebugEvent, ESHKIEIRNIEIZALNIT,

Code
tnemonics
Operands
Diump
Strings
[rebugging
Debugging data
Start
Events

Hit trace

SF

Jugt-in-time
Analyziz

Advanced

Irrvalid commands
Search
CrPU

tare CPU
Directonies
Errorz and warningz
Appearance

Defaults

Startup

Fonts

Colours

Ciode highlighting

Text-to-zpeech
Mizcellaneous

EERNKAER, SPHBHRIFEREN, MIRKMTRENVEAFI, B

Ignored exceptions

¥ lgnare memary access violations in KERMEL3Z2

W Step over IMT3 breaks in MSCORMWEKS

|gnore [pazs to debugged program] following exceptions:

[~ INT3 breaks
[ Single-step breaks
[ Memary access violations

I Iv integer divizion by EE_I

[ Irwvalid or privileged instructions
[ &l FPU exceptions
v &l service exceptions

[ lgnare alzo the following custom exceptions or ranges:

Add current. |
Addrange |
Delete |

[~ Pass unprocessed exceptions ta Unhandled E=ception Filter

¥ Report ignored exceptions ta log

[ o |

REBFEENEXTZE,

KAFEEXE, XBRRANAE
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011yDbg — 1. exe — [CPU —

[:] File ¥iew Debugz Trace Flugins Optionz ¥indews Help

TEKERNRIZERR - REIER

ECEEEEMEEEETEETEN T TTT [ T BEEE

HE4E 1 E2E 64283925 @gaEl MOY DWORD PTR FS:[B1,ESP Installs SE handler __sxcept_handlers
@1 G20 8504 RS AOD ESF,-5&
@431 BZE g2 FISH EER
HEd4E1 A1 & FUSH ESI
BE4E1A5E E7 FUSH EOI
BE4E1 A5 2985 ES MO OWORD PTR ss ELDEHL £1,ESP
HE4E 1 E35 2070 92 LEA EOI, CLOCAL.
@41 A5 ES id@@@aaa |HMOU ECH, 14
@431 ASE BS cccccccc 0L ER¥, COCCOCCE
HE4E1E43 REF STDS DOWORD PTR ES:[EDI]
@41 A45 c?45 E4 &d4@@ MOU OWORD PTR 55: [LOCAL.T1.64
G431 A0 Cr4E E@ @@@@ MOU OWORD PTR 55:[LOCAL.S1.8
HE4R1ESS CY45 FC @aaaal Moy DWorRD PTRE SS:[LOCAL. 11,4
@ 1 B5H SE45 E4 HOU ERX,DWORD PTR £S:CLOCAL. 71
99491950 EE] COQ
F770 EB IDIW OWORD FTRE SS:CLOCAL.32]
aa4a1as1 5945 OC HOU DWORD FTR S%: LLOCAL. 91, EAX
G431 AES 62 24004208 |FUSH OFFSET @9428024 ASCIT "Error'
HE4R 1 EES ES HZ2E40ARA | CALL printf Cprintf
ge481acE 2304 B4 _|ADD ESF.4
=0l x|
MBI ETLE%MW&W@@WM,MFEkw,iAMﬂmm _try5 ZRKIRE,
EEEEIEES Fvv0 E@ IDIU OWORD PTR S5: [LOCAL. &1
AE4E1EE6T 945 OC
aadaiEss|| - ES aZa4mean
aadaiesE|] « 2204 B4
geaaiantile, ER%50TC PRI o04010SE [IDIV DWORD FTR 55.[EBP-20] =]
Boanioor|[1 £ Proeeees )
coicionni: Sheoon, o ||t Rr—
0461653 ES Esesoesd |1 [ Fill rest with MOPs Azzemble Claze |
AR4E1 @20 g23C4 @4
AE4E1 A6 C745 FC FFFFI ber—emere—r—rr——ereeor—rrr—r .
5-24 CCCOCCCC (FIFIFIE ‘
£-2@ ARRREEAT | E
5-1C BAAREEESS | d
5-18 AA12FFAC| ¢ #
5-14 ARREEEZS| 5
£-1a HBA12FFEB| % # |Pointer to nexst SEH record
5-C AA4E1628| @ |SE handler
-2 BAE42EE30| @ B
5-4 ARREGARE
£ == AA1ZFFCA| & # ‘
= _\ = — \ a3
142 &=le—EBhE&EZ D%
RKIMFELTIEEHENAOLREZEEE R ENLGE, TBIWAINNZELIERHLLIEE, XERNRERAR
MY —EB&Ekh%, ERRBAT :
1 __try
2 {
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3

4 }

5 __except(UnhandledExceptionFilter (GetExceptionInformation())
6 {

7 V3N

8 / /& 1E#HTE

9 }

#12R UnhandledExceptionFilterBi#&[E] 790, BIEXCEPTION_CONTINUE_SEARCH, BRFAEMRHARIXMMNZE
WIBRFT, XMERTREEEFHRZN Y REFE,

R AT LU RS 2 B A _except(1)182_except(0), RRBMNNMNZEMIERRE, WAREIM. &
MNEEIoDRIFARLI, BMERMNZBTHRERE, LNARXERELNR. XRRAETE—RNRES

ABIVEH. SEH. EIXZREEERIERE, RE—EFFZ&H#H AUnhandledExceptionFilterBi%, 1EIZBEANIE

MR EFERRSE, MEHTEZINRED R, LHREBLTREXLS.

ADocuments _IDIEI

011yDbg — 2. exe — [CEV — main thread, module Z]

@Eile View Debuz Trace Flugins Optiens Windows Help

B4 x| w|-j1] w31 W|U| LE|M[W T|c|R|..|K| B|M|H| |

padaiEza|| - &4:8925 BO@EEl MOV DWORD FTR FS5:[&1,ESF Installs SE handler __except_handlerd
gad4aiazil ] - 3304 RS ROD ESF, -5&

Bad4alazal) - 52 FUSH EEX

gad4alasl|) - 56 FUSH ESI

Bad4alazz|) - 57 FUSH EDI

pad4alass|| - 5965 ES MOV DWORD PTR S55:[LOCAL.&1.ESF
GadaiEzs| | - 2070 92 LEAR EDI, [LOCAL.Z2&]

pad4aiass| | - B2 148888668 |MOU ECR, 14

GE4E1asE|| - BS CCCCCCCC |MOWV ERR, CCCCCCCC

BE4E1E43| | -« F3:HB REF STOS DWORD PTR ES:[EDI]
Ga4ainds) | - CP45 E4 &48@ MOU DWORD PTR SS5: CLOCAL.Y1, 54
Ead4Eiad4c| | - CPds EB BE@E MOU DWORD PTR SS:[LOCHL.2]1,.8
Gad4aiass|| - CrdS FC B0@a MOY DWORD PTR SS:[LOCAL.13,8
Gad4EiEsA|| - 2B4E E4 MOU ERX, DWORD PTR S5:CLOCAL.Y]
BE4E1Es0]) - 99 cog

IEEEEIERA F?7D EGQ IDIV DWORD PTR SS:[LOCAL.21]

MmiNREEIAIRALE, EBITHZERN, BTFEEHER, RE—EFXSTHYUSIRERET
SetUnhandledExceptionFilter B E MR HLIEEH, MIREMIAA, RENIEWindowsISH HE LA
PiERL IR FE R B oh AR AR 28,

et C:\Documents

2. exe BBEHAREAH. HlTHILS R ERTIEE.

INREFEATHIEN D, FEAAREEE.

EE AR 4 Microsofta
EDE0ER T —TiEmRE » EALEEREESRET]. HITHE

b3 A AR R 2 A
EEFH X TR B aREEE, iEa bl
i (B | FiEfERRE @) | |TREED
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1.4.3 R4
—KER S EDE T HIRRR IR,

SIEFM

ZRBAF S
Hites (F—H

B ES e 7

FHFENIPE S0

‘_.
m

FEAIPEL
BTRE?

REWFAEFS
e (B0

Y
Lone=se: TEFFLER
= ¥ Wit

1.5 =K

FrEEE, EXMEERAIHEPRACEINERARE, SRETER, HARSKEERE. B=HR
ERENEE  RHHR. AERR. BHHRR
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1.5.1 &l
SR SR R R TFTERIINT 3355, TREMT S B0 SSILR 205 R W7 S A A R D38 S 10X CCo

XERATRIUSERODMEE—L TR, ARFEFFEENNUE, NTEMRESHRBERIESAINTS,
XZREAODA Y BIFRI A F AR RRIBHRRE T RES.

& OllyDbg - 2.exe - [CPU - main thread, module 2]
J Fle View Debug Trace Plugins Options Windows Help

B x| »[=1 Jﬂ}JJJ HY| LjE[mMw T|c|R|.|K| B|M|H|

u 1aiuiz(]l - &R FF sH =1 A
oE4a1ais| . 68 J0064200 PUSH OFFSET G@d428838

65 ZBle4008 PUSH 88481628 Entry point

ed4: A1 B686E61 MOV EAX, DWORD PTR FS:[@]

sa FUSH EAX

64: 8925 GoGE MOV DWORD PTR FS:[e],ESP Inztalls SE handler 481628

83C4 RS RODD ESP, -58

£3 PUSH EBX

56 FUSH ESI

&7 PUSH EDI

8965 ES | MOV DWORD PTR SS:[LOCAL.&1,ESP |

8070 98 LEA EDI, [LOCAL.261]

BY 148080808 MOV ECK, 14
B8 CCCCCCCC | MOw EAX,CCCC
F3:RE REP 5T0S UJDRD PTR ES: EEI:II:I
C745 E4 &4861 MOV DWORD PTR SS: [LOCAL.7],64
Cr4c EG 9o8al MOV DWORD PTR SS: [LOCAL. BJ '8
C745 FC @08 MoV DWORD PTR SS:[LOCAL.11,8
8B45 E4 MOU EAX, DWORD PTR 55:[LOCAL.7]

F7vD EB IDIV DWORD FTR S5:[LOCAL.S]

2945 DC MOV DWORD PTR SS [LDICFI. 91, ERX

68 24064208 |FUSH OFFSET_B6 ASCII "Error™

ES B2640008 |CALL 084014 ?G

293C4 a4 ADD ESP, 4

Cv45 FC FFFFI MOV DWORD PTR SS:[LOCAL.11,-1

 EB 1R JHP SHORT @o4@1894
»  33CA AKX, EAX
@ ok C3 RETH
fpgplofbip- sBSS ES  [MOU ESP,DWORD FTR S3:[EBP-131 S . v
'T‘-| -_— N NS N, et — b ,—l—|
Kir ERNTEIEMARIERE, FIU0 TERFRAICE, XNt RIS RHASEZRL TINT 3,
£, Memory Viewer - | X
File Search View Debug Tools Kerneltools
| 2.exe+1033
Address Bytes Opcode Comment ~
2.exe+1034 65 E8 8D7D98BY call B9D8BDC7
2.exe+103A 14 00 adc al,00 0
2.exe+103C
2.exe+103E -858993460
2.exe+1043
2.exe+1045 100
2.exe+104C 0
2.exe+1053 0
2.exe+105A
2.exe+105D
2.exe+105E
2.exe+1061
2.exe+1064 ("Error") v
4=32=%0

WITRAE

b & TR BNE AR, KR LEMEBCPURBE D ARIEIE | CPUKRIIBIRE (NT31ESR) , EEPEHEARTTR,
KRG NAFRTNERE (35) , FRTMIEREAERSIAACommonDispatchException i, 7
CommonDispatchException BN EB X & & FKiDispatchException B #,

XPMARERNERBETHNEITMELTH T, IBIERKH AKiDispatchExceptionBEEIN, ZEIEREE
THZ IS X PNEE, XEHRIMMIXFEL—TRE, TBE S NEERR,
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HTYmREREBAFEE, AUBRITEEERFRRENLIERE, XEFAEFLREARKIERR, HRNZER
BEBCELOILER N0, BB TEFRREARRAER, JASIEAA_DbgkForwardExceptionB#l, N7 E &KX
#A 30 28,

loc_42B70B: ; CODE XREF: KiDispatchException(x,x,x,x,x)+53CF1j
; KiDispatchException(x,x,x,x,x)+12BC6{]

push edi
push 1
push esi
call _DbgkForwardException@l2 ; _DbgkForwardException® =T &#.
; 1. BEEE
; 2. B@REIRO: TRUE. H&#O. FALSE
; 3. BEHITE W% TRUE/FALSE
test al, al
jnz loc_4263F3 o MEIIFA IR T, NPk E
mov [ebp+var_3A0], edi ; MESEE T oA, dEPARAIE, NIATEE

7£_DbgkForwardExceptionE#A, AR _DbgkpSendApiMessagefki#, XM EHHFANIE R IABHAIE
£ RENFEIPELTH, ENERAMESNEIEMNIAREGLXEIIMRNEHERD,

loc_58B47C: ; CODE XREF: DbgkpSendApiMessage(x,x)+531]
mov eax, esi

pop esi

pop ebx

pop ebp

retn 8

_DbgkpSendApiMessage@8 endp
# A_DbgkpSendApiMessageBi %, HNTRAMELZIMHIE T EEIRNEZNSHEE N0, NRFAHO,

M= BB _DbgkpSuspendProcessEREF HFiifttE (#IAIHIE) WIRHAILKENNEMIEIZIEL, HaiflFP
BYINT 35 | EEV R B R R WIS,
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; _ stdcall DbgkpSendApiMessage(x, x)
_DbgkpSendApiMessage@8 proc near ; CODE XREF: DbgkCreateThread(x)+3DEE6Tp
; DbgkCreateThread(x)+3EQ08Tp
; DbgkCreateThread(x)+3EQ75Tp
; DbgkForwardException(x,x,x)+889A81Tp
; DbgkMapViewOfSection(x,x,x,x)+945531p
; DbgkUnMapViewOfSection(x)+9ECA9Tp
; DbgkExitThread(x)+62ip
; DbgkExitProcess(x)+6Cip

arg_@= dword ptr 8
arg_4= byte ptr @ch

mov edi, edi

push ebp

mov ebp, esp

push ebx

Xor ebx, ebx

cmp [ebptarg_4], bl ; HEE - SHEZE N0
push esi

jz short loc_58B438 ; AeErEkE

call _DbgkpSuspendProcess@d s AeEiiEE

FiERE, BHREHRIMARSTERNR, HERRETRPRERSFENR. FARsHERRE IR EHNEN
K, FIHMEXER, AINSRFERNENREER. AF, EiRXSRAP AL XEE S H#TAE,

SIERETUSE TE !

B2z iRtz
1. {EFFHEG 1. CPURIEIINT 3154
2. BLbiERSHE 2. HIDTERILE 7T Y ch B AR TE
3. PIHER 3+ CommonDispatchException
e | 4. KiDispatchException
mE 5. DbgklorwardExceptionl¥8EH KBRS
4. FPabE Zg / DbgkpSendipilleseage (x, ¥)
7 1) F2E HEEH SMESIHEACNR SN ETHER.
2) BASE. EABIRAHMENRT 8 2 E MR,
; Bl SRR EMEIRER, HnEE
"
[
SMUry RS

NIRIEATRM— ISR B E T BRI R BIRITARE, BANEASBEXMNAELRRGTR, XERS
HNEXF BREXE, ATEHREERINE, FEFHRE — Setint3BreakPointE#l, EALIIIT
REEPR, HOATUEREEHERIFAEME, Tl
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1 VOID SetInt3BreakPoint(PCHAR pAddress)

2 {

3 CHAR cInt3 = 0xCC;

4

5 // 1. &HREREE

6 ReadProcessMemory (hDebugeeProcess, pAddress, &OriginalCode, 1, NULL);
7

8 /] 2. GEREER

S WriteProcessMemory(hDebugeeProcess, pAddress, &cInt3, 1, NULL);

10 }

EERNFBE—TINT AT AR, TENIIEEXAE, ES—HNEXUT !

1.

w

HFRGRSBRNEES, RAEESFRITCARER S RERIDIES. TXEHIMT HFIRNINT 315
SERENRGMW =, NRERGM =, MEEEE, IsSystemInt3HHBEB TR, MRRERSMT
SNBSS RRE NN F S, RAEREIESE AR,

Errsstiht, EFFEREEEMIAE ST HREME.

REINERER ETOFE, —BRETHENLETXFE, MaLURREFIRES TEINSESHNE,
EESEIPEERNE, BN TAREENN S, EafEE, EIPEEFESNUBEREFAAE. FTFHRHE
WrsIN T33R W, BMTmftRfs, EIPIFREBN T — P FERMUE, REFEEFHEIPRELREE T,
ERRCHEARE, EEMRHSRT, B LNEEEFNRCRERLREEXEE, Fit, TMEARE,
EVEERMRARNRLCHE. BRAENERES BN AIAMEE T,

EFFAPHY, AESNRIENERMREITURBHTAR, SFEFRRFESHIT. FITHIT.
PEPITERE,. EXE, BI—MEXREFHEFPHRITHS, URBAFREZERITHS, B—EFFF
%o WaitForUserCommandEKFEB1TEM, EEEESEIMMERT ##E),

1 BOOL Int3ExceptionProc(EXCEPTION_DEBUG_INFOx pExceptionInfo)
2 {
3 BOOL bRet = FALSE;
4 CONTEXT Context;
5
6 /] 1. IRBRGH=, FHREEEINT3
7 if (IsSystemInt3(pExceptionInfo))
8 {
9 return TRUE;
10 }
11 else
12 {
13 WriteProcessMemory (hDebugeeProcess, pExceptionInfo-
>ExceptionRecord.ExceptionAddress, &0OriginalCode, 1, NULL);
14 }
15
16 // 2. BRERAIE
17 printf ("INT3Mrs=3lE: ox%p \n", pExceptionInfo-
>ExceptionRecord.ExceptionAddress);
18
19 // 3. FEEIZLTX
20 Context.ContextFlags = CONTEXT_FULL | CONTEXT_DEBUG_REGISTERS;
21 GetThreadContext(hDebugeeThread, &Context);
22
23 // 4. fEREIP

B - 33



EAGEEIRIZEIR - AR

24 Context.Eip-—;

25 SetThreadContext(hDebugeeThread, &Context);
26

27 // 5. BRRLCYR

28

29 /] 6. EFAPGS

30 while (!bRet)

31 {

32 bRet = WaitForUserCommand();
33 }

34

35 return bRet;

36 }

1.5.2 NFEET=

R SRS S, RN SR ESYIERNEN. SN E—tht, T RS, Yithbmis
B, SARBA TR, JiR885# 2583 JH B VirtualProtect ExBIBUR ES A2 S it A2 IR T B M A THE
%,

VirtualProtectExBIEBVIE ARV T, EARFEE X THEINewProtectBE, ZBHEURE TIEXYIETIH
FEM

1 BOOL VirtualProtectEx(

2 HANDLE hProcess, /] BIERAFHZDE

3 LPVOID lpAddress, /] BIERAFR A

4 SIZE_T dwSize, // TARXIEAR

5 DWORD flNewProtect, /] FYPETIEM

6 PDWORD 1pflOldProtect /] EVIETIEY, BTFREXZNENE
7))

XABAREITZSNE, HTVirtualProtect EXBEBUERBIHARBE —HULRIEE, MEMUPREYIETIHE
4, BIENMYEIARNMIHRERIEHARE, FIURBEIRRBRE NSRRI MR E 4P Rt
BER TAEHRALL, MRFRIIERR ZBIT.

WITHAZ

TrAZNRE, SWRFXARERENRREARENBEEETN, ML TmE. ARMHET TR
BHLIEHRE

1. CPUIFIRIEARIHEARIELBIEEHIED, MEATIRE ;
EIDTRINBIX AP RT MR (XEIFE S00ESHH)
I8 CommonDispatchException % ;

JEFBKiDispatchExceptionE %K ;

1# ADbgkForwardExceptionB %, WEIFIXBHH LELTHANR ;
RERGLFAIEFRLIE,

X H SRR R BREER S, Rt AUBEENERERB T

o0 rwN

BRI - 34



SRR AR

T ERIZEIR - REIAR

MWIRBBRARE, KNB—LNARE TR, ERRZHREHNSMEN, SRR THMREE, XTRER
PR, BEENERERENTERHEITIZEHEAIRE

1
2
3
4
5
6
7

8
9
10

11

VOID SetMemBreakPoint(PCHAR pAddress)

{

DWORD dwOriginalProtect; // REEYIEREME

SIZE_T dwSize = 1;

// &BIARIRTR

VirtualProtectEx(hDebugeeProcess, pAddress, dwSize, PAGE_NOACCESS,
&dwOriginalProtect);

/] REB AR

VirtualProtectEx (hDebugeeProcess, pAddress, dwSize, PAGE_EXECUTE_READ,
&dwOriginalProtect);
}

LrEmivE, AERRKIIRERAEYS, RtMEEHMEREENAEE, RERENIEARNEHERE
J9_EXCEPTION_DEBUG_INFO (JAi{{&IFBSENEIFREY : _DEBUG_EVENT.u.Exception) , ZLEMMEAME— MR
JExceptionRecord, HE—"N45#I{AEXCEPTION_RECORD :

1
2
3
4
5
6
-
8

typedef struct _EXCEPTION_RECORD {

DWORD ExceptionCode;

DWORD ExceptionFlags;

struct _EXCEPTION_RECORD xExceptionRecord;

PVOID ExceptionAddress;

DWORD NumberParameters;

UINT_PTR ExceptionInformation[EXCEPTION_MAXIMUM_PARAMETERS];

} EXCEPTION_RECORD;

1EiZ4E /K ExceptionCode i AR~ 7 F ISR, %iﬁﬁ%ﬂﬂ W TFEIFAZR, STATUS_ACCESS_VIOLATION
(0xC0000005, FRiAEER]) XEREMH =S|I LHNFFEAER
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fidefine STATUS_WAIT_@ { (DWORD YAx000000006L )
fidefine STATUS_ABANDOHED WAIT_@ { (DWORD y8x00080880L )
fidefine STATUS_USER_APC { (DWORD Yox0000008CHL )
fidefine STATUS TIMEOUT { (DWORD YAx000081082L)
fidefine STATUS_PEHDIHG { (DWORD yaxae886183L)
ftidefine STATUS_SEGHENT_MOTIFICATIOHN { (DWORD Yex4B0000005L)
fidefine STATUS GUARD PAGE VIOLATIOHN { (DWORD Yax8000084081L)
fidefine STATUS_DATATYPE_MISALIGHHEHT { (DWORD yax80000002L)
fidefine STATUS_BREAKPOINT { (DWORD YOx80000003L)
fidefine STATUS SIHGLE _STEP { (DWORD Yax80000004L )
fidefine STATUS_ACCESS _UIOLATIOHN { (DWORD yaxCO0e0aesL)
fidefine STATUS_IN_PAGE_ERROR { (DWORD YAxCO000AA06L )
fidefine STATUS_IHUALID_ HAHWDLE { (DWORD YBxCOB00008L )
fidefine STATUS_HO_HEHORY { (DWORD YaxCcooeae17L)
fidefine STATUS ILLEGAL INSTRUCTIOH { (DWORD yaxCcogeaaiDL)
fidefine STATUS_HOWCOHTINUABLE_EXCEPTION ({{DWORD yaxCoeeea25L)
fidefine STATUS_INUALID_DISPOSITIOHN { (DWORD YaxCooe0e26L )
fidefine STATUS_ ARRAY _BOUNDS ENCEEDED { (DWORD Y8xCO000Aa8CL)
fidefine STATUS_FLOAT_DEMORMAL_OPERAND { (DWORD yaxCo0e0asDL)
fidefine STATUS_FLOAT_DIVIDE_BY_ ZEROD { (DWORD YOxCO00008EL)

FEEFA AT LGB switch 73 32 R F HAER, NM#—F R IEE X 755 1 Eplr=.

1 swtich(pExceptionInfo->ExceptionRecord.ExceptionCode)
2 {

3 /] BER (REHR)

4 case STATUS_BREAKPOINT:

5 bRet = Int3ExceptionProc(pExceptionInfo);

6 break;

7

8 // RiFl= (ARLES])

9 case STATUS_ACCESS_VIOLATION:
10 bRet = AccessExceptionProc(pExceptionInfo);
11 break;
12 }

EERIMMEERERNERST, IT™BEAR, XENZERRGHTSAEZEETRS, E—HNXAIRE
FE—TRMRFBEE, TEExceptionRecordEMEH, B—P#AExceptioninformation, ARH#EMSDN Libraryf9iji
B, ZEASE— T HARATRIRENRE (BERNORTELFZLEIRE, ERHRTELIZREEA) . ZH
HE_TREATINRSREENELMIL, BTARFEMABHNEMMERIGEN, HithERENUER
BERERIEEH RCARE. Fit, FibEIE-P R MIEHITIRE, URERTHRISEBE R
B, NRAFE, WEESESEHIT, NRE, WHTHERLE,

BOOL AccessExceptionProc(EXCEPTION_DEBUG_INFO* pExceptionInfo)
{

BOOL bRet = FALSE;

CONTEXT Context;

DWORD dwAccessFlag;

a b wWNBE
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6 DWORD dwAccessAddr;
7 DWORD dwUnused;
8
9 /] 1. RBRBER, ERAEEM
10 dwAccessFlag = pExceptionInfo->ExceptionRecord.ExceptionInformation[0]
3
11 dwAccessAddr = pExceptionInfo->ExceptionRecord.ExceptionInformation[1]
3
12 printf("HFEEIR %x 0x%p\n", dwAccessFlag, dwAccessAddr);
13 VirtualProtectEx(hDebugeeProcess, (PVOID)dwAccessAddr, 1,
dwOriginalProtect, &dwUnused);
14
15 /] 2. REVERELETX
16 Context.ContextFlags = CONTEXT_FULL | CONTEXT_DEBUG_REGISTERS;
17 GetThreadContext(hDebugeeThread, &Context);
18
19 // 3. BREIP, AEMRAREEEEIP, HHHRRE
20
21 /] 4. BRRLCH
22
23 // 5. EFAPGS
24 while (bRet == FALSE)
25 {
26 bRet = WaitForUserCommand();
27 1
28
29 return bRet;
30 3

1.5.3 BT

FHFHRERT R, ATUERACRCRIEFRFITION ; M FAREFMHSR, AIUSIE—ERIERAERIFPTERNE S, XU
B LEEIESN . MARENBIBEEETRLEBEURGTE, RAERKE TSR HENSIE, rUBES
BITRAZES],
A RSB EFAIEIHEF23DROEIDR7, ENNEHMIIT -
Dro-3F TR B HIT =, HWMEFMMNNAE SR, AT RBENASESS, IURSZ REEIREANEH
AR =, Dra-52REBH, FHITAIUREE.
DriEREEMNE 7R, TIEFBENMANEEEY, ARZIMI, SAMNEBUT (0-3FES5Dro-3 AR X
%, WIDroXfRILO. GO. LENO, R/WO)

1. L0/GO-L3/G3 : #EHIDro-3HFeer BN, HERRSS (k) T2eR (6x) W=, SXrEAE,

LXEBHEE, GxABES, HIREDrO-3FMEEMMNE, XHxbAE—1 R, Fofdk.
2. ISRKE (LENX) 100 (1FF) , 01 QFT) , 11 (4FT) o
3. BrssER! (R/Wx) 00 (BUITHRR) , 01 (BAMIR) , 11 (ARES) o
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31302028272025M2322212019181718151413 1211100 8 7 6 5 4 3 2 1 0
LEN|RW|LEN|RW| LEN|RW|LEN|RWI|D 0|G| 0 0 1|G|L|G|L|G|L|G|L|G|L DR7

313%12]2 1 1100 D E|E|3|3]|2]2|1]1]|0]0

N 101514131211100 878 843210
Reserved (setfo 1) B(B[B|0111111111(B]|B|B|B| pre

T|s|D 3|2]1|0

N 0
DRS

£l 0
DR4

£ 0
Breakpoint 3 Linear Address DR3

3 0
Breakpoint 2 Linear Address DR2

£ 0
Breakpoint 1 Linear Address DR1

£ 0
Breakpoint 0 Linear Address DRO

|:]Reserved

BEAIAR M RN R B ESTATUS_SINGLE_STEP (BHRE) . BRTEHM AN, HEflagslITFinEME L
B, W42 RE, DreFERNEFARRESENEBHERNESRE, HBo-3PHEN, TIUHE
EENMEHMH AT 2SRE, NRB-3HNERAZE, BLHARHENgsHTFIREL 15 ENESR
Ho

FIREMRE, HMEENEHRSNLMtItE ADr0-3RNER—1FFER, HCPURITEIZ& MUY, 40
REMSPARFEFETNEER, RemAiiRzE, #MEERT. FEIENE, RENRZERHERLK
ZContextPIERIVAIHNFZFHRME, TRLECERBEREYN, RIKERAHHRAIRMELZATH
7o

BITMAE

TrEtiTRE, HCPURIRIRNERFSR (Dro-3) FITRINRAVA ML, MEfRBLRE, REMHT
T HERLERRE

CPUKMIIAIRZE 7728 (Dr0-3) BIHITEIX AL MM, MaMARETRE ;
EIDTRILEIF AP ETAIEERE (XEZ0x015 M) ;
JAFCommonDispatchExceptionE % ;

JA AKiDispatchExceptionBi%{ ;

# ADbgkForwardExceptionB %, WEIFIXBHH LELTANR ;
RERGLIFAIERLIE,

XREH SRR R BREERS, BRIt AUBEENERERB T,

o0k whE
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BT R ST R A FET R B RE. R R MAEFET R AT UTE0EP (RIaHITR) AMRER R, BE
P  ABETEOEPRMIRBHIT R, NI ELAZEREIZ MR (BE M CreateProcessEN X BRI X AT
FRF=ERIEEREY) .

I R BB T A2, RELRENER T EMARRN R, B, JURBS—MM7AE, EOEPRIKE—
NI R S ETR AR AR, FOEARGIT R BEE, XEMIEE—1EAE, RII(TaTUER G
B SRR RIS ERE TR (ATUFEOEP+HIAMRE) , XEFRLAT MR EFIT =, AT R SEIAN R AR
T (BT IR AR

VOID SetHardBreakPoint(PVOID pAddress)

{

}

CONTEXT Context;

/] FREVERELETX

Context.ContextFlags = CONTEXT_FULL | CONTEXT_DEBUG_REGISTERS;
GetThreadContext(hDebugeeThread, &Context);

/] RBMRAIE (ERADrofFAMmEFER)
Context.Dr® = (DWORD)pAddress;
Context.Dr7 |= 1;

/] REHRKE
Context.Dr7 &= oxfffoffff;

/] EBEHELTX
SetThreadContext(hDebugeeThread, &Context);

HTFESREFERMER, REELERBASFRZHITHE, UHERSEREFT=5ENZE,

BOOL SingleStepExceptionProc(EXCEPTION_DEBUG_INFO* pExceptionInfo)

{

CONTEXT Context;
BOOL bRet = FALSE;

/] 1. FRIERRELETX
Context.ContextFlags = CONTEXT_DEBUG_REGISTERS;
GetThreadContext(hDebugeeThread, &Context);

/] 2. ¥R EREAHNRSENEE
if (Context.Dr6 & OxF) // BO-37FJZt
{
/] EREGIRER
printf("FEEERS %d 0x%p\n", Context.Dr7 & 0x00030000),

Context.Dro);

/] TR
Context.Dr0@ = 0;
Context.Dr7 &= Oxfffffffe;
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19 }

20 else

21 {

22 /] BRBESRBEER

23 printf ("BEHRE ox%p\n", Context.Eip);
24

25 /] BRBTIRE

26 Context.EFlags &= Oxfffffeff;
27 1

28

29 // 3. EFAPGS

30 while (!bRet)

31 {

32 bRet = WaitForUserCommand();
33 }

34

35 return bRet;

36 3

1.6 EFZHAMT I

FRBESH ANS T, Kir L EODIEXIRMIRIBEFTAFS, RHE T ARAUES—ITIEAHITRSNIT, &
THIMENL, FEANZRESHITTHARARBNRE (CALLES) -

1.6.1 T A

BRSBTS ARSI, MINHATPILGE—TRIATHED FABYEDRIZAINT S, RERY
WITIERIME B EHRIRE, ERXMFHNANEEN, EibintelfEigitcPUREER T RHEFNSE
ﬁ;ﬁﬁgglag/iﬁﬁ%wiﬁ!? — AR, TRERATEI R ARSHRE, MTFRELE, SRITE—1Ti
FMEITE—TRE,

31 222120191817161514131211 10 9 8
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il AR
A B R AR
R B 3£ BE B 75
8BRS
TEFEE
&8 Bh it LB AR
TTIEERE
2 FR R

SLRENMIERESEHTR—, #ECPUKINEIREEEIIDTRILEI0x01S5 PRIERBHITAIEES,
et A A B R,
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SRR AR

BESA (RE) W RKRBRER, MERIGRELTX, MEATHEXNFFR, EENEFlagsHFes
BTFEL, RARBRF L TXgEMZE.

1 VOID SetSingleStep()

2 {

3 CONTEXT Context;

4 Context.ContextFlags = CONTEXT_DEBUG_REGISTERS;
5 GetThreadContext(hDebugeeThread, &Context);

6 /] TEFlagsHERMTFAIEL

7 Context.EFlags |= 0x100;

8 SetThreadContext(hDebugeeThread, &Context);

9 }

HTESTASBARSRMANREHRETREIRE, AEXRMREIUERR—MMAEEHR, IT/HDre
REFHITHEREIRIX S, XERD RS SRE AT m USRI ARE—2, FRMUBAREER,

1.6.2 Fid

BEIYESTE, sJLOEIRAAT | BANR. MER. SONREREERICALLEDS (SEZFE
) 5, HEAFESHNKE, HEYREP+ YA KENNUEIREN R, BICALLIETIT—17, AE44S:
W17, NMSKMET T IHNER.
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