AAGEEIRIZER - ®RIPER

1 RIFRTL

MERERAAZS B STEFRIPERX T, IERNEBEZFRERSR, RIPFERXR—TEETHEN , AZTEE
HEEXS6HIRIFIET, HT X642 B Tx86IREBMIERE, FTUHMRERSsHNEMZ EBEF Ixc4tIFREE

7o
FRIFEANFRRZER. T, XURFRIFEAFMEEZINAST, FIRPRATREENERANZE
SNAEERY.

RIPIETC - 1



EAEEIRIZEER - ®RIFER

2 E%

2.1 EX¥EF1FER
NERFEITVIREIRTE, SR TMELERTESFSR T, T LEMRE

1 mov dword ptr ds:[0x123456], eax

XERFE-MUBTARE, CHRABPHDSEIR ERERETFE, EEFTANMUSIRER
DS.base+0x123456, baseRL:EDSEREFF&RN—TEM. (HRFEFHOFINBINILL, )

BEF8—HBE8 I ES. CS. SS. DS. FS. GS. LDTR. TRe

2.1.1 &4

EBRESERNENERIIZHIFATENERASESEHNER—EN, BRFTEHRE32MU WFET) BE, BRE
HFiERNB%U (12FT) BE,

EBEFHNEMINTERR, RATHSURE, BN RNERS RB161L

AU R

1 R

16fSelecter

304iiBase 32ulimit  16fukttribute

INTFREMERRT, B16fIa] WERD (Selecter) , 16fZ/@M, 32{uBaseFl32{uLimit :

struct SegMent {
WORD Selector;
WORD Atrributes;
DWORD Base;

A WDN R
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5 DWORD Limit;
6 1

16 BMIENNE SRR S FHENAIR. IERNRENM ; 32fiBase RN HATREMNBEFA BB 5 32ULimitRRH
AIEREBE N KE.

2.12 EE

HFHNDEEE RS EEM160I, PRAFE R EEX ERE 172509 A AR 1T, (BEEAMNIEZ2ILIR%6
EF AR,

T DTDebug - Test. exe — — [CFU - main thread, modole Test]

[] File ¥iew Debug Plugins Options Window Help

Paced @4 X| w1 4] ¥4 | 4 L[E[M|T|W/H|c|/|K|B|R|..|5] '_-Iﬂ_l

0pa 1400 8cco MOV AX,ES AlRegisters (FPU

L a1462 8ECH HMOU ES,AX EnY 00eeAa23

L NoP ECX 0012FFBO

AO4A1405|| - 68 CO214200 |PUSH Test.aou221Ca EDX 7C92EB94 ntdll.KiFastSystemCallRet
BaLsIueal] - 68 BLS6GHO00 |PUSH Test.obupsé68y EBY 7FFDCOAA

o0401u0F || . 64:A1 DOOOAO| MOV EAX,DWORD PTR FS:[0] ESP 0012FFCh

goue1u1s|| . 50 PUSH EAX EBP BO012FFF@

POLOINI6]] - 6GL:zB925 0800 MOV DWORD PTR FS:[@],ESP EST AOeAR00A

oose1uip|| . 83cH Fo ADD ESP,-10 EDI BOBZA91S

agupinz2all - 53 PUSH EBX

pasoin21ll . 56 PUSH ESI EIP 60481404 Test.oouo1uoh
pose1n22|| . 57 PUSH EDI ce 32hit O(FFFFFFFF)
DOuB1423|] . 8965 EB MoV DWORD PTR SS:[EBP-18],.ESP P 1 010 32bit O(FFFFFFFF)
DOUBIN26|] . FF15 4071420) GALL NEAR DWORD PTR DS:[u427148] B SS 8023 32bit B(FFFFFFFF)
BONBAN2E]] . A3 BES6H200 | MOV DWORD PTR DS:[425608],EAX Z 1 DS 0023 32bit O(FFFFFFFF)
DOROTRIT([ . AT BES6H200 | HOU EAX,DWORD PTR DS:[425608] S @ FS 003B 32bit 7FFDFOO0(FFF)

10 EEPTREITAUEAMOVIES M ERFFIHITIRE, BEX 2N ERTFESS | LDTR. TR, BNIRAR ISR
MOVIiERHITIERER,

2.1.3 BN

EXhEMEREFEFSRNEMHEEILEG (BE) 89, H(1ARBYERD 216{URISelecter, HREVERT
FEN, BLAXERUEHRERFENEZ—TELTEMIELZIE, HATRTUERRERIESXERENT
o

WTFERFAT, BRYHFIWindows XPEBIWIFMETHERFTFREXNENY, Ao RAIXEBMNNIER
AEER :

BHER Selector Attribute Base Limit

ES 0023 %, 8E 0 OXFFFFFFFF
cs 001B B[R, BJHAT 0 OXFFFFFFFF
SS 0023 CIRENNEIE= 0 OXFFFFFFFF
DS 0023 i AIE 0 OXFFFFFFFF
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BEEHR Selector

FS 003B

GS

Attribute Base

A%, 98 0x7FFDF000

N EFRBXEREEEAUERRSNFTFREOFHRE

Registers (FP

EAx BO8BBB23
ECA B012FFBB

EDX 7C92EB94 ntdll.KiFastSystemCallRet

EBx JFFDCBOB
ESP B012FFCY
EBP B012FFFB
Esl Bogbboog
EDI BOBZAD1E

EIF a84814084

uj

Test. o414 bh

o fEs 0023
CS 001D
SS 0023
DS 0023

GS 0000

32bit O(FFFFFFFF) |
32bit O(FFFFFFFF)
32bit O(FFFFFFFF)
32bit O(FFFFFFFF)
32bit 7FFDFO0O(FFF)
NULL )

o0 -Gk D D0

1
)
1
8 |FS 083B
a
a
)

LastErr

ERROR_SUCCESS (00000000)

x| GSEREFHRRARIMEERREAWindows XPHHZEEREIT,

FEMAttribute

KT [ IR A

- RIFIRT

BN IREUAtribute B, W1 EXRP, BREFFIRCSHIAttribute@RIIR. BIHIT, HRRTBITRENZE
FEHHEITEA, FAURMALGEIIN TRBERENE, ZABNEXAE RS FEHECSHNEIRDIAXTFS

F, BRAXFERNERKRIDSREFERT, REBIDSEREFHEFARS !

void main()
{
int var = 0;
_asm {
MOV AX,CS
MOV DS,AX
MOV DWORD PTR DS:[var], eax

~No uh WNBRE
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8 }
9 |}
7 int var = 8;
004810628 mou dword ptr [ebp-L4].,8
8: __asm {
9: HMOU Ax,C3
aau1 02k mouw ax,Cs
18: MOU D3, AN
04081832 mou ds ,ax
11: MOU DWORD PTR D5:fwvar], eax
a4 a1 83s% mow duword ptyr [ebp-4],eaX
12: H
13: H

RS EIUPATNR RIHA T AN R FFRCSHITEARS, R2NIERAHAttribute BN ESL %,
RIFEABRFATITARITXNS, RERTRNE TR, AL MERVE T REEFERCSHAttribute B

void main()
{
int var = B;
__asm {
MOy Ax,CS
HOU D5, AX
MOy DWORD PTR DS:[var], eax

b
Bicrosoft Visual CHt x|

-
1 } Unhandled exception in Test, exe: OxCOO0000S: Access YViolation

deg- |

ZEMBase

Bz aiE 7 BT ESNMEER, JRMUINTXMCREESERMIEER, SR EBEANMMIERESE
23fBase/B 4N _LE0x123456 :

1 mov dword ptr ds:[0x123456], eax
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Eitt, BHATEEERNERETFRMIBase/BE, AILIERROxMILE(E, FAFKEAEIERRFER FoxotitE
REEARAIER, BEFsEFFeaMBaseEBMEII0XxTFFDF000, FRATRATRIAGER I TR ELZRN

void main()
{
int var = 0;
asm {
MOV AX,FS
MOV GS,AX
// MOV DWORD PTR DS:[0], EAX
MOV DWORD PTR GS:[0], EAX

© OWoO~NOOULN~WNR

=

}
W EREERIFH ST AEEMIRE, RARITFEAXTEREEARIRL R Z0x7TFFDF000+0x0, AIE{R
FMoviES FE’JGsiﬁﬁ}zDsmUﬁw@ﬁﬁﬂE%.

void maing)

1
int var = 8;
__asm {
MOU AX,FS
MOU G5 ,AX
MOU DWORD PTR D5S:[@], EAX
£/ WOV DUWORD PTR GS:[8], EAX

Test, exe 13| E R EXHL BITPHHS R ERTHE
s

IREFELTRHEL S, MAHTHEEL,
VT AR 66 Microso

fﬁgﬁ%g;mggggt ) (AT E AR, UG

BHRE AR Qa8 , R,
st @) | SRR ©) | [[TRRE W)

ZEMLimit

EAVABELmitR T Y FIEBNENME, FSERSERMLIMitBMENOXFFF, BRITAILEE—MBHEKEN
BEEBAFRFENLmitBM :
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1 void main()

2 {

3 int var = 0;

4 __asm {

5 MOV AX,FS

6 MOV GS,AX

7 MOV DWORD PTR GS:[0x1000], EAX
8 }

9 }

0 E{CHEA, F{1m0x7FFDF000+0x10005 ANZA, HFFSERRVIKE HB0xFFF, 0x10001REAE KFOxFFF, Fi
LUX RS RiF I TR ©

sold maint)
¢ int var = 8; Test. exe B3| EIEFERA. EITHHS R ERTHE
__asn { .
ﬂgﬂ :z ’;: InREETHIEL S , FREAHEEE.
HOU DWORD PTR GS:[6x18680], EAX
H Lo ! A L R R G Microsaft

H fggﬁ%&émﬁﬂgﬂﬁ s IEATAM E RIS SA R JATHE

EEERTHARE B ERETE B ERE,

it @ | HIEWARE © | [TTREHT

2.2 fEih g SR F

EBINETRENER T U TIMERRRFFHRTEAE, FEERVUNARTERNMEREES, S22
XERNZF 16T EFENETARE, BLRFLEARNARSI

1 MOV GS,AX

A BASAIERMNATIREE ? HITHEE 7 #XF LR | GDT (Global Descriptor Table, £ E#ERRF
7<) . LDT (Local Descriptor Table, FEBHEIARTR) o

YHBAMAITU LR LUESHY, CPURIRIBAXHIEILIEGDT. LDTXFHKRFM—KKRIHITEN, ERPEHH
MM HE BB RTFER.

2.2.1 AIEIRIFE

XEHNEEREEECTRMBEFEBWindbgiAidA%, ATEFRRNEI R, RINFERELRE—TIA
WIFE, AERAXAER (BRAFRBRNEALR, FERNE, REARRKE LLENRFAHREL
T, RERMEEHERR, FIXRNBEFEAINIBRERNETER. ) , FEEEMFRNYIENS LRE
VMware B, EETEVMwareHZEWindows XPRAWELIN ; S, TEYIEVIEE EZEWindbg, (RATLLE
THEE AR T FE R | https://docs.microsoft.com/zh-cn/windows-hardware/drivers/debugger/
debugger-download-tools, MERZIEREARMENILL, XBEREHITEI R,

HIPESFIFIRZIGE, 1’EWindow XPEERINL, AT O FRI T EHITEE :
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https://docs.microsoft.com/zh-cn/windows-hardware/drivers/debugger/debugger-download-tools

EAEEIRIZEER - ®RIFER

SIS X
B w%Im
2% #E SIS
MTE 2GB E&E#(0)
TabEsE 1 @ =g (0)
LR (SCSI) 100 GB
(=) CD/DVD (IDE) FFEERAM /Users/chen/D... i
S iR B AL SR NAT o .
[Juss 1% e O TRAARETIRO)
) B SENEsL Bz i
S FEEAwZEE \Wepelc.. |~ wme ,
—5== “EE (O 1 AL 3 (5):
HIBI(B)...
O EREGEMEEN):

\\.\pipelcom_1

e RS S =
%_Eﬁx%ﬁﬁﬁfigo pg
1/0 #=,
(J3eiart EEEF CPUCY)
U E PSR G ER EEAT (M2 e
) A TRO -
B
HATE b EEAEN

SAIETEWindows XPRERINESCE T Bboot.iniXF (BUEXAIREENAER) , RMMTARE :

1 multi(0)disk(0)rdisk(0)partition(l)\WINDOWS="XP DEBUG" /execute=optin /
fastdetect /debug /debugport=coml /baudrate=115200
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= AHEE (C:) 1ol x|
IHE HEE EFEY WEe TEO FE@ | -n’,’
QrFe- Q- (¥ D8 | xmx [
Hitlk @) [ 1 x| B e
L/’ g::‘ff;‘;s and L’J Frogram Files RECTCLER

b AR T e

oy wm/RE R System Volune (o= N

) RS Infornation ._,_J oS S

R AUTOEYEC. BAT . boot.ini bootfont. bin
o N S gy | Ms-Dos eI ) BREWE E EIN 25
" |0 1B 1 EE 253|316 BB

AR~ TEIEE
:‘ boot. ini — 10PE _II:IIil
THIE) $EE ER 0 EF W #EB
[boot loader] ﬂ
timeout=30
default=multi{@)disk{8)rdisk{@)partition{1)\WINDOWS
[Loperating sustens]
multi{@)disk({@)rdisk{8)partition{1)\WINDOWS="KP DEBUG" /fexecute=optin /fastdetect /fdebug
fdebugport=comi /baudrate=1152088 _
multi(aydisk(8)jrdisk(a)partition{1)AWIHDOWS="M1icrosoft Windows XP Professional™
/noexecute=optin /fastdetect

BERIIRYEN EBWindbg (x86) XfF, HAXREFEANIIRE, BRREASXNBEREN !

1

"8 WinDbg (X86) Ei%

2 RS

Bl

=2 FMER LSRR

WinDbg (X86)

"fREYE R \windbg.exe" -b -k com:pipe,port=\\.\pipe\com_1,baud=115200,pipe

X

Binsst: R FEfER

BHimuE: x86

Bim(T):

XEHEEAF RS TFEE5TK Y, EREMVIENTRE, EEXP DEBUGERARHEFHEARS
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AAGEEIRIZER - ®RIPER

%P DFRUG [ERHEERERE]
nzoft Hindo Frof

AR PREII R EIRMEREHIWindbgiRIEA T, N FEFTRIXANIETAEIME Windows XPRIARKT !

& Kernel 'com:pipe,port=\\\pipe\com_1,baud=115200,pipe’ - WinDbg:10.0.22621.1 X86 - u] X
File Edit View Debug Window Help
= [BlEEEERBF G (O HESEOREODE] 5] A E

Command [

Microsoft (R) Windows Debugger Version 10.0.22621.1 X86
Copyright (c) Microsoft Corporation. All rights reserved.

opened \\.\pipe\com 1

Waiting to recomnect...

Connected to Windows XP 2600 x86 compatible target at (Tue Jun 14 16:17:48.573 2022 (UIC + £:00)), ptré4 FALSE
Kernel Debugger connection established.

Symbol search path is: srvi

Executable search path is:

Windows ¥P Kernel Version 2600 MP (1 procs) Free x36 compatible

Edition build lab: 2600.xpsp_sp2_rtm.040803-2158

Machine Name:
Rernel base = 0x804d8000 PsLoadedModuleList = 0x805654a0
System Uptime: not available

nt!DebugService2+0x10:

8050daaa cc int 3

kd> r gdtr

gdtr=8003£000

kd> r gdel

gdt1=000003££

Ln0,Col 0 Sys 0:KdSrv:S Proc 000:0 Thrd 000:0 ASM OVR CAPS NUM

E& - 10



2.2.2 GDTRER
BT UEBWindbg EEEGDTRMN—EE R, EWindbgPFERIN TIESEEAGTREXNEM !

1
2
3

r gdtr -
r gdtl -
// gdtr.

Opened \\.\pipe\com 1

Waiting to reconnect...
Connected to Windows XP 2600 x8€ compatikle target at (Tue Jun 14 1e:17:49.573 2022 (UTC + 8:00)), ptred4 FRLSE
Rernel Debugger connection established.
Symbol search path is: srv¥
Executable search path is:

Windows XP Kernel Version 2600 MP (1 procs) Free x86 compatible
Edition build lab: 2600.xpsp sp2_ rtm.040803-2138&

Machine Name:

EEGTRIAIE
BEEGDTRAIAN

gdt IR N 1FeR

Fernel base = 0x804d8000 PsLoadedModulelist = 0x805654a0

System Uptime:
nt!DebugService2+0x10:
8050daaa _cc

d> r gdtr
dtr=B003£000

FATEGDTRAVUE Z [ERL R AER U THES BB KK -

1

not available

int

dd gdtr&FFesmE

kd> dd S003£000

EBeadVirtual:

BO0O3£000 000000 o
GO03£010  OQOO00ff£f
S003£020 OQO000£fLf
S003£030 £0000001
B003£040 O0Q400L£fff
B003£050 97000068
B003f060 Zf30ffff
BO03£070  TOOOO3LL

g0 LB, SIS0k ML, RIANMERP IR,

S003£000 not properly sign extended

00efo300
00e££3200
ffe003dE

QO00E200 000000

80008955
00009302
£f0002FF

0000EEEE
0000EEEE
200020akb
00000££E

FFFFFFFF
[

9Te80068
S0003f£E
O0O0D0EfES

00efok00
00effaldl
20008k04
0040£3200

FFFFFFFF
[l

80008955
0000920k

8000940

EAEEIRIZEER - ®RIFER

XERNERdIEREERBIRELF LAZRAE, RNERTRUMFT—ANARTEE, KMATEE

KEMGERNAIUERdGIEREEERE, ERMFTH—ANAIRTHIE

B-1n



kd> dg 8003£000

S003£000
B003£010
B003£020
B003£030
S003£040
B003£050
S003£060
S003£070

Qooogooo-
00c£9300°
00cf£300°
ffc003dE”
Q000£200°
800080955
0000g302°
££0002££°

0ooo0ooo
OODOLEfEL
OODOLEfEL
0000001
C400f£ff
97000068
2f30£££E
TO0003EE

00ct9b00”
00ctfall”
80008b04"
0040£300°
0000o0000-
50008855
0000920k
50009a40"

O000fEfLE
O000fEfLE
200020akb
Q0000fLE
Qo000000
97680068
SO003fLE
QO00DE££fEE

EAEEIRIZER - FRIFER

i BT gdtlFEFHRAE HRIGDTRI A/, EREMAd/ddESEEERNMRRAE, CRRHRINEEH

REBLZ, FUBANTAIUEZEMN LS EEXBATREEIEA

2

dq gdtrEEasME L40
/] LRRRKNE, 40EXBERTHA#HFlox40, HFESHNEBERRETOx404E (dg->8FT)

GDTRAVEIE

% - 12



kd> dg 8003£000 L40

EAEEIRIZEER - ®RIFER

ReadVirtuwal: B8003f080 not properly sign extended

8003£000
8003£010
8003£020
8003£030
5003£040
B003£050
B003£f0&0
B003£070
8003£080
8003£0090
8003£0a0
8003£0k0
8003£0c0
8003£0d0
8003£0e0
B003£0£0
8003£100
8003£f110
B003f120
B003£f130
B003f140
B003£f150
8003f1&0
B003£170
8003£180
8003f190
8003fl1al
8003£f1kL0
8003f1c0O
8003£1d0
8003fle0
B003f1£0

00000000
00c£8300
00c££300

ffec083df”
TO400£££f
“9T0000&68
T2EI0E££EE
ff0092£f"
TO000f£££E
TOQ0o0Qo000
“OQo0Qo000
“OQo0Qo000
T00000000
“00000000
"BOO3£100
80039844"
"BOO3f108
"BO0O3£f118
"BODO3f128
"BOO3£138
"BOD3f148
"BOO3f158
"BOD3fles
TBOO3ELTE
"BOO3f188
"BOO3f1os
"BO03fla8
"BOO3f1kE
"BO03flcE
"BO03f1ds
"BO03fles
"BOO3f1£8

Oooo£200
80008455
00009302

80009240
Q0000000
Q0Q00Q000g
Q0Q00Q000g
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
Q0000000
Q0Q00Q000g
Q0Q00Q000g
00000000
00000000
00000000
00000000
00000000
00000000

2.2.3 ERiEaT
HEGDTRTF M TRRBEMEN, S— P RMETNEER

“00000000
TO000E££EL
TO000E££EL

£0000001

TOO003£S

aT98de0f

00ct8k00”
00cffaldl”
80008k04"
0040£300°
00000000 "
80008955
0000920k
80009a40"
00009200
Q0Qo0Qo0o0”
Q0Q00Qo0o0”
Q0Q00Qo0o0”
Q0000000°
00000000"
00008200°
00008200°
00000000
00000000 "
00000000 "
00000000 "
00000000 "
00000000 "
00000000 "
Q0Qo0Qo0o0”
Q0Q00Qo0o0”
Q0Q00Qo0o0”
Q0000000°
00000000"
00000000
00000000
00000000
00000000 "

0000f££f
0000f££f
200020ak
00000££E
00000000
976B800&8E
BO003f£E
O00D0f££f
00000000
QQooooog
QQooooog
QQooooog
0Qo0Qoooo
00000000
0000f££f
0000f££f
8002£110
8003£120
8003£130
8003£140
B0O0Z2£130
B003f1&0
B003£170
8003£180
8003£190
8003£f1a0
8003£1k0
80023f1c0
80032£1d0
80032f1e0
B003£1£0
8003£200

8F T, ERHEABFTRVESHIA T EFR
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31 24 23 22 21 20 19 16 15 14 1312 11 87
Base Address 31:24 D A Lisn‘j'ir;gf‘lte D S Type Base Address 23:16
(EAtei) o /B © f EREAD | E (=E) (EAAL)
31 16 15
Base Address 15:.00 Segment Limit 15:00
(B (ERBR®EI/ A/

XE—TNERERNIRRF, EBSEWindbg 3R a9t A LUREFHEEF Hd K

kd> dg BO03£000 L40
ReadVirtual: B003f080 not properly sign extended

8003£000 0000] 00c£9b00 " 0000£E£E
B003£010 00(EE300 000fFEEf 00c££a00" 0000EEEE
8003£020 00c£r300 000UEfff 80008b04 200020ab
8003£030 ££c093df £0000001 0040£300 00000EEE
8003£040 0000£200° 0400££££ 00000000 000000 00
8003£050 80008955 97000068 80008955 97680068

do/ddis SR EHANB T, ETNRELS

kd> dd 8003£000 L4

8003£000
kd> dg 8003£000 L2
BO003£000
kd> db BOO0O3L00E8 LB
8003£008

£ff ££ 00

000000007 00000000 00cf9L00 " 0000EELE

ITEFRRXINNN X RMBEZERET, HMp9LUtbSSHEEN] ¢

8003£008

Baze Addresz  Segment Limit

224 EBiERT
R TR M 6IMESRE, ZREISE T BN RRME R, ZaR T BIRAX S 1732 R BT IR

ZNERET

ff £f 00 00 00 &b cf 00

SN T EFTR LR BROER F RSN R N U9/ 1435 B

EAEEIRIZEER - ®RIFER

RAI4AFT

WERE, NMRFENTRHFA— LI UERAIIES -
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RPL: & REFEZ )

15 3210
Index T|rRPL H:o =GDTE
+ TI=1 #LDT#
Table Indicator
0=GDT Index:
1=LDT AbFEAR NG 2 5| {E e LI8TE I EGDTEL
Requested Privilege Level (RPL] ZLDTHI IR HE, o 2 Ik i B 3
RTF

FRAERA TR LUEE B R F I TINADE R HGDTIAELDTR GEE, 7EWindows XPH&EEALDTER, FRARR
INMERTFTIRIERR0. ) , Index{ir] LARNE EAEE M RAIM— N ERFER AT,

2.2.5 MEEREIRRTERS 78
ZBIRAFAZEAIBIMOVIES AR LA R MMB ISR T BT 738, BRT iz, BALERILUERLES, LSS,
LDS. LFS. LGSIESTERMX—EIE,

FEIRNE, CSEREFHIEED LfES#HITER, XERRNCSHAIE, CSHINBERFREPHNE ;
INRIRBEIEHRCS, MBERIECSHEIP—iEN, XNMEZEHNETHRFE,

MTRBRAR, BRIMEBLESIES, THEEREbufferfIE2NFET (BNERF) LBIESESERSR, B4NFED
BEECXE TR ©

1 void main()

2 {

3 char buffer[6];

4 __asm {

5 LES ECX,FWORD PTR DS:[buffer]
6 }

7 }

FEIENRREREFIRPLBER/ T BIEI TR HIDPL,

2.2.6 BAmdhfFRIEMS

HEANHITMOVELEEREY, CPURIRIBRIEREFRIEIRIRGDT. LDTXMIKKRPP—KKHAITEN, ERFE
WL AR TR, BRRMNMEREATRB6M, MRTRERFEENEN, REFFHRIRE
80fil, FTAXEeafiiBUIAIEALSOMIMINE ? XA FERKNTE T BRI RTAYAE X B 1o

P{iL
PRI R S AT BB, EHNERE T BIERFEESENN,

=

1 -> BRIERFEN
0 -> ERIRFIERL

& -15
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GfiL

T ERGIREM R, RNAKRE-—TRIERNTSRFEFREMNIMNXR, WTERRKZERIMESIERC
HTYENMZENNEXR (KRAUREERERNTFINEESHRER, XRANBERFHE—S—FT R
;%E’\J;EInt)el%%%l%%ﬁﬁdﬂ'ﬂ%ﬁﬂ%%ﬁ?ﬁ@, PR BB R SR TRER XL, RAEELEINGE L
HITHE)

31 24 23 22 21 20 19 16 15 14 1312 11 8 7 0
Base Address 31:24 D Al  Segment D Type Base Address 23:16
ol/|cl|lV Limit 19:16 P p S I 4
(B A iE) 5 L | &mE i (£E) (Bl
31 16 15 0
Base Address 15:00 Segment Limit 15:00
(BAH L) (ERBREI/ KN

struct SegMent {

WORD Selector; // 1641

WORD Atrributes: // 1641 -> ShRIAFET, LM EFE23ML

DWORD Base; // 321z -> ZEROAAL: RAMAFTRIELI6AIEILN. BAAFTHAIEOR EH AL
ST P24 =314

[DWORD Limit; // 3262 | -> WERMAR: RAMFETHRMNESEISA. SA4FTHRIAES
1941
I3

FHEXKE, RS EERSFESE ﬂEPE’JﬁJZmLumutﬁr“ BB RRRRA200I, ERPVRMIRET, B
MEBTXEHILimitR NEREOKFFFFF, M3 A 120 BUR TR AT E MG,

HGHIAE 0T, leltﬂijthTJEEOXFFFFF, &3214%ETXE0><000FFFFF HGHIAEN1RT, leutE’J$14?tm
4KB, EHEEALARNE | _(1BIEER : +1) *4KB-1, RIEEUELTUULAT
LimitAY &% A{E S 0XFFFFFFFF,

E"J:Jﬂ: FAIFEFE 7 CPURB AN EFE IR R R B B M BN H SR A R B F 2 VEH R, MR T 641 A80fiL
Zig,

S{iz
SRR B AT BTS20, CHERTYIERTEERFHAEN

[
(%)

1 —> FRAIERSEIEERIEDRRT
0 -> RINRGFERFEBRT

N
wn

Typell

STIMERFHIRTE T TypelBfIE, HUSMUAENIRRT Y ARENBIERIERRT, FBATypelBER S
TIX KA

% - 16
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Table 3-1. Code- and Data-Segment Types

Type Field
1" 10 9 8 Descriptor
Decimal E w A Type Description
0 0 0 0 0 Data Read-Only
1 0 (8] 0 1 Data Read-Only, accessed
2 0 0 1 Q Data ReadMVrite
3 ] 0 1 1 Data Read/Nrite, accessed
4 0 1 0 o Data Read-0Only, expand-down
5 o 1 0 1 Data Read-Only, expand-down, accessed
6 0 1 1 0 Data Read/Write:, expand-down
7 ] 1 1 1 Data ReadMrite, expand-down, accessed
C R A
8 1 (8] (] (0] Code Execute-Only
2] 1 0 0 1 Code Execute-Only, accessed
10 1 ] 1 8] Code Execute/Read
11 1 0 1 1 Code Execute/Read, accessed
12 1 1 0 Q Code Execute-Only, conforming
13 1 1 0 1 Code Execute-Only, conforming, accessed
14 1 1 1 o} Code Execute/Read-Only, conforming
15 1 1 1 1 Code Execute/Read-Only, conforminag, accessed

INRIEFAR, Typelfl @BRIERTT RMU4F HHESMEELL, B H0NZEEKIBEE, N1INSHBER, Ei¥H
T X KRR ZAT, A RARIE L FRRIGD TR K — TR R /RS R BV T

BABNEZRBEPUMNENIFATEHEAFTEERH, EEDPLEWIndowsE REHIMFAFBE R © 00/11 (J5RA
ETHRHRZEY) , AESUMIARIFRERIMIER/ISERIEARRT, PN eI USHP. DPL. SHiE
RYEA © 1001/1111, FER+H7SHEIFEZE © 0x9/0xF,

RERITRE FTypeldRiE, BREFAR, EHEHEMZEX0-0xF, FHSE— AR, H{E/Foxsll
KT HAIREEIER, RzWENEE,

0.5MF5, 44
L A -
15 14 1312 11 T 8 7 T 0

050 F%  4fr 1NFH, 8fu

D . Type Base Address 23:16
P| P €3il) (Bl

LG LR, BINEBGTRFHAZR, N TEPRIEHERCHMENEER, RENEHER

% - 17



kd> dg 8003£000

rrrrrrrrrrrrrrrr

OO00E££f O0cEEall”

S003£000
B003£010
B003£020
B003£030
S003£040
B003£050
S003£060
S003£070

00c£9300°
O0cf£300°

QO00f£Ef

EAEEIRIZER - FRIFER

fEfc083dL

£00000018

0000£200 "
80008955

-

Q0008302

££0002££°

U200 000000f0
97000068
TZf30£fEE
TO0003EE

el s

80008b04"
0040£300700000££E

FFFFFFFFFFFFFFFFF

50008855

0008200k

BB kKB ETypelBRIRE, FRTH111I5, 8.

ERIRRES, A (ARG, $sfi) REZBREERARAE, SABRFZRERTEAR N RETFRN, HE
MEWIESVIL ; w (B, Fof) RFEIMMIBEREEAE ; E (AR, $B10fl) , HEENRRALHA
B, HixERINETHER.

EAIBREMR, A (ARG, Bl SEER—EFNEN ; R (FIRML, $ofi) RRUAIRBRESHE; C
(—EfiI, B1ofi) , HHENIBMURT—HAEE, HZEHRRIF—BABE.

U000LILt
200020akb

O7Te80068

"80003ffE
5000940 0000£££E

9. 10fuEACHIEMBIRERTEE REIE X,

Table 3-1. Code- and Data-Segment Types

Type Field
1 10 9 8 Descriptor
Decimal E w A Type Description
0 1] 0 0 0 Data Read-Only
1 0 (8] (] 1 Data Read-Only, accessed
2 ] 0 1 0 Data Read/Mrite
3 ] 0 1 1 Data ReadMVrite, accessed
4 ] 1 0 Q Data Read-Only, expand-down
5 ] 1 0 1 Data Read-Only, expand-down, accessed
6 1] 1 1 (8] Data Read/Write:, expand-down
7 1] 1 1 1 Data Read/Write:, expand-down, accessed
C R A
8 1 0 0 o Code Execute-Only
9 1 0 0 1 Code Execute-Only, accessed
10 1 (8] 1 Q Code Execute/Read
11 1 0 1 1 Code Execule/Read, accessed
12 1 1 0 0 Code Execute-Only, conforming
13 1 1 0 1 Code Execute-Only, conforming, accessed
14 1 1 1 o Code Execute/Read-Only, conforming
15 1 1 1 1 Code Execute/Read-Only, conforming, accessed

W E/BUER R, FMRETHSUNENIHR, NRRIARBREREDTT, REARDAUATARARE !

E% - 18



AAGEEIRIZER - ®RIPER

Table 3-2. System-Segment and Gate-Descriptor Types

Type Field
Decimal 1 10 9 8 Description

0 0 8] 0 ] Reserved

1 0 4] (8] 1 16-Bit TSS (Available)
2 0 0 1 0 LDT

3 0 O 1 16-Bit TSS (Busy)

4 0 1 0 0 16-Bit Call Gate

5 0 (8] Task Gate

5] 0 1 0 16-Bit Interrupt Gate
7 U] 1 1 16-Bit Trap Gate

8 1 0 0 0 Reserved

a 1 4] 0 1 32-Bit TSS (Available)
10 1 o 1 ] Reserved
11 1 0 1 1 32-Bit TSS (Busy)
12 1 1 0 0 22-Bit Call Gate
13 1 0 1 Reserved
14 1 1 8] 22-Bit Interrupt Gate
15 1 1 1 1 22-Bit Trap Gate

DBfiZ
DB BB B i4FE TR E221I, DBUMERUT=fizS :

1. XFCSERRIRZMm :
« DB=0 @ RHERMUIUAR
. DB=1: XH16MFUtAR
2. XJSSEREYEIMM
. DB=1: [2X1%iARIFES (W0 : PUSH POP CALL) {ERE32Ii%ISstZH1FRRESP
. DB=0: [2x#%iAi)E5 (40 : PUSH POP CALL) fER161Ii%IEs = 1728SP
- [2IXHRIFIRIFES | BIA0PUSH EBP, XAEH®E HIMESPAMEN T ESPRYE, FRIAFR(TRL AT RLFR
XMignAkRRIGRES
3. AT EBRSIEER
- DB=1: E& L£%94GB
- DB=0 : E& L£%964KB
- LR EERREY BERCEE, KBMTF
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FS. Base

FS.Base
q-ERN nLEERM

64K

4G 4G

2.3 EXIXR

2.3.1 N[EE

BB E Y ERTFFREAN, CPURIRIBRIERFERER, FRNNATHTREHEASMSFH
&, XEEMSRBBRNELE,

E 7B R E 2RI FHAARE—TCPURN DR, WTEFIRELECPURIREIRE D4

Least privileged

P

Most privileged

Device drivers

Applications

EWindowsRERFAHPER TRing3 (ZARE) . Ringo (R%/RzHE) BIRIRSIER, HITHLEILIFRZ 0
. 3,

E% - 20
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HIEIZ AR

AT LUEIECPL (Current Privilege Level, HEHFINER) FRYEMEFIAPRESR, XEMCPLIZFF EFEECSH
SSHEMMENEFEFIRE2M (ZUSHEMEFTEREEREFHIRPLAER—MIE)

NTEFAR, B —DEXEXHEADTDebug, FHiKEEHICSHRIEREIRF0x001B :

%{DTDebug — Test.exe — — [PV — main thread, meodule Test]

[€] File View Debug Flugins Options Window Help

P (E|x] »]0] %] 30 ] %) L]E[wv]wa]c]/|K[B]R]]s] EE]?]

| wou 61000 TS PUSH EBP ~[Registers (FPuy

oese10n1(| . 8BEC HOU EBP ESP EAY% 00006000

eou010A3(| . &R FF PUSH -1 EC% 0O12FFBO

0B4B18A5|) . 68 16F14166 |PUSH Test.88u1F118 EDX 7C92EB94 ntdll.KiFastSystenCallRet
apupional| . 68 OLZELOGE |PUSH Test.B0462BOL SE handler installation EBX 7FFDERGE

spueionF (| . 64:A1 HOU ERX,DWORD PTR FS:[0] ESP BB12FFCA

oouoioBs(| . 50 PUSH EAX EBP BO12FFF@

06401086 ([ . 64:8925 0860(HOU DWORD PTR FS:[0].ESP ESI 06006006

ee40188D (| . 83C4 Fo ADD ESP,-18 EDI 006270E3

spueioce(| . 53 PUSH EBX

ssusiect |l . se PUSH ESIT EIP 6040816n0 Test.<ModuleEntryPoint>
spueiocz(| . 57 PUSH EDI ca BA23 32bit B(FFFFFFFF)
oouoioca(| . 8965 Es HOU DWORD PTR SS:[EBP-18].ESP . P 32hit 0(FFFFFFFF)
064010C6 (| . FF15 2c41%20( GALL HEAR DWORD PTR DS:[42413C] kernel32.GetUersion ) 32bit O(FFFFFFFF)
904816CC|[ . A3 EB2542068 | MOV DWORD PTR DS:[4225E8],.EA% Z 1 DS 8023 32bit B(FFFFFFFF)
06461601 ([ . A1 EB2542B6 |MOU EAX,DWORD PTR DS:[4225E0] S 8 FS 8038 32bit 7FFDDOBB(FFF)
opue10D6(| . C1EE 08 SHR ERX,8 T 8 GS 8086 NULL

FrIAFRATAEHEB = 101113 HCPL= 0011 =3, IR TEHAIHIZNNRZERIng3 (AR, 31F) o

DPL

DPL (Descriptor Privilege Level, ERFFAFIIRS) FAEEERERTTHR, HME 7 iA0IZERFI R Z R
B2

!EI,EIJ'F?E‘ THRRIERFAERBERIERFTREIDPLIN0, BRYFIEFIICPLAS, BARERRIERITHY

1 MOV DS, AX

RPL

RPL (Request Privilege Level, 1EKIFINRF) BHMEBEREFMEN, SNRNEEFEHEESHRPL
MTESHEEFEFIEANER— M BRIERR, BEENIMRPLA—F :

MOV AX,0x0008
MOV DS,AX

MOV AX,0x000B
MOV DS,AX

a b wN PR

HHEERAINRICE

ERIENZESIRFETT#ETCPL. DPL. RPL, BBAENIEIERIBERP X BUNMAFHFITIOERINE ? 0 TR (H
BIfEFE A TF0IF, EERRCPL=0)

1 MOV AX,0x00B // OxB = 1011, RPL = 3
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2 MOV DS,AX // AXIEMRVERIEMRTFFHIDPL = 0

ERIRRAIN R ERZ BRI T ANHITH

1 /) BEERLEK
2 CPL <= DPL && RPL <= DPL

RIEBXERAT, FNWRPLEHANTFFTOPL, RLENFAHITHRRSFHRSERESETERITRIIN.
AR  ABRNRSRERTPIERESRNER—#Y, XERTRENETH T H#E,

Rt LBEERRL

1B TCPL. DPLEFF EEXTTM T RERNIERNRNE, N AERTERPLIE ? HAIUXHREAE, i
AN — P XEHTIRE, BRATEEHE, TASERT, MRMAFBEZINIR, BAMBRIUNSERR
BRNET AN Alt, EXEHERFIEE, (FMERNEHAFRRIF—EREZEARNR, ATRE
. Zett, WUK/IMERRNHR M RZHREA.,

2.3.2 BB

RBBERAR EMEERCSERF T, RiImBTRIIRERFFHRIUEAMOVEILXIERHTT, B2H
T CSERFFHRAVFHRME TR EZ EIER,

CSEABIER, ERINZEMERAEIPRIE, ENCSHRREAMEIENEP, PRIt REERRMHEIU LR
MBYSEFE B RIERCSER T F R MATNERIHMERCSSEIP, RAIMUERINTXERES !

JMP FAR
CALL FAR
RETF

INT
IRETED

a b wWNBE

AETEFETHE—TIMP FARISS BMEHITH,

TS

JMP FARIESS, IRAILAMZ ABkE:, S0 TFFLEIMP FARIESET ¢

1 // NP FAR BRiftiR¥: EBRILRYMONL
2 JMP FAR 0x20:0x004183D7

BACPUBEIXFRIERENRIER ELARENIE ? E—HENTE, BITUMNEESHEFAF T !

1. SEREREFI/FS | 0x20=0000 0000 0010 0000, RPL = 00, TI = 0, Index = 0100(+3# ! : 4) ;

2. IRIEEARTFERKIERISRE | RATI=0, FRUEGDTR, XIRIEIndex=43% 3|3 M AYEIHIMRT, AR
EMERTT HAREER. RAER (GAMM. TSSESER. E5M) , BARESRFBkEEN ;

3. WEBKE : BIERBEREET—BCRHIERZE (XPLEELLR) , NREIEF—FHRBENER
CPL==DPL&&RPL<=DPL, #1RE—EIZERNERCPL>=DPL ;
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a. FF—BRBE N EBERBE, ERARFRELKIAR, FlaRing3HAEARIRIng3 (Ringd
BEIEAIS) , M™ERRELRIAN ;
b. —EARBER . HNIIXHZAREER, IFNESNEFRAFLIIFNEENEIE, Ring0 R
HIRIRIng3BIEIE, FFINRENEFRILUARENFNESEHIE, BRNERSKERE, Ring3
I ZRing3o
4. MNBEHRF | BINEREZE, CPUARERIRFMEIICSHRESTZSET ;
5. fKEBBHIT : CPUSECS.Base + OffsetBIEB AZRIEIP, SAEHITCS:EIPAARIKED, ERiEIBkiEENE®,

EENABERHEITIMPEE CALLRYIRME, TILERR—HABRERIF—HABEE, CPLERRAERE, Wl
RERACPLIIIR, ReB@ETIERMSELUGE,

S

ZABENBE T T IMP FARIEREIRITRIZY , Bl TRILORSEFRSEE—T.

FE—EUBD B T

BB Windbgtk B —MNE—BBIRRR IR RT GBI BB RIS TypeiIsRAE) , AEEHI—HEEA
BGDTERH,

TEFMTHMSHIAR, B MIE—BEIRBRIERRT (Sfi=1 && TypelfiHREICiI=0)

kd> r gdtr

gdtr=8003£000
kd> dg 8003£0
ReadVirtual: B003£f000 not properly sign extended

BO03£000  QO0000Q0 Q0000000 O00cf9k00 Q000£££E

k]

H
=
[
]

8003£010 00cf9300°0000£££f [DUCEEB00 UOOOELLE]
8003£020 00c££300° 0000£££f 80008004 200020ab
8003£030 ££fc093df £0000001 0040£300° 00000££E
8003£040 0000£200°0400£££F 00000000 00000000
8003£050 80008955 97000068 80008855 87680068
8003£060 00009302 2£30££££f 0000920k 80003££E
8003£070 ££0092££° T00003££ 80009240 0000E£££E

FHANVERN ME SRS ORI RAGTRFNZERD R D (ANMNRKNERERNENEETNR, HiEL
KABEN) -

1 eq 8003f048 00cffbeO 0EOOffff
BLEEBNBEME—1IMPFARIES, BARERIEFEFIY, HiTEiLCPURRIBEEEFMIndex i1k R

8003048 X M FIERFE R R, X ALECPUIRIEIndex I AYETRLASE NN _EGDTRYE ML, URH BRI EER
CPL==DPL&&RPL<=DPL, EILEZEIFEF7I : 000000000100 1011, FLZIESUT :

1 JMP FAR 4B:004010CC

AT UFEDTDebug P EA XL RIE S, SARFT— TR E A M XEHEIEF I B EEI0x004010CCNIE, F
HEIPFICSERFFRMEMRE THT ©
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Paced [ BIx] win] a4 303 v »f C[E[mM[T|w[H[Cc[/|K[B[R[|s] E[H]7]

00401000 En cC104000 JUMP FAR 004800401 0CC ~|Registers (FPU)

80401007 98 EAY 0000BABA

80401008 [T HOP ECY¥ BB12FFBA

80401009 [T HOP . . EDX 7CO2EBO4 ntdll.HiFastSystemCallRet
fosaiona|| . 68 942B4008 |PUSH Test.B0482B94 SE handler installation EBX 7FFDAABA

0040100F [ . 64:n1 00OO0BIHOU EAX,DWORD PTR FS:[0] ESP BO12FFCA

sosoioBs(| . Se PUSH EAX EBP BB12FFFB

00401086 ([ .  64:8925 0008(HOU DWORD PTR FS:[0],ESP ESI 00000A0H

6040108D || . 83cH FoO ADD ESP,-10 EDI 86616FA43

soso1oce(| . 53 PUSH EBX

souotect (| . s PUSH ESI JEIP_soustace Test 96u10cc]
seso1ocz(| . 57 PUSH EDI € 8 ES 8023 32bit B(FFFFFFFF)
sosoioc3|| . 8965 ES HOU DWORD PTR SS:[EBP=18].ESP P 16bit 8¢0)
004010C6( . FF15 3c41428( BALL NEAR DWORD PTR DS:[42413C] kernel32 Getlersion f 0 EETBOOR 32bit 8(FFFFFFFF)
. A3 E0254280 |MOU DWORD PTR DS:[4225E8],EAX 21 DS 8023 32bit B(FFFFFFFF)

FRIAFRATAATT R K BRAR SR08, A TA AT LURIIE— TR B D B R ENERRIZFIRANE, TERHE
CPL==DPL&&RPL<=DPL, BILFRIEARERTFREMBH—T (BHXTDPLAME)

1 eq 8003f048 00cf9b0o0O BEEOffff

HEBMNASER LAV CRESESITRIANERHET

Z DTDebug - Test exe — — [CFU — main thread, module ntdll]

[] File ¥iew Debuz Fluginz Optionz Hindew Help

el Bl x] w ] wis $04 9]+ LlE(mT]w]nc| v k[BR]us] 2]

8B1C2Y4 MOU EBX,DWORD PTR SS:[ESP]
7C92ERF3 51 PUSH ECX
7CO2EAF L 53 PUSH EBX

EFANMERMISIE T LI RIC TIPS,

— I A T
BATRILUESBAERTS, HETN—BABEERERT, BmEERTypetidhpichi=1 :

1 eq 8003f048 00cf9foO 00OOFfff

kd> dg 8003£000

ReadVirtual: 8003f000 not properly sign extended
g003£000 OOO0O0O0O0O™ 00000000 O00cf£SbO0OOOOOELEF
BO0O3£010 OQO0cf£9300°0000££f£ff Q0cffbO0 O0O00ELEEE
BOD3£020 OOcf£300°00D00E££££f BOO0OBLO4"200020ab
BOD3IE£030 ££fc093df°£0000001 OO040£300°000O00EEE
B003£040 O0QO000£200°0400££fff 00cE£9£00° 0000EEEE
g0O0D3£050 BOOD0O8S55°57000068 BOOOBSS55° 97680068
BO0O3£060 O0QO0009302°2f30£f£fff Q000920b BOO0D3EEE
BOD3IE£0T0 ££f00S92f££°700003££f BO00%a40  D0D0O0ELff

BEERINERABRHFNCRERESHITIIT -

1 JMP FAR 4B:004010CC

MX BRI UHITHINN, XEERA—EAIEEE R RTBINERIEE IHENRIZRF AR SN RIER, 5t
£CPL>=DPL :
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% DTDebug — Test . exe — — [CFU — main thread, module Test]

[€] File View Debuz Plugins Options Hindow Help

Pt BWlx] w11] S5 34 ] = o]E[m]T]w]n]e] 7|6 R[5 EE?]

ooka1oaa] $ En CC1040@0 {JHP FAR 0B4B:0esE10CC | ~|Registers (FPU)

ao4p18A7 C T 90 HOP EAX 08008080

geLp10A8| 7 98 HoP ECX 0E12FCFS

ao4e10R9| 7 98 HOP . . EDX 7C92EB94 ntdll_KiFastSystem
BO4B10AR| . 68 94204088 |PUSH Test.MB402B9% SE handler installation EBX 7FFD508A

00LG10AF| . 64:A1 0800001 HOU EAX,DWORD PTR FS:[8] ESP 0E12FCDA

Be4B18B5| . S8 PUSH EAX EBP QE12FFFO

BO4R10B6| . 648925 0@ABIHOU DWORD PTR FS:[@],ESP ESI 80088088

BOLA10BD| . 83Ch4 FA ADD ESP,-18 EDI 0@816r43

spupiece) . s3 PUSH EBX . & e
el - e PUSH ESI FIP QONGTOCC Tect . BonnioCe
gougi0c2) . 57 PUSH_EDI C 0 ES 06023 32bit B(FFFFFFFF)
BOLR1ACE | . 8965 ES HOU DUORD PTR SS:[EBP-18],ESP P 1 CS BA4B 16bit B(0)
0O4A16C6 . FF15 30414200 GALL NEAR DUORD PTR DS:[42413C] kerneld2 _GetUersion T

. A3 EO254280 |HOU DUYORD PTR DS:[4225E0] ,EAX Z 1 DS 8823 32bit O(FFFFFFFF)
BeE

=

L ATHBUEEITRP, EEAERERLEFREEITIHRN. ARSHRBAELRAKIEE, F
#, ARSHAEERENRBRSIEE ;

2. MNRABRH—EEANIIEE, MAXENEHFABIARZEUE, BARTLUER—BABER, XHER
BIVREF A ATE R FHCPLAR F R AVE R FiAiE.

3. ARG EEARER, IEETERMFEACPLNR, FaEnil

KIABEREAR

RATATLOBTIMP FARIES SLINERBIAUBkEE, R ELIMBERMNARMMSNEZ I CALL FARIES, UE K
F. CALLFARLLIMP FARE S Z+, JMPHARE Mm%, {BCALLEEMH,

52iE

SARMERITZRIFAESIMCALLIES, IESRAWT :

1 CALL IBN#/&HF17eR/R=E

HIMAITCALLIEES Y, EBRARARFAEALRICALLIEGRI T —1Tibil, XM itbitthFnz Ak B,

CALLEESHITREIM N & 7R, —NRESPHE (EAMULEE, KIUEA) , —DREPHE (BEREIE
PDHULEAREEINT)

FRUACALLIES B AT D AR X2 MES -

1 PUSH CALLIESHIT—1TihiL
2 MP BN/ B TFER/NTE

BB REECREPHCALLIES AZEETRAARMN, MESNKKIARTEZEHEE—RETIES, BN
{EFAFLEBkEEBICALLIE S Y T —1Tithit, FHPOP,

1 POP CALLIESHIR—1T3bit
2 JMP CALLIESEYTF—1T3thit

BLRRE AR EZ AT AERIN TERKT ¢
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b HE {E L
SEEHAL | > CALLHTSESP & [O ot |-o->  RETHITBIESP
00000, | > CALLHTHIESP WOOOOOO o> TETHIATRESP
SOO0000N LR
FOO00000 LR R

Eibit  [ooooce St 200000000

PILE AR mEYE 7252 © ESP. EIP
KA

BERRIRI
KiFBFLECALL FARIES, IESHEILAT ¢

1 CALL FAR CS:EIP

KIFADARMMER, RNXEFMARNKIERRESRARNN. XBESERTHRE, it H A%
Fer, RAREMEIPREFRD ; EFFEDERIECSERIERFEGDTR, HIBIRPMERIERT (X NERERAT
VAR NERMN) , BREAAMNTSIHEHZERAMIE, REABHTE,
XERANFTRNISERAENG, ESRRNRCPLEEBITIENERCPLERAN. RITKIERN, BAR
EARBENCS, AERBEAKEBESH T T, ARTRZE, BTEAKRNARSERRF—F

T, IS RARTRZ AR BEARETRERE T, MEFBEMEARETHES, XIFMAIURERKE CS.
EIPo
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bt bt
iE Btk > CALLEATISESP iE @ik [ RETFHATHVESP
R & CS A& CS
WOO00000E [ > CALLHATHIESP YOO00000L | > RETFHIAT/SESP
EEE N LR
OO0 0000

B |00000n Bt [0000000

FRUAB RN KIA AL M S F8352 - ESP. EIP. CS

BRI
KIEBNE —MERMEBERARN, H5E—MERNESE—1F8,

1 CALL FAR CS:EIP

B IRNMNKIARES, RRYUIRTKIABIESHCPLE3, BITEEFRAMERCPLA0, FIMXMArE
—PNERURME, RN CSHICPL, FHEREIntelB9HIE, CSHISSHCPLERIF—, FrLlEBISSHIENS
RERT ; BRIk, RARETERN, RMIFIKRT AT, EILESPHESAERT, FRUATHRIE
BIM<BARTMEERT IR E , FLRFSS. ESP. CS. REBIEFEAE :

CALLEAATRI CALLEAT/E
{3 ittt
i e CALLIATIRESPO
i A CS
iE A RSP
EA#ESS
00000 | > CALLHATHIESP3 Y0000
2000000 LEEL AN
YOO00000 YOO00000
SHtt  |00000X Sl [oe00oon
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BATEEBERZERRECRIN TERFR -

il

Pk VA6 0.9

ROIIE e > RETFHA{THTESPO
BHACS

I8 H RSP
i85S

KOG w2 RETFAT /SESPO
XO000000
XOOO000K

P BEER H RN BV KA B M EF ZEs a2 - SS. ESP. CS. EIP

St

wn e

SERERE, —BAENREYIR, etk ;

CSHPR—BE HZ, SSHNPRHERENT, CSESSHFRNIN—IF ;
JMP FARR BEBKEE B RZRIE—BUADER, {BCALL FARRILUGED EAMIRN, BACPLAIIR, XiEFLRIIUL
B AIERIKER,

Hb#E TRBAVFE T T HE XA,

233 M

A
TeMBB RIS AMENNKIARES, AR LHRE@TEAMEETH, KARESRITRE

1 CALL FAR CS:EIP

1. RIECSBYEEGDTER, HEIXMNAIERHNTET, X MMETTE— MERMHDET ;
2. ERAMNERTFHICFENSZNA— P RBERINEEETF ;
3. HIEREFRFIERMER, EIEERITHIMURLEIERBYER Base + AT RV RTS ML,

BEAMNERRFNERIN TER, RINTUEICRERERFNEHE—LEER, HSUANNRTXZE— TR
@&?ﬂﬁ,#EéWmﬁﬁnmﬁN%ELm MNERBMERET
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31 16 15 14 1312 11 a7 6 5 4 0
Offset in Segment 31:16 D ]S Type 000 Param Count
(E& R B8 Pl L o] EEm (BHEE)
1|1]o0]o
31 16 15 0
Segment Selector Offset in Segment 15:00
(Biz#FET) (B Y RTE)

R I PRI 16B 3B EEEF, EER2MUPHBRIBI5MUKRF2MAIRIE 1631 FENMZER
%o

SRR

BT windowsHRBEEREAN, FAMURNBEBSEWE—TREAN, URMEEcDTRPE—ERMET
Fo

BAHREWE N A NS A EWEIERMEDRT, BRI THERRIBAEM, FlREE31:1658E E
0, AN ZAHABPILLANIF RITIXE— A ROVESERTT, DPLASEAFKNTEMIMNERKIAR
ES, SO0, TypeldiN1100, FEINES. 6. TALEAIAAN0, FH0oFIEHAMLXEF0RIA], EATATHAIR
FERLES, FURFHE32URN ¢

0000 0000 0000 0000 -> Offset
1110 -> P, DPL. S

1100 -> Type

0000 0000 -> 0 - 7fI

O ulh WNBRE

OXOOOOECOO

{32 EEIFEF AT LU /90x0008 (FFRZOMFLHRER) « 0x001B (MRZ3IFADER) , (R HEFTIAED :

1 Ox00080000

RABAN S HBERMERRTR

1 OOOOECO0 00080000

BATEIATEWindbg R EHeqiE DB HCDTR AR B R ARINERIERTT (E790)

1 eq 8003f048 OOOOECOO 00080000
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kd> r gdtr
gdtr=B003£000
kd> dg BO03£000

EAEEIRIZEER - ®RIFER

BeadVirtual: 8003f000 not properly sign extended

S003£000
8003£010
8003£020
S003£030
80032£040
B003£050
8003£0e0
8003£070

00000000-
00efa300”
Q0cf£300°
ffc093dE”

0000£200

80008055~
Qoogazonz”
ff0092Fff"

00000000 00cfob00”
CO00ffff 00effb00°
Q000f££££ 80008k0O4°
£0000001 0040£300°

OOOODffEf
OOO0DffEf
200020ak
O0C0OfEf

TO400f£fff F.'JCICICICICICICI i

00000000)

97000068 BOOD0OBOSST
2E30£££F 0000020k
TO0003ff 8000%9a40°

kd>|%q 003048 0000ECDO 00080000

Writevirtual: BO0SL048 not PIOpEL]

kd> dg 8003£000

ReadVirtual:
Qooooaaoo-”
Q0cfo300°
QQ0ef£300°
ffc0o3dE”
Qooo£200°
&0008955"
Qaoooe3nz”
fEO0G2EE"

80032£000
8003£010
8003f020
S003£030
80032£040
B003£050
8003£f0&0
S003£070

STe80068
BO003fLL
OOO0DffEf

v sign extended

S003£000 mot properly sign extended
00000000 00cflk00”
Q000£££f 00cEflO0”
QQ0Qf£££f 80008k0O4"
£0000001 QQ40£300°

OOOOfffEf
OOO0DffEf
200020ak
OOC0OfEf

O400f££f r[IICICICIecCICI .

goosaooa)

97000068 BO0D0BOGSST
2E30£££F 0000820k
TO0003ff B0009a40°

XEHNMARITEAM T .

EAMER

TEH

STeE0068
BO003f£E
OOOODffEf

FANFENEERERNT , FETRFNERFRN, WTFRBAR, FMIERKERES, HHREEFN
0x48, XZRFENEHFI KIS NHIGDTRAVERFTIEF 2RI LEEARAM#ERT, ATFEPREFRAN

B9, PRIAZAIREEMR(E

1 #include <windows.h>

2 #include <stdio.h>

3

4 void __declspec(naked) GetRegister() {
5 _asm {

6 int 3

7 retf

8 }

g }
10
11 void main()
12 {
13 char buff[6];
14 * (DWORD*)&buff[0] = 0x12345678; // EIP, [EFRF
15 * (WORD*)&buff[4] = 0x48; // EREHETF
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16 _asm {

17 call far fword ptr[buff]
18 }

19 getchar();

20 }

M HA 1z A2 R E A MR AT P REFE F2IEM0RBI RIS, EWindowsEFEEIE. XEERBase#f 0
, FRUFNEERLRIUEMZRIBMUIEMNAR. RHit, HMNEBSTULELXRABMNE—ERREN, FAAN
BNENRBMAUER0, HITARRERERKBILTGetRegisterEEY, FRUFATRI AT I R FefFiZ A

HEFREX T 3Ko

WTFEFRR, 13RS GetRegisterBEXAYERZH1E0x0040B4B0 :

1: #tinclude <windows.h>

2: #include <stdio.h>

3:

L: void _ declspec{naked) GetRegister{) {
AA4BB4B A int 3

5t _asm {

6: int 3

¥: retf

B84 8B4B1 retf

FRIABATRI LOR A B FHER NEFH 5 AGDTRH !

1 0040ECO0 0008B4BO

kd> eq B003£048 0
WriteVirtual: 80

8003£010 00c£9300° 0000ffff 00cffb00 0000EEEE
8003£020 00cf£300°0000f£fff 80008b04°200020ab
8003£030 f£fc093df £0000001 0040£300°00000fEE
8003£040 0000£200°0400£££f 0040 0008b4b0
8003£050 80008955°97000068 80008955 97680068
8003£060 00009302 2£30f£fff 0000920b 80003f£f
8003£070 ££0092f£°T700003ff 80009240 0000ffEf
BEFA BB TR KBk GetRegisterEIBINIT, ZERBAB—TINT3, XEZAXRETRH ERURFERAE

X, FRIEERSETRIRE) , PAURBRITIIZEEIMEM IR ; FERNFEIZSRSRBEEE
26, ERESFAAMNXBRABNSERFMESRANIFNNRT , LRHALL, HIEFRREBERX M
R, REEFRNREERSFEBE, PRI IIFIWindbgiRiR 2.

HNPITXRABE LI, WindbglSKBRMN, HEBRRENEXMHERETT

kd> g
Break instruction exception - code B0000003 (first chance)
0040k4k0 cc int 3

BT AU T RIAAFIENTFRER, RKUSS. ESP. CSHEHRMERET T :
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Registers 54
IEHX = CCCCCCCC

EBX = FFFD4B08

ECXx = 880080008

EDX = 8843 8DBA

ESI = O963FBESB

EDI = BE1ZFF88

EIF = BB4BB4ES

IESP = BB12FF2BI

EBP = B812FF88

EFL = 88888212

IES = ﬂﬂ1a DS = 8823
ES = 8823 ES = HBEEI
FS$ = B883B G5 = @004
oUv=a UP=8 EI=1 PL=8
ZR=8 AG=1 PE=8 CY=8

kd> ¢

eax=ccccccoe ebx=T£fdel00 ecx=00000000 edx=00430db0 e=si=0003f8ef edi=0012f£fE80
eip=0040kb4b sp=blctiddl Ebp=0012f£f80 iopl=0 nv up i pl nz ac po nc
c=z=0008 === ds=0023 es=0023 £s=0030 gs=0000 ef1=00000212
0040b4b0 cc int 3

HEBNTMELHNANE, IRMHIZMNNZRPrIERKIARMNREARE—#, ’sS. ESP. CS. &[]

HnEEA R :
File Edit View Debug Window Help
i | EE =D BPE  MPELSEEEEIOEE] 8 A E

Memory

‘U"irtual: babglddo

|bab€l:1:1l3 g8 b4 40 00 1b OO0 00 00 28 ££ 12 00 23 00 00 00 00 OO0 OO 00 OO0 00 00 00 Q0 00 00 00 00 00

BEE
ZAENERBARMRA SRS, X LERMEXFSREEN, PRUFRITRE FAEH,
RIEEAMEHENAE RS20 BN EMIRTHMESHYE, UMEMELERISHAI T

31 16 15 14 1312 11 87 6 b 4 0
Offset in Segment 31:16 D |S Type 000 Param Count
(B fRT) I L o] eEm (S¥E=)
1/1]o]o0
31 16 15 0
Segment Selector Offset in Segment 15:00
(BRIEFET) (B riRes)
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FRIAFRATTRT AL 22 BUASEERY IR MR AN _E B8N

1 0040ECO3 0008B4B0O

ETRBNAILERMN TRBEERSE, BdpushEASE, ARNREESPIURENEL, BEIHATHR
ARXEHRTHENEATINEY, SEMRALETEL, AANERRETHERIMEEEM LoxC, XEFRITTA
[EF RERIFIA T

1 #include <windows.h>
2 #include <stdio.h>
3
4 int a,b,c = 0;
5 int o_eax = 03
6
7 void __declspec(naked) GetParam() {
8 _asm {
9 mov o_eax, eax
10 mov eax, [esp+8]
11 mov c, eax
12 mov eax, [esp+0OxC]
13 mov b, eax
14 mov eax, [esp+0x10]
15 mov a, eax
16 mov eax, O_eax
17
18 retf OxC
19 }
20 }
21
22 void main()
23 {
24
25 char buff[6] = {0};
26 * (DWORD+*) &buff[0] = 0x12345678;
27 * (WORDx)&buff[4] = 0x48;
28
29 _asm {
30 push 1
31 push 2
32 push 3
33 call far fword ptr[buff]
34 }
35
36 printf("%d %d %d", a, b, c);
37
38 getchar();
39 }

BT ERIZ R R IS A] OB X i 75 TURENE ML RIS HUE -
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int a,b,c = B8;
int o_eax = 8;

void _ declspec(naked) GetParam{) {
_asnm {
mov 0_eax, eax
mov eax, [esp+8]
mov ¢, eax
mov eax, [esp+Bxc]
mov b, eax
mov eax, [esp+Bx18]
mov a, eax
mov eax, 0_eax

:\Program Files\Bicrosoft VWisual Studio\NyProject:

retf BxGC

¥

void maing)

{

char buff[6] = {0};
*(DUORD=)&buf F[ 0] = Ox12345678;
*(WORD=)&bUFF[4] = Bx48;

_asm {

push 1

push 2

push 3

call far fword ptr[buff]
H

printf(*%d %d %d", a, b, c);

getchar(};

AR ABBRERESPFURX MM NMREERER, RINBETCEPREA—TINT IEDILERRIE
VVirldl)gE*J, iﬂlgég____F:*aéo

Memory n

Virtual: =25512=1] Display format: 2vt= v Next Previous

253 1dcd ¢ 0 DEIEE T T VT T | -
b2531ldds 00 e £d 42 50 55 3k 41 £7 18 ce €3 89 ....#..... H..;h...c.
b258ldec 00 00 00 80 04 00 00 00 00 00 00 00 00 sewevewvensnnananans
b2531le00 £ 80 1f 00 00 d3 c0 99 Tc ad £9 9L 04 ....ieiinnnnnnn |
b255leld 00 00 00 00 8c £8 S 04 00 00 00 00 ..ulTeeieuenennnnnns
b2551le2d 00 7e £0 54 01 00 00 80 Tc 54 2b 00 00 ....uan. uTaeuo [ TH..
b253lelc 74 @5 72 00 04 b4 £58 00 00 00 00 00 00 ....0lDbEF.u.ucenans
b2551e50 00 00 00 00 00 00 00 00 00 Oc £9 9 04 ¥.ew.Wewieosnsasanans
b2551e64 00 00 65 50 85 S5£ 00 00 00 00 00 00 61 b4 Sb 01l Oc £9 9 04 ..eP...ueu.. -
L2531e78 &3 73 00 00 00 00 00 0O OO0 00 80 7c €0 £1 54 0L 00 00 00 00 .8u.eueweans [
b2551ledc 00 00 00 00 20 £5 9f 04 a8 fa 9f 04 b0 of Sc 0L ££ 77 22 0C ..o cnvewennn Ya W

RIERBIFERIEBNEHRERTAREESPHERECSHEN, LRENTERRIXE
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bt

St HHHXHXK

PRMERES AT ETIA D FIEF0x8. 0xC. Ox10RFE EEFSEEH R,

1. @M, NRAZR, REPUSHIEAME | cSHREIMNE, FAICSHERIBERIMRE ;

2. HEEM, WNRHTRIESE, RPUSHIYME : SS, ESP, CS, R[EIthiE, FEICSHIFRITRAE, ¥l
SSHIESPERTSSIEfE (FESHTSS)

3. @TERAME, BAAMTAEERITHNE, BFEARETRREN, HEPEANERE, HEtEiR, #
M QEEIRISERRLRE, HMNTTUENS (REXRTXREBNERTLUEERER)

4, AIRBIUBENIEER ? Wi EBACALLIES, HAATILL, mir, Brdt.

R
Windows & EEFIARAM, BRERTHEIM, HEIETHAMNEMCE, REMNEIRRENRT,

FEIMER IR | LRGEA | ARTEAANAREFNEBRERRWindowsiZHAIAPI, XEAPITERITHZ
BRFENH—S S HARN, X—IEUNERAFR, EXNIREREAR TR (—EEREN
APIERBYZREIT, (ERFAPIFERNEEREFR) ; 2.8 | AREAODIFHEFIHREERENR, B
RARERBEMEFHIX—ITHREA—TFTOCC, BARINTHES, XTESHERFRITHENN.
BRI E—KEK, FIWFZNIDT (RETRRTIR) , 56DT—H, IDTHEA—RIIEATTAMEY, ST
MEFE8F T, FEIEMNZIDTRPMNE—NITHEFRENULL (GDTRE) o

56pT—#, HMERIMUEWiIndbgFEFIDTRINENFKE !

1 r idtr
2 r Hdtl

FIDTRAEIMMFERAT © LA ; 2. REMHERRT ; 3.PFEM MDA, Bl 1RE— T HErTM#ERRTEY
454
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Interrupt Gate

3 16 15 14 13 12 8 7 5 4
D
Offset 31.16 ple |0D1 10|00 O0OD 4
L
31 1615
Segment Selector Dffset 15..0 0

RN AWBRMERTSIAAMNERFTENAREERA, EREZT—1 DAL, ZERBFRRINTEM, H
1B R30I, EMBIE—F,

BEERINRE-THEMNHRITRE, KELMBERAMENRZRA, AJUSELLRIRE :

« BITIARAMMIES | CALLCS:EIP, EFCSEREIERF, @5 7T EHGTRNE—ESI
« FUTHBIMIANIES © INTN, HENZIDTRM—1NES,

WITAREMRAEXNE, HCPUBENXASRS|TEIDTRPHRE T PR E, RTNSERAERMN
TR7TL—1F7, AUSZEAMNIRITRE.

LIREIREMERRTS, CPURER @ R MERAT EMERER T, ECDTRALEIN N AVERERTRT, B
WBRFEOEREIN_E YRR TN ERA R EREDE BRI, PRLGR PR RITR TR K
=, KEHIDTR, BEHGDTR.

EiRAMERGERRETFARRE, HEMERPEHEEISES © IRET/IRETD.
INT N}ES -

. TERBENRYIREY, SEXREAIINME, DFURECS, EFLAG, Rt ;
. EENRYIEE, REKREASTE, 25)&SS, ESP, EFLAG, CS, R[EHE,

XWESERAMNAERMS, FHMNRSEA—ME, XUEHMIRREFLAGEI RETMBERE, ERWE,

E[ETIN

e M SRR 2—#8, FEHIMERTthEMEEIDTRY, EE5lrisRaH— RN EE321IAEs
i1

Trap Gate
31 161514 1312 87 5 4 0
D
Offset 31..16 Plp |OD1T11|000 4
L
31 16 15 0
Segment Selector Offset 15..0 0

BRULZ A PERR A SR ETIRIXAET, PEMITREFLAGT FRERLE THE, MPEMIMARWMEEFLAG
BB,

PRI RIEREFLAGT 7 aa PRIIFIRYME, IFRESE R TIEGIERR X Al R ik ETA RN, BE1AMmE AT R
T, RZWELIERTR#EPET. PSR o] Bk R E &,
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E5E

EUEETHERN T HIEERIBA. iR, BT, SHIARYIRNERL SR iR, FERBTFCS
HCPLEE T HZT, WHSMSSHIHITIR, BRIMECSHERAMRISER, BRESPHISSIE ? Ef1ET
TSS (Task-state segement, {£53ER) BRINE,

TSSE5H

TSSAF LR —RAF, XRAFHIA/NZ104FT, NTFTEFRTMEENEN, BITAIUERTSSEAST
FREEFRNE !

31 15
IO Map Base Address Resenved T| 100
Reserved LDT Sagment Selector 08
Resenved GS a2
Reserved F5 &a
Reserved oS 84
Reserved 55 80
Reserved cs 76
Reserved E T2
EDI 64
ESI 64
EBP 60
ESP 56
EBX 52
EDX 48
ECX 44
EAX 40
EFLAGS 38
EIP 32
CR3 (PDBR) 28
Reserved | 552 24
ESF2 20
Reserved | 551 16
ESP1 12
Reserved | S50 8
ESPO 4
Reserved | Previous Task Link 0
[_] Reserved bits_Setto 0

TSSYER

Intel iRt BERBHIREELIE—NFNES (&) HEZE—MFNFE, MARETENFREMY,
XURFERHRISMRFAE ST, R UMTSSHBREILIRAEIFEESR, HARRANTEFHNES
JRATSSH, XEFRIUEREK S RITHIIF R,

BXRZIntelBVigitBA8, BRIERFHZEXFM, AU BERTSSHIE, RRENEERU—REIRER
BNFFREA

AR BT LUARIETSSHIZS %08, EBMmAYESPO. ESP1. ESP2ELFRTOIF. 1IF. 2IF, SS[o-2]tbEmnitt, FR
UEATE A EE N R YIHRETESP. SSHIE R MTSSHIRENAY,

E& - 37



piiY =

CPUBERIRIZEIN TEIFRT, IBIETRETFES (Task Register) BIEREIRFHIGDTR AP BITSSERIEIRRT,

TSSHYEUE, BURERA/N, XEFRLAEE U TSSKIRATE !

AAGEEIRIZER - ®RIPER

TSS :-'+"-)__
A
-
Visible Part Invisible Part
Register Selector Base Address Segment Limit

A

GDT

TSS Descriptor

0

TSSERFERAT

Figure 7-5. Task Reaqister

VA

SET

ST EFRRLR TSSERIEM T RIEEH, TSSERMh AT th/E T RGBT —Th, FRUE4FTHRIE 121170,
HTypefiI710018K1011FE R AR TSSEHEAET, AIERTHABHRTIBERMABNTREFSRD, 5E

MR :
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TSS Descriptor

ch | 242322212010 1815141312 11 g7 0
Al g D T
Base3124  [o|ofo|v| LML |p| p e Base 2316 |4
L : L |o 1[u|a|1
3 18615 0
Base Address 15:00 Segment Limit 15:00 0

AVL Available for use by system software
B Busy flag

BASE Segment Base Address

DPL Descriptor Privilege Level

G Granularity
LIMIT Segment Limit
P Segment Present

TYPE Segment Type

Figure 7-3. TSS Descriptor

TREZRS 1735
KN TEIEETREEFFRMIEREFEAMOVIES, EEMFEABILTR. STRIES,

LTRISR RILUFTSSEE R INFBITREFER P, BERENTTREFSRNE (961i) , HFASHWETSS 5 LTRIE
SHEERAEFER ; MBGTSSERERFTIIVREAM (B4FTRIEINL, HeILIRAE I Typeld AA0x9/1001Z5 A%
TO0xB/1011) RAEHZ,

STRIERAILURINTRER S FEHRNAR, ER1ZIET REERMTREXFFHRN16, BREEEF.

SKIESS TR
EWindowsiZERFFRBERTSSHITES (&12) V1R, BATIUFHLRM—T. EESR/ITTE !

1. WEEE/TSS ;
2. MIIETSSERIEIATT ;
3. {#FECALL FAR/JMP FARIESEHTRE 1225,

MEFEEERITSS

T RANMERNIBITE T — P EBHTSS !

DWORD tss[0x68] = {
0x00000000, // Previous Task Link
/] FERFEXMAIESP. SS, FARFH LB FRYIIRATLA R LUFX LS FRRINEESETE
(DWORD) stack, // ESPO
0x00000010, // SSO
0x00000000, // ESP1
0x00000000, // SS1
0x00000000, // ESP2

O~NOoOU b WN B
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9 Ox00000000,
10 (DWORD)1iCr3,
11 0x00401020,
12 Ox00000000,
13 Ox00000000,
14 Ox00000000,
15 Ox00000000,
16 Ox00000000,
17

TFELHAEE R —IRE
18 Ox00000000,
19 Ox00000000,
20 Ox00000000,
21 Ox00000023,
22 Ox00000008,
23 Ox00000010,
24 Ox00000023,
25 Ox00000030,
26 Ox00000000,
27 Ox00000000,
28 0x20ac0000
29 | 3;

TG TSSER AT

EAEEIRIZEER - ®RIFER

// SS2
// Cr3, STMAIRE X, HABMEE
// EIP, F—XRHITHRBHNLE, HABWE
// EFLAGS
/] EAX
/] ECX
// EDX
// EBX

(DWORD)stack, // ESP, ESUIMEStBREYIML, PRIATERSPIATRIIAAFR— A,

// EBP
// ESI

// EDI

// ES

CS, YIRIoIFMIRIBERIEIRTT

// SS, CSESSEERIF—

// DS

// FS, YIRIoIFFLE0x30, 3IFFLEOX3B

// GS, Windows&BFERX NS FRFTLUKITE0
// LDT, iEo

// IO_MAP, Windows2000LUEARAT

/1

IRIETSSERIINFT VSIS HEINRT, BSTIRENTSSAUtAL, EREHP TR AREEH LRI !

29|
a8
31
32|
33|
3y

WnrkSpace Testi: 1p
E-E8 Testl files
=43 Source Files
¢ [E[Testlcpp]
(] Header Files
(] Resource Files
&[] External Depend

DWORD tss[Bx68]
0200008000,

8x@e008818,
8x 860668068,
886066068,
8x 860660608,
8x 860660608,
(DWORD)icCr3,

35|
36|
37|
38|
39|
48
u
42|
43|

. | T

gx@e481020,
gx@60060000,
gx@0000000,
gz 860008000,
8x 880080808,

L IS, S JaR]

=4
// Previous Task Lin
SEE

k
: HBERLATT e "
e A B e

o
FEAHURAR, RrLIATLY
/7 ss@

/7 ESP1

fF 831

/f ESP2

/7 582 Tt ﬁ
/¢ trs, STAIFNAA, 47
/4 EIP, T—wﬁ"ﬁﬁﬁ@

/f EFLAGS

/F ERX

/F ECX

/7 EDX

e B T HEI' |J By Testl.cpp [E1 D

ﬂ antext:lmainﬂ

Name |Value

stack CBx0012FF1c

E it A0x0012fd70, FfIFLFHE I TSSERFEIM T HBaseMIE, HELimitFLETSSAIA/)\0x68, DPLA3 (3R
ERFIAIE) , Typeldl Hox9BIRTNHFIERFIREWMNET, REFHTSSEHEIRTTN | 0000e912° fd700068,

BERIEReqEREWIndbgRMGDTRHPE AR TS IFAITSSERFERTT
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kd>» r gdtr

gdtr=8003£000
kd> dg 8003£000

B003f000 not properly sign extended

00cfSb00 0000ELEE
00cffb00 0000LELEE
50008b04°200020ab
0040£300°00000LEE
000000007 00000000
800088557 97680068
0000920b"B0003fff
80009240 0000ffff

0000f£200°0400ffff rODUUe912‘fd'?DDDEBI

8003f048 not properly sign extended

B003£000 not properly sign extended

00cfSb00 0000ELEE
00cffb00 0000LELEE
50008b04°200020ab
0040£f300 00000fff

800088557 97¢c50068
0000520bL"B0003fEE

ReadVirtual:

8003£000 00000000 00000000
B003f010 O00cf9300 0000EEEE
B003£f020 O00cff300 0000EEfEE
B003f030 f££c093df*£0000001
8003£f040 O0000£200 0400f£f£f£E
B003£050 B80008855797000068
B003f06e0 000093027 2f30ffff
B003f070 f£f0092ff£ 700003fF
kd> [Eq 8003f048 0000e512 £d700068])
WriteVirtual:

kd> dg 8003£000
ReadVirtual:

8003£000 00000000 00000000
B003f010 O00cf9300 0000EEEE
B003£f020 O00cff300 0000EEfEE
B003f030 f£f£c093df f0000001
B003f£040

B003£050 B80008855797000068
B003f06e0 000093027 2f30ffff
B003£070 f££f0092f£°700003ff

REFHANHTBABN TR,

0o ~NouhWNBE

21

#include <stdio.h>

50005%a40 " 0000£fff

#include <windows.h>

int o_eax, n_esp;
short n_cs, n_ss;

void __declspec(naked) GetValue() {
/] BEEHEFREIERTER

_asm {

mov o_eax, eax
mov n_esp, esp

mov ax, Cs

mov n_cs, ax

mov ax, Ss

mov n_ss, ax
mov eax, o_eax

iret

3

void main()

{

char stack[100] = {0}; // %
char buffer[6] = {0x0, 0x0, 0x0, 0x0, 0x4B, 0x0}; // HEEF

int iCr3 = 0;

EAEEIRIZEER - ®RIFER
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26
27
28
29
30
31
32
33
34
35
36
37
38
38
40
41

42
43
44
45
46
47

48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
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printf("Input: ");
scanf ("%x", &iCr3);
getchar();

DWORD tss[0x68] = {
OXx00000000, // Previous Task Link
/] REFRITRZAIESP. SS, UIRFH KRB RYIRATA T MG X L EFZIRESEE
Ox00000000, // ESPO
0x00000000, /] SSO
0x00000000, // ESP1
0x00000000, // SS1
Ox00000000, // ESP2
0x00000000, // SS2
(DWORD)iCr3, // Cr3, ETIRHIRE X, HAERE
0x00401020, // EIP, F—XHITRIBMME, HNEWE, EFRBHME

GetValueBEpyithit
Ox00000000, // EFLAGS
Ox00000000, // EAX
Ox00000000, // ECX
Ox00000000, // EDX
Ox00000000, // EBX

(DWORD) stack, // ESP, fESStIRESBTREYNMAL, PRATEARRHIATAIUERE—

A, FEMUFRA—IRE

}

Ox00000000, // EBP
Ox00000000, // ESI
Ox00000000, // EDI

0x00000023, // ES
0x00000008, // CS, YIRIoMFBICHEERIEIRTRT
0x00000010, // SS, CSESSEBRIF—K
0x00000023, // DS
0x00000030, // FS, t1RoIFrtE0ox30, 3 E0Xx3B
0x00000000, // GS, Windows&BERXNEFTFRFIMUKIZEO
0x00000000, // LDT, 1Eo
0x20ac0000 // IO_MAP, Windows2000/GFRAT, iINME
}s

_asm {
call far fword ptr[buffer] // KIEHE
}

/] HHEESRNEIERRTEM T ES TR

printf("ESP: %x, CS: %x, SS: %x \n", n_esp, n_cs, n_ss);

getchar();

BERIEEETIER, AREWIndbgH T Alprocess 0 015 BIRENC3MEEARIRERF. BEREINFE
SAFTSRFTEEFERWiIndbgXMER, FALURIERINNRAFRAKEMNNBEXFTESREZEET (XEHRE
Windows XP SP2, RIE@HERE © https://pan.baidu.com/s/1j00DzGHVviMvilWgWhdoxg, 1ZEXED : keey) o

LR EEETEWindbgFIRN FTEPREAN S RN E RENAME
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gl Kernel 'com:pipe,port=\\.\pipe\com_1,baud=1
Edit View Debug Window Help

Open Source File... Ctrl+O
Close Current Window Ctrl+F4
Symbol Search Path X
Symbol path:
Symbol File Path ... Ctrl+S | C:\Windows\Symbols|
Source File Path ... Ctrl+P Cancel
Image File Path ... Ctrl+] =l
Help
Open Workspace... Ctrl+wW
Save Workspace Browse..

Save Workspace As... | Reload I

Clear Workspace...
Delete Workspaces...
Open Workspace in File...

Save Workspace to File...

Map Network Drive...
Disconnect Network Drive...

Recent Files >

Exit Alt+F4

EEBRINRBRER, REIEHEFZRFCr3{E0x219¢d000, FHEBARERD :

Failed to get VadRoot

PROCESS 894ceb88 SessionId: 0 Cid: 0958 Peb: 7f£d5000 ParentcCid: 040c
IDirBase: 219cd000 | objectTable: e237ecé8 HandleCount: 15.
Image: Testl.exe

\Program FilesiBicrozoft ¥izual StudiciByFrojects
Input: 219cdB68_

WAZBEZERD, BFEHNTESREMREIIITSSHE T, NSLIupL)

% - 43



AAGEEIRIZER - ®RIPER

DYWORD tss[Ox68] = {
9x 0080088808, // Previous Task Link
77 RNEATIRAERIESP. S5, AT IRHE R B NFRAHRT L AT LI e S A £ 0
0260000000, // ESPO
0x00000000, // SSO
6260000000, // ESPA
0xABORBRBE, // SS1
6x00000088, // ESP2
0x00000000, // 552 o %5 -
(DMORD)iCr3, // Cr3, 5 g L
0x 004010208, /7 EIP, 1T——gt Fr A E% 7
0x00000600, // EFLACS
0xABORBRBE, // EAX
0200000000, // ECK
0x 00000000, // EDX
0x008000060, // EBX
goggzmgzck}ffésgsr’, EHEMEFENENE, FTRLEA Rk AL AR — 4, R — SR
% ,
0x 08080008, /7 ESI o "C:\Frogram Filec\Bicrosoft ¥ismal Studio\ByFrojects\T

gxooeepepe, // EDI ESP: 12fflc. CS: &, 85: 10

23, /7 ES
oxz@00eepes, // CS, 1 |a
|a: 18, // 58, éggﬁssﬂ5%§%£2§%3m1_$§]

£33
PR ZBIPTR BRI IMP/CALLEE S ATES UIHRSY, Fxf) T*—JLXTEFHE&F'], ERRHENT

o ESMAUBRIEGDTRA, WAILUREIDTRF, FTEREHFILIZNLDTRA, MTSSEIERRTHEETE
GDTERH ;
o EESMAMUIHERRELEHITERYIE, @IESM, TSSEERFMABHITARIRET (CPL=3
MEFERADPL=3MESST, RILUARIBIDPL=0BITSSERHHRRT, E%Tumﬁkﬁ%ﬂm) ;

. AFESMALUIFIDTRS, FAUBRFRER SN, AUTRIIRIINESERERE,

TEAFRRKS, ESMHEITESUIRANTIE !
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LDT

GDT

TSS

Task Gate

Task Gate

TSS Descriptor

YYY

IDT

Task Gate

Y

Figure 7-7. Task Gates Referencing the Same Task

U]

FEFIAR, Typell®EREIER0101, TSSEIEEF,

BAFGDTRATSSEABIRFFAILE !

ESTMER T HEFEEEIDTRR, CHEMIN TR, IRERIEBIERE (B0) , DPL—RIREN3, H{EIFN
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31 1615 14 13 12 11 87 0
D
Reserved ol p Type Reserved 4
L |o n| 1 |n| 1
31 1615 0
TSS Segment Selector Reserved 0

DPL Descriptor Privilege Level
P Segment Present
TYPE Segment Type

Figure 7-6. Task-Gate Descriptor

SKIMESS iR
EMERESMKIES VIR LA, FANARE-—TESMHNPITIRRO TR

fERINT NIES

EIDTR, HEMESMEDRE ;

B ES BB RITSSENER T, TEGDTRAIXEITSSERIEMRFT ;
ERATSSERFPHEE N TREZES ;

. IRETDiR[E],

FRARBRTAER, Bl IRESTMRTSSBHNT, XBSMESRERI—H, TN TIRIEZRIPAREEIS E5
MEETSSERHEARR M ACENRXME, FITFERTSSERIERRTRRIDPLAES 0, FRUISHTSSERHETH
7 : 00008912" fd780068, EWmdngP"E?)\GDTﬁ.

kd> eq 8003£048 00008912"£d7800&8

WriteVirtual: 8003f048 not properly sign extended
kd> dg 8003£000

ReadVirtual: 8003f000 not properly sign extended
8003£f000 00000000°00000000 00cf9p00 0000fLfLf
8003f010 00cf9300 0000£££ff 00cffb00 0000£ffLE
8003£020 00cff300°0000££f£ff 80008b04°200020ab
8003£f030 £fc093df £0000001 0040£300°00000f£f
8003f040 0000f200'0400ffff J00008912 £d780068]
B003£050 80008955°97000068 800089557 97680068
B003f060 00009302 2f30££f£ff 0000920b 80003fff
B003f070 ££f0092ff°700003ff 80009240 0000£fff

o

BEMBEESIHERTT, BETSSERIBERTMUERHAEFHAHLEMNERRNEN, RLBHESME
IRFF A 1 0000e500° 004b0000, TEWindbgFREAIDTE :

E% - 46
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8003£420 B804eee00°000801ee 804e8e00
8003£430 B804e8e00°000804cH 804e8e00”
8003£440 00008500°00501188 804eBe00”
8003£450 804e8e00°0008107f 804e8e00”
8003£460 B804eB8e00°0008142e 804e8e00”
8003£470 B804e8e00°00081e37 804e8e00”
8003£480 B804e8e00°0008229%p 804e8e00”
8003£490 B804e8500°00a02175 804e8e00
8003£4a0 B804e8e00°00082175 804e8e00”
8003f£4b0 B804e8e00°00082175 804e8e00
8003£4c0 B804e8e00°00082175 804e8e00”
8003£4d0 B804e8e00°00082175 804e8e00”
8003f4e0 B804e8e00°00082175 804e8e00”
8003£4£f0 B804e8e00°00082175 80708e00°
8003f500 [00000000 00080000] 00000000°
8003£510 00000000°00080000 00000000
kd> eq 8003f500 0000e500°004b0000

kd> dg 8003£400 L24

8003£400 B804dB8e00°0008fabd 804dEe00”
8003£410 00008500°0058112e 804eee0”
8003£420 804eeec00°000801ee 804e8e00”
8003£430 B804e8e00°000804cS 804e8e00
8003£440 00008500°00501188 804eBe00”
8003£450 804e8e00°0008107f 804e8e00”
8003£460 B804eB8e00°0008142e 804e8e00”
8003£470 B804e8e00°00081e37 804e8e00”
8003£480 B804e8e00°0008229%p 804e8e00”
8003£4590 B804e8500°00a02175 804e8e00”
8003£4a0 B804e8e00°00082175 804e8e00”
8003£4b0 B804e8e00°00082175 804e8e00”
8003£4c0 B804e8e00°00082175 804e8e00
8003£4d0 B804e8e00°00082175 804e8e00”
8003f4e0 B804e8e00°00082175 804e8e00
85003f4f0 B804e8e00°00082175 80708e00°
B003f500 00009500‘004b0000|OOOOOOOO‘
|8003£510 00000000700080000 00000000°

“0008034b

00080b4d
00080£f5a
000811c4
ooog172d
00082175
000823dd

"0008254a

00082175

"00082175

00082175
00082175
00082175
0008410c
00080000
00080000

WriteVirtual: B8003f500 not properly sign extended

Readvirtual: 8003f400 not properly sign extended

0008fc3e
00080061
0008034b

"00080b4d

00080f5a
000811c4
ooog172d
00082175
000823dd
0008254a
00082175
00082175

“00082175

00082175

"00082175

0008410c
00080000
00080000

EAEEIRIZEER - ®RIFER

EARNEARBRMAINTNES, NAx20 (HMNEANESMHERFFEIDTRPINZRSE) , TREAEL

T

1 #include <stdio.h>

2 #include <windows.h>

3

4 int o_eax, n_esp;

5 short n_cs, n_ss;

6

7 void __declspec(naked) GetValue() {
8 _asm {

9 mov o_eax, eax
10 mov n_esp, esp
11 mov ax, CS

12 mov n_cs, ax
mov ax, ss

=
N}

mov n_ss, ax
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15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

}

EAEEIRIZEER - ®RIFER

mov eax, oO_eax
iret

void main()

{

char stack[100] = {0}; // H#%
int iCr3 = 03

printf("Input: ");

scanf ("%x", &iCr3);
getchar();

DWORD tss[0x68] = {
0x00000000, // Previous Task Link

/] FERPRMWBIESP. SS, MRAFH MBI FRTMRFALA] LU X EFFROESEIE

0x00000000, // ESPO

0x00000000, // SSO

0x00000000, // ESP1

0x00000000, // SS1

0x00000000, // ESP2

0x00000000, // SS2

(DWORD)iCr3, // Cr3, ETIRHIRE X, HAERE
0x00401020, // EIP, F—XHITREMMUIE, HAEME
0x00000000, // EFLAGS

0x00000000, // EAX

0x00000000, // ECX

0x00000000, // EDX

0x00000000, // EBX

(DWORD) stack, // ESP, fESStIIRBStBTRZEI MM, PRUTEARRS R TAIUERR—
TE, HHEMUER—IRMHEE

0x00000000, // EBP
0x00000000, // ESI

0x00000000, // EDI

0x00000023, // ES

0x00000008, // CS, YIE|OIFRIAEDEIEINRT
0x00000010, // SS, CSESSHEEMRIF—I
0x00000023, // DS

0x00000030, // FS, tIEJoIfFLE0x30, 3FFLE0x3B

0x00000000, // GS, WindowsZBEFHAXMNERFEFEERFMLUKITZ0

0x00000000, // LDT, 3O
0x20ac0000 // IO_MAP, Windows2000/GFREBT
};

_asm {
int 0x20
}

/] HHEESRNEIERRTEMR T ES TR

printf("ESP: %x, CS: %x, SS: %x \n", n_esp, n_cs, n_ss);

getchar();
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66 }

WIFTITIERF, EWindbgH%iAlprocess 0 0f5 D EICr3ERIARIIZF AR, RARNTAIUFRBNIINST
e EM S NI PRI TSSHRX R AY1E

53 8x 008080080, // GS, Windowsi&H R RE T AimRe
5y 6z 08080080, // LDT, 1H0
5o 0x20ac8800 // I0_HAP, Windows2008l) /57T
56 HH
57
1] _asm {
59 int @x28
60 H
61 )
62 /7 HiHE SN EITIATERE T £S5
63 printf{"ESP: %x, CS: %x, 5%z %x \n", n_esp, n_cs, n_ss);
64
i1 getchar();
66 H c Frogram FilesWBicrosoft ¥isual StudioilyProject
67 Input: 69485000
[ ESP: 12ffic, CS: 8, §8: 18
“EI v J LY Testl.cpp @ Digazs o
lue
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3 ™

~

FRIFEATER. T, AETWHRT BRG], SHENTRRTENEER,

3.1 10-10-1297T™

a5 0x00000000

4GB

W Vo OxFFFFFFFF

4GB fiﬂiﬁaﬁ#{

3.1.1 RNBEHR

NTYEFEFHNFES), RNFETHR—T&Etut, Bttt MR DRIR T 4. HNBLEESIHER
SENAOTLEES ¢

1 MOV EAX, DWORD PTR DS:[0x12345678]

EXRIESH, 0x12345678FEB ARG, RIFLZFIERMNES]), BNAMEXERIESEIEIREAMIIEZ
DS.Base+0x12345678, X/ HIItFEB Lt (AHUMIL+ERFF28MBase) . B 7 &Mtz FCPURHE
BRI, XEFRER B EIEREEE,

0x12345678 > 0x10101010
(£ P H ) (L)

MURYE EFE MM AV IR E2M AR | 10-10-120 2-9-9-12, ENEATEEHNMEFE.

B2 a#H T NIE R EERMRIEE T C:\boot.iniX N, EEANRNBHRE— TS, W1 TEMR, Hix
B Nexecute It IR R Y FTI S TN EIFER 10-10-12, noexecute MR a1 Tad%1/92-9-9-12 :
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B boot.ini - BBE =10l x|
IE) &IEE R0 ZEF W FEo

boot loader -
Eimeouhw 1 execute -> 10-10-12 B
default=multi{@)disk{@)rdisk{@)partition{1)\WINDOUS _ _qQ.q._

Loperating systems] noexecute -> 2-9-9-12
multi{@)disk{@)rdisk({@)partition(1)\WINDOUS="XP DEBUG"M /fastdetect /debug /debugport=com1 /baudrate=1

multi{@8)disk{@)rdisk{@8)partition(1)\WINDOWS="Microsoft Windows XP Frofessional™ /noexecute=optin /ffastdetect

ERZSBARER RS,

3.1.2 FHApEut

TEMHSLIS 2 IR TR E AN E M LR ot SR BWIR ALY RAZ, T TFATR, CPUBTHIZAMCR (CRIB—IE
1738, CR3BMMTIH4096FT (4KB) , BAFBERN— I RAEM, —HHF1024MHR) HEIE—HKR,
BB E—RIRFE TR, RERIYER

B B PR
CR3 — BN

A4

B U E—%K. FRIBRAZR—TER, ESERFHIYER (AF) , MERMNESIFLE10-10-125
DI HIRR R 9 SR BT,

FRiB10-10- 123 BN, AR EFEFMEMMUIRA D N=1E5, PRIR1046I. 106, 1211, AREEIX=
PDERDERZRS IHEYIET,

TR AT AFoh B SCIuR MM F BB E, BARITA—MEERNAA—RRAR, AEITFCER
fHEIzEE, BRENNBANAS, HEZFAFEMNLEN, 0TERFREE1IE]/I0x000AAFF8



[ XiFE - iddd

I ) gRiEE) METL0) EF ) R

EAEEIRIZEER - ®RIFER

=10l x|

ello world

Cheat Engine T.4
File Edit Table D30 Help

o [

Found: 1
ress

0000064C-FCHReR - 05

=lol |

alue

Hew Scan | Hext Scan |

O00ALFFS

hello world

Undo Scan | e
[Lhear Engine}

Settings

4 Value:
hello world

Sean TypeISearch for text VI
Value TypeIString -

Memorsy: Scan Options

Codepage
J v UTF-16
v Case sensitive

Unrandemi zer

Ja1

- |

I” Enable Speedhack

Start |

oooooooo

Stop I

#10-10- 29 TS HEDES, BIEBHTE S :

1
2
3

0000 0000 00 //
00 1010 1010 //
1111 1111 1000 //

Hex:
Hex:
Hex:

0%x4 =
AAx4
FF8

0

2A8

TEEfEfLf

BEARNIEZICEARH#EZNCRIFFEEE | 0x16bcf000, EAJdIES (dIFIREMNLERRS) M EE—E5
BUETESE — R DT EI S — R DU

1

kd> !'dd
#16bcf000
#lebcf010
#1lébcf020
#16bcf030
#lebctf040
#1lebcf030
#lebcfOel
#16bcf070

!dd 16bcf000+0

16bcf000+0

led0eBe7
lebclBe?
oooooooo
oooooooo
00000000
oooooooo
oooooooo
oooooooo

leb73867
00000000
oooooooo
oooooooo
00000000
00000000
0o0ooo0o00
oooooooo

17100867
00000000
oooooooo
oooooooo
00000000
00000000
00000000
oooooooo

oooooooo
0o0oooo00
oooooooo
oooooooo
00000000
0o0oooo00
0o0ooooo
oooooooo

FBE _FKrutthttox16d0es67, XN MINIARZEIERME, E12fABY, BENFHIE0Z Hox16d0e000, #
EBMNLEE SO EREYIETMHE

1

!dd 16d0e000+2A8



kd> !dd
#ledle2atb
#1ed0e2bs
#led0e2ch
#1ed0e2dB
#ledle2eld
#1ed0e2f8
#1ed0e308
#16d0e318

led4s867
lédceB8ed
170caBe?
00000000
00000000
00000000
00000000
00000000

16d0e000+2A8

leceade’d
leecTi867
16f0bB867
00000000
00000000
00000000
00000000
00000000

ledB38¢67
lédcB8867
16fBcB67
00000000
00000000
00000000
00000000
00000000

lecd4ised
lefcS%8e7
2205f8¢67
00000000
00000000
00000000
00000000
00000000

EAEEIRIZEER - ®RIFER

FREXF0ox16d45867, fE121iIiE0, HiEFI0x16d45000, EENN_EZE=ERRUEBICIRENE IR NE, XERTAT

BAFTHRAEEHIE

kd> !dd 16d45000+FFB8

#1led45ff8 00650066 006clDec
#1ed4c008 00000000 0OOOOOOO
#1eéd4¢c018 00000000 00000000
#1led4c028 00000000 0O0OOOOO
#1ed4c038 00000000 00000000
#1leéd4c043 00000000 0O0OOOOO
#1ed4c0558 00000000 00000000
#led4c0c8 00000000 00000000
kd> !db 1e6d45000+FF8

ogoooooo
ogoooooo
ogoooooo
ogoooooo
ogoooooo
ogoooooo
00000000
00000000

noooooono
noooooono
noooooono
noooooono
noooooono
noooooono
nooooooo
nooooooo

#led45ffs rEB 00 65 00 ec 00

ec 00-00

00 00 00

00

00

00

#1led4c003 00 00 00 00
#16d4c018 00 00 00 0O
#1ed4c028 00 00 00 0O
#16d4e038 00 00 00 0O
#leéd4c043 00 00 00 00
#1eéd4e058 00 00 00 00
#léd4ecled 00 00 00 00

00
00
00
00
00
00
00

0o
0o
0o
0o
0o
0o
0o

3.1.3 PDESPTE

b

*E*‘E&/‘\

C

F—EThEAE R T #E T 80x868910-10-123 TIHNE, ABBYHRERAIE

N, SKEFEEEBCHNSGTF !

oo
00
00
00
00
00
00

0o0-00
00-00
00-00
00-00
00-00
00-00
00-00

0o
0o
0o
0o
0o
0o
0o

00
00
00
00
00
00
00

0o
0o
0o
0o
0o
0o
0o

0o
00
00
00
0o
0o
0o

0o
0o
0o
0o
0o
0o
0o

0o
0o
0o
0o
0o
0o
0o

ZFRT, BRIENZAFIRRINE

F—HWTIBERERK (PDT, PageDirectory Table) , EH4KBIIAN, B HAANNEIFET, B HANEFE
WHIERIM (PDE, Page Directory Entry)

ETRMUTIR (PTT, PageTable) , EREFEBIKBHAR/N, BTHRALERIFTIA)N, BTRENGFUTIIR
Il (PTE, Page Table Entry) o
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e 8OXBOML AT % 7022
greeeasd » ‘.‘_..-"‘.:_."°.
P - H—%: JUHRARPDT)
- .-

e, T %:é&: ﬁ%(PTT)

PTE1 . ., WER
I
ik
P

10-10-123 TINLEI AT LUARYE A R 2R IEfR, WIBTIEENEEIRE, UFTHNREEM, YETIH40961FT,
2201207, k. TERRBAPMUBRIFY, 10241 KA, FALME289100075,

S,

PTERXJLMFHE © PTERJLUREWIIET ; —1PTERBEXM N — IR ; ZPTERI LA N [E— MR,
ATICUEM =, FATATUM— 5808, WU MEtitox0fl, IR HMREPTERTEYIET,

BT LA B ER—MH AR BICRIRES, W TEFRREINERTREYIER

Failed to get VadRoot

PROCESS 89379020 SessionId: 0 Cid: 0548 Peb: 7f£fd47000 ParentCid: 0234
EﬁrBase: 2c745000] objectTable: elbdSk08 HandleCount: 15.
Image: Testl.exe

kd> !dd 2c745000+0

#2c745000 2cBbl8e7 2ceflB67 00000000 00000000
#2c745010 00000000 0OQO0QO0QO0C 000O0CO0QO0 OCOO00CO
#2c745020 00000000 00000000 00000000 00000000
#2c745030 00000000 0OQO00QO0QOC 0000CO0QO0 OCOO00CO
#2c745040 00000000 00000000 00000000 0O0ODO00OO
#2c745050 00000000 00000000 000CO0O00 OCOO00CO
#2c745060 00000000 00000000 00000000 0O0ODO00OO
00000000 00000000 00000000

| 00000000 00000000 00000000
00000000 00000000 00000000
#2c8b1020 00000000 00000000 00000000 OCOO00CO0
#2c8b1030 00000000 00000000 00000000 00000000
#2c8bl040 2c3b2867 00000000 00000000 OCOOO0OCO
#2c8b1050 00000000 00000000 00000000 0O0ODO00OO
#2c8bl060 00000000 00000000 00000000 OCO0000O
#2c8b1070 00000000 00000000 00000000 OCOOOOQO
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XM RRPTERILURBYIIEDT, AKXt FHATZ B T UHITIRENE ? SEFR EZRTRY, A2
Z 7 RRXOX MU AR ERNREAZE N EMNPTEREYEEN, FBEITAIUSLGE —TIEN,

AN TARDRELE, BT TN, STRINTEamvsititt, AEHRIEYEETNE, TR{EL0x00
PTE, ASEIZERIFIEOx0tUEARNS, FHik :

1 #include <stdio.h>

2

3 void main()

4 {

5 int a = 10;

6 printf("a address: %x \n", &a);
7

8 getchar();

9

10 *(intx)0 = 123;

11 printf ("0 address data: %x \n", *(intx)0);
12 getchar();

13 }

FRENZS Eay Lk it A90x0012FF7C ©

voild maing)

{
int a = 10;
printf{"a address: %x \n", &a);

getchar();
w(int*)0 = 123;

printf ("0 address data: %x \n", =(int=)@);
getchar();

et “C:A\Program Files\Microsoft Yisual Studio\NyProjectsiT:

$210-10- 129 TINEIR D R =885 -

1 0000 0000 00 // Hex: 0*4 = 0
2 01 0010 1111 // Hex: 12F*4 = 4BC
3 1111 0111 1100 // Hex: F7C

EAEBNBIPTER{EI0x25D97867



kd> !dd 25£01000+4BC

#25f014bc
#25f014cc
#25f014dc
#25f014ec
#25f014fc
#25f0150c
#25f0151c
#25f0152c

25d97867
00000000
00000000
00000000
00000000
00000000
00000000
00000000

14bb7025
00000000
0ooooooo
0o0oo0oo
2615bsg7
00000000
0o0oo0oo
00000000

14c78025
00000000
00000000
00000000
25edcBe7
00000000
00000000
00000000

B BNHZER IR oxo it X W AIPTERR !

1

led 25f01000 25d97867

kd> 'ed 25f01000 25d4%78¢7
kd> !'dd 25£01000+0

#25£01000
#23£01010
#25£01020
#23£01030
#25£01040
#23£01050
#25£010&0
#23£01070

XEHERERZEFZRIERITRE AT FHATRIIB M0 & MINRE T !

25d987867
00000000
00000000
00000000
261c2867
00000000
00000000
00000000

#include <stdio._h>

void maing)
{

int a = 18;
printf({™a address: %x \n", &a};

getchar();

*(int*)8 = 123;
printf{"A address data: %x wn", *=({int=)8);
getchar();

ar |

ooooooo0o
00000000
00000000
00000000
00000000
00000000
00000000
00000000

i C:\Program Files\Bicrosoft ¥isual Studio\ByProject=ziTe
a address: 12ff7c

i |J o] Tesﬂ_cpp@ Disassembl}ll

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

A address data: Yh

E120 B4
T2 BRI R B VA EPDE/PTEME IR R EY, XRMBEH TS ESEEHNEEREVERNEY.

00000000
00000000
00000000
00000000
2e2ddse’
00000000
00000000
00000000

oooooooo
00000000
00000000
00000000
00000000
00000000
00000000
00000000

KT [ IR A

ig - RIFE



AAGEEIRIZER - ®RIPER

VI st = PDEJ&TE & PTEJE

PDE(4KBE#)
31 12 11 ) g 7 g 5 q 3 2 1 1]
T&REY ' G s 0 4 j200] FUT /s E/¥ P
PTE(4KBIE)
3 12 11 9 ] 1 ] 5 4 3 2 1 0
nEEY au G PAT D i FCD PUT /s R/Y P

P{iL

PAIRT AR BARIE, NIFRTER, RHOWRTER, BFYWEINREMEPDENPTEREHTSEH
BUSREIPT AT ZEPDERIPTEREMIPAIITNL, FRERTYIETTEE R,

R/WAiL

RIWALRTYIETIRIRENR, NIFTARAIE, HONRTRBE, AIRNIAAEINEE, EME—
QEMAR, MEAYIETIBMRIR/WALEN0, FTAILUEEWindbgEduX MERAZITEARBR.

U/Shiz
U/STIRTYIETTANIARAER, AIKRREEAFELOAR, AONFRIRENE P el LUAE,

PS1iL

PSfii (PageSize) RIXMPDEREREN, NIRTPDEEFIEAYIER (REPTE) , E2MEYIETIRITIAR
¥, Ak, ZiEtitst QEEIRD 72885, MEN—TIERMTBRIKBA/, MEIMBAN, BRITBFZA
PN

AL
AR TYEBIREWIAEE, MIRFIFEE, HONRTEREIHRT,

D1iL
DUURTHBEREHEAT, NMIRTEAT, HONRTEEEAT,

xEHE

Z BIBYSER AT AT LATEWindbgFRaEd L sthhib $7 90, #XEIPDE. PTE, RAWIWIER, MEIMEHITIENFE
B, BERXEHFNREHREETFohAHEN, RNERBIABNETARFTEREIREL (TERK. T
&) o

=

BRX

1B RREURLZ0xC0300000, EICHEINWYIETIMEN B REK, XTYEIBEIIBARKBETR. X2
HTIERFRE—IKEGHRHIR, S—UPTEERNFAEEBNYIEDR, MEEEEMRIR.



FATAI LU SRIERICIEX LN R, FEEE—MEFIXE EHIPDTE !

-‘.‘

»
"
B

.

Failed to get VadRoot

PROCESS 85573dal

DirBase: 4%0a4000

Image:

kd> !dd 4%0a4000

#490a4000
#490a4010
#490a4020
#490a4030
#490a4040
#490a4050
#490a40¢c0
#490a4070

495f76867 45%3ed8e’
00000000 00000000
455116867 4%a328¢&7
458b5867 4%bT7e8¢67
45ab%867 4557a8¢e7
459fdBe7 45%5fede’
454clBe7 4%8c2del
45a45667 4%=a068e7

PTED

PTE1L

PTE2

PIEZFF

PIEQ

PIEL

PIEZ

PTESFF

PTED

PTE1l

PIEZ

PIESFF

PTEQ

PTE1

PTEZ

PTE3FF

Sessionld:

0 cid:

0594

ObjectTable: 10643986
cheatengine-i386.exe

45667867
00000000
45E8b38¢67
45837867
4583b867
455ff8¢67
45883867
49887867

J%0xC03000003%10-10- 129 AN & I#1 TR -

2

1100 000 00 //
11 0000 000 //

Hex: 300%4
Hex: 300%4

494eefe’
4573a867
456348¢7
45578867
45593cBe7
45a008¢7
458448¢7
45a088¢67

Ccoo
Ccoo

ParentCid:

HandleCount: 120.

EAEEIRIZEER - ®RIFER

[ }
(=3}
[}
(Wi}



3

0000 0000 0000 //

Hex: O

EAEEIRIZER - FRIFER

X MEOBHRREZHREMIER, BIIRMSANXEXRINYIETAR S LANPDTRABRE—EH, H
Bfrit A REEHEIEI, EMNHNELHE—F8, AUBRISET X™MERRRIERRBRAX

kd> !'dd 4%0a4000+C00

#4590adc00
#450adcli
#4590adc20
#450a4c30
#450adcd0
#4590adc50
#450adcel
#4590adc70

49024663
0991563
0995963
0995563
0%e9d%e63
0%eal%e3
0%ea5%63
0%eab96e3

452a5863
05252563
08286563
05253563
0528563
08ea2bc3
0%eacs63
0%eaa963

kd> !'dd 4%0a4000+C00

#450ad4c00
#450adcli
#450adc20
#4590adc30
#450adc40
#4590adc50
#450adcel
#450ad4c70

450z4863
0991563
05955863
0995963
0954563
0%eal%e3
0%ea55%63
0%ea%%63

kd> !'dd 450a4000+0

#490a4000
#490a4010
#450a4020
#490a4030
#450a4040
#490a4050
#490a4060
#450a4070

455f78¢67
00000000
45811867
45Eb58¢67
45ab%8¢67
459fdBe7
494clGe7
45z458¢67

45255863
09292963
0556963
05282963
09292963
0%2a2963
0%ea6963
0%=aa%63

493edB867
00000000
49332867
4976867
4997a867
495fe867
498c28¢67
49306867

00000000
09253563
09297963
09=5%b5%63
09=59f%63
0%=a3963
0%=a7%63
0%=abfé63

00000000
09253563
09297563
0%=9b963
09251563
0%=a3963
0%=a7%63
0%=abb63

49667867
00000000
4598b3867
49837867
45953b867
495ffB67
498583867
49387867

0%e805c3
05284563
05298563
0%e8cHe3
0%2ale3
0%eadc3
0%=ab%e3
0%eac%e63

0%=%0%63
0%=294963
0%=%68%63
0%=%9c9%63
0%=al%63
0%=ad%63
0%eaB%63
DS%eac%el

4%4eede’
4973a8¢€7
45634867
45975867
4593c8e7
45500867
4954435¢7
4508867

[AE.S

ETRERKZEU, HNTLOARENLMEMARIPDT, ERXFNAILURZEPDTRNASR (PDE) , HAFHE
1RIEPTE, BRMRTABRIPTTR.

RINEBRIFEPTTRMEERREN, TIREUHZE0xC0000000, 5T1EFREIHMMAITI—1E, FRITLIXT)
FENRMEHIERIPTTER ¢



EAEEIRIZEER - ®RIFER

Failed to get VadRoot
PROCESS 894208d0 SessionId: 0 Cid: 01f4 Peb: T7f££d8000 ParentCid: 00f0

DirBase: 200a7000 ObjectTable: elbb6d28 HandleCount: 120.

Image: cheatengine-i386.exe

kd> !dd 200a7000
#200a7000 [202ea867

#200a7010
#200a7020
#200a7030
#200a7040
#200a7050
#200a7060
$20027070

1££20867] 20429867

00000000
20153867
20337867
2007b867
2023£867
20283867
1ff87867

00000000
20274867
201£88¢7
200£c867
20500867
1ffc4867
20088867

00000000
20435867
20239867
2013d867
20281867
200c5867
1ff49867

1ff61867
200ad8e7
20236867
2033a8¢7
200fe867
203c2867
20186867
2008a867

2022a000
202ea010
202ea020
2022a030
202=a040
2022a050
2022a060
2022a070
> .
1££20000
1££20010
1££20020
1££20030
1££20040
1££20050
1££20060
1£f£20070

d> !dd 202ea000

00000000
00000000
00000000
00000000
2026b867
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00

1feb2025
20004025
200c8025
20194025
20057025
201db025
20144025
00000000

1££9e025
20105025
1££89025
20255025
200d8025
1£d5c025
202ce025
20012025

201d£025
201ce025
200cal25
20016025
1fe59025
1££5d025
200cf025
201d3025

202c3025
1££c7025
20213025
1££fd6025
1fedal25
1££4c025
20140025
24b61025

$#F430xC00000004 = ZB 4>

1
2
3

RAZRINTEFR, RITAIUEREHRHROIENAR S LERHPTTRATE—HH !

, MAEHRYIER :

1100 0000 00 // Hex: 300%4
00 0000 0000 // Hex: 0x4 =
0000 0000 0000 // Hex: O

Coo



kd>
#200a7c00
#200a7cl0
#200a7c20
#200a7c30
#200a7c40
#200a7ch0
#200a7co0
#200a7c70
kd>
#200a7000
#200a7010
#200a7020
#200a7030
#200a7040
#200a7050
#200a7060
#200a7070
kd>

200a7863
09291963
09295963
09299963
0929d963
092al1963
092a5963
09229963

'dd 200a7000+0

202ea867
00000000
20153867
20337867
2007b867
20231867
20283867
1££87867

!dd 202ea000+0

!dd 200a7000+C00

20268863
09292963
09296963
09e9a963
09292963
09222963
09%ea6963
09232963

1££20867
00000000
20274867
201£8867
200£c867
20500867
1ffc4867
20088867

00000000
09293963
0997963
09e9b963
09e9£963
09ea3963
09ea7963
09eab9%63

20429867
00000000
20435867
20239867
2013d867
20281867
200c5867
1££49867

09290963
0994963
0998963
09e9c963
09ecal963
09ea4963
09%ea8963
09%e=ac9e3

1ff61867
200adse6’
20236867
2033a867
200£e867
203c28e7]
20186867
2008a867

EAEEIRIZER - FRIFER

#-022a000
#2022a010
#2022a020
#202e2a030
#2022a040
#2022a050
#2022a060
#2022a070

00000000
00000000
00000000
00000000
2026b867
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

ENHEE, 'dd 200a7000+0i5 BRIER, OXOFIERE—DPTTRAMAL, ox4FFIEFEEE — 1 PTTRAVM
It, U EEEIEST H1dd 200a7000+4155, FHITHIRBEXMESHITRIME ¢

o uUlh WN B

Idd 200a7000+C00 // Hex: COO / 4 = 300, 1100 0000 00
!dd 200a7000+4 // Hex: 4 / 4 = 1, 00 0000 0001
Idd 1ff20000+0 // Hex: 0, 0000 0000 0000

-> 1100 0000 0000 0000 0001 OOOO OCOOO 0000

-> Hex:

OxCOO01000

RALFHLEMMAER © 0xC0001000, ARAREXNMERNIFAEIE0xC00000008YEA_E55%1R0x1000, EP
FRARIREUT—PTT, 0x1000IE4F@4096F T (— 1 FIHIA/N4KB) »

#

H5¥3

¢

e
m

~

5EX
1. Ik
2. X
3. B8

BOMABZE, BEi13$10-10- 120 TINEIRE 7 FHAVIAR :

(PTT) #HBREYE] T MOXC0000000F0xCO3FFFFFAY4MBHBEEZEE] (—NR4AKB, —HBF10240K)
10241 RPE—KFHNER, ERBERK (PDT)
RRFMLETE] T MOxC0300000FF 45 4 FY4KBHIHEZE 8],

)



EAEEIRIZEER - ®RIFER

0xC0000000 ».,,

.
",
.
*a

PTEO eyt
PTE1
0xC0300000 PTE2

", PTESFF

'... > PTEQ — . -I
| [pTEI o
" PTE2

. [PTESFF

PTEQ
PTE1
PTE2

PTE3FF

....................... ) PTEO
PTE1
PTE2

PTESFF

EET2TIREN, MASTEET —H#REMENYERFRENR, RALMEINTARERNRER
e T

/] EX

10-10-12F D HMIBWNTF :

PDI(10) : Page Dictory Index, BIERZE5|
PTI(10) : Page Table Index, I&RZE5|
PPI(12) : Physical Page Index, #JIETiz5|

/] BRBERRAR
0xCO300000 + PDI * 4

/] BREERAT
0xCO000000 + PDI x 4096 + PTI x 4

HFOWOWo~NOUA~WNRE

[



AAGEEIRIZER - ®RIPER

3.2 2-9-9-1297 ™

EZAIBTRIERIRATAME T 10-10- 123 TNV, EXFEIS N IR R 2 AI5X46B, BB LR,
4GBRYYIIEMASEEIEE T ARER R, IntelfE1996FMEBLETIRBIX N T, FALAILIH T FHBV TING,
XL RRNTATRENEV2-9-9- 120 TINE, XFFHPAE (MEHIY R) 9T

3.2.1 PLglt

£ 7 #82-9-9-123 TWLHI 2 B FRAT TR EM10-10- 123 TIHBI FF4a T A2, ENRIDTULITHELRE, XEETHNE
EMF S,

10-10-12
10-10-12B992 DU HE4E0 T -

1. InteBAR—KTTB RN NAKBELLIREIER, THE T BA/NA4KB (4096 F T, HELE289122%
7)), LEBf10-10-12FFM12FEMAETY ; (TARE, HEMHE—FT)

2. HYBYIERNELR), ANFTHPTERRE T, TIHK/NE4KB, PIA— 1 TIRETZ(#E1024 1 PTE
(tFiE28910%kA) , LEE10-10-12ARE Mo HIAETY ; (FHKPTE)

3. FABRNLEMNEE 20/, RIERBE T 12, 101, BAREMEIT106T, Hit10-10-12FH9E
—PM1otEBET .. (FHPTI)

2-9-9-12
FKITBRE2-9-9- 1209 T1I& 11848
1. I ANEHAER, 4KBA/NFEEREEE, Arl2-9-9-12FM12RBRET ; (TTNRE, HEIE—

NFEF)

2. WNRAEBAYIERNTZHIFREE, MEESBAPTE, BFEEZEXT, FALUEMRBISNET, XEEM
M H2PTEL M AIEHNLER Sy, B FHREEN ; BAXBE— NI LIF#5121PTE (BFER
2899 7) , IHBt2-9-9-12FFE—NOHRET ;

PTELEH PTELEH
r3Ethir B — B bt B
324i->4GB R E (PTE)
33fi7->8GB
344i->16GB
36fiL->64GB HERYIERFE S S

3. FEPDEHHERERRAANFETLER T8 NFET, PDTREHI024TMHATH T512 0 A, MEPTE—#
T, LEBt2-9-9-12AARYE— 1 IEET

4, SRMEMIAER 201N, XEE TRMER T20I, X2 EHIRELEPDPI (Page Directory Point Table
Index, TIERIGHKFKE|) , LB T —HKFHRWPDPT (Page Directory Point Table, T1H R15%t
%) , HEhpERREPDPTE (Page Directory Point Table Entry, T1HRIEfHRM, FERSFYH) .

N TFEFATRELE2-9-9- 12099 TA4EH, 1£10-10-1293 TN R CRIIEMAYFEEPDT, MTE2-9-9- 12897 TALE/g,
EPDTXZHI, FLECR3EMAVEPDPTER, XHKKREWU A (RAPDPIRAE2, RIEAERNATER 10001
1110)



EAEEIRIZEER - ®RIFER

EZ BRI ERAUER T C:\boot.iniXt, MMERKNTHLUEHEBE Anoexecute, ARERRSE, XHEFAIU
FE2-9-9-120 TaH4l -

P boot.ini - BIEE

_[ol x|
ITHE &EEE ERO EFW BB
[boot loader] ;I
timeout=38 execute -> 10-10-12
default=multi{B8)disk({B8)rdisk({@)partition(1)\WINDOUS _ _Q_0._
[operating systems] noexecute -> 2-9-9-12
multi¢@)disk(@)rdisk{@)partition(1)\WINDOWS="XKP DEBUG" /fastdetect /debug /debugport=comi /baudrate=1
multi{@)disk{@)rdisk{8)partition{1)\WINDOWS="Hicrosoft Windous X

P Professional™ /noexecute=optin /fastdetect

3.2.2 PDPTEZH
TFEFT, KEHMONEREE, F—EEH0, EERITRE TR SN, BoflE! ; PWT. PCOMESES

ﬁiéﬂ’ﬂﬂﬁ%‘—%ﬁ%ﬁg ; 889-11f7Available RLARIERFA UMD, CPURER ; NE12-35UETTIERKRE
Page-Directory-Pointer-Table Entry
63 3635 32
Reserved (set to 0) Eﬁf
31 12119 8 543210
Page-Directory Base Address Avail | Reserved g \Ev Res |1

SIMEEEAX MU EIIHPDTRE, 52Fi10-10-1209KL58—1#F, BURS (E1211) ZEiHo,

3.2.3 PDELH

PDERVZEM 510-10- 1295 MEARS, IKEERD NFEEERSD, HPSHAINEARR (FTEHHNE—NEW) , F
352112 ATARYS IR ML, XiF36NIAIYIRMNIAIIR216I 90, XA EMKE TIM AV I2MB, BE#ERZE2MBXT



EAEEIRIZEER - ®RIFER

77, HAZT—PATL (ABMER) , BREE 126, ZASCPUEX, BHARZMRACPUERIHZML, 4l
RALF, ZURIE0,

P A0RY (FEIRHEZNEM) , HE35-12kEut, E12MiH0, H36fi,

Page-Directory Entry (2-MByte Page)

63 36 35 32
Reserved (set to 0) Eggf

31 21 20 131211 9876543210
B HEEE

Page Base Address | Reserved (setto 0) |a| Avail [c|1|D|a|C|W[/ |/ [P
T oiT|s|w

Page-Directory Entry (4-KByte Page Table)

63 36 35 32
Reserved (set to 0) Egg?

31 1211 9876543210
HEEE

Page-Table Base Address Avail [ofofo]a g\?‘ s L P

3.2.4 PTELH

PTERVEEIDTRE S, B12-35(UAEYIETIENL, K120350, H36fi, ¥IETIEAMMIMNTIRIRES, AT
B B AR,

Page-Table Entry (4-KByte Page)

63 36 35 32
Reserved (set to 0) Egg‘;"

A 1211 9876543210
P elplulr

Page Base Address Avail |c|A|p|a|c|w|/|/]|P
T D|T|s|w

3.2.5 XDIrEfIL

XDAREALFEAMDARFRZ JINX, BlINo Exection, ERIRITRENAZEIRR~ ENRERE AN BIERLERIED
WITT, ATHPEEX—A&, Intef 7 BEHRIF, 7T —PARIHITL. BXDAIA1EY, (RERGEFERENN
AR X%, EAEMEIRRIEIPBIE]T BT BUHEX", WEARATHITH.

1£2-9-9-120 TIH&EI T, PDESPTEMIREAIAIXD/NXIL -

X &% 35-12 FaHhht 1267 gtk



AAGEEIRIZER - ®RIPER

3.3 TLB

FRAN1BRELE @D — N R AR — MR TT, 1£10-10-128990 TaNEI T, BESiEPDETEIEPTE, &/IGIH4F
T, XEMNEKR LERGERANBELRDNFT, BEWMER ; FH7E2-9-9-129 TIVE TR FYIEMIER
R, SSBRENFETES, EEREREERT, SUEFAER—YIER, MeEEBEINE R,

ATIREUE, CPUERTIMT —iKR, KICRXLARF, XFETLB (Translation Lookaside Buffer, ¥%i¥
BERETX) , cHFESR R, BREAFENANMERESAK,

3.3.1 &4

INTEFRFALETLBRYE (TLBFRTZRERIAIRLEM, FRIBICPUT, TLBRESA/NER—HE) , Leitithit,
WIERAL A TERADE -

LA (ZttEHbhl> PA CHBiHLhE) ATTR UsfE) LRU (%iib)
0x81010111

BM (ATTR) 2PDPE. PDE. PTEENEBMHITANDTEHEMLER, WNRZ10-10-1293 TTHHIBYIERL ZPDE.
PTES{TANDITE LR,

CHTHREERRFTLE (M HETIR, EHAEHETIRETLBRAEFHNEZ AR AIT R %
RMRERBXT) ; ATIRERATNE2CMERART, FIUANTAEE WEILS26MTIBHNN X R, 1E

PDEMIPTERE/MEENIGH, ERTHYERZREBNLEN, YiZENINUNWFRLRIFTLE (REYPDENPS
firR1ed, ENHYBRAAT, GUFER ; YTBREFH TG, HBRIESHIT (LRU) 52 HIHEERRTE
BT S MUNRNIEEER) SRAEANMIER, REEBNRETE,

3.3.2 Fhs

TLBTEXS6{AZAMICPU R ISR Fi 52 2 2 MIntelBV486CPUFFEARY, 7EXS6ARMICPUR, —ARERIGHE N T4
TLB :

. BIEMRTIR (UKBETITIE) RIIESTIRESE (Instruction-TLB)

. BERTKR WKBETME) HKIERRERF (Data-TLB)

. BEARKRS IR (QMB/4AMBFTiTUHE) HIIESRTIKRERF (Instruction-TLB)
. BEARRS IR (QMB/4AMBFTiT0UHE) HIEIETIFRZEF (Instruction-TLB) o

A WN -

3.4 P 5 RE

3.4.1 i

FEmEE SHCPUASIRMIA S LSS (B FriAs, HABIEEBEMCPUESERENIE, ELLXTR
ZAFETER (IRQ-Interrupt Request) o

AR E N E B ECPUEMEIERITYRIEFRITHNERF, BERITHENE KPR IERER (F
Wb IBIE R E MR IDTRORE) o

80x86% MR HETIERE !

1. Ae] Rk, #ANMI (NonMaskable Interrupt)
2. AJRMRPMrLL, FRAINTR (Interrupt Require) o



EAEEIRIZEER - ®RIFER

] iR P

YURAI R AER, CPUSTEIDTRPIHIITIRA02MM, WS XNl LT P IBIEE ; AR
P AZEFLAGE ZEs P AIIFAIRRZ M, 4R, CPUMTALIE,

0x2 A FEfcb I 80x86H [H fE A0x2

I Gal e

EEGRER, URKRPHER—IREMNSH REEN, RN ATEIESES ; EARToRKIRERINE
EENHRNRAZHARENEK ; A7 EFARIRSTHENEKR, PEEIESREEEIRQ (Interrupt Request) [
MEHFERTAENIER, FIINTEWindowsPETEIFBTAIIRQFE S0, HHILEIRQ0,

BATAILTEEE X NRE | AR EN-EIR- RS EIELR-System timer-BIE-FIR, HB)WindowsES A9 FT
ws (A& R

O it Ee 5 [a] 5]
= oraE ®EW ZEW BO® B RETE
- | BEEFES 2 A =R

= ENEE ) EFEEE =]
=R m EE = g N:PI Fixed Feature Button

. @ BHEER j Direct memory access controller

+ =i _& EISA programmable interrupt controller

HHUF P _& Generic Bus

ik BB R i Intel 823T1AB/EE PCI to ISA bridge (ISA mode)

T3 @

HEETEE () \ R B - g Intel 824438 FPentium (B) IT Processor to AGP Controller
3 E). 'ﬁ FE - Intel 82443FY Pentium (B) II Processor to PCT Bridge
G Al fEEhFE J ISATHF Read Data Fort

""" frazegnay o I _& Microceds Update Dewice
pnftfsEIEEhaR ). .. B | - HEREE J Mierosoft ACFI-Compliant System
B 2 IEzhas (1), . [+ % IREFRREF J Microsoft Composite Battery

_& Microsoeft System Management BIOS Driver
J Motherboard resources

J Motherboard resources

- I PCT bus

j PCI standard PCI-to-FCI bridge

_& PCI standard PCI-to-FCT bridge

_& PCT standard PCI-to-FCI bridge

o d PCI standard FCI-to-PCI bridze

=4 | meEs | mmee BE |

E‘}rg System timer

HHEE (R):
HriEedl | &E
HiA IR 0040 - 0043
L R i}
|

e RFRRPBT LR, CPURTEIDTRAHEI THR/90x30/0x31-0x3FAIM], B XN IFL BT AR R BT b 1212
FF, MTNERR, s EE g Er P T inE R —En
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0x30 IRQO B A e T
0x31-0x3F IRQ1-IRQ15 Al B 1115 4 11 v BT

MRFHN] B CHREFHRITIHAFLCPUE M IEX RN, BJUERCLIER EEEFLAGET FZ2s P HIFAL, S{ER
STHESIGBEFLAGE 1228 T HIIF{iL,

FEIE, BHREFNPHREIDTRPNNY X RFBEERN, AIUBEAPIC (Advanced Programmable
Interrupt Controller, =4k PI4RIZHRTIERIZR)

342 BE
B EEEECPUTEIITIE D I B L2, Hanfso. AR IEE,
il 5 2B XS :

1. sk B FAERRE, BHETR (BE. BfrEH) KEN, CPURKMARLRE ;
. RERBTCPURE, BCPUEHER ;

ZETEAIFR T SRRINT NIER BRABMZ IR, BEEXRERE, ELFAGHIFMIITZIED BT,

AT
Tt B HEMFREMANTRIIERIAZRHCPUFAENRE, MIBIEFEEIDTRE,
BEINRELEREROT :
[IE= RIS OxE
BHER 0xD
FrE4HA 0x0
R R 0x8
iz A=)

MR EERERFEFRERTHNAZEEAERN, X rDE/PTERNIPAI 0L PDE/PTERN B A RIEBEFIRE
BA, XMEMEFERIIRE,

—BREMIIRE, CPURSIITIDTRAIESHETRIERRE, UREHIGIERAREE,

PG4

AR 0)0 &4 [PEN® J |£J

31 1211109 54 10 31 10
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3.5 EHIFFES

EHSFFR T ERTIEAFMBECPURRIERT, —HBEsMERIFESR, 731ZCr0-4, CriZ2®RER, Cr3gk
ERNAZEFERATN, BEC3LIKBITIEREREL (DTINEIRE) -

3.5.1 Cr0&1Fs8
COBEE, TESIE— LR E RIS LU MBS A B ST L,

31302030 1918171615 6543210
plc|n Al |w MERENE
clow Ml [P £[T|s|m|p|e| CRO

BATRE TN EERREN

1. PE : CrO AR NOMIGIEEFRIP (Protection Enable) #T&. PEALIBTARIFIET, PESORTfySEiiiti&
ES’ ﬁ’l\gﬁﬂﬁéﬁﬁé&ﬁ})ﬁ, MHREERSTHEIFRIP. EEEBAS TINEIRF, FBLPEFPGHR
/D\%Bgi§1 o

2. PG BIZUFENEIFET 2 TWEIFRF, EAERX MISLZINASEREBNFFEPEIRS.

« PG=0HPE=0 : QM IESBF TETESCHIUAENT ;

. PG=0BPE=1: R EBRTEFEREAESTINHINFRIPFER T (REEXENIRERSR) ;
- PG=1HPE=0 : EPERBEFBWIER FLEFEBPG, PAUAXMERERZEER ;

. PG=18PE=1: R ERTEEFET 2 NHINFRIPEX T,

3. WP : 3fFIntel 80486ZF LA _ERICPU, CROMIE16AIEREIRIF (Write Proctect) 5, HIRBIZAITE,
WIBRSRIFBEAFER (HIINENRNIER) MAFRRIENERITERIE

o WFFoHRIER, WIRWP=0, AILEBEEERFEYIER, RELMEMNEN ;
o WFOMIERFE, WIRWP=1, RILUREVEE B AT, EXFTRIEMNYIER, NAREES,

3.5.2 CrE1FE8

HCPUIRRIENTMOIY, ZFERINRE, HHCPURFHSERENAEMUERECTEFSRTR, UERE
RENETRARER, REFFERARITHMESRSRIT

N 0

R T AR ML CR2

3.5.3 Cra& 1788

n i 887 6542210
PIPIM|P|P TPV

b 0 L,(;r.a\:sc"'VMCﬁ,_;
fREAL (B H0) c|G|c|a|E1Bs v

PAERIA1ES, 2PAE (2-9-912) 49T1 ; HOBY, 210-10-1293T1, ZBITEC:\boot.iniX & Eexecute/
noexecuteBE, HAFRFLEMESIERPAENL ; PSENLE FIEHIPDERPSAIRYFF X, HPSEALIAY, PSRHIF BN,
B&mT
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PSE = 1
10-10-12  Ps=l MR 2-9-9-12 Ps=1 MR
P3=0 4KM Ps=0 4K

PSE = 0
10-10-12  PS=1 Y 2-9-9-12 PS=l KR
PS=0  4KW PS=0 4K

3.6 PWT5PCDfiL
EXZFIFSIPDE. PDTEMBFATREHAEPWT. PCDNL, IMFEFNTET LU T,

3.6.1 CPUZTZ

TET7TEXHEMIZAHNBEZE —TEIERIR, BRECPUETF. CPUREFRATFTCPUMYIEREZERIIGET
7iEds, THRELRTIMES, ERMEELLREFRES,

CPUEZFRILMMEIRR, HITTECUFESTIBEEREAUZA, BEfF LRHAERD | TLBEFHIZ LAt
U IR IS X >, CPUREFHEYIIRHUEASSFRABTBIM R X Fo

TLB:

LRI <> TR AL
CPUZEA:

YT <> N

3.6.2 PWT/PCD

PWT (Page Write Through, TIEE) , ZEAINANEAZEY, BRXEARAEFF ; HONREEALRZ.

PCD (Page Cahe Disable, DIZR#FRI4RIE) , ZENINBIEEAZE, BEERSEARRE ; LINKRAEHNIESR
FHEETIBRY , HAFEBERET, PRLUZAIRLATAIR N L
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