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1 #include <Windows.h>
2
3 typedef struct _Color
4 {
5 DWORD red;
6 DWORD green;
7 DWORD blue;
8 } Color;
9
10 typedef struct _WindowClass
11 | {
12 DWORD x;
13 DWORD vy
14 DWORD width;
15 DWORD height;
16 Color color;
17 } WindowClass;
18
19 void PaintWindow(HDC hdc, WindowClass* window)
20 {
21 HBRUSH hBrush = (HBRUSH)GetStockObject(DC_BRUSH);
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}

SelectObject(hdc, hBrush);
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SetDCBrushColor (hdc, RGB(window->color.red, window->color.green,
window->color.blue));

MoveToEx (hdc, window->x, window->y, NULL);
window->x + window->width, window->y);

LineTo (hdc,
LineTo (hdc,
LineTo (hdc,
LineTo (hdc,

window->x + window->width, window->y + window->height);
window->x, window->y + window->height);

window->x, window->y);
Rectangle (hdc, window->x, window->y, window->x + window->width,
window->y + window->height + 1);

DeleteObject(hBrush);

int main()

{

char cMessage;

HWND hwnd;
HDC hdc;

WindowClass

windowClass.
windowClass.
.width = 800;

windowClass

windowClass.
windowClass.
windowClass.
windowClass.

hwnd = GetDesktopWindow() ;

windowClass;
X = 0;
y = 03

height = 400;

color.red = OxEF;
color.green = OxEB;
color.blue = 0xDE;

hdc = GetWindowDC (hwnd) ;

for (53)
{

PaintWindow(hdc, &windowClass);

cMessage = getchar();
switch (cMessage)

windowClass.
windowClass.
windowClass.

break;

windowClass.
windowClass.
windowClass.

break;

{
case 'a':
case 'b':
}

color.
color.
color.

color.
color.
color.

red += 0x10;

green += 0x10;

blue += 0x10;

red -= 0x10;

green -= 0x10;

blue -= 0x10;
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73

74 getchar();
75 return 0;
76 }

IFTITXERAE, RVEAaNELHTEIE, —Frt|ENEORRIEE RNENERHITERERTR,

et C:\Program Files\Bicrosoft ¥icual Studie

ct C:\Program Files\Bicrosoft ¥icual Studie

XERABE—MEENRERERF, CBIREEREESEO#ITRE. M, EE—1RE, BRaetE#E
BHR, MEALERRHEMERLHKETES.

R IR LR MIEFREREER, MEERH—I B8, BHRS, [SAEESHERTESNT
B, HEZBMHERNTIFIREL,

HENS - 3



1.1.2 3

AP ZEE]

MRBERMINEFETRR,

{ AR ALE

R RELEEBHERHAITH Ko

LinudERGTRA T —FSUBHNG], BYRIMBHFRLMATRMCHER, FRHRRATRS#ZHE
TR, EXMTAFTEHTIRENBEHIDRE, FTEFEERTR.
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TMRETEHCHERNY, BLAMEEE—TTHHIE

[B) H, REHIZAHALZEEEER
BREE (BIEMBRNE2AHERE) , RILEILUFHESITEHEERKE

TEERTREMIARIOX130RIBAIB N FaWin32Thread, ZM RTEAIE AR ER R EME X Y, SfEE—71 4N
_THREADINFOMYEEMIE, ZEMETREE TIHEMNMY.

kd> dt _KTHREAD
nt!_KTHREAD
+0x000 Header _DISPATCHER_HEADER
+0x010 MutantlListHead _LIST_ENTRY
+0x@18 InitialStack : Ptr32 Void
+@0x@1c StackLimit : Ptr32 Void
+0x020 Teb : Ptr32 Void
+0x024 TlsArray : Ptr32 Void
+0X@28 KernelStack : Ptr32 Void
+0x12b NextProcessor : UChar
+0x12c CallbackStack : Ptr32 Void
+0x130 Win32Thread : Ptr32 Void
+0x134 TrapFrame : Ptr32 _KTRAP_FRAME
+0x138 ApcStatePointer [2] Ptr32 _KAPC_STATE
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HAFZEMEBRATE, FRAF(TH REETEReactOSTEES (https://sourceforge.net/projects/reactos/) Ak
B, s R MessageQueueFtBiE EBAT! :

coO~NOULhdh WN

45
46

47

#ifdef __cplusplus
typedef struct _THREADINFO : _W32THREAD

ttelse
typedef struct _THREADINFO

#endif

W32THREAD;

PTL ptl;

PPROCESSINFO ppi;

struct _USER_MESSAGE_QUEUE* MessageQueue;
struct tagKLx* KeyboardLayout;

struct _CLIENTTHREADINFO * pcti;

struct _DESKTOPx* rpdesk;

struct _DESKTOPINFO % pDeskInfo;

struct _CLIENTINFO * pClientInfo;

FLONG TIF_flags;
PUNICODE_STRING pstrAppName;

struct _USER_SENT_MESSAGE *xpusmSent;
struct _USER_SENT_MESSAGE *pusmCurrent;

/* Queue of messages sent to the queue. x/

LIST_ENTRY SentMessageslListHead; // psmsReceivelist
/* Last message time and ID */

LONG timelLast;

ULONG_PTR idLast;

/* True if a WM_QUIT message is pending. */

BOOLEAN QuitPosted;

/* The quit exit code. x/

INT exitCode;

HDESK hdesk;

UINT cPaintsReady; /* Count of paints pending. x/
UINT cTimersReady; /* Count of timers pending. x/
struct tagMENUSTATE*x pMenuState;

DWORD dwExpWinVer;

DWORD dwCompatFlags;

DWORD dwCompatFlags2;

struct _USER_MESSAGE_QUEUE* pgAttach;

PTHREADINFO ptiSibling;

ULONG fsHooks;

struct tagHOOK =* sphkCurrent;

LPARAM 1ParamHkCurrent;

WPARAM wParamHkCurrent;

struct tagSBTRACKx pSBTrack;

/* Set if there are new messages specified by WakeMask in any of the

queues. */

HANDLE hEventQueueClient;

/* Handle for the above event (in the context of the process owning

the queue). */

PKEVENT pEventQueueServer;
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LIST_ENTRY PtiLink;

INT iCursorLevel;

/* Last message cursor position */

POINT ptLast;

INT cEnterCount;

/* Queue of messages posted to the queue. */
LIST_ENTRY PostedMessagesListHead; // mlPost
WORD fsChangeBitsRemoved;
WCHAR wchInjected;

UINT cWindows;

UINT cVisWindows;

#ifndef __cplusplus /// FIXME!

LIST_ENTRY aphkStart[NB_HOOKS] ;
CLIENTTHREADINFO cti; // Used only when no Desktop or pcti NULL.

/* ReactOS x*/

/* Thread Queue state tracking %/

// Send list QS_SENDMESSAGE

// Post list QS_POSTMESSAGE|QS_HOTKEY |QS_PAINT|QS_TIMER|QS_KEY

// Hard list QS_MOUSE|QS_KEY only

// Accounting of queue bit sets, the rest are flags. QS_TIMER QS_PAINT

counts are handled in thread information.

DWORD nCntsQBits[QSIDCOUNTS]; // QS_KEY QS_MOUSEMOVE QS_MOUSEBUTTON

QS_POSTMESSAGE QS_SENDMESSAGE QS_HOTKEY

#if

LIST_ENTRY WindowListHead;

LIST_ENTRY W32CallbackListHead;

SINGLE_LIST_ENTRY ReferencesList;

ULONG cExclusivelocks;

DBG

USHORT acExclusiveLockCount[GDIObjTypeTotal + 1];

#endif
#endif // __cplusplus
} THREADINFO;

EFMBELIENICIER, BII#HEEBLLIZ, FJLUAEEA_KTHREAD.ServiceTable, BILIE|—IKER
KeServiceDescriptorTable, 7R, HZRZERIAMAWIn32k.sys (0 LIMER REAP) B, FEM
PsConvertToGuiThreadB#l, ZEHEHITUAT/IINEESE ©

1. I BARIEKR/NNI64KB, RNEBERKIERE12KBK/ ;

2. BIBE—HEHEEMIINEE, FHIFHEEES] KTHREADZM{EWin32Thread 5 L ;
3. ffThread.ServiceTable$gFKeServiceDescriptorTableShadow, IEESFRFRESAI W ;

4. TFFRSE R ARFEERR SR L a2 a0t Ze 8 A,

1.1.3 R4

ICN=[

1. FEWindowsi2ERFH, HEMNFIEMEELR (ARZEE) F, HeJLUEIIKTHREAD.Win32Thread#kF!,
2. FHIFFREXIEAEEHERY], RAEGUILEFRIBEEENMT,
3. BN GUIERIRERERE—NERT,

HENE - 6



EAGEEIRIZER - HENE

1.2 HEO54%E
THHEMISEEXRE, BINEENEEHEEMNBER, XIMEE, BifRMXLEHEEEN,

1.2.1 JHEXR

ST ERR, BATEILOERVC+H6.009 T ESpy++ A FHHRE NHKEIRHR, HBEMEEN LS. ~HEH
BEGHR, meTEHER

? RO IRIRIES|| " wicrosoft Spytt — [Nessages (Window 0005D150)] N [ [}
IHE SEE SEW KM6 TAD BB | B || G Sy Tree Sewch Yiew Memsases Nindor felp TR
Qe - © - ¥| Pm= [ xw= |- Slelo| @| Wl 8l=|x]| mli| |

- WM_NCPAINT hrgn:FA0403A4 =

1w [ g
it [ zmrem ] 5L WM_GETTEXT cchTextMax:510 IpszText00CBEE28
=i T AL LR WM_GETTEXT cchCopicd:4 IpszText00CBEE28 pstr:0046BB7C
& WM_NCPAINT

. e ~— WM _ERASEBKGND hde:01010058
BERSER /[ R /[ i strator AT WM_ERASEBKGND fErased:True
o kR WM_SYNCPAINT
O ER—reE WM _SYNCPAINT

& WM_NCPAINT hrgn:D7040381
WM_GETTEXT cchTextMax:510 IpszText00CBEEZS
HERE 2 WM_GETTEXT cchCopicd:4 IpszText:00CBEE28 pstr:0046BB7C
S FHRE € WM_NCPAINT

Q FLEE WM_ERASEBKGND hdc:5C0103D9
) B WM_ERASEBKGND fErased:True
o nETH AR & WM_SYNCPAINT
o ErEn WM _SYNCPAINT

WM_NCPAINT hrgn:CE0404CB
@ v MR 00 WM_GETTEXT cchTextMax:510 [pszText:00CBEE28
o ) & WM_GETTEXT cchCopied:4 IpszText00CBEE28 pstr:0046B57C
WM_NCPAINT

E.a:oL -] WM _| _ERASEBKGND hde:5C0103D9
RARLHE WM_ERASEBKGND fErased:True
WM_SYNCPAINT

WM_SYNCPAINT

WM_NCPAINT hrgn:E60404C8

WM_GETTEXT cchTextMax:510 IpszText:00CBEE28

WM_GETTEXT cchCopied:4 IpszText:00CBEE28 pstr:0046BB7C

SWM_NCPAINT

‘WM_ERASEBKGND hdc:490105F2

WM_ERASEBKGND fErased:True

WM_SYNCPAINT J
=

PRYRE. BN, HEERE THM#HIZ, fE"“AL&@FﬁTCreateWmdowﬁU@rzlI:l, MERE—ITEOY
W, BORAMERELBEEY FIEEONRBEE—KLILERH) , L,_\D*E_Eﬂﬁﬂ #ig ﬁﬂ?‘]@lﬂﬁlm,
%BE_[LX%U}EHSendMessageEEPostMessage@ﬁﬂlﬁAHEﬁULE’J[‘z‘l ARXHEBLUHITRE,

1.2.2 JHEELR

H—OHETER, sERFTEARTHRRERNEHERTET, ARBEHEENEFFHEDE QNN
E’\J}‘ﬁ%MﬁUqﬂo

EWindows_EOIF (A%ZE(E]) Win32k.sysHU2 MEFED B3 Bin. REFHITHENGE, EANBEITAIMUET
NP EInitinputimpl, TEFIERTEWin32k.sysBIARSSEY, RIAREREIE2NLEIZ | KeyboardThreadMain.
MouseThreadMain, tBFLEEAIR. BEMNIEELIE,

w32k.sys 1242k F% . X -
BRI AEGk B LR F 3

1 NTSTATUS FASTCALL InitInputImpl(VOID)

2 {

3 NTSTATUS Status;

4 KeInitializeEvent(&InputThreadsStart, NotificationEvent, FALSE);

5 MasterTimer = ExAllocatePoolWithTag(NonPagedPool, sizeof(KTIMER),
TAG_INPUT);

6 KeInitializeTimer (MasterTimer);
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Status =
PsCreateSystemThread (&RawInputThreadHandle, THREAD_ALL_ACCESS,NULL,NULL,

&RawInputThreadId,RawInputThreadMain,NULL) ;

/] BEERMALIR | KeyboardThreadMain
Status =
PsCreateSystemThread (&KeyboardThreadHandle, THREAD_ALL_ACCESS,NULL,NULL,

&KeyboardThreadId,KeyboardThreadMain,NULL);

/] BAITHIALIE | MouseThreadMain
Status =
PsCreateSystemThread (&MouseThreadHandle, THREAD_ALL_ACCESS,NULL,NULL,
&MouseThreadId,MouseThreadMain,NULL);

InputThreadsRunning = TRUE; // TRUEFRRINTERILAFF4AREER EAREIA
KeSetEvent (&InputThreadsStart, IO_NO_INCREMENT, FALSE);

return STATUS_SUCCESS;
}

o0 AR ERR T N 2B HEHMEIEFE F5E, BEAAMDARLSE), XREABMRESITEIRIINARE

o

1.2.3 JHEPFIHNZ K

WTERT, EfIAT=ZTEONBRT, YERHTRENRREN, RERARNAARIIERLX
AR EE DX R B9HE S AT . ?
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i
BebugTisw en \ADTDS- 1876940300 (local) - [O% g 15 RREE, 0. 1260020864— HLE. .

S0@ QL 8-A EBT 99 A

L] b ¥ T = o T
bl [ | (opw)-0 [z
[(wegiuss |—00—[ 50 | [ B |

Durvin Dparal.. Sk LatEr

TR s

* EREES IP Hezzanger B x |

Rdnapavizuber

Rk vRRE [ oep

B, BERAMYE=1EN, STHENEORMHNET. RRSFEREEON 7. FHit, —M #ERIN
RAEZITED, EXEEORERTR— #HE.

BE, BIAIUE—TRIEEOMAPIEEREAEAR  CreateWindow - CreateWindowA/W - CreateWindowEx
- _VerNtUserCreateWindowEx - _NtUserCreateWindow - _NtUserCreateWindow,

HNRNYBEFORAERZEIRAARIONE, RERKFAS (MofiiFis, H126m1) IR
BERLFANREWIn32k.systeHt AR SS

text:77D2E430 push [ebp+arg_1@]

Jtext:7702E433 push [ebptarg_C]

.text:77D2E436 push [ebp+str]

Ltext: 77D2E439 push edi

Ltext: 77DZEA3A push dword ptr [ebp+8]

Ltext: 77D2E43D call VerfitUserCreateWindowEx@52 ; VerMtUserCreateWindowEx (s, x,x,x, 3,3, X, X, X, X, X, X, %) |
Jtext:77D2E442 mov esi, eax

Jtext:77D2E444 test esi, esi

«text:77D2E446 jz short loc_77D2E452

Jtext:7702E448 cmp [ebpt+var_g8], @

Ltext: 77D2E44C jnz loc_77D3F924

LJtext:77D2E452 l

.text:77D2E346 push esi

Jtext:77D2E347 rg 8]

Ltext:77D2E34A call _NtUserCreateWindowExi6® ; NtUserCreateWindowEs(x, %, %, 5,3, %, %, 5,5, X, X, X, K, %)
.text:77D2E34F mov ebx, eax

Ltext:77D2E351 xor edi, edi

.text:77D2E353 cmp ebx, edi

Ltext:77D2E355 jz loc_77D4AB59

.text:77D2E358 l

Jtext:77D2EIVD

Ltext:77D2EITD ; _ stdeall NtUserCreateWindowEx(x, %, X, X, X, X, X, ¥, X, X, X, ¥, ¥, ¥, X)

Ltext:77D2E37D _NtUserCreateWindowExii6é® proc near ; CODE XREF: VerNtUserCreateWindowEx(x,x,x, ), X, %, X%, 0, x,x, X, X )+158Tp
et 7rozEamD

text:77D2E3B2 mowv edx, 7FFE@386h

Stext:77D2E3ET call dword ptr [edx]

-text:77D2E389 retn 3Ch

.text:77D2E389 NtUserCreateWindowEx@6e endp
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FHit, BORGHEMLE—, LFELR—MOTFHFNEN, BOMES 2 NNRZERE, B
_WINDOW_OBJECT, (ZE&EMERAEBIRESREH, TJUEBReactOSHIIERERZLEME)

EBEONR_WINDOW_OBJECTH, FE—1%AptilI R, HZEE9 PTHREADINFO, $8[MF_THREADINFOZ5HY
o X PNTHREADINFOLEMIAIE 2HISIZRIAY_KTHREAD.Win32Thread#8 ¥ BXpVLEMIK, B XFAR, FEaTL
MEEEEOBRRE—.

IR, _HREAD.Win32Thread}gMBVEANZE, FAM, LLLIZAAWIn32k.sysHRIEEEIE— 1 E O,
_KTHREAD.Win32Thread$#§@_THREADINFOZEHI{R, MMMIIZELERE BEER T HGUILIE. IthEY, BOxt
R HIIZLERIAWINDOW_OBJECTHHIptiAk Rt 2 15[AIX N _THREADINFOLEMIAE, TIE2RAFINIAIF
THREADINFOZEMI{AR, XRREEISE ORI ANl /R LB E R AT,

1.3 JHEREK

1.3.1 BORLIETIE

EIFRIRBE O, BAFTECEIIFM— T EOXMNR, HEMMKEETOMEINIRER, AE, B
J8FA CreateWindow EIEI R B3 E O,

(e RE ORI R
WNDCLASS wndclass = {0}
MEOREEE

PTHREADINFQ pti:
PWND Wnd:

I EEED

Create\Window(

className, e .

"HRE—EO k= mE = mbug
WS_OVERLAPPEDWINDOW, IEOMNET, WNDPROC IpfnWndProc;
10, (AR F A O FIX A '

LML, CreateWindowRZ— 13BN, RAFAANERAFWin32k.sysPRI0IREE, FoIfH, 2AEN
BI3E—1%79_WINDOW_OBJECTHIEMR, SN EOEE — XS,

1.3.2 JHEPRSZEH

SRR WIn32k.systR RV EIF REEEAE, KI2LEME_KTHREADHFBIALZZWin32Thread RIEM—14 A
_THREADINFORIZERI(EK, TEIZLEEMMATHE — A FIMessageQueue, BIEHEPRNS, HpFS7AHRY) ((REATF
|HhRReact0S) , ATFAEARFEZEAEE, ITF3INBLLEE WAEERS

1. SentMessagesListHead : $&F|SendMessage & REVE Ro
2. PostedMessagesListHead : #%Z]PostMessage & RHVHE B
3. HardwareMessagesListHead : 5B ir. HBEHVES.
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1.3.3 GetMessage

KiNEEOEES EﬁﬁHGetMessage\ TranslateMessage#{IDispatchMessagesRIREX. FEFM D LER, T
RBBFAR, BRIBERXERE .

1 MSG msg;
2 BOOL bRet;
3 while( (bRet = GetMessage( &msg, NULL, 0, 0 )) != 0)
4 {
5 if (bRet == -1)
6 {
7 // handle the error and possibly exit
8 sprintf(szOutBuff, "Error: %d", GetLastError());
9 OutputDebugString(szOutBuff);
10 return 0;
11 }
12 else
13 {
14 /] FEHCHR
15 TranslateMessage (&msg) ;
16 /] PERER I MEARAAAEOLIERY
17 DispatchMessage (&msg) ;
18 }
19 }

GetMessageRE LNEBERICHS, BLMRINEERMRT UL, FITEHTKE T ZHBERNIEE !

1 BOOL GetMessage(

2 LPMSG 1pMsg, // REIMNBAFIHIRERETE R

3 HWND hwnd, /] TIEEG EEERBCEENE O
4 UINT wMsgFilterMin, // Ji8&H

5 UINT wMsgFilterMax // i85

6 )3

GetMessageBNE B4 EH, HE3TESHELREN, F—ITRMMERATEEEKERNED. ME—1TSH
2 MH 2 AT FRIREXAYHE Ro

GetMessageEFUBISEIFHIMTREFEZEONER, WRE, HEEEMEIMSGEMER, HMEHESR
HhBRIZIER. AR, RFHEBE#ELA TranslateMessageHDispatchMessage EIEH 1T IR,

AT UIERES S, FfTranslateMessagelIDispatchMessage’T R iR, KE—FREX MR NREHITHENGE
|MMnE, BINEOIRZEHBWindowProc@E AR MUMAIT, HESH— T EFAXER !
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MG msg;
BOOL bRet;
while{ {bRet = GetHessage( &msg, HULL, 8, B )) t= @)
{
if (bRet == -1)
1

sprintf{sz0utBuff, "Error: %d", GetLastError()});
OutputDebugstring{sz0utBuff);

return A;
H
else
{
f/ TranslateMessage{&msg);
// DispatchHessage(&msg);
H

LRESULT CALLBACK WindowProc(HWHD hwnd, UINT uMsq, WPARAH wParam, LPARAM 1Param) {
switch{uHlsg) {
case WH_DESTROY:

{
PostQuitMessage({@});
return 8;
H
case Bxuei1:
{
::HessageBox(HULL, "Receiving messages sent by other processes.”, "Message™, 8);
return 8;
H

¥
return DefWindowProc({hwnd, uMsg, wParam, 1Param);

H

void main()}

1
HWHD h¥Wnd = ::FindWindow{TEXT("My First UWindow"), TEHT{"%D"}};
if (hWnd *= HULL)

{
t:SendMessage(hWnd, B8x481, 4, 4);

h

BINSITRNTEORFEESTAXERNER, SAMBOMIMEKETHR, FRITTHNALERE

MJ=l )l < c:\Program Files\Microsoft ¥isusl StudioMiyProjects P [ 53|

DispatchMessageBEE A FIPE R E AR E LI ZHE, UALAENILIEZE, BEEXERITEILKE
Il GetMessage EHBI L 23 H BT,

GetMessage BRI EXE A HY 2 Win32k.sysHHINtUserGetMessageBRE, TEIZEEASE I FHIABLZLE ¢
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1 do

2 {

3 // FcHl#TSentMessagesListHead@BHHEE, MIREMAIER
4 do

5 {

6 RN

7 KeUserModeCallback (USER32_CALLBACK_WINDOWPROC,
8 Arguments,

9 ArgumentLength,

10 &ResultPointer,

11 &ResultLength);

12 RN

13 } while (SentMessageslListHead != NULL)

14 /] BRAIBRE M6 N AT, EEIIREHEERIRE], B N4k

15  } while(HMPAF] = NULL)

E—1AEBAdo...whilefEIFH, NtUserGetMessage® St a¥IlfiSentMessagesListHead P BB EFEHEHZ, IR
A, WEAREORERKLET, ARG, ?‘LEE;—ESentMessagesLlstHeadEF'EI'JFﬁﬁ HEZE, FREERAMN
MBAFIHFEVE R, TEXMERT, FASMIEXEHE, MEREENTEIHREl, Hit, GetMessagett 2%
BHTAE, BRSESentMessagesListHeadRRYE R,

LB ER MR BAININ &% B 2RI ER R M SendMessageZE A PostMessage, TEXE
TranslateMessage#IDispatchMessage EREHIIER T, GetMessage BB FH AR IEXE R

1.3.4 SendMessage5 PostMessage
BERIRE—TXHEPNEE © SendMessage5 PostMessage, XMEIHEA T RAXHEN, BREZAETFH
ERRTREER, BERFTREHER.

fEFASendMessage BUEAXE R, ZHGetMessageEHIRBCH BN, ERi#E A0 &EF SentMessagesListHead H 2
AT ER TR ER. IRBHEHE, N#HTAIE ; (NREBEEHLE, WEIZELRE, EEHEHENERT, &
ML VIEBTEHEFEERE], BN SendMessageE2—BERAETEXE, BEIEKEIMANRITERHRE,

INTERR, BIBCHRRERZFERSendMessageEIB R X HR, HEORFNAEIBELER, BHER
xH, WHEBRXEF—BEEFEEENE, EFaXF,

BalBS|f < c:\Progrom Files\Bicrosoft ¥isual StudiollyProjects

bz T, HIENVERPostMessage A X HER, GetMessageBEE R BHEMIZHE, MASHT Lfio /IéJ
BB TranslateMessagefIDispatchMessage B 153, PostMessage A EFF A REIMEL
BAXFTERMIIANERBSER.
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1.4 JHERER

HNTBERE—T BRI, BElTranslateMessageBR%y, ZEH B H M BEISEHEM—Filt. MNREREFER

©, REEENETWM_KEYDOWNZER!, HUASCIFINA+HH#EEITENEHR, EE, BdFERE, BEER

TR AWM_CHARZER!, FHITENHIZ THIRER S, HIt, TranslateMessageEEBIER S EXNERZMA
X, EREMHEBREHITERIER,

AT ORI WM_KEYDOWN. WM_CHARE2RIAMIE, FH B FFEETranslateMessageEEFN R ERFEIEHI T

b, MEAIX—4HE, BEFBNZEEMERIIEPIRIREER T TranslateMessage B R B EAR N
WM_KEYDOWNY BRI, FEEEXNWM_CHARHE EHITME, BTNMaEmES LI :

m &0 = =[]

e

keycoda: BS

m & l 1o/ x]

e cenge Y

keycode: a

1.5 JHEMD A%

FMBHEND %, ORTETFDispatchMessageEE, EBEEUMBRAEXNEOIERY, #L—F
B SIREAT T R R GetMessage BB R T BUBCE R TALESendMessageﬁELﬂ}EE’J HE, tWEl2
SentMessagesListHead H 2 A% HYE B

R TEME 2R3 HDispatchMessage ERERAMER, DispatchMessageENE =LA A RIEWin32k.sysHEY
NtUserDispatchMessageE &, ZEHMFEM T U THHEEE -

1. HRIEEOORREIE OISR _WINDOW_OBJECT ; (UserGetWindowObjectEi%H)
2. IREEONRENE S REEY, HEIoFAEREAR.

WNTEPTR, FHANIAILLE M DispatchMessageBi# 5 GetMessageEl (NtUserGetMessageBE) —1¥, RAEZ
JAFKeUserModeCallbackBYEIAR#H A3, BEARAEDEER.
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LRESULT APIENTRY
NtUserDispatchMessage(risc UnsafeMsgInfo)
{
LRESULT Res = @;
M5G SafeMsg;
_SEH2_TRY

ProbeForRead(UnsafeMsgInfo, sizeof(MSG), 1);
RtlCopyMemory (&SafeMsg, UnsafeMsgInfo, sizeof(MSG));

_SEH2_EXCEPT(EXCEPTION_EXECUTE_HANDLER)

{
SetLastNtError(_SEH2_GetExceptionCode());
_SEH2_YIELD(return FALSE);

¥

SEH2_END;

UserEnterExclusive();
Res = IntDispatchMessage(&SafeMsg);

UserLeave();
return Res;
} « end NtUserDispatchMessage » l

LRESULT FASTCALL
IntDispatchMessage(risc pMsg)

{
LARGE_INTEGER TickCount;
LONG Time;
LRESULT retval = 8;
PTHREADINFO pti;
PUND Window = NULL;
BOOL DoCallBack = TRLUE;

if (pMsg->hwnd)
{
Window = UserGetWindowObject(pMsg->hwnd);

if (!Window) return 8;

}
pti = PsGetCurrentThreadWin32Thread();

if ( Window && Window-»head.pti != pti)

EngSetLastError( ERROR_MESSAGE_SYNC_ONLY );
return @;

}

EAGEEIRIZER - HENE

LRESULT APIENTRY
co_IntCallWindowProc (uiorrRoC Proc,

{

BOOLEAN IsAnsiPrec,
HWND Wnd,

UINT Message,

WPARAM wParam,

LPARAM 1lParam,

INT lParamBufferSize)

WINDOWPROC_CALLBACK_ARGUMENTS StackArguments;
PWINDOWPROC_CALLBACK_ARGUMENTS Arguments;
NTSTATUS Status;

PVOID ResultPointer, pActCtx;

PUND plind;

ULONG ResultLength;

ULONG ArgumentLength;

LRESULT Result;

IntSetTeblindCallback (&Wnd, &plind, &pActCtx);

UserLeaveCo();

Status =|KeUserModeCallback|USER32 CALLBACK I-J'II\JDOI-IPRGCiI

Arguments,

Argumentlength,
&ResultPointer,
&Resultlength);

if (DoCallBack)
retval = co_IntCallWindowProc( Window->lpfnlndProc,

!Window->Unicode,
pMsg->hund,
pMsg->message,
pMsg->wParam,
pMsg->1Param,
-1);

FEIAN = ZIENMEDIspatchMessage B HIME—BSHMSCEMR, RKIETERNER, 2EHAEEEOA

. HEEE HESHIERE, EANBINENTEN.
1 typedef struct tagMSG {
2 HWND hwnd ; // BOMWHE
3 UINT message; // JHEZE
4 WPARAM wParam; // JHESH
5 LPARAM lParam; // HEEH
6 DWORD time; // EENER
7 POINT pt; /] BARAAAR
8  #ifdef _MAC
9 DWORD 1Private;
10 #endif
11 } MSG, *PMSG, NEAR *NPMSG, FAR *LPMSG;
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1.5.1 ERIARYE BAMERE

JHETLRAZEESE, HINEBEXEOIEZRMHRAZTEXN X FAEEHITAE, HpEIERRTIUR
LEARVE R IEEEL, BlDefWindowProc,

1 LRESULT CALLBACK WindowProc (HWND hwnd, UINT uMsg, WPARAM wParam, LPARAM
1Param) {

2 // BR—TEARERAIERE, XiH. &ME. RR{CEZBRAIAE A ERHLESN
3 return DefWindowProc(hwnd, uMsg, wParam, 1Param);
4 | 1

1.6 %[

1.6.1 BOSEMNEARSE

FHATHE GetMessage BN B b IESentMessagesListHead H B PAFIAEYE 2B, LA DispatchMessageTE QbR E At
HEMFIRAGHZRE, BRIFAEOIEHE. RILZANZAE L SEAE SRR,

HEMTAILOERN TERIARE, HFEESOSERMPMA—HE, BREBETEARAN, BESE
GetMessage. DispatchMessageBd#, & EHNMARHMNIT,
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FE 3
MSG msg;
BOOL bRet;
while{ (bRet = GetHMessage{ &msqg, HULL, 8, 8 }) *= @)
{
if (bRet == -1)
{
sprintf{sz0utBuff, “Error: %d", GetLastError{)};
OutputDebugString{szO0utBuff);
return 8;
H
else
{
TranslateMessage{&msq);
DispatchHessage (&msg);
¥
¥
=f

LRESULT CALLBACK WindowProc{HWHD hwnd, UINT uMsg, WPARAH wParam, LPARAHM 1Param) {
char szOutBuff[B8=88];
switch{uMsg) {
case WH_DESTROY:

{
PostQuitHessage (@) ;
break ;

H

case WH_KEYDOUWH:

{
sprintf{sz0utBuff, “keycode: %d “wn", wParam);
::MessageBox(HULL, szOutBuff, "Message'™, 8);
break;

H

¥

sprintf{sz0utBuff, “Message: %d “n', ubsg);
OutputDebugString{sz0utBuff);

return DefWindowProc{hwnd, uHlsg, wParam, 1Param};

H

Loaded 'C:\WINDOWS\system32yversion.dll', no matching symbolic information found.
Loaded ‘C:A\MWIHDOWSA\system324WMSCTFIME.IME', no matching symbolic information found.
Loaded ‘C:A\WINDOWS\system324o0le32.d11', no matching symbolic information found.
Message: 131

Message: 1

Message: 24
Message: 78
Message: 7@
Message: 28
Message: 134
Message: 13

Message: 6
Message: 641
Meccage: 642
Message: 7
Message: 133

Message: 13
Meccage: 28
Message: 71

Message: 5
Message: 3
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BARTL2RIABEZFRE QERRRHE ? RISE— 1K, YRIMNEEEEOCIENEM—LEEIB,
HFEOLENEEEREEEN, HitGetMessageEEREIRENESES, DispatchMessageE# H/RB5E
TESERHEE

PR R EEfEBN T A RIAARIAEE, XELPR ERECreateWindow R IERER, Hi#A0KIAAN
NtUserCreateWindowExEKEY, ZEHEE ORI aBETARAZEIARMREOAXER, XEHEFSH
AHEPRT, MREHZELXRAETIEHE, HEAKEHHWM_CREATE,

1.6.2 0F3BEM AR
MOTF R SER B AR = b5 3

FBARPAPCEIRAIT : FBFAPC (Asynchronous Procedure Call) @—MRAFHRPZHITHAFENERIVIG, EXH#
BERT, ARATLUAPEXEBIERA—TAPCIERIER % BInEI2, HEBREELTRFEXRITH, ¥
ZEHBIEAR B inEZHHRITRF.

ARRENLE | SAZEARENAF ARSI R FESIARIEN, MREZERAFEXRE, LEFRERMN
Ring0 (NiZIER) EBERing3 (AFPER) . EXMERT, RIERAINREZBAEMHENRELE
27, HAFEARBLEZRE,

AXEIAE : ARELEEEERIng ONAEREREAIIZRNS, XMARZBEIRREHINEISSIME, TIF
Ring ORYUIB M E & QRS REREAXE R, BEXMA I, Ring (BRBAIUSAFEANEQSRZHITR
B, USSHSERNRESAIBFES . XMHLERERIRIERGHRM, 0SendMessagedPostMessageEiEo

1.6.3 KeUserModecCallback

AELANEIH, oIfEi@EiTKeUserModeCallbackBEERIAREIIFEHEY, T RIFITHIDHT
NtUserDispatchMessageEZXAYIEFIETY (NtUserDispatchMessage->IntDispatchMessage->co_IntCallWindowProc-
>KeUserModeCallback) HX1EE =7 KeUserModeCallbackE#H,
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LRESULT APIENTRY
NtUserDispatchMessage(risc UnsafeMsgInfo)

LRESULT Res = 8;
M5G SafeMsg;

_SEH2_TRY

ProbeForRead(UnsafeMsgInfo, sizeof(MSG), 1);
RtlCopyMemory (&SafeMsg, UnsafeMsgInfo, sizeof(MSG));

_SEH2_EXCEPT(EXCEPTION_EXECUTE_HANDLER)

{
SetLastNtError(_SEH2_GetExceptionCode());
_SEH2_YIELD(return FALSE);

¥

SEH2_END;

UserEnterExclusive();

Res = IntDispatchMessage(&SafeMsg);

UserLeave();
return Res;
} « end NtUserDispatchMessage » l

LRESULT FASTCALL
IntDispatchMessage(risc pMsg)

{
LARGE_INTEGER TickCount;
LONG Time;
LRESULT retval = 8;
PTHREADINFO pti;
PUND Window = NULL;
BOOL DoCallBack = TRLUE;

if (pMsg->hwnd)
{
Window = UserGetWindowObject(pMsg->hwnd);

if (!Window) return 8;
}
pti = PsGetCurrentThreadWin32Thread();
if ( Window && Window-»head.pti != pti)

EngSetLastError( ERROR_MESSAGE_SYNC_ONLY );
return @;

b
KeUserModeCallbackBERYIB AR ¢

EAGEEIRIZER - HENE

LRESULT APIENTRY
co_IntCallWindowProc (uiorrRoC Proc,

{

BOOLEAN IsAnsiPrec,
HWND Wnd,

UINT Message,

WPARAM wParam,

LPARAM 1lParam,

INT lParamBufferSize)

WINDOWPROC_CALLBACK_ARGUMENTS StackArguments;
PWINDOWPROC_CALLBACK_ARGUMENTS Arguments;
NTSTATUS Status;

PVOID ResultPointer, pActCtx;

PUND plind;

ULONG ResultLength;

ULONG ArgumentLength;

LRESULT Result;

IntSetTeblindCallback (&Wnd, &plind, &pActCtx);

UserLeaveCo();

Status =|KeUserModeCallback|USER32 CALLBACK I-J'II\JDOI-IPRGCiI

Arguments,

Argumentlength,
&ResultPointer,
&Resultlength);

if (DoCallBack)
retval = co_IntCallWindowProc(

Window->1pfnkndProc,
!Window->Unicode,
pMsg->hund,
pMsg->message,
pMsg->wParam,
pMsg->1Param,

-1);

1 NTSTATUS NTAPI KeUserModeCallback(

2 IN ULONG RoutineIndex,

3 IN PVOID Argument,

4 IN ULONG ArgumentLength,

5 OUT PVOID * Result,

6 OUT PULONG ResultLength

T )
HENSH, HPArgumentZ2i2 SR, EPa3EOIREHN. EOOMW. HEREE. HEBHFEFR
B, XESHBERN LT E NI RESm NS T

HEMNIS - 19



EAGEEIRIZER - HENE

Arguments-»>Proc = Proc;

Arguments-»IsfAnsiProc = IsAnsiProc;
Arguments-»>Wnd = knd;

Arguments-»>Msg = Message;

Arguments->wParam = wParam;

Arguments->1Param = 1lParam;
Arguments->1ParamBufferSize = lParamBufferSize;
ResultPointer = NULL;

Resultlength = Argumentlength;

RoutinelndexSME— 53|, TSERHNEMSE X, ELNRBECR—E, AEXEERREE
RER— T, BERMFSIINRSIE,

ERISSUIMUSER32_CALLBACK_WINDOWPROC (8)
#define USER32_CALLBACK_SENDASYNCPROC (1)
#define USER32_CALLBACK_LOADSYSMENUTEMPLATE  (2)
#define USER32_CALLBACK_LOADDEFAULTCURSORS  (3)
#define USER32_CALLBACK_HOOKPROC (4)
#define USER32_CALLBACK_EVENTPROC (5)
#define USER32_CALLBACK_LOADMENU (6)
#define USER32_CALLBACK_CLIENTTHREADSTARTUP  (7)
#define USER32_CALLBACK_CLIENTLOADLIBRARY (8)
#define USER32_CALLBACK_GETCHARSETINFO (9)
#define USER32_CALLBACK_MAXIMUM (9)

BEAE RS, WMRTEEEKRK, JLUBEERS|ERPIHRIIEIZ)FFER S, XikFFEUMEHERHR,
HEE8Z M OERE, BIEAREMZES|{ERoutineindex, KeUserModeCallback#trI AR RARERIEEE
o

XLEE)E BRI USER32. AR, EHERMRIITILUXFE I ¢ FS:[0]->TEB - TEB.PEB(0x30{R#
{iI) - PEB.KernelCallbackTable(0x2C{R#N1I), HILFLEPEBLMAAIAL SiKernelCallbackTables

40T EFTRBEEIR M2 MAOD R &R A MR EIEIARER, BIARMSIIIRITEERA BRI LGEN H D AHE,
MArgument I EXE O EEH AL, BREMIPSBIEAFESAAEOIRER
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8(FFFFFFFF)
7FFDFB0@ £ B(FFFFFFFF}
7FFDF 004 | BE13 0000 FHHERET] B(FFFFFFFF)
7FFDF 008 | 88120600 | (LEFD T 2R B(FFFFFFFF}
7FFDF BOC | AE6OOAAA {if 7FFDFOBB(FFF)
7FFDF 016| GB6A1E A
7FFDF 14| GEOOBOAA
7FFDFB18| 7FFDF 0AA
7FFDFA1C| GBAARAAA
7FFDFA20| BEOABDG A 77D12970| 77D3F534 | user32 .77D3F534
7FFDF B24| BOAOA3SC . 77D12974| 77D583AC | user32.77D583AC
7FFDF 028 | GOOOOOAA . 77D12978|77D1B390|user32. 77018390
7FFDF 02C | BB0@0060| (3 IS EIeE 77D1297C| 77D1E613 | user32 .77D1E613
7FFDF B36| 7FFDGBAA _ 77D12980| 77D58365 | user32.77D58365
7FFDF B34 77D12984| 77D58566 | user32.77D58566
77D12988 | 77D30A%A |user32.77D3BA%A
77D1298C | 77D5883B |user32.77D5883B
77D12990| 77D3F6E2 |user32 .77D3FGE2
77D12994| 77D587 08 |user32.77D58708
7FFDG6AA0| AEAAARAA 77D12998 | 77D1E7E2 |user32 .77D1E7E2
7FFD6 A0 | FFFFFFFF 77D1299C | 77D58746 |user32.77D58746
7FFD6 0P8 | AA4AARAA|Loaddll . AALABAAA 77D129A0| 77DAFCAC |user32 .77D4FCAC
7FFD6AAC | BB251E90| UNICODE (™ 77D129a4| 77D58784 | user32 . 77058784
7FFD6A10| ABA200AA 77D129A8 | 77D58784 | user32 . 77058784
7FFD6A14| AEAARRAA 77D129AC | 77D585A6 | user32 .77D585A6
7FFD6A18| AB150000 77D129B0| 77DAF37C | user32 .77D4F37C
7FFD6A1C| 7C99EACA| ntd1l . 7C99E4CH 77D129B4| 77D1D2BC | user32.77D1D2BC
7FFD6A20| 76921005 | ntd11.Rt1EnterCriticalSection 77D129B8 | 77D21A95 |user32.77D21A95
7FFD6A24| 7C9210ED | ntd11.RtlLeaveCriticalSection 77D129BC | 77D1D1B3 |user32.77D1D1B3
7FFD6 A28 | AAAAARAT 77D129C 0| 77D3DCA4 | user32 .77D3DC AL
7FFD6A2C | 77D12970|user32 77012970 77D129Ch| 77D1D65C |user32 . 77D1D65C
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