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1 Z[ES

BATEEA Inline HookK AR, MIRIMNRFIFRESREAUDTRIHN—EBERASHRAER, IRETH
XTERE, BIUFBRTHRSRED

1.1 IFHREX
1.1.1 HEAS5RED

FET7RBIRR X mENFEAT—ERENIR, UENRERHRTES. HNFETBRALSETINR !
HEARBIEZSTAERNHT, FREENERTHAREENRRATORIEAT, SRMBERTHEIUERE
—PZIENZ T &ERT. AFURFRIEEH ZPTHIFRPENEETUEFNRT, TIERERTZK
AYIRIR,

1.1.2 Bi{TIESREY
HTFATRAHE, E— N 2RTBdwal, EAREDRTHREENR dwaltiEe :

DWORD dwval = 0; // &RTE

/] ZFEHRITHIRED

dwVal++;

HUCHHIAERE, LENRBdwaNBIRRE—1TIE., IUSTEREERFASEENE, BXEHTE
XEFEN, AARFHNHIITEWCREETHAR, BBRCHEABMT

A WN B

1 mov eax, [0x12345678]
2 add eax, 1
3 mov [0x12345678], eax

FIUAERNTA B —T AR ERNTEBNIEN, ERTADDIES, XEMERLETARENIM, BAERITTEE
5, tEhdwvalBIERLEL, LEETIREA, AGIEREETE, dwallENARL BEMAABERNERL
RE, BIBRITTRRIBdwValtIERN ZE2.

BRBTHEREERE, BN HAFEEMBITIRETEE M A LB RXNEEE ? TR

1 INC DWORD PTR DS:[0x12345678]

XRCHERRE—T, MERNARRYIREAER LRIER, Bthfixedt. BAERKNERT
EOHHIIT, FIUAXFESEREEN, ERESKNER FTANER—TRZBNSMEEIT, BAitths
HAFRLERRRITIFESNER, Be~E ERaiEE,

BATEEEENFRXIERE, MEEEMALOCKIES, TR !

1 LOCK INC DWORD PTR DS:[0x12345678]
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MLOCKEERFEERRE, RITHAEER—1 8, EHHNTECPUMERE, FILBIESRIERHITIEE
PRIBIEIMNMAE, W EPTRARBHITE, S3tox12345678MIUERMAYEFITIEDN, TELOCKIERRIRREIT, HEL
R REVI IR B EER0x123456 78 I A IMERY, RBAEXFERHRITRE, EtEREF L afE#TT
HRNEEN.

XER AT PR AR VEIL R F121E, WindowsTUR M T —ER D APHEFE P E B RFRIEEZXIB N FTHELIER
H, (EEfIFKernel32.dIFINtdILAL)

SR T A EA < HIAPI:

InterlockedIncrement InterlockedExchangeAdd
InterlockedDecrement InterlockedFlushSList
InterlockedExchange InterlockedPopEntrySList
InterlockedCompareExchange InterlockedPushEntrySList

BT RN D HWindowsIREAI R F B Interlockedincrement, FIZfE— T Windows 2L M Z#ZESHY,
BT IDAFT FrKernel32.dll, EETEEHFIFRIER InterlockedIincrementBI ATk E] :

[F] Functions 05 x DA View—h B @ Hex View-1 = Structures e Erums &

Function name
| 7] InterlockedIncrenent (x)

FZIE
; Exported entry 542. InterlockedIncrement

; LONG _ stdcall InterlockedIncrement(volatile LONG *1pAddend)
public _InterlockedIncrement@4

|_InterlockedIncrement@4 proc near

lpAddend= dword ptr 4

ecx, [esp+lpAddend]
eax, 1

FIZE]
loc_7C809784:
< > lock xadd [ecx], eax
# | InterlockedIncrenent inc eax
q retn 4
A1 ol |_InterlockedIncrement@4 endp
|.=Ih Graph overview O &8 x

N EEFTRENAIUERZEHSBHNKLNRES, —HABTLRES, RITRTROF—T !

1. EEiREN LSBT SRMUEEE, LBIECX, BEMAILUET [ECXIRiFREFLTEME ;

2. JTFEAXHIEIR AL ;

3. BRTLOCKIES R FIRIEN, B=1TIeDXHETXADD, ZIESHEEMEBIMEAM, MR TIXES
FFEAXBIEEARIECXH, AERNECXINEFAREAXH, BEEBRITME

4, EAXEYV(ENNL, UEBYEAXBIERS(ECXIVE—RT, TRIERMER FTRECRENE ;

5. FEHERIRE],

MEBEREREALOCKIER T — TR FEREURIES RIS FTHLIRERY .

113 Z1THESRAT

FM) L IMR BITIES TEILOCKRBERNT, BRESTHEASNBRATHAESTRERAZXMES
, HNRE-TUTHZITES
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1 LOCK INC DWORD PTR DS:[0x12345678]
2 LOCK INC DWORD PTR DS:[0x23456789]
3 LOCK INC DWORD PTR DS:[0x34567890]

PITXNZITIES, KIZATEXT0x12345678M31E FRYEFITIESNAT, KETLIZUR, UIRR)TLIER, |MARLK
F2BAH i10x12345678J:E’\JfEiE?-T1%E&, BB LLIEB R LAXT0x23456 7891 ERIEFHITIEN, MREHEL. X &
F LRI, YIEIAKIZA, IEBFLHIE T 0x234567891lE, it AFRAEIER0x23456789 M AMI(E, ARAIX
HERERRENERIEZITIESHNEY, ALFEITMEERZI—PHHER | IRRX,

EREXZE—MER, IXMEE—RRIA/F—MEEHA, BEELBREAFT AT T—IEEHA, BN
WmdowsmimfﬁTllm??lE, BHEREmEN]E SEBEX MR AL E SRR X,

e 5 X SCBEE SRR, Kﬁtﬂ:zbu—/\%ﬁa, PN IKRE— N EREE, HEAREHARIRNL, Y4
BEANIEN0, HZ2RTENFRITFEA, EIRFRXANESHERFIEE, SURTIF.

DWORD dwFlag = 0; 12 BRI 51X 7 22 st
et R E EEin— HEm—

if(dwFlag == 0)-ez I3 NIl FLIX
{

dwFlag =1~

dwFlag =0 IEFFIE FHIX
}

EXFELURRT ZTIEANREATEE, BXREFEXET — MR, BEdwFlaglERNIZAIRET &=
i, EMNEREMATLIESHEN#AIRTR, XFRFAXNERAMINT . PLXENRERRBERLR
EHET EBRIRE L, FRXAFNTAILUR—FA T, SERBRE, AEBHETEAIRRK,

T ERREIIARED, BRMTFEAXAL, BERITMEMNAN, BeRTENEML, HRE/ETENE.
LBIEAX, T/EHIRTEAXRYER S A0 | tNRBONAIUHAIRRX, RITRRFREZE, BARRAXRE/HE
%E{’E%})ﬁl s MRARN I 2BTENERL, HAsleepHBHALZLREER, —BRVEE, EBEHAIRRX

B 75 R,

4R Flag=0

HEN I FHIX - 2T S
Lab:
mov eax, 1 lock dec [Flag]

dec [Flag]
IR 5 Sleep..

endLab:
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1.2 Bhedt

FLE—ETH, B TETSTEMEIRFXNANESRIMR THITEARERY, ERRAREETR, £8
TRANFE T EEWindows FSEIMZREL RINE © BhEs

BINETRERMFEERBAREEDN, EWindowsi#IERA T REMAE B TRNRKHE,

A
ntkrnlpa.exe 2-9-9-1273 1t
ntoskrnl.exe 10-10-1243 1t
223

ntkrnlpa.exe 2-9-9-1273 1t
ntoskrnl.exe 10-10-1243 11

RAELTENMBIBRIEMIFE, WintellIZCPU, RARMETEntkrnimp.exet® Dl fintoskrnl.exe, BRES
BRENNEFE—HERN, BEENEXHRES.

HNBrEPWREKEE, BERNZKER TAKXYE, MEEEMERBWIRAESKNKE, B
VMWarei#t1TECERI AT,

SRS %
Bt %R
e BE s
= RaBHEC)
éESCSI) 100 GB ST LRENPHE(C):
() CD/DVD (IDE) EFEBAXE /Users/chen/D... SRR B 4
0 Pt SRR EE NAT
[ usB ¥ FE Eik e
D E B , &
Ol e ] &# it Intel VT-%/EPT & AMD-V/RVI(V)

I &#lt CPU TR #IEE (V)
O] &k IOMMU (10 AT I BT (1)

SRIEHAERAL, #IHEntoskrnl.exeEm% ntkrnlmp.exe, B@iTIDAIIFF, EIDAFEETER
ntkrnlmp.exe B 5 X {4 R EMTo

IS IDAFATAT U AR LR VIR X BB SwapContextd, ZRMER FTERBIF LS 7 RN EBHER,
Bl : KeAcquireQueuedSpinLockAtDpcLevel5KeReleaseQueuedSpinLockFromDpcLevelo
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.text:00405E77 ; char __usercall SwapContext@<al>(int *@<ebx>, int@<edi>, int@<esi>)
_text:004@5E77 SwapContext proc near ; CODE XREF: KiUnlockDispatcherDatabase(x)+991p
_text:004@5E77 ; KiSwapContext(x)+2ATp
.text:00405E77 ; KiDispatchInterrupt()+A2tp
.text:00405E77
.text:00405E77 ; FUNCTION CHUNK AT .text:@0405FFE SIZE 00080633 BYTES
.text:00405E77
< .text:00405E77 0A (9 or cl, cl
.text:00405E79 26 (6 46 2D 02 mov byte ptr es:[esi+2Dh], 2
.text:@0405E7E 9C pushf
.text:00405E7F 8D 8B 40 05 00 @0 lea ecx, [ebx+540h]
.text:@04@5E85 E8 DD 5C 0@ @0 call @KeAcquireQueuedSpinLockAtDpclevel@d ; KeAcquireQueuedSpinLockAtDpclevel(x)
.text:00405E85
.text:00405E8A 8D 8B 38 @5 00 00 lea ecx, [ebx+538h]
-text:00405E90 E8 06 5D 00 00 call @KeReleaseQueuedSpinLockFromDpclevel@4 ; KeReleaseQueuedSpinLockFromDpclevel(x)

T#RWindows B HES, FITAIIUREXMNEEE © KeAcquireSpinLockAtDpcLevel, TEBKEN$ A SpinlockAIER
58EsE *.

FHATTLUBETIDAB L, TEKeAcquireSpinLockAtDpclLevel EEXAAYIES1RE & ¢

1. FREUZ RS RS, LHITLOCKIRFIRIE, ARBTSIESRLH Milecx|BERE N0, NONRFCFAIEN
1, AINICFIIERN0, EEF e P TFIRNOMMIBEEIRL ;

2. HCFAIA0 ([ecx]1) MIBkEE, HCFAIAL ([ecx]90) MR[E] ;

B lecxEREB N1, ARLINMZFAIAL, F1MZFIAO0 ;

4, HzZFIA1 ([ecx]/90) MIBkE:, zFHIA0 ([ecx] /1) MIEAPFRIES (PAUSE) , FEBYIEIANILCPUTLER
PR1E

w

mov ecx, [esp+arg 0] ; FEEERTEMSE
loc_40BA4F: ; CODE XREF: KeAcquireSpinLockAtDpcLevel(x)+144]
lock bts dword ptr [ecx], @ ; LOCKEFHAE, BTSTES kA [ecx]EHRET 0, HoNlECFHiziEA1, A1NcFERHe, BEE ecx] D TirhefuEEEL
jb short loc_4@BAS9 ; CFfihe ([ecx]A1) WIEE
retn 4 5 CFfzh1 ([ecx]he) MED
loc_408BAS59: ; CODE XREF: KeAcquireSpinLockAtDpclLevel(x)+91j
; KeAcquireSpinLockAtDpclLevel(x)+18j
test dword ptr [ecx], 1 ; HeflecxERE AL, AA1MzFA1, H1MlzFfHe
jz short loc_48BAAF ; ZFEAL ([ecx]Ao) MESE
pause ; ZFfEAe ([ecx]h1) MfEFARERIES. B AMitcPuh BRRER
jmp short loc_4@BA5S9

_KeAcquireSpinLockAtDpclevel@4 endp

HNAIUBREZRIENT, AR (1) PITZEEZERE T BiEs, HBL&E (%) MARIT, ﬁBA
BARRMBEFMERENNE—=, FHEMEIBER, EMENERRS. Fit, BRBANSZER
BlEi5ImAX. E. BRFE—F, BE2—ETNG, HELOLEIAREATERRS, K& ?Eﬁfﬁ%ﬂi
TRYREE, ENEE,

1.3 BEFHWX

AT RERSMEEERHook, BELITHookH N TFMAIUEREH NN AR EHAKEBRE (R3.
RO) MINIE*HR, EHAKNARMENALXYE (PEXH) BCEIRERAERAER (FRPELRERR
SectionAlignmentEERFRHITHTT) MARE, AEESER.

ERREHREXLEE, RINEEZERLUNZXENEHRZETRIFRNREFREIEERT S5 ImageBase—
ﬁ MRERA—HHERT, BIMMEELEBREEMR, XEFUIUEBNEREBEE ; BRILUSA, FHiTE

FEEBEIATR, WTHIKEFR, WindowsTEPEXEMEBIFATRIZEARATHNTIL, MNRBRIFEEE
IATRESEEFENATHAEENRZIE, BAHRMNEAENHHNHBREE, BAeiERfE—
IMAGE_THUNK_DATAZSE#3{#,



AAEEIRIEER - BREY

PESCAFIN#ER Al

INT IMAGE_IMPORT_BY_NAME
IMAGE_IMPORT_DESCRIPTO [ "|IMAGE THUNK DATA |— | 01 &l
IMAGE THUNK DATA | AN [EAE g 1] o m—
OriginalFirstThunk — 80000110h —> nf -
TimeDateStanp r—
ForwvarderChain 0 R
Namel m—j
FirstThunk ___71———el user32.dll |
IAT
—{INACE_THUNK_DATA
IMAGE _THUNK _DATA
80000110h
0GR
PESC Nk e :
INT IMAGE_IMPORT_BY_NAME
IMAGE_IMPORT_DESCRIPTO | IMAGE THUNK DATA > 01 |FEH AL
INAGE_THUNE DATA | 21 |3 a2
OriginalFirstThunk 80000110h > n
TimeDateStamp —_—
ForwarderChain 0 GERE)
Namel
FirstThunk LI user32. dil I
IAT
A ik
A2k
0 (SR A)

EHTHZEERNEEMAUER TR, KiRLHRE, RINNERFTERET AN T #R3FAPIRE LRE
REAA, #AMZEHITHEKFastCallEntry, ZHBEFEIRERFRIFASERARS RPLE R
i, EEFRMNEREBEENERERGENRNE, BFEACELEMRARSK, FEERRLMIHER
AR Rt

EERNTEFEEHook KiFastCallEntry, EFHRITIZEANEREIHNRGRSKEHNLROB—7, X
BERNFAIUERER G,

W
&
il
G
o
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1.3.1 245
MR PR HARESFEN EHAL, DETRPEER, NFRITRH—IBE<EHER", RINSER
B3 B 2RISR RWindows N ERA0TIE,

2B EHAREANTTUSE N ERIHook, BEEIAK, BMEREPEISSHETATERA, RFNDE
FREHAR, MEREMTLEHE KL,
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