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typedef struct _IMAGE_DOS_HEADER ¢ Ff D05 .EXE header
WORD e_magic; // Hagic number
WORD  e_cblp; // Bytes on last page of file
WORD e_cp; // Pages in file
WORD  e_crlc; // Relocations
WORD  e_cparhdr; // Size of header in paragraphs
WORD e_minalloc; // Hinimum extra paragraphs needed
WORD e_maxalloc; // Haximum extra paragraphs needed
WORD e_55; fAf Initial (relative) S5 value
WORD e_sp; // Initial SP wvalue
WORD  e_csum; /4 Checksum
WORD e_ip; ff Initial IP value
WORD e_C5; ff Initial (relative) CS value
WORD  e_l1farlc; // File address of relocation table
WORD e_ouno,; £ Overlay number
WORD  e_res[4]; // Reserved words
WORD e_uemid; ff 0EM identifier (for e oeminfo)
WORD e_oeminfo; ff OEM information; e_oemid specific
WORD e_res2[10]; // Reserved words
LONG e lfanew; /4 File address of new exe header

¥ » *PIMAGE_DOS_HEADER ;

FRUGO T EFRS, FEERCHIEIMEDOSIR

Startup notepad.exe/) x
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IMAGE_OPTIONAL_HEADER3245#y, ZXIAER FETE32U FTRB224F T, 7E64fi FRE240F T, (RtrulLl@EE
IMAGE_FILE_HEADERZ MBI R B EHREN &Y BPELHTE !

typedef struct IMAGE_FILE_HEADER ¢
WORD Machine;
WORD HumberOfSections;
DWORD  TimeDateStamp;
DWORD FuintEFTuSymhanahle.

] IMHEE_FILE_HEHDEH, *FIMHEE FILE_HEADER;

EXBEH BN TEFoxF0 (RRHa1RFEFXEERE641IAT)
00 00 00 00 00 00 00 00 50 45 00 00 64 86 07 00

69 BD FC 86 00 00 00 00 00 00 00 00 FO 00 22 00 1
0B 02 OE 14 00 4A 02 00 00 E2 00 00 00 00 00 00
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typedef struct _IMAGE_OPTIONAL_HEADER {

+ IMAGE_OPTIONAL_HEADER3Z2, =*PIMAGE_OFTIONAL_HEADER3Z;

ff

/f Standard fields.

£

WORD Magic;

BYTE HajorLinkerUersion;
BYTE HinorLinkerUersion;

DWORD SizeOfCode;

DWORD SizeDfInitializedData;
DWORD SizeOfUninitializedData;
DWORD AddressOfEntryPoint;
DWORD BaseOfCode;

DWORD BaseOfData;

Fr
F/ HT additional fields.
£

DWORD ImageBase;

DWORD  SectionAlignment;

DWORD FileAlignment ;

WORD MajorOperatingSystemUersion;

WORD MinorODperatingSystemUersion;
WORD MajorImageUersion;

WORD MinorImageUersion;

WORD MajorSubsystemlersion;

WORD MinorSubsystemVersion;

DWORD Uin32VersionValue;

DWORD SizeDfImage;

DWORD SizeOfHeaders;

DWORD Checkisum;

LORD Subsysten;

WORD Dl11Characteristics;

DWORD SizeDfStackReserve;

DWORD SizeDfStackCommit;

DWORD SizeDfHeapReserve;

DWORD  SizeOfHeapCommit;

DWORD LoaderFlags;
HumberOfRvaAndsSizes :

TP EIRIEEIR - PEEM,

IMAGE DATA DIRECTORY DataDirectory[IMAGE HUMBEROF DIRECTORY ENTHIES]ﬂ

1 #define IMAGE_NUMBEROF_DIRECTORY_ENTRIES 16

X R A 52 EE 7 216 NIMAGE_DATA_DIRECTORYZS AR ZEE

3 IR TEEE
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typedef struct IMAGE_SECTION HEADER ¢

BYTE
union

{

¥ Misc;

DUORD
DUORD
DUWORD
DUWORD
DUWORD
WORD

VORD

DUWORD

Hame[ IMAGE _SIZEOF SHORT_HAME];

DWORD  PhysicalAddress;
DUWORD UirtualSize;

UirtualAddress;
SizeOfRawbData;
PointerToRawData;
PointerToRelocations;
PointerToLinenumbers;
HumberOfRelocations;
HumberOfLinenumbers;
Characteristics;

s IHHEE_EEETIDH_HEHDE"L *PIMAGE_SECTION HEADER;
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2E 72

0000000040 _00 00 _CQ
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00

00 00
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SizeOfHeaders :

typedef struct _IMAGE_OPTIONAL_HEADER {

ff

/f Standard fields.

£

WORD Magic;

BYTE HajorLinkerUersion;
BYTE HinorLinkerUersion;

DWORD SizeOfCode;

DWORD SizeDfInitializedData;
DWORD SizeOfUninitializedData;
DWORD AddressOfEntryPoint;
DWORD BaseOfCode;

DWORD BaseOfData;

Fr
F/ HT additional fields.
£

DWORD ImageBase;

DWORD  SectionAlignment;

DWORD FileAlignment ;

WORD MajorOperatingSystemUersion;

WORD MinorODperatingSystemUersion;
WORD MajorImageUersion;

WORD MinorImageUersion;

WORD MajorSubsystemlersion;

WORD MinorSubsystemVersion;

DWORD Uin32VersionValue;
DWORD SizeOfHeaders:;
GCheck>um;
LORD Subsysten;
WORD Dl11Characteristics;
DWORD SizeDfStackReserve;
DWORD SizeDfStackCommit;
DWORD SizeDfHeapReserve;
DWORD  SizeOfHeapCommit;
DWORD LoaderFlags;
DWORD HumberOfRvaAndsizes;
IMAGE_DATA_DIRECTORY DataDirectory[ IMAGE HUMBEROF DIRECTORY EWTRIES];
¥ IMAGE_OPTIOHAL_ HEADER3Z2, *PIMAGE_OPTIOMAL_HERADER32;
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3 PEX{FR{REHIFEMT

Z BB EERRPEX R B ARSI KIRNPEX T T AR LN T, AKNFEREESTEHN
EXHMER.

3.1 DOSk

Ezal, BNBETHIPEXMHMIRALEN T, HAEKNET T RHEISERNIXMADN, EFFLEBIRIEDOS
#893, @B T DOS MZXHLFIDOSIR, ABATA IR T FE—LDOSER RIS EAE X B Xo

3.1.1 DOSMZX {43k
DOS MZX {3kt B — N EMIKIMAGE_DOS_HEADER, EENXIIFFAT ©

1 typedef struct _IMAGE_DOS_HEADER { // DOS .EXE header
2 WORD e_magic; // Magic number
3 WORD e_cblp; // Bytes on last page of file
4 WORD e_cp; // Pages in file
5 WORD e_crlc; // Relocations
6 WORD e_cparhdr; // Size of header in paragraphs
7 WORD e_minalloc; // Minimum extra paragraphs needed
8 WORD e_maxalloc; // Maximum extra paragraphs needed
9 WORD e_ss; // Initial (relative) SS value
10 WORD e_sp; // Initial SP value
11 WORD e_csum; // Checksum
12 WORD e_1ip; // Initial IP value
13 WORD e_cs; // Initial (relative) CS value
14 WORD e_lfarlc; // File address of relocation
table
15 WORD e_ovno; // Overlay number
16 WORD e_res[4]; // Reserved words
17 WORD e_oemid; // OEM -ddentifier (for e_oeminfo)
18 WORD e_oeminfo; // OEM information; e_oemid
specific
19 WORD e_res2[10]; // Reserved words
20 LONG e_lfanew; // File address of new exe header
21 } IMAGE_DOS_HEADER, *PIMAGE_DOS_HEADER;

EEREZHA, BRIHTTEERANEREHANEXNNER, XERAXMEMAEZRLIUITEE
89, MBENIERNIFEAIDERE2MMeANMN, FRURENFERBEEXNTENEMAET, REEHMH
BN AR Fie_magicHlle_lfanews

REIUARIRTE 163 IR RiE R P RREE TN EXEXHFREB P Fe_magicHle_lfanew, HAIL0x00EFE, A
BEREXMH, (RRAIMEREMNXHEETLIEEEITH
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TP EIRIEEIR - PEEM,

notepad. exe nDtEPad-EXE|
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oooooood | 4D 5h ED
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oooooo40 | 0OE 1F EA

3
aa
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OE

4 5 a8 7 g 8% L B C I E F AMSI AICIT
o0 oo oo oo 00 00 00 o0 oo oo oo oo | M2
oo oo oo 0o 00 oo OO0 00 00 0o oo oo
oo oo oo oo 00 oo OO0 00 00 0o oo oo
oo 0o 0o 0o 00 oo 00 00 EO OO0 00 00 =1
o0 B4 09 CD 21 BES 01 4C CD 21 54 68 ¢ i, Li'Th

REXFW TR ENERERAENARERNZFTRIPEIELL,
8, FRIUAFREEREZ. PR (e_magicB—FHRiR, e_lfanewllFRIPESIHFLBIUE) .

3.1.2 DOSHR

BRIERGHERIEXTHRIRF B S BPEX

DOSIRFLEKTEDOS MZX HLFPEX Bk BINAR, XEEMARTURIEECHS
FHARSEMX G IERTT.

notepad exe motepadl exe |

hER B ESRAAM,

notepad exe notepadl. exe |

Offset o 1 2 3 4 5 &6 7 8 9 A B C D E F ASCII Offset 0O 1 2 3 4 5 6 7 8§ 9 A B C D E F ANSI ASCII &
00000000 | 4D SA 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 NZ 00000000 | 4D 5A 00 00 00 00 00 OO 00 00 00 00 00 00 00 00| MZ

00000010 00 00 00 00 OO 00 OO 00 00 0O 00 00 00 00 OO0 00 00000010 00 00 00 00 00 0O 00 0O 00 0O 0O OO 00 00 00 00

00000020 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00000020 |00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00

00000030 | 00 00 00 00 00 00 00 00 OO0 00 00 00 EO 00 00 00 & 00000030 |00 00 00 00 00 00 00 00 00 00 00 00 EO 00 00 00 a
00000040 OE 1F B4 OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 @ ° i‘) LI!Th 00000040 00 00 00 OO OO0 OO OO0 OO 0O OO0 OO OO OO OO OO0 OO0

00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F  is program canno 00GQO0S0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 | t be run in DOS Dg§00050 00 00O OO OO 0O 0O OO OO OO0 OO0 00 OO0 OO 00 00 0O

00000070 | 6D 6F 64 65 2E OD OD O& 24 00 00 00 00 00 00 00 | mode.  § 00000070 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000080 EC 85 5B A1 ASB E4 35 F2 A8 E4 35 F2 A8 E4 35 F2 | i.[; &S50 &S50 &s50 00000080 00 00O OO0 OO OO QOO OO OO OO0 OO0 0O OO 00 00 00 0O

00000090 | 6B EB 34 F2 A9 E4 35 F2 6B EB 55 F2 A9 E4 35 F2 | kit:0@&SOKEUS@ESH 00000090 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

000000A0 | 6B EB 68 F2 BE E4 35 F2 A8 E4 34 F2 63 E4 35 F2 | kEho»&507 &40cH50 000000A0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

0DDODOBO | 6B EB 6B F2 A9 E4 35 F2 6B EB 64 F2 BF E4 35 F2 | keko@aSokeiogaso 000000BO | 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00

000000CO | 6B EB 6F F2 A9 E4 35 F2 52 69 63 65 AS E4 35 F2 | kE00@&SRich &5 000000CO | OO0 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 0O

000000DO |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 of 000000DO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 of

3.2 PE3L

PESKEARLZIN XM

1
2
3
4
5

typedef struct _IMAGE_NT_HEADERS {
DWORD Signature; // PEFRIR
IMAGE_FILE_HEADER FileHeader; // #rAPEk
IMAGE_OPTIONAL_HEADER32 OptionalHeader; // ¥ EBPEk
} IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;

B—TRGRLEPEIRIR, ZARMRTEERIT, EANRERAER I — M EFHEHRIICNXTRIR,

3.2.1 FRAEPESL
WAPELEPELME MR, TR TARNS :

~No b wNRE

typedef struct _IMAGE_FILE_HEADER {

WORD
WORD
DWORD
DWORD
DWORD
WORD

Machine; // BILUB{TTEMAFFRICPUL
NumberOfSections; // RATHHE
TimeDateStamp; // ‘RiFEHEGRIBYE)EL
PointerToSymbolTable; // iEiftH %
NumberOfSymbols; // AEE*%
SizeOfOptionalHeader; // ¥ EBPELEIA/

PEX {FE{ALEMIERIT - 16



TP EIRIEEIR - PEEM,

8 WORD Characteristics; // XHEM
9} IMAGE_FILE_HEADER, *PIMAGE_FILE_HEADER;

HE— A RAMachine R RO LUEITEM A #FMICPU L, MNRENENXONRRAILGETEEERNCPUL, F
1 intel 386 AR BN BB CPUETTRIE JI0x14c, SZiF64IAICPUTE B NIE }I0x8664,

EATIADBITEI ML, 64 R4 _LIREnotepad.exe#H {TX LERBB XA (010 Editor - Tools — Compare
Files...)

PESCFBIKLEAIRRIT - 17



notepad_x32.exe x

03
o0
o0

LT

44 00

Q0 Qo0
00 o0
06 Q0 (] 0]

EN N el |

04

.
oo

01
oo
01

i
oo

= || e
00 | AL

e B e B e O e |
e e T e |

J
J

ERN
8

:rn-'

) @ O

[

[ QY
o [

Qo0
01
03

oh WL
O W X B LR LA E

o
5

{9 I T

b

L ¢

=
=

J

8

=)

C

LA &h LA

LA LA L

d

8

=

il

[ B
o Ml -

I ]
-]

J
J

TP EIRIEEIR - PEEM,

1s program Canno
t be run in DOS

mode

15 program canno
t be run in DOS

z
z
z
Z
z

T0EzEeN2zT0T zEEN
RichCEvz. ... ....

BT A FiNumberOfSections RN HBIPEXHFHRTHEE, UMD RPE/NNELE ; E=1THA
TimeDateStampR R IFFR/MMIFNMRIBFANNEE, 54BN EmCIEN B ESRETERE X B,

FH. FEATHRRBEREXN, RITENTRAETHE ; B/5 7 FESizeofOptionalHeaderFR Y BPESKAIK
N, BRIAER T 326 PESX 4 33 RIE{iI0XE0, 64fiIPESIF 3T RZ{EFI0XFO,

PEN B {RLEMIARMT - 18



TP EIRIEEIR - PEEM,

LA FCharacteristics ARICRUBIPEXHFHN—LREYE, ZRR16M FT) K/, EE—KIBEux

BB SN TR
B RS A1 ERE X
0 IMAGE_FILE_RELOCS_STRIPPED XFEPATFEREXEL
1 IMAGE_FILE_EXECUTABLE_IMAGE R R AT
2 IMAGE_FILE_LINE_NUMS_STRIPPED REEETHL
3 IMAGE_FILE_LOCAL_SYMS_STRIPPED A FEFSER
4 IMAGE_FILE_AGGRESSIVE_WS_TRIM W TR
5 IMAGE_FILE_LARGE_ADDRESS_AWARE R PR Al 2bFE KT 2GB faitbht
6 bR R
7 IMAGE _FILE BYTES_REVERSED LO R
8 IMAGE_FILE_32BIT_MACHINE R R ¥ & Lisfr
9 IMAGE_FILE_DEBUG_STRIPPED AEFHIRER
10 IMAGE_FILE_REMOVABLE _RUN_FROM_SWAP AHEM AT EEZY B im 1T
11 IMAGE_FILE_NET_RUN_FROM_SWAP AR R T

IMAGE FILE_SYSTEM
IMAGE_FILE_DLL
IMAGE_FILE_UP_SYSTEM_ONLY
IMAGE FILE BYTES REVERSED_HI

AU (MBEHEF), AREEEETT
ixjE—4~ DLL 3§
KEAREME 2L E TR Liafr
KRG X

3.2.2 ¥ RBPEkL

*

O ulh WN K

10
11
12
13
14
15
16
17
18
19
20

¥ BPEKTERMMEANIFE T BA—HN, EAETHRRNARAMY BPEL, W TFEMAERE32( I BPE

typedef struct _IMAGE_OPTIONAL_HEADER {

SizeOfCode; // FRENRBTHEM (XHMTFEHIADN) , HEHFEHN (A)

WORD Magic; // PE32:10B PE32+:20B
BYTE MajorLinkerVersion; // $EiEsRhRAS
BYTE MinorLinkerVersion; // $&E2RRAS
DWORD

DWORD

SizeOfInitializedData; // @EFFECEEVBILEEBNTHERN CTHEHT

TFREBARD) , FwFHEN (RA)

DWORD

SizeOfUninitializedData; // @ERVBIELEIENTHIAKR) CIHERTTE

BRI 5 wiFFEN (RA)

MajorOperatingSystemVersion; // tRRIEERFHRAS, FHAS
MinorOperatingSystemVersion; // tRRIEERFRAS, KEAS

DWORD  AddressOfEntryPoint; // ERFAO

DWORD  BaseOfCode; // REBFaRIELL, HiFRERN (%H)
DWORD  BaseOfData; // ¥UEFmHIELL, HFR[EN (%H)
DWORD  ImageBase; // WTFHRGELL

DWORD  SectionAlignment; // MTEXFT

DWORD  FileAlignment; // X355

WORD

WORD

WORD MajorImageVersion; // PEX{HEERRAES
WORD MinorImageVersion; // PEX{HEERRAES
WORD MajorSubsystemVersion; // BE{TFARTFRFEMAS
WORD MinorSubsystemVersion; // E{TFARTFRFEMAS
DWORD

Win32VersionValue; // FRGhANE, BHH0

PESCFBAKLEATRRMT - 19



21
22
23
24
25
26
27
28
29
30
31
32

33

Offset
oooogaon
oooogolio
oooogozo
oooogoz0
oooogo4n
oooogasn
ooooggsn
ooooggo
oooogago
oooogasn
oooogoan
oooooagn
oooooaco
oooooapo
ooooooEQD
ooooooFo
oooooloo
ooooollo
oooool:z0
oooog1s0o

u]
4D
BG
oo
oo
OE
=)
74
&l
EC
&E
&E
&E
&E
oo
50
oo
oo
oo
a5
oo

DWORD
DWORD
DWORD
WORD

WORD

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

TP EIRIEEIR - PEEM,

SizeOfImage; // REFENPEXHFRIMETHIRT

SizeOfHeaders; // FAELMTRBBXXENFTHEHAN), TNMHEHE
CheckSum; // #5470

Subsystem; // FR%, WohiEF (1), BEFR®E(2) « &S /DLL(3)
DllCharacteristics; // X454

SizeOfStackReserve; // #IFA{LBIRERIERA )
SizeOfStackCommit; // #IaA{LESSEFRERZAIA/N
SizeOfHeapReserve; // WA {LESREGHYHEAR N
SizeOfHeapCommit; // #I4a{bEtSEEIRATAIA /N

LoaderFlags; // JEiAMEX

NumberOfRvaAndSizes; // BRI#E

IMAGE_DATA_DIRECTORY
DataDirectory[IMAGE_NUMBEROF_DIRECTORY_ENTRIES]; // 3R, ZHy{fR#iA
} IMAGE_OPTIONAL_HEADER32, *PIMAGE_OPTIONAL_HEADER32;

P EBPELRRERS, BRIIAZEES NI E, ABNTHE—TER, E5XFNTFX/LMEA !
B R MagicRT Y BIPEX A B32iE 264, 321 IZ{EXI N 0x10B, 641IATiZ{E N 0x20Bs

F% 5iAddressOfEntryPoint RN HBIFZF AORMIL, X PR E S RImageBaselBINF 8615 HEIERI A it
ik, AiZImageBaseAXRRTAERGEIL, UERPEXHENEFIRAENTFTERAGRE L, FHi1oIMUE
KRFPEXHHET, M TERMTMEPEXHE#SRETHM K AE, AddressOfEntryPoint/J0x739D,
ImageBaseJ0x1000000, BRARAMIIZEFERFHEIA OMIIEFLRZ0x100739D -

1 2 3 4 5 & 7 B 9 L B C D E F ANST ASCIT |
54 90 00 03 00 00 OO0 04 00 00 OO0 FF FF 00 00 | MZ0 ¢
00 00 0D 00 00 00 00 40 00 00 00 00 00 00 00 &

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 EO 00 00 00 a

iF BL OE 00 B4 09 CD 21 BB 01 4C CD 21 54 68| ° - f1, Li'Th
73 20 70 72 &F 67 72 61 6D 20 63 61 6E 6E &F | iz program canno
20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS
6F 64 £5 2E OD OD DA 24 00 00 OO0 00 00 00 00 | mode.  §

85 SE A1 AG E4 35 F2 AG E4 35 F2 AS E4 35 F2 | i.[; 458 454 &S
EE 34 Fz A0 E4 35 F2 6B EE 55 F2 A0 E4 35 F2 | ké:o@a50kela@ass
EE 65 F2 BE E4 35 F2 4G E4 34 F2 63 E4 35 F2 | kéhd»a58 5440450
EE 6B F2 A9 E4 35 F2 6B EE 64 F2 BF E4 35 F2 | keko@aSokejdgaso
EE 6F F2 A9 E4 35 F2 52 60 63 63 AS E4 35 F2 | keéod@a50Rich &S
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

45 00 00 4C 01 03 00 €3 7C 10 41 00 00 00 00 PE L &| &

00 00 00 EO OO0 OF 01 OF 01 07 OA 00 78 00 0O A X
g8 00 00 00 00 oo oo (G073 00 O0joo 10 oo oo C O=

o0 oo o000 00 00 01) 00 10 00 OO OO0 OZ 00 00 O

00 01 00 05 00 01 OO0 04 00 00 OO0 OO0 00 00 00

30 01 00 00 04 00 00 59 79 01 00 02 00 00 80| O Ty £

A LINENESSHERTRIE R 2 IEMABIIE, Tl IFIIAEEERDTDebugiz ZERVIAIRERF T FFXTPEXfF, HiHSBZE
sERRF ALONR, N TFEFRURTEAHENZIERD

PESCFBIKLEMIRRMT - 20



TP EIRIEEIR - PEEM,

ebug -

notepad_x32. exe — - [CPU - main thread, module notepad_ ]

[€] File View Debuz Options Hindow Help == x|
Paused =RKES ﬂm 2ﬂﬁlﬁﬁﬁ ﬁl LIE[M[T[w[H[c]/|K[B[R[:[S] Eﬂﬂ J
01007390 | D) PUSH 70 ~| Registers (FPU) < <
0106739F| . 68 98186001 |PUSH notepad_.61601898 EAX 080080880
0100734 E8 BFO10000 |CALL notepad_.61667568 ECX BB06FFBO
010073A2| . 33DB %0R EBX,EBX EDX 7C92EB94 ntdll.KiFastSystemCallRet
0100673AB| . 53 PUSH EBX pl |EBX 7FFD90BS
810073AC 8B3D CC18086 HOU EDI,DWORD PTR DS:[16616CC] [k. ESP 0BO6FFCY
01067382 FFD7 CALL NEAR EDI 6 |EBP BBOGFEFS®
010673B4) . 66:8138 4D5A CHP WORD PTR DS:[EAX],5A4D Lles1 oooooooe
010087389 ., 75 1F JNZ SHORT notepad_.610673DA EDI 88082A915
01007388 8B48 3C HOU ECX,DMORD PTR DS:[EAX+3C]
8180873BE g3cs ADD ECH,EAX ~|EIP 81887390 notepad_.<ModuleEntryPoint>
C 8 ES 0823 32bit B(FFFFFFFF)
P 1 CS 061B 32bit B(FFFFFFFF)

81009008| 08

01009020 4E 60 6F 00

81009030 FF FF FF FF 61 00 60 00 62 00 00 00| 63 00 00
61009640 64 00 00 00 65 00 60 00 66 00 B0 00 67 00 00 60
81009650/ 68 00 00 00/ 09 00 60 0O/ BA 00 OO0 00/ OB 60 00

01009610 00 60 00 00 00 00 60 00 78 00 00 00 61 00 00 60

00| GGy, .. ~
AN

B006FFC8
B086FFCC
B086FFDO
B086FFD4
B086FFD8

7C816D4F [RETURN to kernel32.7C816D4F
00062A915
00000000
7FFD9000
8054B6GED
B006FFC8

-

FX GiFileAlignment. SectionAlignment#SizeOfHeaderfE Z HIMNETHEXR THRE T, XEARBE R,
X 53SizeOflmage R NERFHENPEXFIRERIAN, FILLKFRMER (RENTTZENKR/N, HRRTH

FESectionAlignmentBIEEEfE) S

A 5 ChecksumBRREM, BARANXARERERN, ENHEAEMEXAHNAENFISHENFTE
m, RLNE (FEEREHER) REREM,

RE—THRERA] T BB R ZEDICharacteristics, ERRRRPEXHAMHE, EFRERLFIIER,

ERE

HXDLLX R ; ENBIERERIN 4FT) , HE—KIEUNNAIBEN TR

R RS A 1A
0 R, LHHO0
1 BRE, L41H0
2 &, 2440
3 RE, BHHO
6 IMAGE_DLLCHARACTERISTICS_DYNAMIC_BASE DLL ] LAZE gkt i 2 i
7 IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY AR RS BRI IE
8 IMAGE_DLLCHARACTERISTICS_NX_COMPAT 1% {@ 3 % DEP
9 IMAGE_DLLCHARACTERISTICS_NO_ISOLATION ATLAR B, (B AR B eph (R
10 IMAGE_DLLCHARACTERISTICS_NO_SEH i@ A SEH (38 10 %)
1 IMAGE_DLLCHARACTERISTICS_NO_BIND ALkl
12 fRe, LAH0
13 IMAGE DLLCHARACTERISTICS WDM_DRIVER {28 & ) —4> WDM driver
14 w®., 4380
15 IMAGE_DLLCHARACTERISTICS _TERMINAL _ AT T4 RS B

SERVER AWARE

3.3 PEPER

EPER, THIER/LDY, DRINNET LB UREMEXNEEHEHPETRFKREN, PENRE—E
MEEA, ERERENXMN TR

1 #define IMAGE_SIZEOF_SHORT_NAME 8

PESXFBAKLEATRRMT - 21



TP EIRIEEIR - PEEM,

2 typedef struct _IMAGE_SECTION_HEADER {

3 BYTE Name [IMAGE_SIZEOF_SHORT_NAME]; // ASCIIF&&E (T4) , IAEN,
AHEBNET, AN ETHHELTE

4 union { // Misc, WF, BEZPHERXEMNFTEMNELRYT, ZETURAER

5 DWORD  PhysicalAddress; // BXEE, XM MEE—NHEEN, AIUERE
FREEA—

6 DWORD  VirtualSize; // —ME2HE—"

7 } Misc;

8 DWORD  VirtualAddress; // ERFHFHREE UL, 11 EInageBaseF BEREFHNE
Bt

9 DWORD  SizeOfRawData; // TENXHAMFEHRT

10 DWORD  PointerToRawData; // TXIEXHFRRERE

11 DWORD  PointerToRelocations; // EiRtiE%

12 DWORD  PointerTolLinenumbers; // EitiE%

13 WORD NumberOfRelocations; // JEidiE%x

14 WORD NumberOfLinenumbers; // JEIXE%

15 DWORD Characteristics; // THEM

16 } IMAGE_SECTION_HEADER, *PIMAGE_SECTION_HEADER;

REDREER AT UAR T ER B TR RER, ERE2TREFMATTHAR), D3RREMNTRNELR
THMFENEE, XMERHA—PEIAENFNEEIRTATFHFTENEE, XREFELREER
BRTFIHRESHEYN, EXHFETLREERERFIHEDLHMASER, ERENFFRUAER T8

BN, XEEEERAT —&

400
PointerToRawData

600
PointerToRawData

800
PointerToRawData

, PAUTEREFERTNRIEARMRRIEERT.

7 ImageBacse

>h SizeQfHeaders

f.!isc
&iar”
{ SizeOfRawData 1000
800 VirtualAddres

d

7 SizeOfImage
- SizeQfRawData

-

L SizeOfRawData

VirtualAddres

S HhEmE—E, PERERY, XFEMRCharacteristics, EBIBERERL6M 4FT) , EE—HIBQ

M NAYREIEIN TR

PENX {FER{RLEMIERT - 22



TP EIRIEEIR - PEEM,

AT ERES A 1THPENX
5 IMAGE_SCN_CNT_CODE & 0000002Ch Trh R &R0
6 IMAGE_SCN_CNT_INITIALIZED _DATA = 00000040h i & 2w is b 8038
IMAGE _SCN_CNT_UNINITIALIZED_DATA & . .
7 00000080h - - LR S (6
8 IMAGE_SCN_LNK_OTHER & 00000100k A g
25  IMAGE_SCN_MEM_DISCARDABLE # 02000000h e IR R T AL E S, reloc
26 IMAGE_SCN_MEM_NOT_CACHED & 04000000h frhRIEA S SRS
27 IMAGE_SCN_MEM NOT_PAGED # 08000000h Trh BB A S W B &
28 IMAGE SCN MEM SHARED g 10000000h FER T i AR A A [l R T 3L
29 IMAGE SCN_MEM_EXECUTE s 20000000h ek S 51 P 77 0 L i 2 &% o 7 IR
30 IMAGE SCN MEM READ =i 40000000h i g 3 PN A S 0 TR R & T sk
31 IMAGE_SCN_MEM_WRITE & 80000000h EREt BN EH TR E s o 5a4H:
BZAUSENT
1 /1l
2 // Section characteristics.
3 /1l
4 // IMAGE_SCN_TYPE_REG Ox00000000 // Reserved.
5 // IMAGE_SCN_TYPE_DSECT Ox00000001 // Reserved.
6 // IMAGE_SCN_TYPE_NOLOAD Ox00000002 // Reserved.
7 // IMAGE_SCN_TYPE_GROUP Ox00000004 // Reserved.
8 #define IMAGE_SCN_TYPE_NO_PAD Ox00000008 // Reserved.
9 // IMAGE_SCN_TYPE_COPY Ox00000010 // Reserved.
10
11 #define IMAGE_SCN_CNT_CODE Ox00000020 // Section
contains code.
12 #define IMAGE_SCN_CNT_INITIALIZED_DATA Ox00000040 // Section
contains 1initialized data.
13 #define IMAGE_SCN_CNT_UNINITIALIZED_DATA Ox00000080 // Section
contains uninitialized data.
14
15 #define IMAGE_SCN_LNK_OTHER Ox00000100 // Reserved.
16 #define IMAGE_SCN_LNK_INFO Ox00000200 // Section
contains comments or some other type of information.
17 // IMAGE_SCN_TYPE_OVER Ox00000400 // Reserved.
18 #define IMAGE_SCN_LNK_REMOVE Ox00000800 // Section
contents will not become part of qimage.
19 #define IMAGE_SCN_LNK_COMDAT Ox00001000 // Section
contents comdat.
20 // Ox00002000 // Reserved.
21 // IMAGE_SCN_MEM_PROTECTED - Obsolete Ox00004000
22 #define IMAGE_SCN_NO_DEFER_SPEC_EXC Ox00004000 // Reset
speculative exceptions handling bits in the TLB entries for this section.
23 #define IMAGE_SCN_GPREL Ox00008000 // Section
content can be accessed relative to GP
24 #define IMAGE_SCN_MEM_FARDATA Ox00008000
25 // IMAGE_SCN_MEM_SYSHEAP - Obsolete Ox00010000
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26
27
28
29
30
31
32
33
34
35

36
37
38
39
40
41
42
43
44
45
46
47

48

49

50

51

52

53

54

#define IMAGE_SCN_MEM_PURGEABLE
#define IMAGE_SCN_MEM_16BIT
#define IMAGE_SCN_MEM_LOCKED
#define IMAGE_SCN_MEM_PRELOAD

#define IMAGE_SCN_ALIGN_1BYTES
#define IMAGE_SCN_ALIGN_2BYTES
#define IMAGE_SCN_ALIGN_4BYTES
#define IMAGE_SCN_ALIGN_8BYTES
#define IMAGE_SCN_ALIGN_16BYTES

alignment if no others are specified.

#define IMAGE_SCN_ALIGN_32BYTES
#define IMAGE_SCN_ALIGN_64BYTES
#define IMAGE_SCN_ALIGN_128BYTES
#define IMAGE_SCN_ALIGN_256BYTES
#define IMAGE_SCN_ALIGN_512BYTES
#define IMAGE_SCN_ALIGN_1024BYTES
#define IMAGE_SCN_ALIGN_2048BYTES
#define IMAGE_SCN_ALIGN_4096BYTES
#define IMAGE_SCN_ALIGN_8192BYTES
// Unused

#define IMAGE_SCN_LNK_NRELOC_OVFL
contains extended relocations.
#define IMAGE_SCN_MEM_DISCARDABLE
discarded.

#define IMAGE_SCN_MEM_NOT_CACHED
cachable.

#define IMAGE_SCN_MEM_NOT_PAGED
pageable.

#define IMAGE_SCN_MEM_SHARED
shareable.

#define IMAGE_SCN_MEM_EXECUTE
executable.

#define IMAGE_SCN_MEM_READ
readable.

#define IMAGE_SCN_MEM_WRITE
writeable.

Ox00020000
Ox00020000
Ox00040000
Ox00080000

Ox00100000
Ox00200000
Ox00300000
0x00400000
Ox00500000

Ox00600000
Ox00700000
Ox00800000
Ox00900000
OXOOALC0000
Ox00BOOOOO
Ox00CO0000
Ox00DOOOOO
OXOOEOCO000
OXOOFOO000
0x01000000
0x02000000
0x04000000
Ox08000000
0x10000000
0x20000000
0x40000000

Ox80000000

TP EIRIEEIR - PEEM,

//
//
//
//
//

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

//
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HEAGEEIRIZEIS - PEEH

4 RVASFOARY3%if

BR—T, MEMAEEIEENANRE—"2RTENTRE, ZEAM ? BEARINAIUE—1ERF, il
— M EREEMUNE !

int a = 0x12345678;

int main() {
printf("Address: 0x%x \n", &a);
printf("Value: 0x%x \n", a);
getchar();
return 0;

co~NO UL, WN K

ER C\Windows\system32\cmd.exe

C:slsersschensDesktop . “JTest.exe
Address: Bx42baif
Value: Bx12345678

C:sUzsersschensDesktop

BNV TREFRIUERANIE, BATNTFIURE AIUEXHPERERM N IEARESRIE ? X5 7ER
BER, BEXHPUITFRFERS N 0x12345678, (REEEBIANER—IFELREE ; L, XEEH
LOEE B4 KA Mitikox42ba30E R A T I ? SAMEARITH, RAECHETINF IR T 72,
PEXHHEMIRTS (hEES) , EX2MRET, XENHFARSREEL, AUYFIRMIRPEXHETT

RVAS FOARJEEHE - 25



TP EIRIEEIR - PEEM,

B (5h7) postiiit, MRRERIRAERE L (B sotiit.

PERZ X5 A FBRESHE

0T
J ~ FHOER

200h .datal® _—
FOETT

200h rdatall
200n textiR -

=

X

o [ 7

DOS>

SR

XEHIRSH B E R, BRITAIUIZ IRVASFOARIFEHE, RVAGKEHEXM EEUtht, FOARER RIS
Ht ; MRVARRIREIFOA, FARAMIEEITEY (Zh7) RUMALEMARTERLE E (B8S) BObAL, RN TFAAIL
W17
1. RVAHIIEEH7EIER K ImageBaseltillt (PEXHERFHRHNFAAMIBE R BT BPERH M ImageBaseR
E)
2. ¥JETRVARIIE R B AL FPESKA !
a. HNRE, IBALRVAFTFOA ;
b. MRFE, FIETRVAGCITHNT :
i. %77 ERVARIIEAFETF T . VirtualAddressHIRVAREIE \FEEE T3 . VirtualAddress il L 2 &l
PAEXNFTREHA/NDE, FARIRRVAHIIIEZ T,
ii. RVAHBYHERIZ TS VirtualAddressZEFZ1{E, FOAHbUEREZIRIETS.PointerToRawDatahl_ L&
1=

F—ERENRIFSET, FEHROXGIRIXAXNTT. RENTT, B2ERENRFSRMRIFHRNER,
XHEXNFEREFENTTHTE—H0, FIURNABRBEXAKRNER, RIRFEBHRVAREMAIUIFHFOA
BB,

Blan, EUIEREFIMEXE, 1RIE0x42BA30-0x400000 (ImageBase) 5H0x2BA30, HZRVA, HEFOA, B
BEEAWiInhex}TFRE) ©
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TP EIRIEEIR - PEEM,

Test.exe |Testexe|

Cff=et
0002BS00
0002B810
0002B5920
0002B930
0002E940
0002B950
0002B960
0002BS70
0002BYSED
0002B990
0002BSA0D
0002BSBO
0002BSCO
0002BYSD0O
0002BSEQ
0002BSF0
0002BROO
0002BRI10O
0002BR20O
0002BA30
0002BRA40
0002BASD
0002BRAG0D
Q0002BATO
0002BRED
0002BASO
O002BRRAOD
0002BARBO
0002BACO
0002BADO
Q0002BRAED
0002BAFO
0002BEBOO
0002BE10O
0002BB20O
0002BB30
0002BE40
0002BEBSO
0002BE&D
0002BETO
0002BEEQD

AIUERERCRARRT

Q
oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00
00
o0
o0
o0
T8
al
o0
o0
01
00
0z
oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00

1
oo
0o
0o
oo
oo
oo
oo
oo
oo
oo
o0
o0
oo
oo
0o
0o
oo
oo
oo
26
DF
oo
oo
o0
o0
oo
oo
0o
0o
oo
oo
oo
oo
oo
oo
oo
o0
o0
oo
oo
0o

2
0o
00
00
00
00
00
00
00
00
00
00
00
0o
0o
00
00
00
00
00
24
42
00
00
00
00
0o
0o
00
00
00
00
00
00
00
00
00
00
00
0o
0o
00

3
oo
00
00
00
00
18]
18]
18]
18]
18]
00
00
oo
oo
00
00
00
00
18]
12
18]
18]
18]
00
00
oo
oo
00
00
00
00
18]
18]
18]
18]
18]
00
00
oo
oo
00

s—s—

BT

4
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
FO
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

5
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
20
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

&
0o
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
0o
0o
00
00
o0
o0
o0
40
o0
o0
o0
00
00
0o
0o
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
0o
0o
00

T
oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00

8
oo
00
00
00
00
18]
18]
18]
18]
18]
00
00
oo
oo
00
00
00
00
18]
01
ald
18]
18]
00
00
oo
oo
00
00
00
00
18]
18]
18]
18]
18]
00
00
oo
oo
00

9
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
DF
10
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

L B C D E

0o
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
0o
0o
00
00
o0
o0
o0
o0
42
o0
o0
00
00
0o
0o
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
0o
0o
00

0o
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
0o
0o
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
0o
0o
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
0o
0o
00

oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00
00
o0
o0
o0
o0
01
o0
02
00
02
oo
oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00

oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00
00
o0
o0
o0
o0
01
o0
o0
00
00
oo
oo
00
00
o0
o0
o0
o0
o0
o0
o0
00
00
oo
oo
00

oo
0o
0o
oo
oo
oo
oo
oo
oo
oo
o0
o0
oo
oo
0o
0o
oo
oo
oo
oo
oo
oo
oo
o0
o0
oo
oo
0o
0o
oo
oo
oo
oo
oo
oo
oo
o0
o0
oo
oo
0o

F
00
00
00
1]
1]
00
00
00
00
00
00
00
00
00
00
00
1]
1]
00
00
00
00
00
00
00
00
00
00
00
1]
1]
00
00
00
00
00
00
00
00
00
00
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Address: Bx42hald
UWalue: Bx?7?727777
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5 PEZEEX AN

WERNE—NMES, FEAZARRN—EAR (REAILHFZAShellcode) , HAERFSITZRIHIT
XA ; BARINEMEPEZEAXEN A, PEZEAK Ei‘%n‘PEY#&,HJﬁ‘FHTZF% HRAVERD, BILLE
TETZENZEAXRBEAIUETRE N ZENZERARX,

BARR TG, BITRETHRANAE, BM2M X EEI6E

1 : :MessageBoxA(0,0,0,0);

B XERBAARZBXE ? ERHEANBRAEATN, RARIMNTRERXME, FUENEBAN
RZBIFTESEERED, BATRILITEVCeR R T R R IFE R XA W AYEESRET

L: ::MessageBoxA{0,0,8,0);
& BO4A1028 BB F4 mou esi,esp
geue162A 6A B0 push 1]
ge48182C 6A B0 push 1]
8848162E 6A BA push a8
004081636 6A B push 1]
apLue10832 FF 15 BC 42 42 08 call dword ptr | imp_  MessageBoxA@16 {0042428c)]
aeLe1638 3B F4 cmp esi,esp
feuBe163n E8 31 80 B0 68 call chkesp (B884B1878)

BHERITAIUBERB4NMES | 6A00, EERESEHRHMessageBoxT, EREXENAHEEELEB/EAR
BN (GEEPDRTERSARAZR) , B2—NEEAA, RINEANMEEEERIREZFRNER, e
E8 00 00 00 00, E8}=EE’J4$%$7—‘ MriEE, REYESHIISFTERARIER M ZENRRE, BT
UERTERRESIbRESFiERI (ISFFHNRE) MEHXMERE,

FA TS B IMessageBoxAX N MIAE, TEWin32B9AHR 7 AT XN B AR EWindowsiEERFH
USER32.DLLIZERY, FHATRIIATEDTDebugHITH— X HHRII T EFAT, XEIXNMAIDLL Y, WHHER
Ctri+NTREEFEH FIMessageBoxABI AR AL

IEH View Debug Plugins in
Poused \JJJ »u JJ EJJ J JJJTIW\H\CIMK\B\RI SR
Address |Section |Type | Name | conment
77019869 | .text | Export {LoadCursori
77D221AE | .text | Export {LoadIcond
77022174 .text | Export {LoadIcont
77D3FADC| .text | Export {LoadImaged
7702u2aH| .text | Export {LoadInages!
77D55F3B| .text | Export {LoadKeyboardLayouth
77055F13| .text | Export | LoadKeyboardLayoutEx
77D39DE2| .text | Export {LoadKeyboardLayouty
77D39E9E | .text | Export |LoadLocalFonts
77D4F703| .text | Export {Loadienun
77021BA3| .text | Export {LoadHenuIndirectw
7702182 text | Export {LoadMenut)
7703661B| .text | Export | LoadRemoteFonts
77D3EC98| .text | Export |LoadStringd
77019036 .text | Export {LoadStringw
77036388| .text | Export | LockSetForegrounditindow
77039F9B| _text | Export |Lock¥indouStation
77D2F8AF| _text  |Export {Lockifindoulpdate
77D6C8FA| .text | Export | LockiorkStation
———————p7056D11| .text | Export {LookupIconIdFronDirectory
77023F5B| .text | Export {LookupIconIdFromDirectoryEx
7705BA4G| .text | Export {MapDialogRect
7702039 | .text | Export {HapUirtualkeyn
77D6ACIF | .text | Export |MapUirtualKeyExA
77059198 | _text | Export {MapUirtualkeyExt
77DMFFBE| .text | Export {MapUirtualKeyw
7701B9D7| .text | Export {MapWindouPoints
77065931| .text | Export |MB_GetString
77D1AC57 | .text | Export | MBTOWCSEX
7706090C| .text | Export {HenultemFromPoint
7705654C| .text | Export | HenuindowProch
77056507 | .text | Export | HenuitindouP
77040203 .text | Export | HessageBeep
77050508 .text | Export {HessageBoxA
7705057D| .text | Export |MessageBoxExA
77050559 | text | Export {MessageBoxExi
77D3MEF1| .text  |Export {HessageBoxIndirectd
77D66087| .text | Export {MessageBoxIndirecty
77D65FES| .text | Export | MessageBoxTimeoutd
77065F65 .text | Export | HessageBoxTimeouth
77066116| .text | Export {MessageBoxi

SNRARTEIFXAFRRIE BT LAE FRIEVCE T T B m BRI N B gt i B AT

3eces\TestiDebug) Test. exe
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*. Test — Bicrosoft ¥ismal CH+ [break] - [Disassembly]

Jﬁzile Edit Yiew Insert FProject Debug Tools Window Help

& cmd@ |t me|o- o [BEE | ®fowrieMmapsize BN EEEEIEE TR
“ [Globals) jl[AII global memhersjl & main j G HJ@ 4 ! 0 HJ = 3 GR
NN =237 705 05 oBEENGE mow edi,edi
— 77D5058D 55 ush eb
W"'ks"a_':c Test: 1pr 77D5656E 8B EC Ierw en::,egp
E'"TBS”“BS 77058518 83 3D 1C 84 D7 77 68 cmp dword ptr ds:[77D7841Ch],8
=43 Source Files 77D50517 74 24 je 77D5053D
77050519 64 A1 18 06 80 B8 nov eax,fs:[ 00000018]
-1 Header Files 77D0505%1F 6A 88 push [{]
~(Z] Resource Files T7D508521 FF 78 24 push dword ptr [eax+24h]
(1 External Depend 77050524 68 F4 BA DF 77 push 77D7BAF AN
77050529 FF 15 18 12 D1 77  call dword ptr ds:[77D11218h]
77D5052F 85 CO test eax,eax
77050531 75 B jne 77050530
77050533 C7 05 F@ BA D7 77 @1 mov dword ptr ds:[77D7BAFBhT,1
77D5853D 6A 00 push ]
77D5053F FF 75 14 push dword ptr [ebp+1&h]
FID58542 FF 75 18 push dword ptr [ebp+18h]
77050545 FF 75 OC push dword ptr [ebp+8Ch]
FID58548 FF 75 88 push dword ptr [ebp+&]
77050548 ES 2D 08 00 80 call 77050570

BRI T PR ERANIE S HINtox77D50508, HiTEFEMEEERNBABAIMUL, BERImageBaseil £H
gittit (BFIAEEREENXEFEARR DX MG REWTT, FRUAREEXLE) , RIET BPESKTUARE Ha0
ImageBaseJ0x400000 :

Startup Test_ exe |H|

| o1 2 3 4 5 & 7 8 9 A B C D E F 0123456789 ARCDER
Ooook: 4D 54 90 00O O3 OO0 OO0 OO0 04 0O OO0 OO0 FF FF OO OO B¥ooooooooaoo V..
0o0lok: EBS 00 0O OO OO OO0 OO0 OO0 40 0O OO0 00 OO0 0o oo oo T B.......
00Z0k: 00 OO0 OO0 OO OO OO0 OO0 00 00 00 00 00 00 00 00 00 | & e e e e enmensas
0030k: OO0 00 OO OO OO OO0 OO0 00 00 00 00 OO0 D& 00 00 00 | e e e e eenn- L5 S
0o40kh: OE 1F BA OE OO B4 09 CD 21 BS 01 4C CDIn 21 54 685 AL S Ay )

0050h: 69 73 20 70 Y2 &6F &7 Y2 61 6D 20 &3 61 6E &6E 6F iz program canno
O060h: 74 Z0 62 65 20 Y2 75 6E Z0 69 6E Z0 44 4F 53 20 t be run in DOS

0070h: 6Dl 6F 64 65 ZE OD OD OA 24 00 00 OO0 OO OO0 00 00 | mode....5.......
0020h: EO D9 2D A9 A4 B 43 FA 44 BE 43 FAL A4 BE 43 FA | &U-@x Cum CiH, Ci
0090h: 27 A4 4D FAL AF ES 43 FA 4C A7 49 FAL 90 ES 43 Fi4 'EMY L CALEId. o
OO04LOh: A4 BS 42 Fi 95 BS 43 FL Cg A7 50 FA Al BS 43 FL | =, Bi- COEEPG; ,Ci
O00BOh: 4C A7 45 FL Ae BS 43 FAL 52 €69 63 65 A4 ES 43 FL | LEHU! ,CuRiche Ci
O0COh: 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 | ... e eevmnnnns

00D0Oh: 00 OO0 OO0 00 od oo oo o0 50 45 00 00 42 01 05 00 ) ........ PE..L...
O0EQh: 0O& 23 AF &1 00 OO0 OO0 00 00 00 OO0 00 EO OO OE O1 Hal . B...
O0FOh: OB 01 06 OO0 OO0 EO 01 OO 0O 70 00 00 00 00 0o oo | ..... =T

0100h: BO 10 00 00 00 10 OO0 00 00 10 OO0 0O [SENNEE e .6

XA MIEEEIEFIOXFED, FIEFSFTIAI6A 00, CaliE S HIRMINIEFLE0XFES, f1_EimageBaseFt2
Ox400FE8, 0x77D5050BiZ=(0x400FE8+5) (TIFIEREBMRE) FTFox7794F51E, BHHEISRFE @ ES1E
F594 77, XiLFEENBIRNNGEFEEXNEEAN,

Eit, BNV ITETEETR, REETHRANRBERZEREREFNAL, EFEHNAOMIRTLURIET
BPESLHYAddressOfEntryPointA% 53 (N kImageBase) 3X%%, M1 TFEFTRIZR A OMALFLRE0x4010B0 :
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Startup Test. exe (4

0o00h: 4D 54 90 00 O3 OO0 OO OO O4 QOO OO0 OD FF FF OO OO0 | MZ.......... V..
0ol10h: ES 00 OO OO0 OO OO OO OO0 40 OO0 00 00 00 00 oo oo sra e I
O00zZ0h: 00 OO0 OO OO OO0 OO0 00 OO0 00 0O 00 00 00 00 00 00 0 . e e enmnsnsns
0030hk: 00 00 OO OO OO0 OO0 00 00 OO0 OO0 OO0 00 DS 00 00 00 ) & e eeesnnas i,
0040h: OE 1F EA OE 00 E4 09 CD 21 BS 01 4C CD 21 54 65 ..°..'.i' .Li'Th

QO050h: &9 73 zZ0 70 72 6F 67 72 61 6D Z0 63 &1 &6E &E &F iz progran Canno
O060h: 74 Z0 62 65 20 VE 75 6E 20 89 6E Z0 44 4F 53 Z0 t be run in DO3

0070h: 6D 6F 64 £5 ZE OD OD O& 24 00 00 OO0 00 OO0 OO0 00 | mode....5.......
00S0h: EO D9 2D 49 A4 ES 43 FL A4 BS 43 FA A4 ES 43 Fi | al-@m , Cus ,Cum,Cu
0090h: 27 A4 4D FAR AF BS 43 Fi 4C A7 49 FA 20 B3 43 Fi 'EMd ,CuL§Id. ,Cn
0O0&Dh: A4 BS 42 FAL 95 BS 43 FA C6 A7 50 Fi A1 B 43 Fh o Bu=, CaESPu; ,Cu
OOEOQh: 4C A7 48 FA A6 BS 43 FA 52 69 63 65 A4 BS 43 Fi | LEH4) ,CuRich® ,Ci
QO0COh: 00 00 00 00 00 00 00 00 00 00 0o 00 ad a0 00 00 | . e e e e v nnnnnns

00D0Oh: 00 00 O 00 0o 00 00 oo 50 45 00 00 4C 01 05 00 ) ... ..s FE..L...
O0EOh: 0QA& 23 AF 61 00 00 00 00 00 00 00 00 EO0 00 OE 01 - - A...
O00FOh: 0OFE 01 086 00 OO0 EO O1 OO0 0O 70 00 00 00 00 oo o0 ) ... T

0100h: m 00 10 00 00 OO0 10 00 00 00 00 40 00 | EO- e eevnne. M.
0110k: 00 10 00 £0 00 10 00 00 0% 00 00 00 00 00 00 00 | veeevnnenneenenn
BKEI el A ERIMPIE S 'E9oooooooo, FEEXEEN4FTHHEREEE, BEFAOMIEE LR ¢
0x4010B0 - (0X400FE8+5+5), SR8 : 0xBE, ABAIESREIAR T : E9 BE 00 00 00,
X, RITEANREHMELR ST, ERIZEHARXENT :

OFDOh: OO0 OO0 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 vurvrerrrereeens
OFEQh: |
OFFOL: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ©oveernnnnnnnnns

BE, BIEFEERAORKAIMIE A Saitit, XFLFIRFRSTHRMEF RERITRNNARE, HiT5E
BENBANKLBEREIMPEIA O R,
HITREEEY BPELH{ERAddressOfEntryPoint/ 53 I OxFEOENA] :

0OFOh: OB 01 06 0O 00 EO O1 OO 0O 7O 00 OO0 OO0 00 00 aod | ..... T
0100h: bD 00 10 00 00 00 10 00 00 OO0 00 40 00 00 | &S e e e ewvenns [..
0110h: 10 00 00 00 10 00 00 04 00 00 00 00 00 00 00 09 | ... e e e e et i e nnns
0120h: 00 OO0 00 00 00 00 OO0 0o a0 OZ 00 00 10 00 00 00 0 c...e.... "coooooo

ERERZERFSITREAMEITIT T RIMEANARBNEFEAREFEERNAORBAS :
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E: DIDebug — Test. exe — — [CPV - main thread, moduole Test]

@Eile ¥iew Debug Fluginz Options Window Help

Fauzed

Blx] wl] w4 ¥L ¥ 4 LIE|M|T|WH|C|/|K]

B84 BBFED
HB4HBFE2
B84B8FEY
BB4BBFEG
B0400BFES
B84B8BFED
B84 B8FF2
B84 B08FFY
BO4B0FF6
HO4HBFF8
B84 B8FFA
B84 B8FFC
B84 B8FFE

6A A8
6A H8
6A A8
6A A8
E8 1EF59477
E9 BEBAAOAO
aaag
aaan
aaag
aaag
aaan
aaag
aaan

FUSH @
FUSH ©
FUSH @
FUSH 8

CALL USER32.MessageBoxA

JHP
ADD
ADD
ADD
ADD
ADD
ADD
ADD

BYTE
BYTE
BYTE
BYTE
BYTE
BYTE
BYTE

PTR
PTR
PTR
PTR
PTR
PTR
PTR

Tect.B804B10B8

DS :[EAX],AL
DS :[EAX],AL
DS :[EAX],AL
DS:[EAX],AL
DS :[EAX],AL
DS :[EAX],AL
DS :[EAX],AL

Eib, BHAIRMsE T EZEBXKANMBEHRIITHES Y, REFEIRNRIRNXEFHEANRE JEEEAN]
K517, TREAEEMSLER, HARXFR—MrMERShellcode (FLEETRT ##Shellcode) o
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410
6 TIHRIF
MR RANPEXHEN BT —TBERXR.

6.1 ¥ kKT

ELE—ETHREAAIUEEEZARKFNE SR, BURMNIRBLERS, ZARABELAD ? XiHE
MBEY AT, TERED, HNINET AWP—1TE ? BR—TURIRIMES KE—1T, BBLAEMTINRE
BB ENBUHFTRER, XHFEMM, AUBRINTTERT A&E—1T, XERTREREMTHENE

To
PEREE UIF 5 A FBEEHE
FotEF
- FoER
200h 1
FIOETR
200h1
“on s FIOEFE

——— S

T RTIRMRBBUREN

1 #define IMAGE_SIZEOF_SHORT_NAME 8

2 typedef struct _IMAGE_SECTION_HEADER {

3 BYTE Name [IMAGE_SIZEOF_SHORT_NAME]; // ASCIIF&&E (T&) , IHAEN,
AHENET, AILBNETHHELE

4 union { // Misc, WF, BEHEEBEMNFTRINELRYT, ZERURER

5 DWORD  PhysicalAddress; // BEXHE, XM MER—NHEEH, AIUERE
FREEEm—

6 DWORD  VirtualSize; // —ME2EE—"

7 } Misc;

8 DWORD  VirtualAddress; // TEARAEFIREMILL, N1 EInageBaseF BREARAEFNE
;b

9 DWORD  SizeOfRawData; // TEXHFAMFEHRT

10 DWORD  PointerToRawData; // TREXHFHHIFERE
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11 DWORD  PointerToRelocations; // EiX#E %
12 DWORD  PointerTolLinenumbers; // EiRtHE%
13 WORD NumberOfRelocations; // JEIXE%
14 WORD NumberOfLinenumbers; // JEIXE%
15 DWORD  Characteristics; // THEM

16} IMAGE_SECTION_HEADER, *PIMAGE_SECTION_HEADER;

BNTEE AR FEEERX L MERS) | SizeOfRawData. VirtualSize, # FRIENMEY AT, BRAFTEDE
—IRFTBIZE(E], XIRZE IEﬂE’Jj(/J\ERJH’]"Fﬁ EERRIE AN, TEXERENRI0x1000, HELZE4096F T, SN TNERR
TMEMA0L0 Editor EXHREBAFTT (XHEBMFAITELAMSRIRERE) -

I 0 1 2z 3 a 5 & 7 B8 9 & B C D E_F__01234567894BCDEE
1:03C0h: 50 41 44 44 49 4E 47 58 58 50 41 449 44 49 4E 47 PADDINGXXPADDING
1:03D0h: 50 41 44 44 49 4E 47 58 58 50 41 44 44 49 4E 47 | PADDINGXXPADDING
1:03E0Oh: 50 41 44 44 49 4E 47 58 58 50 41 449 44 49 4E 47 PADDINGXXPADDING
1:03F0h: 5 4E 47 NG
1:0400n: 00 00 00 0 00 0 00 00
1:0410n:
1:0430n:
Range [ Byte Value 1:0440h:
Start Address:[56580 ) cher: | ifg::ﬁif
5 Size Jiose] e o $: 0470h:
1:0480h:
Decinal: o 1:0490n:
1:04A0h:
1:04B0h:
1:04C0h:
1:04D0R:
Inswrt | faed | Mg 1:04E0m:
1:04F0h:
1:0500h:
1:0510m:
1:0520h:
1:0530m:
1:0540n:
1:0550h:
1:0560h:
1:0570n:
N s = N
REHRIRE—NTRMR, BASizeOfRawDataFVirtualSizef RAIE, X MEEEESizeOfRawDatafl]
v|rtuals|ze52m§ AIENRAEHITAE RT??ZFB@EHDL&1|]%AJUJ’E0x1000 :
ZE 64 61 74 &1 00 00 0O A5 1B OO0 OO0 QO 90 00 OO0 data. .. ...

mu 70 Dnmuu 00 oo | ..... D eeeenen.
0 40 00 00 00 00 00 ....B..Lk.rsrc...
[0 7F 00 o0Joo Bo oo oofo0 20 00 OOJo0 84 00 OO0 O....%...€......

oo o0 o0 00 oo 00 00 00 00 o0 00 00 40 00 00 40 | & ..o e e e e e B..0
5B 45 21 41 55 00 00 OO0 Y3 45 21 41 a5 00 00 OO0 [E'A¥...3E!lke...

N EEFRRE AL R R ER AR A SizeOfRawData, SizeOfRawData @RI HXMTTHY, EXBEHITEEERN
SizeOfRawDataFIEIEAREXITT, BARE FTHEMTT (SectionAlignment) FIXXHFFT (FileAlignment) B9
&

OOEOQOR: S50 45 00 00O 4C 01 O3 00 C3 7C 10 41 00 00 OO oo PE..L...LA|].&A....
OOFOk: 0O Q0O Qo0 oo =
0100k: 00O &35 00 OO0
0110k: 0O 20 00 OO0
01=20k: 05 00O 01 OO0

AUENL, AXERMEFR—, Fﬁl/(éﬁuSlzeOfRawDatamd";‘ifﬁi‘t—ﬁﬁﬂ’ﬂé BERMNEARTERY, FATEE
EERAEXNTT, AUERNTANHTIHE !

1 [1(SizeOfRawData(0x8000) / SectionAlignment(0x1000)) = ResultA(0x8) //
0x8000BR0x 1000 _EEREE (RFS1)
2 ResultA(0x8) * SectionAlignment(0x1000) = ResultB(0x8000)
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RAHNERIERNENFTHE0x8000, AEIHNIERESizeOfRawDataFVirtualSize 5 BI{EE 2 /0x9000

(0x8000+0x1000) o

00 0o 0o 0o 40 oo oo Co Z2E 72 Y3 YZ2 63 00 00 0o

0o BO 0O 00

0o 84 00 00
00 00 00 0o oo oo oo oo oo aod oo o0 40 00 00 40

B, i.rarec...

CRFPa

g, IRGELXNTHERABFERTEHRITIE, MEEREATHEL ; ARKNFBEESY RPEX

FREYSizeOfimage i 52,

QOOEQh: 50 45 00
OO0FOh: 0O OO0 oo
0100h: 00O 33 00
0110h: 0O 20 0o
01=20k: 05 00 0O1

0130h:

0140k: 00 00 O4
0150k: 0O OO0 O

oo
aa
oo
aa
aa

aa
aa

4
EO
oo
aa
05
oo
oa
10

o1
aa
oo
aa
aa
04
10
aa

o3
oF
oo
aa
o1
oo
o1
aa

oo
o1
oo
o1
aa
aa
aa
aa

C3
0B
oD
aa
04
59
oa
aa

T
o1
3
10
aa
7
aa
aa

10
o
oo
aa
oa
o1
10
aa

41
a4
oo
aa
aa
aa
aa
aa

oo
aa
oo
aa
oa
oz
oa
aa

oo
=
10
oz
aa
aa
10
aa

oo
aa
oo
aa
oa
oo
oa
aa

oo
aa
oo
aa
aa
30
aa
aa

ZRRFTEREFENPEXHRFNA/N, (TERHFNE !

PE..L...4i|.4....

EZANETE—R T I 7 SizeOfimageAJ UL LFHMEEAH AR MERIANER FTAFUBSAENTTZE
BZER, FRLURTERESL EAN0x1000B08], XEFFATEMITH T KRR,

6.1.1 FHALBEHRIT

B, EY ATZEXZNAEHRABSHAERRRE ? IRRRaBAZBXAE, RIESRIRESHT
UM EimageBaseXIFA, RAEXZAAIME, HALMXHSAENFTEA—EHN, KITBELRIEAM

ENEEREFR RIS TR,

miX, BT UERRSizeOflmageRIEIRTS, EARSizeOfimageNERRPEXHERFREABAN, K
MNEIRRMAZETEPEXHRIKRE, PR LUIRHESizeOfimage R MIETEANNZE Bl R AVFETithit ; Flanan T
EFTRARARELER D TERFE R AL SEE RN Sy ImageBase R SizeOflmage SIS THTEE , RARMUSEERE :
0x1013000 - 0x1013003

Startup
1:03A0k: 50 41
1:03B0h: S50 41
1:03C0h: 50 41
1:03D0k: 50 41
1:03E0h: 50 41
1:03F0h: 50 41
1:0400%h:
1:0410h: 00O 00

44
44
44
44
44
44

oo

44
44
44
44
44
44

oo

notepad exek ._J_f.||

43
49
439
439
43
43
o

oo

4E
4E
4E
4E
4E
4E
oo
oo

47
47
47
47
47
47
oo
oo

58
o
5
58
55
58
oo
oo

BE, RREERNE S #ER,
(0x77D5050B) , HiHEHER=E :

1 Ox77D5050B (MessageBoxA)
Ox76D3D4F8

58
1=
5
58
58
55
oo
oo

41
41
41
41
41
41
oo
oo

44
44
44
44
44
44
oo
oo

44
44
44
44
44
44
oo
oo

49
439
49
49
49
49
oo
oo

4E
4E
4E
4E
4E
4E
oo
oo

47
47
47
47
47
47
oo
oo

PADDINGEXPADDING
PADDINGEEPADDING
PADDINGEXEPADDING
PADDINGEXPADDING
PADDINGEXPADDING
PADDINGEXPADDING

XiNEBREREZEHXBIFRfERARTE S MessageBoxA

- 0x1013000 (FESTFFHAHHL)

- 13 (lEREEKE) =

Bt LES GIRT/REMEER) EART (XEMESHITT B, AT JIMPEKEIR
AddressOfEntryPointititib&843)
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TP EIRIEEIR - PEEM,

1 6A 00 6A 00 6A 00 6A 00 E8 F8 D4 D3 76

BEBITEEEH—T0EP (XBMOEPREOriginal EntryPoint, tBREZRIBALO SR, REMEURHMERN
&R, AddressOfEntryPointfiZO0EP, BRIREEEX/MENER, AddressOfEntryPoint REEFR AR
EP, AAFRREREBAOSR, MBEECEIRT) XBEEHRDIRRZHFHNIES I ERRImageBaseIEH
iT&eR -

50 45 00 OO0 4C 01 03 00 C3 7C 10 41 00 OO oo od PE..L...A4|.A....

oo oo 0o OO EQ OO OF 01 OF 01 a7 0OA OO0 78 00 ao N T W

a0 58 00 00 a0 00 0o oo oo 0 01 00 00 10 o0 aad e e e O......

o0 90 00 00 00 00 00 01 OO0 10 00 00 00 02 00 00 0 @ e e e s mmsmnsnnns

OS5 00 01 00 a5 00 01 00 04 00 a0 OO 00 00 00 00 0 @ e e e e e e s nnnnsns

o0 40 01 00 00 04 00 oo 52 79 01 00 0z oo oo S0 I - . ' S £

BAREFESITANN ¢
= ITDebug

C| File VYiew Debug Flugins Options Windew Help
Pauzed [ 4] X w|D]| %z| ¥z i ]z =] = L|E

81681308088 6A B8 PUSH ©
8181308082 6A B8 PUSH @8
81813004 6A 088 PUSH @
818130886 6A B8 PUSH 9@

818130888 E8 FBDA4DIY6 CALL USER3Z.77D58585

6.2 FET

E—ETHENELEBANABIZHNE, ZAXKAFBENBERT, HNIUERY ATNAET K&
F—=1T, RAREEEHEABCHAL ; XENAERAEN, BEEEF—LHE, WIRE— 1 THNEMESR
WIEL, WMANRBIERTHBIEESE R, P, FATAILGNET, EeNTHERMNE SRR,

AT, BAYIRSEEBHNZERALAI—ITRERE (40FT) , FITATLHEI—TPEXHHKRE—TE
NTNERTOEREERHLEHNZEARX, BAKINTREAREPERNE S (NumberOfSections) FIEH4T

™.

00 Q0D Q0 Q0 Q0 Q0 00 00 'S0 45 00 OO . .
50 C8 98 41 00 00 OO OO 00 OO OD OO EO OD OF 01 PE"A........ ..

OB 01 06 00 00 AQ 01 00 00 CO 0O 00 00 00 00 00 ..... ... Ao,
BEAET RPELZEHEITR, HMAIUENEXTTRZEF40FTHZEEKIEBATRNFBITRK

5, FATAILGER 8 Hl—B" text" TRERZIEAFIBIER, XERAFKNEETEIEFRMAS,
" text"FEEFRABE, FAUARKIIER EHIERAAFTEERTEMET
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TP EIRIEEIR - PEEM,

74 6% 78 74 00 00 00 22 497 00 10 00 00

AD 01 00 10 00 Q0 00 Q0 00 00

e I e
= Mm

00 Q0 20 00 00 &0 2 . / 7é § 00 Q0
20 00 00 BO 0 [ 01 00
00 Q0 Q0 00 00 [ 0 / 00 40
64 &1 74 61 00 O 0 DE 37 i 01 0O
AQ Q0 00 Q0 FO oo I 00 0o

oo 00 00 40 Q0 Q00 CO 2 2 73 72 63 o0 0o

- e R Ve I
oM S m

o IO e T L Y

=
]

3 3IF Q0 00 Q0 20 02 00 A0 00 Q0 00 30 02 00

00 Q0 Q0O Q0 Q0 00 00 00 00 Q0 40 Q0 00 40

00 00 00 00 'S0 45 4o oo
00 DO 0O 00 OO OO0 OO0 DO EO 0O OF 01 PE
Q0D 00 AD 01 OO0 OO CO OO0 QO 0D OO0 DO 0O

AT HEFNITRINEZTEERXN TRE—ITREGNEN, FEELK/) (VirtualSize) EHHEXHEIMTTZ
B8R/ (SizeOfRawData)

oo 00 Q0 00 40 00 00 Co 2E 72 7 FZ2 62 00 00 Q0

an o : o
002 0 0 20 02 00

S
o0 Q0 Qo0

BEBICRMNTHREENENY | 28F. EXA/D (0x1000) « XEXFTZEBAI (0x1000) « REFHRE
% (B4 TR 023000+ HEHE K /) \0x4000) « XHEFHHIR !

2E 74 74 74 74 00 00 00 0O 10 0O 0 70 02 00 it s S e D O e

00 BO O 00 00
00 10 00 0O OO0 04 00 00 00 00
04 00 00 0O OO0 00 80 02 00 10
00 00 00 0O 02 00 00 10 00 10

REEXHRERNRTRIZIE (0x1000 - 4096 1NFT)
IPMEG(2).exe™ x

RN T FIETHRETE, (REUETXTEMBERANBRIT.
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TP EIRIEEIR - PEEM,

6.3 HT

F—ER 7RIS TNRBRETRIEEVBINFTNZEAXGHNENNE, EHFEREREFERI LA
RGN, ITEARRNEFETRGHNHERRFSRETY, XESERIHTERE !

notepad.exe x

6.3.1 BREFENTERT

BB VOEIFHRTIR ? EPEMDOSHIRE R S AMIERT, RITZLFLUFPELRE EIRA, EHD0s
BREGERSY, SCEERLRIINS t—HRZBiEI SR, (B NRYFIPEX AHAIDOSRIRE A, XFT5 = E R AT o
AL, BATEERIFETALRASHEMBISE, ARIFRNTRRAZ T,

RIVEBEHY, HAEEEEYNPEXHN X FTHRENFEE—5, £LaPEXIRE 2R —8M,
FUEBEHEEERTN, RIBEELFTHTNENFTEN. 8%, BEAELHPEXHNRENT
.

a0 EEPIRAREXTTRLZ0x1000, HAEHBITRMR, FHEMNASBERINTARNAATE !
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~No o~ wWwN

TP EIRIEEIR - PEEM,

an end without zero

[T(max (SizeOfRawData, Misc) / SectionAlignment) = ResultA // EY
SizeOfRawDataHIMiscZ BINRABERURNEMTTHE, RENSGRE LEE (FS1)
ResultA * SectionAlignment = ResultB // ResultARMUAZENTTHIE

/] RARITE

max (Ox7800, Ox7748) = Ox7800
[1(0x7800 / 0x1000) = [1(0x7 K 0.8) =
Ox8 x 0x1000 = Ox8000

Ox8

RS HBVLE REHE R SAISizeOfRawData. Misc ©

Qo

Q0

Qo

a0
i

Qo
Q0
00 00

Qo
00
0o

0o 0o
00 10
00 00

o
00
00

00 2E 74
Qo
(i}

6> 78
00 00
00 00

74 00 00 00
00 04 00 00
20 00 00 a0

00 00

EAERINFERAGFEXTERERZERSizeOfRawDatafV{E, FH—1EE :

1

Ox8000 - Ox7800 = Ox800

XANMENAFIEMTZEE], HENZTHRE, HEEPointerToRawDatafY{ENN_L FESizeOfRawDatafI{E :

1

Ox400 + Ox7800 = Ox7COO
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TP EIRIEEIR - PEEM,

Startup

oW h oh

-]

e

e

-]

e

v}

i

-]

e

-]

e

e

v}

e

]

i

-]

e

I

Byte Value
Char:
200 Hex: 0

Decimal ® Hex Decimal: |0

- [=| Options

Cancel Help
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TP EIRIEEIR - PEEM,

HFRNXBERTE-DTHR/NHRIT 26, FRZENTRXHER (PointerToRawData) ZEXIM AR
N EsgmeyE(E :

00

Varia

Color Comment

|
|
|
il
. can end without zero
|
|
|
|

BERXFNS BRI SSERPIENT2MERNENTTHANEITIELE (BT SizeOfimage A RLEIEAF XS
FFERARN, FIAENERLEEIRER, BRITXERMNERNEE ERTEASBHXME, BEERITHR
ARNZERNANBETIMEN, URUEFER
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TP EIRIEEIR - PEEM,

6.3.2 FEIEHT

BETRENFJFEHBHAETHIA), XERATAILUERSizeOflmageflZSizeOfHeaders RTF M TT Z [RHIA
$,%E%%%mw%ﬁ%ﬁﬁﬁ%k$(W&ﬂﬂﬁ%ﬁ%ﬁﬁ%@ﬁﬁ%k&ﬂ,EN&W%@&EE
EHRNNE—ER—HFH)

13000h

elOfHeaders

AR MEFHA TS LA F B — T G P AYSizeOfRawData.  Misc :

00 00 OO OO OO OO OO0 00 2E 74 &5 78 74 00 00 00
00 10 00 00 po 04 00 0O
00 00 OO 0O QO OO OO0 OO OO OO OO0 OO 20 0O OO &0

REBTFRINEHTHMNT, BEE2HEMT M Characteristics (B1%) E2F—#M, RIEHTHESEMT
HEMERM#R, XBEALOEERFERTIEE, N TERMTRMEHITHEE 2 EHI4E R 0xE0000060 :

00 00 60
00 00 Co
00 00 40

0000 0000
0000 0000

0000 0000 0000 (HEX: 60 00 00 EO)

0000 0000 0000
0000 0000 0000

0000 0000 0000 (HEX: 60 00 00 EO

B NEREBE—NT R RAM CharacteristicsEl 7], RERANFAIETEHAN—T, FRUBRINEBH
NumberOfSectionsHI{E A1 :

3 7C 'ICI 41 00 CID 00 00 PE..

OF
ppo|struct IMAGE_NT_ HEHDEP MtHeader

pp| struct IMAGE_FILE_HEADER FileHeader
01 WORD MumberOfSections = 1

HMBTIRMRATLUA00ETE, X—RZEEHAIULIAAINE SHI TR -
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TP EIRIEEIR - PEEM,

00 Q0 Q0 2 74 65 FB 74 00 Qo0

00 10 Q0 0 00 00
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TP EIRIEEIR - PEEM,

7 SR

— N EPHITIEFEHRS TPEX AN, XEPEXHREMAR. SHRHITER, SHEREFMEEPEXHEMH
MEMACRANREIIR, SAKUEFEEPEXHFIFEERRINPEX IR, MPEXHRIAEEE, fEIPE
XHEHEIUESA. SHER, N—RIERTHRE, XEXHARREHMSER, BHURFRHAMAERNE
#, BEXHRIERFAILURE,

7.1 EAEHFE

EPERRES, ¥V EPELRE— 1 HAREMEEE, EXNEMELEETmB16TEMER, BE— LSRR
BEHREXNER, EBE2DHRA, —IRAEHKRAMUE, —NRRIEHERBOK/)N. WNTFEFRFH
_IMAGE_EXPORT_DIRECTORY, FLE2PESHRMILEH !

struct _IMAGE_OPTIONAL_HEADER {

0x00 WORD Magic;

0x02 BYTE MajorLinkerVersion;

0x03 BYTE MinorLinkerVersion;

0x04 DWORD SizeOfCode;

0x08 DWORD SizeOflnitializedData; IMAGE_DIRECTORY_ENTRY_EXPORT
0x0c DWORD SizeOfUninitializedData;

0x10 DWORD AddressOfEntryPoint;

struct _IMAGE_DATA_DIRECTORY {
0x14 DWORD BaseOfCode; 0x00 DWORD VirtualAddress;
0x18 DWORD BaseOfData; 0x04 DWORD Size:
Ox1c DWORD ImageBase; ¥ '

0x20 DWORD SectionAlignment;

0x24 DWORD FileAlignment;

0x28 WORD MajorOperatingSystemVersion;
0x2a WORD MinorOperatingSystemVersion;
0x2¢ WORD MajorlmageVersion;

0x2e WORD MinorimageVersion; truct IMAGE EXPORT DIRECTORY
0x30 WORD MajorSubsystemVersion; g;go "DWORD Characteristics: {
0x32 WORD MinorSubsystemVersion; 0x04 DWORD TimeDaieStam"
0x34 DWORD Win32VersionValue; 0x08 WORD MajorVersion; p:
0x38 DWORD SizeOflmage; 0Ox0a WORD MinorVersion;

g"zg gmggg g‘ﬁecg'eaf’m? Ox0c DWORD  Name:
X ecksum, 0x10 DWORD Base;

0x44 WORD Subsystem; 0x14 DWORD NumberOfFuncti .
0x46 WORD DIlCharacteristics; 018 DWORD Nﬂmbggmi?:;?s’
0x48 DWORD SizeOfStackReserve; Oxic DWORD  AddressOfFunctions;
Ox4c DWORD SizeOfStackCommit; 0x20 DWORD AddressOfNames:

0x50 DWORD SizeOfHeapReserve; - .
0x54 DWORD SizeOfHeapCommit: gx24 DWORD AddressOfNameQrdinals;
0x58 DWORD LoaderFlags; '

0x5¢ DWORD NumberOfRvaAndSizes;

0x60 _IMAGE_DATA_DIRECTORY DataDirectory[16];

%

HITAIUBEEHRE. £H—1DLL, SHRXMEE !

1 EXPORTS

2

3 Add @10

4 Sub @12

5 Div @13 NONAME
6 Mul @15

EERNAIUFHEEM—TFHRNMUE, THREY BPEANRE— TR REIEHA
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TP EIRIEEIR - PEEM,

00 BOD
00 00
Q0 00
00 00
00 00

00 Qo
00 AC
00 00
00 [2E
Q0O DO
Q0 D0

REHRENZEREEANE— TSGR, REEMSEE T FHIRFBMULFA)

1 VirtualAddress: 0Ox0002AD80
2 Size: Ox0000017F

X MHIEERVA, ERMR ERTHZEMELMUE, FHIFTERFHEELIFOA, BMRMEXGRNRBMIE, BT
EYRIPEX XA TTMAENTTR— 18, BIRVAFTFOA, FRUFITE AFEHITHM

00 00 00 AE 08

0A 00 00 06 00

COl AD 00 AD

OF 10 00 1 10

DE AD 00 E2 AD 02 ENEE
02 00 44 AC 4C 44 ¢ . 6C &C A1 64 ..DLLDemo.dll.Ad
64 00 4D 75 &6C 00 &5° 62 d.Mul.Sub
00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

EERNKRETSFHRNES, RIEAMBNEFLHINSHER, HEEARXNEATUNTES (40FT) ,
XERAEXKEKPEAS TITFR, BN TEMEHNRE=ZTHES

1 typedef struct _IMAGE_EXPORT_DIRECTORY {
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TP EIRIEEIR - PEEM,

2 DWORD Characteristics; // fEMH

3 DWORD  TimeDateStamp; // BY[EIE, FREFIPEXMF (DLL) 4miEBIAYBT(E]
4 WORD MajorVersion; // R{EF

5 WORD MinorVersion; // RfHEH

6 DWORD  Name; // HeiSHRXHHFRHENHI

7 DWORD  Base; // SHEHERES

8 DWORD  NumberOfFunctions; // Fi8SHBEEHH I

9 DWORD  NumberOfNames; // WUEH&FSHIIHEIE
10 DWORD  AddressOfFunctions;// RVA, SHE#uthitz
11 DWORD  AddressOfNames; // SHBEBFIZRRVA

12 DWORD  AddressOfNameOrdinals; // SHEIHFESRKRVA

13 } IMAGE_EXPORT_DIRECTORY, *PIMAGE_EXPORT_DIRECTORY;

FUHR TR, RIOBNARDE0FS, BERIMBIRR, 50,
7.2 R FHRKR

7.2.1 Name
BFERTESHRXXHES, XB—1NFRH, FAURNIZERT0ENMEIEF K :

1 Ox0002ADD2 -> DLLDemo.d1ll

DE AD 02 00 E2 AD 02 00 E& AD Q2 00 00 00 05 00

02 00 44 4C 4C 44 65 6D 6F 2E 64 6C 6C 00 41 64

g4 00 AD 75 &C 00 53 75 62 00 Q0O Q0 00 00 00 00

7.2.2 Base
BFERrYUISHEEBEREFES, URERENX . DEFFR/NIENFES

1 OXO000000A —> 10

7.2.3 NumberOfFunctions

BFRTAESHEEN MM, XTHAERRIFEXH.DEFRNFSER, MRESHRETRFSIRFSH,
MZBRAWHASH, BN TR, FMKRELRETRHEE, ERRANSHEENFSZERRINF
FHITFH, SEUTENMREZEROBEAREKT

1 Ox00000006 -> 6
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TP EIRIEEIR - PEEM,

7.2.4 NumberOfNames

BAFRTURER TS HESR N, WRIREE XHY.DEFRIKE T T HEBAIE S /INONAMERIFE B MU=
BANFE !

1 Ox00000003 -> 3

7.2.5 AddressOfFunctions

BFRISHEHECOUERAMNE, XEMINEERVA, MNRYUFIPEXENNERNTFTSAERNTA—H, FTEE
HAFOA, BATXIAR—HM, FRUAAREEHITIRME ; @ T NumberOfFunctionsXIBE6 NS HEE, FRAMIZ
HALFFIREOR FH6 N 4F T RVIIEENA], BITTURERNE N X Bt H LR Z00IRFTHY :

OX0002ADA8 ->
OXx0000100A
Ox0000100F
Ox00000000
Ox00001019
Ox00000000
0x00001014

~No b~ WwN B

CO AD 02 00 CC AD 02 00 OA 10 00 00 00 00 DO 0O A-..1

OF 10 00 OO0 19 10 OO0 00 QO OO OO QO 14 10 Q0 0O
DE AD 02 00 |E2 AD 02 00 EG6 AD 02 00 00 00 05 0O

SNRIRABE N E AN XERB VAN, FTLURERBHIEIN N F TS, MmaRrEBADTDebugz 3
BRI TR B REBIAREE, EREXEEFSHMT — TR, M7 —FIMPE:, BEARNMERTEA
T

B % Rk FTHE

Add 0x0000100A E9 6100 00 00
Sub 0x0000100F E9 8C 00 00 00
Div 0x00001019 E9 E7 00 00 00

Mul

0x00001014

E9 B2000000
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TP EIRIEEIR - PEEM,

7.2.6 AddressOfNames

BFRTSHEREATRMIE, XKXRSIRBEFHA-Za-2H 7R, FFXERMIIERVA, RN
FOA ; 3@idNumberOfNamesXER 3N EBIUK KL F S HIEE, FAMUMIZAIEFFIn1HR F 131N 4F TRy
Bey -

1 Ox0002ADCO ->
2 Ox0002ADDE
3 OxO002ADE2
4 OxOO02ADE6

ARFEHOUE L A LR BI X W B9 B (5717 85 I 0x00BTLE)
02 00 44 4C 4C 44 65 6D 6F 2E 64 6C 6C 00 |41 64 ..DLLDemo.d1l.Ad

64 00 4D 75 6C 00 53 75 62 00 00 00 00 00 00 00 d.Mul.Sub

7.2.7 AddressOfNameOrdinals

BAFRT-SHEEHFS RN, AFHXEMIEERVA, EEEENFOA ; XERFHHERKS
AddressOfNames@—H 1Y, BEEITE, FERPWETHRFT, BHUREMNZMIEFBER T3
FHHIRENA ¢

1 Ox0002ADCC ->
2 Ox0000
3 Ox0005
4 0Ox0002

DE AD 02 00 E2 AD 02 00 E6 AD 02 00 OO0 OD 05 0O P-..3-..2-..

02 00 h4 4C|4AC 44 65 6D 6F 2E 64 6C 6C 00 41 64 | .DLLDemo.dll.A

Elt, HITMERTARANSHERMET .

7.3 FRZERIX R

SEMNEBFBEA—T0LLXM, EREPHTGE, FEEAEGetProcAddressE A IRENEN B FIMULIAISIFA !

1 FARPROC GetProcAddress/(

2 HMODULE hModule, // DLLIZIRAHH
3 LPCSTR lpProcName // E#&/FS
4 )

ENEZNEHMIpProcName Al AR EHH AL AIUERS, MENREBHIEIURTSHRPH=KFRIE
% R
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TP EIRIEEIR - PEEM,

7.3.1 GetProcAddress(hModule, "Mul")
LUERFERRKEEITHRN, THTEIXEDN

L. ZARSRFEEHRBRIIRNERS (BRREE—TMOFBIZERE])
2. IRIERBAMRNNNRS | EERBFS RN MR BFS ;
3. RIERBF SR NS NFSERRBI R W RS | Bsthit,

]| REE B B Hu ik
GetProcAddress(hModuIe, (1) i ﬁ/ldc: (())X?)?)?)i:glgg ]
- u X
2\ Sub 0x0002ADE6
RN ®3l | EBE | hat FHH
0 0 0 Add 0x0000100A | E9 61 00 00 00
155 1 0x00000000
5 5 2 Sub 0x0000100F | E9 8C 00 00 00
3 Div 0x00001019 | E9 E7 00 00 00
4 0x00000000
5 — Mul —0x00001014 | E9 B2 00 00 OO]

7.3.2 GetProcAddress(hModule, 13)
LERFERAFSEIEN, ENTREXEN

1. EAFSRZEBase (EBIFS) FEINE ;
2. FHZERAREMIARTVIRG|, RIGEREUL,

£5| | REA Hohk FHB
GetProcAddress(hModule13)! 0 Add | 0x0000100A |E9 61 00 00 00
1 0x00000000
l 13:10=3/ 2 Sub | 0x0000100F |E9 8C 00 00 00
10£3213 3 —b> Div — 0x00001019 | E9 E7 00 00 00
(Base:[0x0AT>110] 4 0x00000000
5 Mul | 0x00001014 |E9 B2 00 00 00
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8 FAFR

PES PR RRIAIIRIR AR S R BMR IR IR P B AN BERFRETE S AR T, BATRIUTEPERTNERY RPEK
RE—THREREBATNE N EREREISHREXNER, EA2THA, —PNRRSARMIL,
—PRIFSAKRBIAN !

struct _IMAGE_OPTIONAL_HEADER {

0x00
0x02
0x03
0x04
0x08
0x0c
0x10
0x14
0x18
Ox1c
0x20
0x24
0x28
0x2a
0x2c
0Ox2e
0x30
0x32
0x34
0x38
0x3c
0x40
0x44
0x46
0x48
Ox4c
0x50
0x54
0x58
0x5¢

WORD Magic;

BYTE MajorLinkerVersion;

BYTE MinorLinkerVersion;
DWORD SizeOfCode;

DWORD SizeOfInitializedData;
DWORD SizeOfUninitializedData;
DWORD AddressOfEntryPoint;
DWORD BaseOfCode;

DWORD BaseOfData;

DWORD ImageBase;

DWORD SectionAlignment;
DWORD FileAlignment;

WORD MajorOperatingSystemVersion;
WORD MinorOperatingSystemVersion;
WORD MajorlmageVersion;
WORD MinorimageVersion;
WORD MajorSubsystemVersion;
WORD MinorSubsystemVersion;
DWORD Win32VersionValue;
DWORD SizeOflmage;

DWORD SizeOfHeaders;
DWORD CheckSum;

WORD Subsystem;

WORD DIICharacteristics;
DWORD SizeOfStackReserve;
DWORD SizeOfStackCommit;
DWORD SizeOfHeapReserve;
DWORD SizeOfHeapCommit;
DWORD LoaderFlags;

DWORD NumberOfRvaAndSizes;

TP EIRIEEIR - PEEM,

MAGE_DIRECTORY_ENTRY_IMPORT

struct _IMAGE_DATA_DIRECTORY {
DWORD VirtualAddress;
0x04 DWORD Size;

lox60

_IMAGE_DATA_DIRECTORY DataDirectory[16]; |

%

SAKERHERAFRE, SHRRIE—K, ME|AXRERZK, S—KRWNWEFRNEKBIER, SAKNEN

o,

BATRILURIEY BPELAHEIRARIIEXER -

E—HB0FT

typedef struct _IMAGE_IMPORT_DESCRIPTOR {

DWORD  OriginalFirstThunk; // RVA, }S8MIMAGE_THUNK_DATAZEMI%ZHE

DWORD  Name; // RVA, RRNKHIRREFRIMNE, XE—RFRTH
DWORD  FirstThunk; // RVA, #SMAIMAGE_THUNK_DATAZEMIEILE

1

2 union {

3 DWORD Characteristics;

4

5 }s

6 DWORD  TimeDateStamp; // BIjaZ
7 DWORD ForwarderChain;

8

9

10 } IMAGE_IMPORT_DESCRIPTOR;
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TP EIRIEEIR - PEEM,

00

oo
oo
oo
(0[]
oo
Qo
oo
a1

e
oo

[

IV
[=Ns]

oo
oo
oo
72

=
oo

3 3 A

33 R E

||
[ I

/
o0 00 Qo

C
[

1 VirtualAddress: 0Ox0001CE80
2 Size: Ox000000DC

tR#EVirtualAddresstiBIE—K S AR :
BO CF 01 00 OO0 OO OO OO OO OO OO0 OO DB D5 01 00 °=I..........

54 BO 01 00 Ed D1 01 00|00 OO0 OO0 OO0 OO0 00 00 OO0 T®...M..........
D& DB 01 00 AE B1 O1 00 | ' I......

SAKRNERRZEEHEE BN —KK, BEFEN2010x004ER, M TFEFR, —HE10HKEK :

00 00 00 00

00 04 D1 00 00 00
00 AB B1 00 AD 00
00 16 DC 00 44 D4
00 00 00 00 56 78
00 00 00 00 00 1E
00 DC DO 00 00

00 BO B1 oo

00 FC DD oo
00 00 0O oo
00 00 0O oo
00 74 D2 oo
18 B3 00 Oc

AR | TXHEANPEXHXEMTTERENTT—H, BIRVAFTFOA, TR,

8.1 TATE fkFif=IR
HAEGARZE, BRITAILIEREHEN K RAName 8 Y aPEX ATk IR EF, LEBEE—KK
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TP EIRIEEIR - PEEM,

BO CF 01 00 0O 00 OO 00 OO 0O OO0 00 D& D5 01 00 °I.

54 BO 01 00 tll-;l D1 01 00|00 OO0 OO OO 00 00 00 OO T=.

DeE DE 01 OO AR B1 01 00 AD CF 01 OO0 Q0 Q0O QO 00 [jl:l .
ERINameB RFLE © 0x0001D5D8, FEAHIBIX MU EFHERR T, XEME—PASCIFRFE, UMD
il FFEE, BILox00fELEF K -

AC 69 62
2E 64 &C
41 00 3

BALENBFEKERNEL32.AI, FAIMAXKA RNERF o
FHATAIUR A ER TEDTDebug EEEPEXFITTTRIFR MK HATIRIR

B DTDebug - IPMSG.e
[E] File | View | Debug Plugins Options Window Help
Paced [ B{4x| [0 s+ ¥ W]+ w[E[m|T[w[H[c|[k[B[R[-{s] =[H?]

Base Size Entry | Name |File version  Path

BC AC 02|77 70 72 69 6E 74 &¢ .wsprint
02 65 74 A6 |6F 72 65 67 (72 ¢ 'S B A.0.5etForegrour

00400000|00027000 | 004183D7 | IPMSG 2.08 C:\Users\chen\Desktop\IPMSG. exe
73800000(00007000 (73801120 |[WSOCK3Z |6.1.7600.16385 |C:\Windows\system32Z\WSOCK3Z.d11l
74390000| 00032000 | 743937F1 |WINMM 6.1.7600.16385 |C:\Windows\system32\WINMM dl1l

745C0000| 00084000 | 745C19AS |COMCTL3Z |5.82 (win7_rtm.{C:\Windows\WinSxS\x86_microsoft.windows.common-controls 6595b&4l44ccfldf 5.82.7601.17514_none_ecB83df£aB$3143a£\COMCTLAZ .d1l
74840000|0000C000 | 74841051 CRYPTBAS |6.1.7601.24384 |C:\Windows\syswow&4\CRYPTBASE d11
74850000| 00060000 | 7486A3B0 |SspiCli |6.1.7601.24384 |C:\Windows\syswow64\SspiCli. dll

74BB0000| 00006000 | 74881782 |NST 6.1.7600.16385 |C:\Windows\syswow&4\NSI.d1l

74A60000|0003D000 | 74293FD7 |USP10 1.0626.7601.175]C:\Windows\syswow64\USP10.d11
74B10000|000F0000 74820569 |RPCRT4 | 6.1.7600.16385 |C:\Windows\syswow&4\RPCRT4.d11
74C00000| 00060000 [ 74C1158F | IMM32 6.1.7601.17514 |C:\Windows\system32\IMM32.DLL

74C60000|000A1000 | 74C74919 |ADVAPI3Z |6.1.7601.24384 |C:\Windows\syswow64\ADVAPI32 dll
74D10000|00047000 | 74D17541 | KERNELBA|6.1.7600.16385 |C:\Windows\syswow&4\KERNELBASE .d11
74DE0000|00C42000 | 74DE1601 |SHELL32 |6.1.7601.17514 |C:\Windows\syswow64\SHELL3Z d1l

7SBEZ0000| 00110000 | 7SBF3356 |kernel3Z|6.1.7600.16385 |C:\Windows\syswow&4\kernel3z d1l
75DE80000| 00030000 | 75D96343 (GDI3Z 6.1.7601.17514 |C:\Windows\syswow&4\GDI32.d11
7SE€0000|0015C000 | 7SEABA3D oledz 6.1.7600.16385 |C:\Windows\syswow&4\ol,

75FD0000| 00035000 | 7SFD145D|WSZ_32 |6.1.7600.16385 |C:\Windows\syswow&4\WS:
76010000|00100000 | 7602B6ED|USER32  |6.1.7601.17514 |C:\Windows\syswow&4\US!

76750000| 00078000 | 76751AEE |comd1g32 |6.1.7600.16385 |C:\Windows\syswow&4\comdlg3z dll
767D0000|000ACO00 | 767DA47Z [msvert  |7.0.7600.16385 Windows\syswowé4\msvert.dll
76900000|00057000 | 76919826 | SHLWAPT |6.1.7600. 16385 Windows\syswows4\SHLWAPT .d11
76920000 | 0000A000 | 769E36A0 | LPK 6.1.7600.16385 Windows\syswow&4\LEK.d1l
763F0000|000CC000 | 769F1 688 [MSCTE 6.1.7600.16: Windows\syswow4\MSCTF.d1l
76AD0000| 00019000 | 76AD4975 | sechost |6.1.7600.16385 |C:\Windows\SysWOW&4\sechost .d1l
76ED0000| 00180000 ardll 6.1.7600.16385 |C:\Windows\SysWOW&4\ntdll. d11

AR A X BERFAIERBEITIZAT 10, XERNRT HRIPEXHFAS FEKRMAVERUSN, HFrK
FRVRIRMARH T HIER, XEM—HBTHEKT,

8.2 MATE kM ENEX

£ LEXPEATEILOET S ARBE KBBIERG (FAREWEBNED D GIName) , EERIEFEBE
BRMRHBIBREBR T 20

RINFEX T —TEARENENEMER, ITEFR, BENRRRIFIERMESIERINAIERS, T
B 1 RRS5SE_MAMAIERT FARNER, FFRZINT (Import Name Table, SAHKFE) FIAT
(Import Address Table, SAMALR) .
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TP EIRIEEIR - PEEM,

INT IMAGE_IMPORT_BY_ NAME
IMAGE_IMPORT_DESCRIPTO “|IMAGE_THUNK DATA | —— (O E A e —

IMAGE_THUNK DATA |—— 21 | EHRa[<
OriginalFirstThunk 80000110h —> n e
TimeDateStamp L —]
ForwarderChain 0 EEFRFD
Namel —_]
FirstThurk - |—':I user3z. dil !

IAT

-1 IMAGE THUNE_DATA
INMAGE THUNK DATA
80000110h

LESY: Kiid)

FHMRLE, FeAH, BAXFWIRAEARAENEK (MitFR—#) ERATHNE—EMN, HITEIH
R RE R DGR E) SR PR BEIR P, Eit, ENIMEFE— 1 RREINEEBRKE T, REXEiE
BT B — R R OriginalFirstThunko

BT HRIEAHME—DINT, XKERFHIMEMEN FEME, INEREFRIE—TEKEE, ENE
ERB4F T

1 typedef struct _IMAGE_THUNK_DATA32 {

2 union {

3 PBYTE ForwarderString;

4 PDWORD Function;

5 DWORD Ordinal; // F&

6 PIMAGE_IMPORT_BY_NAME AddressOfData; // }SMAIMAGE_IMPORT_BY_NAME
7 } ul;

8 } IMAGE_THUNK_DATA32;

INTEBARSNXMEME, ESEAR—F, HiRERSZEGEERRERN—Eox00RFTHBIENZRR
LRT . FAF, MAEXKERFLAUNEHENEE, MRTIMEBIZERNVEBHE.

RIEE—SEPHIINE-KSAKER

1 OriginalFirstThunk : B®& CF 01 00
2 Name : D8 D5 01 00 -> KERNEL32.d1l

ER#HBAEOX0001CFBO, #EIINT, FATAIUBERNXERRE TS ¢
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TP EIRIEEIR - PEEM,

00 seC
00 A2
00 EO
00 2E
oo 72
00 CA
00 4C
00 1C
00 Be
00 54
00 10
00 De
00 90
00 28
00 EB
00 ASB
00 50
00 0C
00 92

XERRME—LEEY L, REEHHE— I RANRSMURERE]l, RE, WERESMNE, BHEH
ZHMAR— LY, MRHMNSHES, RZMEB—1RVA, ERTUTEWE, XNEQF—HEE
=NFT, B—PEAHIntATEERZE, NRFAAZE, BLECMBEHBESLHRPNFRS], BITATUERXIR
5 EEESHRRIEMAMIL ; E- P RRName, BRBEBNEGFE, RE—IFT, XRANEBLF
NEKELERE, FIUARBAFHRE—, NRFETEIRNE, BFB—TASCIFERSH, ME—EF
ok, EEBROX004ER :

® . o s :
OOOT T R EE

1 typedef struct _IMAGE_IMPORT_BY_NAME {
2 WORD Hint;

3 BYTE Name[1];

4 } IMAGE_IMPORT_BY_NAME

BLBERNFE—TINTHRE—KR (it : 0x0001D45E) IEMMILEME, BNTFFAR, XENE— KA
Hint R AZFRUIAN] AT LUB T EESARPIHEEG UL, PR E45, NEFBRFEERIX00FLETER
BR#%4 FExitThread :

8.3 TATE &ML
ZEIBATPT T SRR FRIKRINT, IAT, EPEX MBI EEHMNBET—HER ©
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TP EIRIEEIR - PEEM,

IMAGE_IMPORT_DESCRIPTO

OriginalFirstThunk
TimeDateStamp
ForwarderChain
Namel

FirstThunk

=

INMAGE_THUNK_DATA

INT IMAGE_IMPORT_BY_NAME
“|IMAGE_THUNK DATA | [ —
INAGE THUNK DATA > P A ] ——
80000110h —= A ¢
0 R
user32. dil |
IAT

INAGE THUNE DATA

80000110h

LESY: Kiid)

B, HPEXHMBELZE, ATMAETEL, CEAMEREFMET WKL

IMAGE_IMPORT_DESCRIPTO

INT

IMAGE_IMPORT_BY_NAME

“|IMAGE_THUNK_DATA

IMAGE THUNE DATA

OriginalFirstThunk 80000110k
TimeDateStamp L
ForwarderChain 0EEHRT)
Namel
FirstThunk d__fl——~%l user3z.dll |
IAT
S— L RE LY
B 3 23tk
B Fndti ik
0 (R

3 01 |FFE R
> 21 |[FFadne
;{. n 'YL

AR ERKRMUIRIRAEEREY, SEfr L2EEIER, W TEMR, HAMessageBox, [LREIERERARAHIZRE
Hcallthhit, MEEHER, MNAERHREMIEECI :

11:

aoua1 028
aegue162na
aoua102c
aaue1631
a0ua1036
aoua1038
86481 03E
aoua10u0

8B
6A
68
68
6A
FF
3B
EB

F4
na
24
1c
(i)
15
F4
2B

98 42 68
98 42 68

74 F3 42 88

a8 60 8a

mov
push
push
push
push
call
cmp

call

MiX—RNEFR R IATH 7 ERY Bt

::MessageBoxA(NULL, “Test™, "Title", 8);

esi,esp
a

offset string "Title' {00429024)
offset string “Test" (086042981c)

a

dword ptr [__imp__ HessageBoxA@16 (0042F374)]

esi,esp

__chkesp (B884016078)
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HEAGEEIRIZEIS - PEEH

x|
T Address: (00421374
(T T I

A842F37A ©0 60 60 68 688 B8 _.....
d842F388 080 680 60 688 88 88 __....
d842F386 O0 80 60 688 88 88 .. ...
a64Z2F38C ©6 60 66 68 686 B8 ......
A6842F392 060 60 60 68 88 B8 _.....
A84Z2F398 00 60 68 68 88 B8 ......
A84Z2F39E ©90 80 60 688 88 88 _.....
a6842F3Aa4 BE 81 4D 65 73 73 . .Hess
B842F3AA 61 67 65 42 6F 78 ageBox
a842F3B8 41 88 55 53 45 52 A.USER
a842F3Bs6 33 32 2E 64 6C 6C 32.d11
H842F3BC O88 88 CA 88 47 65 _...Ge
a842F3Cc2 74 43 oF oD 6D 61 tComma
ABL2F3C8 o6E 64 4C 69 6E 65 ndlLine ll

(rEr A el ol a Wl o | ] [r X r] =F i. [ = ] 1.=F rr F. A o

LI

BLAFLARRB—KRE ? XRERAATHRBHIRE I RIESEE, SFEOUULAIER, NRRIE—
KK, RE—TEBRNBRYT.
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TP EIRIEEIR - PEEM,

9 BT
GEPEHREEN=KRMESH. SANEEMAR, AEXTHE—TETEMRK.

EEMKREMNT L ? RISE—PEXMHERT —ERR, XERIREE H MW ImageBase (FERTFHFAREIM
i), ERSEFR ETERFRIEIRNImageBaseAIA G AT, XEMEBERMBERS, M— P HHAFBILE
B, RSEXERPERZTELEHF 7HIUERD (BASRIERIFUNESBRREHTEEML
B) , ST EREART, EESHIZ2RE, FUEREDIMIEEFZEREREMEIESRN, X
REMBE—KRECRBEEENUE, ETERBENMBEBEEE, XKRBIMMZAZTEMR ; —K
W, EXEXHRRBEEEMRE, ANCAIRHEKLGEMAR (FHK) , FALEITHEENESE —
AREFRH, MDLLZENPEXHN—ERFTEEEMRN, ANEH A —ERIMEHTEImageBase Lo

BEEMURNUERFRESSA. BHER—F, T BPEANRE—THARNENEGE, SHENKRES
A SHER—F, DFIRTFEEMRNERMBEMA/

struct _IMAGE_OPTIONAL_HEADER {

0x00 WORD Magic;

0x02 BYTE MajorLinkerVersion;

0x03 BYTE MinorLinkerVersion;

0x04 DWORD SizeOfCode;

0x08 DWORD SizeOflnitializedData;

0x0c DWORD SizeOfUninitializedData;
0x10 DWORD AddressOfEntryPoint;

0x14 DWORD BaseOfCode;

0x18 DWORD BaseOfData;

Ox1c DWORD ImageBase;

0x20 DWORD SectionAlignment;

0x24 DWORD FileAlignment;

0x28 WORD MajorOperatingSystemVersion;
0x2a WORD MinorOperatingSystemVersion;
0x2c WORD MajorimageVersion;

0x2e WORD MinarlmageVersion; . .
0x30 WORD MajorSubsystemVersion; g:gg gwggg g:;t::ellAddress,

0x32 WORD MinorSubsystemVersion; ] ’

0x34 DWORD Win32VersionValue; \Ji J/
0x38 DWORD SizeOflmage;

0x3c DWORD SizeOfHeaders;

0x40 DWORD CheckSum;

0x44 WORD Subsystem;

0x46 WORD DlICharacteristics;

0x48 DWORD SizeOfStackReserve;

0x4c DWORD SizeOfStackCommit;

0x50 DWORD SizeOfHeapReserve;

0x54 DWORD SizeOfHeapCommit;

0x58 DWORD LoaderFlags;

0x5¢ DWORD NumberOfRvaAndSizes;

0x60 l_IMAGE_DATA_DIRECTORY DataDirectory[16]; I

)
BEMRFTE—EREK, E—HE8FET !

[ IMAGE_DIRECTORY_ENTRY_BASERELOC

struct _IMAGE_DATA_DIRECTORY {

1 typedef struct _IMAGE_BASE_RELOCATION {
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HEAGEEIRIZEIS - PEEH

DWORD VirtualAddress; // RVA
DWORD SizeOfBlock;
} IMAGE_BASE_RELOCATION;
typedef IMAGE_BASE_RELOCATION , * PIMAGE_BASE_RELOCATION;

EREENEFMURLESE TEZEEMI, FAIUBGEXNERE—1FH—IEN, BSERIELMER. 124
MRBYE— B R VirtualAddressTR &k, -/ A A SizeOfBlock 2R YR HERI K/ B E Mt
RIPRE EE AR K/

XM RRE— NEE[IRIEIMAGE_BASE_RELOCATIONZMAFF IS, IREMNMEEE M,

ML L3R, BEMRPEEITINIZER4F AN, ERXF—BFEEHEMUZT, M
FAXRERZEE, FRIAEEMRMM T —EML, RIMAEEX/VMHUFRELE !

a b wnN

1 Ox800123
2 Ox800456
3 Ox800789

A1t ZE, IMAGE_BASE_RELOCATIONZMIARIE— L R 1ZHERIRL R 0x800000, MXMNEMIAZ FHIE2
FHEEMEZ0x123. 0x456. 0x789, XHEFAAKMTE T 6, BN, XWELRAEEMTRIEFRANA
IMAGE_BASE_RELOCATIONZE¥I{K (8FF¥5) +N* 2T,

EEMRZRE—TYIER (4kB) #ITEMER, BMERT—MKBRFEFRELENUE, EE—TEE
iR, —NEEMKRREE AR EE L

BFEZIFNEZHTRENTNSGR, FEEMUXRPESEREMNTHIR, FRIREENN Y sIERAM
QFT) NEEMUREN3, MREBABLMUMEREE, BREMNMIBEIRVirtualAddress+{E1211, Wl
REAEMBRXELFTENE,
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