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What is Deep Exploit？ 

MBSD 

Deep Exploit 

Perimeter Network 

External 
Firewall 

Web 
Servers 

DNS 
Servers 

Internal 
Firewall 

Database 
Server 

Web 
Server 

Internal Network 

Internal Computers 

Exploiting the servers on perimeter && internal networks. 
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Overview 

MBSD 

Command Line Arguments Parser 

Instructions 

User 

ML Model 
A3C of Reinforcement Learning 

Penetration Test Framework 

Deep Exploit Target Server 

Trained 
Data 

RPC 
API 

Save/Restore 

Receive Result 

Send Commands 

Training Servers 

Testing 

Training 

Train : Train how to exploitation by itself. 

Test  : Execute the exploit using trained data. 
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Train the Deep Exploit 

MBSD 

Numerous Trials 
(about >10,000) 

Learn how to exploitation while trying numerous exploits. 

・
・
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Worker thread 

Parameter Server 

・
・
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… 

⊿w=grad w ⊿w=grad w ⊿w=grad w 

・
・
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Worker thread Worker thread 

send 
recv recv send 

recv 
send 

Target Host info 
OS type   

Product Name   
Version   

Exploit module   
Target 

Payloads 
cmd/unix/bind_ruby 

linux/x86/shell/bind_tcp 
bsd/x64/exec 

generic/debug_trap 
linux/mipsle/shell_bind_tcp 
mainframe/shell_reverse_tcp 

・・・ 

… ・
・
・ 

Training Servers 

・
・
・ 

・
・
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Training Movie 

MBSD 

https://youtu.be/8ht4y9tboNY 

https://youtu.be/8ht4y9tboNY


Black Hat USA 2018 Arsenal 

Processing Flow 

MBSD 

Step 1. 
Intelligence 
Gathering 

Fully automatic (No human) 

Step 2. 
Exploitation 

Step 3. 
Post-Exploitation 

Step 4. 
Generate Report 

Step 1. Intelligence Gathering 

Step 2. Exploitation 

Step 3. Post-Exploitation 

Step 4. Generate Report 
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Step 1. Intelligence Gathering 

MBSD 

Fully automatic (No human) 

Step 2. 
Exploitation 

Step 3. 
Post-Exploitation 

Step 4. 
Generate Report 

Step 1. Intelligence Gathering 

   ･ Identify open ports, products by port scanning. 

   ･ Analyze gathered HTTP responses and identify products on the WEB ports. 

Step 2. Exploitation 

Step 3. Post-Exploitation 

Step 4. Generate Report 

Step 1. 
Intelligence 
Gathering 

Gathering target server info using Nmap, WEB Crawling. 
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Step 2. Exploitation 

MBSD 

Step 1. 
Intelligence 
Gathering 

Fully automatic (No human) 

Step 2. 
Exploitation 

Step 3. 
Post-Exploitation 

Step 4. 
Generate Report 

Open session between “Deep Exploit” and front server. 

Step 1. Intelligence Gathering 

Step 2. Exploitation 

   ･ Open session between “Deep Exploit” and front server (=compromised server). 

Step 3. Post-Exploitation 

Step 4. Generate Report 
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Step 3. Post-Exploitation 

MBSD 

Step 1. 
Intelligence 
Gathering 

Fully automatic (No human) 

Step 2. 
Exploitation 

Step 3. 
Post-Exploitation 

Step 4. 
Generate Report 

Pivoting and execute the exploit to internal server. 

Step 1. Intelligence Gathering 

Step 2. Exploitation 

Step 3. Post-Exploitation 

   ･ Pivoting and execute the exploit to internal server via compromised server. 

Step 4. Generate Report 
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Step 3. Post-Exploitation 

MBSD 

Step 1. 
Intelligence 
Gathering 

Fully automatic (No human) 

Step 2. 
Exploitation 

Step 3. 
Post-Exploitation 

Step 4. 
Generate Report 

If detect new server, repeat Step1-3 in new server. 

Step 1. Intelligence Gathering 

Step 2. Exploitation 

Step 3. Post-Exploitation 

   ･ Pivoting and execute the exploit to internal server via compromised server. 

Step 4. Generate Report 
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Step 4. Generate Report 

MBSD 

Step 1. 
Intelligence 
Gathering 

Fully automatic (No human) 

Step 2. 
Exploitation 

Step 3. 
Post-Exploitation 

Step 4. 
Generate Report 

Step 1. Intelligence Gathering 

Step 2. Exploitation 

Step 3. Post-Exploitation 

Step 4. Generate Report 

  ･Create the report of penetration test. 
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Demonstration 

MBSD 

Server-A 

IP: 192.168.184.132 

Deep Exploit 

IP: 192.168.184.145 

Connectable 

Directly connect 

Scenario 1. Single target server 

https://youtu.be/mgEOBIM4omM 

・Demo movie 

https://youtu.be/mgEOBIM4omM
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Demonstration 

MBSD 

Server-A 

IP: 192.168.184.132 

Deep Exploit 

IP: 192.168.184.145 

Server-B 

IP: 192.168.184.148 
(Only permits Server-A to connect) 

Connectable 

Connectable 

Connect via Server-A 

Scenario 2. Exploitation via compromised server (=Server-A) 

https://youtu.be/DsBNOGBjJNg 

・Demo movie 

Directly 
connect 

https://youtu.be/DsBNOGBjJNg
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Demonstration 

MBSD 

Server-A 

IP: 192.168.220.145 

Deep Exploit 

IP: 192.168.220.150 

Server-B 

IP: 192.168.220.146 
(Only permits Server-A to connect) 

Connectable 

Connectable 

Connect via 
Server-A 

Scenario 3. Deep penetration 

https://youtu.be/s-Km-BE8NxM 

・Demo movie 

Server-C 

IP: 192.168.220.152 
(Only permits Server-A to connect) 

Connectable 

Connect via 
Server-A 

Directly connect 

https://youtu.be/s-Km-BE8NxM
https://youtu.be/s-Km-BE8NxM
https://youtu.be/s-Km-BE8NxM
https://youtu.be/s-Km-BE8NxM
https://youtu.be/s-Km-BE8NxM


Black Hat USA 2018 Arsenal 

Resource 

MBSD 

https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit 

・Source codes & Usage 

https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit


Who we are 
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 MBSD - Mitsui Bussan Secure Directions, Inc. 

 2001 

 Tokyo, Japan 

 JPY 400 Mil (100% subsidiary of Mitsui & Co., Ltd) 

 256 

 Leading companies in Japan, such as telecoms, banks,  

 retailers, internet business, and the governments. 

 Professional security services to protect business from  

 cyber attacks. 

 Vulnerability Assessment/Penetration test (Web/NW/IoT..) 

 Managed Security Services, Incident Response & Handling, 

 GRC Consulting, Research & Development.  

 Company               : 

 Established           : 

 Head office           :  

 Paid in capital       : 

 Employees             :  

 Industry affiliations :  

  

 Businesses            : 

  

 Services              : 

 

 



  

Reference all source codes and document: 

https://github.com/13o-bbr-bbq/machine_learning_security/ 

https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit
https://github.com/13o-bbr-bbq/machine_learning_security/tree/master/DeepExploit

