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In this lab, we’ll investigate the Ethernet protocol and the ARP protocol. Before
beginning this lab, you’ll probably want to review sections 6.4.1 (Link-layer addressing
and ARP) and 6.4.2 (Ethernet) in the text'. RFC 826 (fip:/ftp.rfc-editor.org/in-
notes/std/std37.txt) contains the gory details of the ARP protocol, which is used by an IP
device to determine the IP address of a remote interface whose Ethernet address is known.
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1. Capturing and analyzing Ethernet frames 3%k #0447 [ A M it

Let’s begin by capturing a set of Ethernet frames to study. Do the following?:
IERAIM R — BN AR BT TR E

e First, make sure your browser’s cache is empty. To do this under Mozilla Firefox
V3, select Tools->Clear Recent History and check the box for Cache. For Internet

! References to figures and sections are for the 7% edition of our text, Computer Networks, A Top-down
Approach, 7" ed., J.F. Kurose and K.W. Ross, Addison-Wesley/Pearson, 2016.

21t you are unable to run Wireshark live on a computer, you can download the zip file
http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip and extract the file ethernet--ethereal-trace-1.
The traces in this zip file were collected by Wireshark running on one of the author’s computers, while
performing the steps indicated in the Wireshark lab. Once you have downloaded the trace, you can load it
into Wireshark and view the trace using the File pull down menu, choosing Open, and then selecting the
ethernet-ethereal-trace-1 trace file. You can then use this trace file to answer the questions below.

WMRETEINE, TJUFERESIMELER ctheret-cthereal-trace-1



Explorer, select Tools->Internet Options->Delete Files. Start up the Wireshark
packet sniffer

Bk, BRUESENEFAZTERIEHRET). 27 Mozilla Firefox V3
THATUERE, BEFETR ->ERFRIEHLILE, RAEEFEEFE. N T
Internet Explorer, %£3#F T B - > Internet £ 11 - >ME X1, REEDN
Wireshark £ £ IR IR 25

Enter the following URL into your browser

http://gaia.cs.umass.edu/wireshark-labs/HTTP-ethereal-lab-file3.html
Your browser should display the rather lengthy US Bill of Rights.
FTFFIAT URL
http://gaia.cs.umass.edu/wireshark-labs/HTTP-ethereal-lab-file3.html
BRI T =8 Y B AR S UK R ERAE R



Stop Wireshark packet capture. First, find the packet numbers (the leftmost column in
the upper Wireshark window) of the HTTP GET message that was sent from your
computer to gaia.cs.umass.edu, as well as the beginning of the HTTP response
message sent to your computer by gaia.cs.umass.edu. You should see a screen that
looks something like this (where packet 4 in the screen shot below contains the HTTP
GET message)

E T k(=1L Wireshark IR E %%, 3 F|E @ gaia.cs.umass.edu f§ HTTP GET 3§

BHEIEE RS IUK gaia.cs.umass.edu Y EAY HTTP Bl , BHIIMBERN
Bk E N E—E:

7 {Untitled) - Wireshark M=
Fle Edt Wiew Go Capture Analyze  Statistics  Help

B oW @ P Hx 4« 8 R « > F L EE QaaQQD
Eilter: | > Expression... Clear Apply

Ma. - |Time |Source |Destinati0n |Pr0t0c0| |InFo -

1 0.000000 152.168.2. 128.119.245.12 TCP 2038 > http [SyYM]
5] P hi > g

. 128700 .119,245.1 .168, 2. 14 Pttp > 2038 ]
.134167 3 : ; 5 e [TCP segment of a reassemb1ed POU]
.150302 : 5 z : R [TCP segment of a reassembled pODU]

. 213639 i 5 i 5 B ; [TcP segmeht_of a reassemb1ed POU]
1 L " I

i T T T o]
. 403428 E 5 . : n HTTR/1.1 404 not Found (text html)
4239352 . A oL Al 2039 > http [SYN] Seq=0 Len=0 MS5=1460

-383584 5 525 L66.12. seg=0 Len=0 M35=1460
- 362197 5 sZo L66.12. seg=0 Len=0 Ms55=1460
10.389131 B b o o 0 Bo ACK] Seq=6235 Ack=793 !

OEHHE

Frame 4 (506 bytes on wire, 506 bytes captured)
Ethernet II, src: Metgear_6l:8e:6d (00:09:5h:61:8e:6d), Dst: LinksysG_45:90:a8 (00:0c:41:45:90:a8)

g L2

.145 (192, 2]

68

1457,

.245.12 (128.119.24

RequesT Method GET
Request URI: Swireshark-Tabs /HTTP-ethereal-Tab-file3.html
Request version: HTTF/1.1
Host: gaia.cs.umass. edusrin
User-agent: Mozilla/s5.0 (windows; U; windows NT 5.1; en-us; rv:l.8.1.4) Gecko/ 20070515 Firefox 2.0.0.¢
Accept: text/xml,applicationsxml, applicationxhtml+xml, text/html;g=0.9, text /plain; g=0.8, imagepng, ¥/
AcCcept-Language: en-us,en;g=0. 5%rn
Accept-Encoding: gzip,deflatedrin
Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;q=0.7\r\n
Keep-alive: 300%ryn
Connection: keep-alivesrin

RNl

0| | i

— =

0040

0050 J

\elals1e]

0070 g ala.cs. u

0080 mass. edu Lo User-a

0090 gent: Mo 2111af5. i
| P: 21 Dz 21 M: 0 Drops: 0 v




e Since this lab is about Ethernet and ARP, we’re not interested in IP or higher-
layer protocols. So let’s change Wireshark’s “listing of captured packets” window
so that it shows information only about protocols below IP. To have Wireshark do
this, select Analyze->FEnabled Protocols. Then uncheck the IP box and select OK.
You should now see an Wireshark window that looks like:

E?Ki%%?&?l&(k@%ﬂ ARP (1, FAIXT IP E S EML AR,

1EFEAE 2L Wireshark FY 3R EUIR B IR EH, MEEXETREXIP
u TTJJ WHER. b Wireshark ITIRIE, IHEF Analyze -> Enabled
Protocols(A#-E RN . ABEBUEIEH IPAE(EEE: XEIER IPV4
hil, TEBER)FLEFEFHE. EIMTE Wireshark & O J* ZA TR

7 (Untitled) - Wireshark - |O] x|
File Edit Wew Go Capture Analyze Statistics  Help
3w e 2 x 9 588 « % » F &IEBE & QaQq
Eilter:| *  Expression... Clear Apply
Mo, - | Tirre: | Source | Destination | Protocol | Info =
1 0.000000 Metgear_fl:8e:6d  LinksysG_45:90:a8 Ox0B00 IP
2 0.050806 LinksysG_45:90:a8 Netgear_61: Se 6d 0x0800 IP
3 .050?29 Metgear_ 61 Be:6d 0x0800 IP
40 MET q2ar H an U ]
5 0.128700 L'lnksysG 45 90: a8 Metgear_ 61 8e.6d 0x0800 IP
6 0.134167 LinksysG_45:90:a8 wMetgear_&l:8e:6d  Ox0B00 IP
7 0.150302 LinksysG_45:90:a8 wMetgear_fl:8e:6d  Ox08B00 IP
8 0.150487 Metgear_6l:8e:6d  LinksysG_45:90:a8 Ox0800 IP
9 0.213639 LinksysG_45:90:a8 wMetgear_&l:8e:6d  Ox08B00 IP
10 0.215724 LinksysG_45:90:a8 wMetgear_&l:8e:6d  Ox08B00 IP
11 0.215%947 Metgear_6l:8e:6d  LinksysG_45:90:a8 Ox0800 IP
12 0.231749 LinksysG_45:90:a8 wMetgear_&l:8e:6d  Ox0B00 IP
13 0.232145 Metgear_6l:8e:6d  LinksysG_45:90:a8 Ox0800 IP
14 0.320470 Metgear_61l:8e:6d  LinksysG_45:90:a8 0x0800 IP
15 0.403428 LinksysG_45:90:a8 MNetgear_6l:8e:6d  0x0800 IP
16 0.423932 Metgear_6Ll:8e:6d  LinksysG_45:90:a8 0x0800 IP
17 0.579522 Metgear_gl:8e:6d  LinksysG_45:90:a8 0x0800 IP
158 3.383584 Metgear_gl:8e:6d  LinksysG_45:90:a8 0x0800 IP
19 9.352197 Metgear_fl:8e:6d  LinksysG_45:90:a8 0x0800 IP
20 10.389131  LinksysG_45:90:a8 Netgear_6l:8e:6d  0x0800 IP
21 10.389258  Netgear_6l:8e:6d  LinksysG_45:90:a8 0x0800 IP i
2| | -
Frame 4 (506 hytes on wire, 506 bytes captured) =
E Ethernet II, Src: Netgear_6l:8e:6d (00:09:5b:61:8e:6d), Dst: Linksyss_45:90:a8 (00:0c:41:45:90:a8)
B bestination: LinksysG_45:90:a8 (00:0cC:i41:45:90:a8)
Address: LinksysG_45:90:a8 (00:0cC:41:45:90:a8)
LD Ll ias iees ae.. = IG bit: Indiwidual address funicast)
a0 i ees vves ww.. = LG bit: Globally unique address (factory default)
E Source: Metgear_&l:8e:6d (00:09:5h:61:8e:6d)
Address: Netgear_6l:8e:6d (00:09:5bh:61:8e:6d)
WD e oies iees ae.. = IG bit: Indiwidual address (unicast)
o e e = LG bit: Globally unigue address (factory default)
Type: IP (Ox0800)

Data (452 hytes) =
2| |
0000 00 OcC 41 45 90 a¥ 00 0% 5Sh 61 8e &d 08 00 45 00 GAE. s [2emMaE -
0010 01 ec 87 e9 40 00 80 06 38 65 <0 a8 02 91 80 77 TR - IINSRIN | R W
0020 f5 0c 07 6 00 50 7a 74 <4 58 7d a6 27 90 S0 18 ..... Pzt X 'WP
0030 ff £f 3a 9c 00 00 47 45 54 20 2f 77 69 72 65 73 ..., T Swires
0040 68 61 72 6b 2d 6¢ 61 62 73 2T 48 54 54 50 2d &5 har‘k '|ab SAHTTP-2
0050 74 68 65 72 65 61 6c 2d  6c 61 62 2d 66 69 &C &5 thereal- Tah-file
0060 33 2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 od 3.htm1 H TTP 1.1
0070 0a 48 6F 73 74 3a 20 67 61 69 61 2e 63 73 Ze 75 .Host: g ala.cs.u =l
File: "C:\DOCUME~ 1 PAULAW -1 \LOCALS~1 ) TempietherxxXa02620" 8584 Bytes 00: ... |P: 21 D: 21 M: 0 Drops: 0 o

In order to answer the following questions, you’ll need to look into the packet details and
packet contents windows (the middle and lower display windows in Wireshark).



ATEENUTEE, BEEESRIFESFMAEENEEENAED (Wireshark A7
MEEFMTHRETED, FE5T EEEINARNL-BIUGEERRE (HE-E
BmE) ) .

Select the Ethernet frame containing the HTTP GET message. (Recall that the HTTP
GET message is carried inside of a TCP segment, which is carried inside of an IP
datagram, which is carried inside of an Ethernet frame; reread section 1.5.2 in the text if
you find this encapsulation a bit confusing). Expand the Ethernet II information in the
packet details window. Note that the contents of the Ethernet frame (header as well as
payload) are displayed in the packet contents window.

EFEB S HTTP GET B 2RI AN, (B8 —T, HTTP GET i5X2% Lt
TCP k335 TCP EX#t471£ %, TCP BN b 1P Skt 3t 25 2] 1P £UIRIR S 1715%,1P 51
PEHR S0 UK Sk 3 p XK R gt 4T 2 3 A RARK X N HER 2 AR
xR, BEEXAFNE152T) . ERECSFEAFEEOFRAMUAM IFEA,
BAER, MANMMRE GrREUEREINE) BErEfEERNETELHR

Answer the following questions, based on the contents of the Ethernet frame containing
the HTTP GET message. Whenever possible, when answering a question you should
hand in a printout of the packet(s) within the trace that you used to answer the question
asked. Annotate the printout® to explain your answer. To print a packet, use File->Print,
choose Selected packet only, choose Packet summary line, and select the minimum
amount of packet detail that you need to answer the question.

RIEEE HTTP GET JH BRI AR MEFT 4T, 0RHE T e IS E BAMC A TT
XRAENEER.

1. What is the 48-bit Ethernet address of your computer?
TREYEE B 48 ALAYbIER £ D

2. What is the 48-bit destination address in the Ethernet frame? Is this the Ethernet
address of gaia.cs.umass.edu? (Hint: the answer is no). What device has this as its
Ethernet address? [Note: this is an important question, and one that students
sometimes get wrong. Re-read pages 468-469 in the text and make sure you
understand the answer here.]
AR MR g 48 L B fritbiit 247 X2 gaia.cs.umass.edu B AR H 31k
L7 (Bx BREESEN) . BAERHAVERX—BUESILHE, 15
)35 468-469(F SCAR 305-308 T)AFIEMRE

3. Give the hexadecimal value for the two-byte Frame type field. What upper layer
protocol does this correspond to?

3 What do we mean by “annotate”? If you hand in a paper copy, please highlight where in the printout
you’ve found the answer and add some text (preferably with a colored pen) noting what you found in what
you ‘ve highlight. If you hand in an electronic copy, it would be great if you could also highlight and
annotate.



AW EEY 16 #HFER T A?TXMN NI EEMLEF A
4. How many bytes from the very start of the Ethernet frame does the ASCII “G” in
“GET” appear in the Ethernet frame?

MK TS, —EEB"GET H A ASCI'G"HIE AN A1, BS
beps?
Next, answer the following questions, based on the contents of the Ethernet frame

containing the first byte of the HTTP response message.
BETR, REES HTTP WAEEMNE—MF TN AMMAAZ, EEXTE
Ao

5. What is the value of the Ethernet source address? Is this the address of your

computer, or of gaia.cs.umass.edu (Hint: the answer is no). What device has this
as its Ethernet address?

XANZAKMI R, MAMERINEE S ? XE2RITENATIE, 12
gaia.cs.umass.edu Fyihilt (3877 BREEEH) o HBEXNRUIKMHLEAY
wERTA?

6. What is the destination address in the Ethernet frame? Is this the Ethernet address
of your computer?

AR RS B A2 A7 X2ETTENA KW ELE?
7. Give the hexadecimal value for the two-byte Frame type field. What upper layer
protocol does this correspond to?

AWM EEY 16 #HFER T A?TXMN NI EEMINEF A
. How many bytes from the very start of the Ethernet frame does the ASCII “O” in
“OK” (i.e., the HTTP response code) appear in the Ethernet frame?

MIAKMUES TR, —EZI"OK H i ASCI'O" I & I AM M 1k, FH D

FA5?

o0



2. The Address Resolution Protocol i3It 247N

In this section, we’ll observe the ARP protocol in action. We strongly recommend that
you re-read section 6.4.1 in the text before proceeding.

FEARTHR, BMENR ARP XAIEA. BARZIBIETEREELR Z IE TR
X 6417

ARP Caching(ARP £7%)

Recall that the ARP protocol typically maintains a cache of IP-to-Ethernet address
translation pairs on your comnputer The arp command (in both MSDOS and Linux/Unix)
is used to view and manipulate the contents of this cache. Since the arp command and the
ARP protocol have the same name, it’s understandably easy to confuse them. But keep in
mind that they are different - the arp command is used to view and manipulate the ARP
cache contents, while the ARP protocol defines the format and meaning of the messages
sent and received, and defines the actions taken on message transmission and receipt.

BI8—T, ARP R EEERTTEY L4 1P B UKW IR FY 2R 17 arp
&< (f£ MSDOS # Linux / Unix 1) ATEFEMBRELEZFNAE. BT arp v
LHARP ML EFHRRENER, FRREZREEE]. BFLE eNEAREM:
arp iF X AT EEMRIE ARPEHFAR, M ARP MUEX T ZEMZERAERA
WRMEX, FEXT XE BRI AT REARIE.

Let’s take a look at the contents of the ARP cache on your computer:

RAIREEETEN L ARP EEFIRNS:

e MS-DOS. The arp command is in c:\windows\system32, so type either “arp” or
“c:\windows\system32\arp” in the MS-DOS command line (without quotation
marks).

MS-DOS: arp g2 LT c:\windows\system32 #1, [F [tk 7 MS-DOS a5 & {7H

g N\ “arp”5y “c:\windows\system32\arp” (;XH5|5)

e Linux/Unix/MacOS. The executable for the arp command can be in various
places. Popular locations are /sbin/arp (for linux) and /ust/etc/arp (for some Unix
variants).

Linux/Unix/MacOS. iRIELEMELFBRREMAR, —#KH/sbin/arp (linux)
F0/usr/etc/arp (Unix)
The Windows arp command with no arguments will display the contents of the ARP
cache on your computer. Run the arp command.

B SEH) Windows arp (p ¥ B it EA L ARPEHFNANE., 1517 ARPf

A
< o

(FEBTHEMIREAABE - SHAEET ARP KR, NiZ1E1T arp -a 4 %)



9. Write down the contents of your computer’s ARP cache. What is the meaning of
each column value?
ST EN ARPEFNAR. 8NIENEXETAY
In order to observe your computer sending and receiving ARP messages, we’ll need to
clear the ARP cache, since otherwise your computer is likely to find a needed IP-Ethernet

address translation pair in its cache and consequently not need to send out an ARP
message.

AT MEENITENZEMEWR ARPJHR, T EER ARP &7, BNEMNIT
BRI RAERZGFRLEINER IP-Ethernet i35 X R, FILAREKIX ARP
THE

e MS-DOS. The MS-DOS arp —d * command will clear your ARP cache. The —d
flag indicates a deletion operation, and the * is the wildcard that says to delete all
table entries.

MS-DOS: MS-DOS arp -d *ap &K ERR ARP £77, -d fRisfamMiBR#R1E, *
R PR RIABECAT o

e Linux/Unix/MacOS. The arp —d * will clear your ARP cache. In order to run
this command you’ll need root privileges. If you don’t have root privileges and

can’t run Wireshark on a Windows machine, you can skip the trace collection part
of this lab and just use the trace discussed in the earlier footnote.

Linux/Unix/MacOS: &g arp Z7789 arp d *FEE root fXfR, MREEZEH
RINEFE A Windows REFRITNE, B THEFNINEE



Observing ARP in action #{EL ARP &
Do the following*: 1E# 1T TH#1E

e C(lear your ARP cache, as described above.
BRIREY ARP &77, N EFTAR,

e Next, make sure your browser’s cache is empty. To do this under Mozilla Firefox
V3, select Tools->Clear Recent History and check the box for Cache. For Internet
Explorer, select Tools->Internet Options->Delete Files.

BTk WRINL[NEFETH. B Mozilla Firefox V3 THITILE
£, BERTRE>EREENDEFREZFNTIE. T Internet
Explorer, 1#%# T B-> Internet 1% I> il B& S 44

e Start up the Wireshark packet sniffer
J25 Wireshark 3125 £

¢ Enter the following URL into your browser
http://gaia.cs.umass.edu/wireshark-labs/HTTP-wireshark-lab-file3.html
Your browser should again display the rather lengthy US Bill of Rights.

e FTHIAT URL, http://gaia.cs.umass.edu/wireshark-labs/HTTP-wireshark-lab-
file3.html, {REYN =2 1% R B8 SR ENRFE R

e Stop Wireshark packet capture. Again, we’re not interested in IP or higher-layer
protocols, so change Wireshark’s “listing of captured packets” window so that it
shows information only about protocols below IP. To have Wireshark do this,
select Analyze->FEnabled Protocols. Then uncheck the IP box and select OK.
You should now see an Wireshark window that looks like:

B R EAETR IPMESEMN, 18IEF Analyze-> Enabled Protocols(43 4
BRI, REBCEET IPEGEREE: XBEIEMN IPVATHIY, TEE
MR YFEFHRE. BILFE Wireshark B O N iZI0 T Frs:

4 The ethernet-ethereal-trace-1 trace file in http:/gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip
was created using the steps below (in particular after the ARP cache had been flushed).
MRETFNE, BNFEREBNINELER ethernet-ethereal-trace-1




7! ethernet-ethereal-trace-1 - Wireshark M =]E3
File Edit YWew Go Capture Analyze  Statistics  Help

8w e |o@ x % 3|8 «%»7 2 |EBE&aaD]

Eilter:| * Expression... Clear Apply

Protocal

Source Destination

AL E

a9:3d:68 ARP 192.168.1.1 s at.Od:O

[
2 0.001018 LinksysG_da 73 ambitMic_
3 0,001028 AmbitMic_a9:3d:68 Linksysc_da:af:73  0x0800 IP
4 2.962850 AmbitMic_a9:3d:68 Linksysc_da:af:73  0x0800 IP
5 8.971488 AmbitMic_ag:3d:68 Linksysc_da:af:73  0x0800 IP
6 13.542974  Telebit_73:8d:ce  Broadcast ARP who has 192.168.1.1177 Tell 192.168.1.104
7 17.444423  ambitmic_a9:3d:68 LinksysG_da:af:73 0x0800 IP
8 17.465902 LinksysG_da:af:73 ambitmic_a%9:3d:68 0x0800 IP
9 17.465927  ambitmic_a%9:3d:68 LinksysG_da:af:73 0x0800 IP
10 17.466468  ambitmic_a9:3d:68 Linksysc_da:af:73  0x0800 IP
11 17.484766  Linksysc_da:af:73  ambitMic_a%:3d:68 0x0800 IP
12 17.498935  Linksysc_da:af:73  ambitMic_a%:3d:68 0x0800 IP
13 17.500025  Linksysc_da:af:73  ambitmic_a%:3d:68 0x0800 IP
14 17.500068%  ambitMic_a%:3d:68 LinksysG_da:af:73 0Ox0B00 IP
15 17.527057 Linksysc_da:af:73  ambitMic_a%:3d:68 0x0800 IP
16 17.527422 Linksysc_da:af:73  ambitmic_a%:3d:68 0x0800 IP
17 17.527457 ambitmic_a9:3d:68 Linksysc_da:af:73  0x0800 IP
|
| | |
® Frame 1 (42 hytes on wire, 42 bytes captured)
# Ethernet II, src: ambitmic_a%9:3d:68 (00:d0:59:a%:3d:68), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
= aAddress Resolution Protocol (reguest)
Hardware type: Ethernet (0x0001)
protocol type: IP (0x0800)
Hardware size: &
protocol size: 4
opcode: reguest (Ox0001)
sender MAC address: ambitmic_a%:3d:68 (00:d0:59:a9:3d:68)
sender IP address: 192.168.1.105 (192.168.1.105)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.1 (192.168.1.1)
coo0 fF FF ff £ £7f £ 00 d0 59 a9 3d 68 08 06 00 01 ........ Yo=hao.o..
0010 08 00 06 04 00 01 00 d0 59 a9 3d 68 <0 a8 01 69 ........ ¥o=head
o020 00 00 Q0 00 00 00 c0 a8 0102 LLaaaee.
File: “C:iDocuments and SettingsiPaula WingiMy Documentstwiresharkitraces - etherealy... |P: 17017 M0 4

In the example above, the first two frames in the trace contain ARP messages (as does the
6 message). The screen shot above corresponds to the trace referenced in footnote 1.

BTreEENMEeEREE, ETMAINE 1, 2, 6 MEEE ARPIEE,
Answer the following questions: ([2] & T %] [a] &)

10. What are the hexadecimal values for the source and destination addresses in the
Ethernet frame containing the ARP request message?

BE& ARP 15 3KE R A AR b A B ARt ik p -+ X SRR A7

11. Give the hexadecimal value for the two-byte Ethernet Frame type field. What
upper layer protocol does this correspond to?

AR Wb B EMY 16 HEFERHA?



12. Download the ARP specification from

ftp://ftp.rfc-editor.org/in-notes/std/std37.txt. A readable, detailed discussion of
ARRP is also at http://www.erg.abdn.ac.uk/users/gorry/course/inet-pages/arp.html.
T# ARP #sE(fip:/fip.rfc-editor.org/in-notes/std/std37.txt.), 118 15F% 4
(http://www.erg.abdn.ac.uk/users/gorry/course/inet-pages/arp.html)

a) How many bytes from the very beginning of the Ethernet frame does the
ARP opcode field begin?

ARP BEBF BRI RM UMM & FF6E £ D FT7?
b) What is the value of the opcode field within the ARP-payload part of the
Ethernet frame in which an ARP request is made?

FE#IT ARP IERAIUKM A ARP A #R 2§, FRIERFRIER
Zb?

c) Does the ARP message contain the IP address of the sender?
ARPHEREBERIETTH IP thit?

d) Where in the ARP request does the “question” appear — the Ethernet
address of the machine whose corresponding IP address is being queried?

# ARPIERP MR R M EE 18 IP A DKM ik

13. Now find the ARP reply that was sent in response to the ARP request.

HEHEN ARP IFKAIMA X ARP @&

a) How many bytes from the very beginning of the Ethernet frame does the
ARP opcode field begin?
ARP Z1ERFERIF I MIA KM &0 H £ D F507

b) What is the value of the opcode field within the ARP-payload part of the
Ethernet frame in which an ARP response is made?
FERIT ARP NIRZ A AR MEY ARP A #R6, BRIERFERIER
Z7

c) Where in the ARP message does the “answer” to the earlier ARP request
appear — the [P address of the machine having the Ethernet address whose
corresponding IP address is being queried?

MR ARP R MEREEHIFHY ARP IHKINE FR?

14. What are the hexadecimal values for the source and destination addresses in the

15.

Ethernet frame containing the ARP reply message?

B& ARP BIRIE S A UK M R IR B ARt i i+ N s EE %

7

Open the ethernet-ethereal-trace-1 trace file in
http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip. The first and second
ARP packets in this trace correspond to an ARP request sent by the computer
running Wireshark, and the ARP reply sent to the computer running Wireshark by
the computer with the ARP-requested Ethernet address. But there is yet another
computer on this network, as indicated by packet 6 — another ARP request. Why




is there no ARP reply (sent in response to the ARP request in packet 6) in the
packet trace?

EEENBERY, WERSHERK, —8iafT wireshark #TIE, —&%
B, BAHTLIEFT wireshark B S BN A X ARPIEKBEI TRE, Bit—
BHENA ARPIEXZESEINZ2CEEHERE 6 A ARP A9153K)

Extra Credit ZispS2I6

EX-1.

EX-2.

The arp command: arp iy %

arp -s InetAddr EtherAddr

allows you to manually add an entry to the ARP cache that resolves the IP address
InetAddr to the physical address EtherAddr. What would happen if, when you
manually added an entry, you entered the correct IP address, but the wrong
Ethernet address for that remote interface?

XA RVFRF RN arp TR ZFRT . ESEERARN P it
(InetAddr) AT A IR (EtherAddr), 15E)f& 5 A\ IEH IP i {B2 Y IR
RS A E T 4.

What is the default amount of time that an entry remains in your ARP cache
before being removed. You can determine this empirically (by monitoring the
cache contents) or by looking this up in your operation system documentation.
Indicate how/where you determined this value.

EMER ARP ZFZH], BRI EMNRINNBERNEEZ), BT MNBERE
NNEEEZFRNASHERIZFENHERNRERZ .



